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Abstract

This study presents asew methodology that reduces the computational load when
evaluating the criterion function in a brute force algorithm for solving antenna placement
problems in a grid model. Optimizing the wireless network topology includes minimizing the
overlap betweenrdennas as a key criterion. This paper presents a comparative assessment of
two approaches to calculating this criterion, implemented using the C++ language in the Visual
Studio development environment. The modified approach assumes an initial calaflatien
overlap between the antennas in all possible positions and stores this information in a
multidimensional array for efficient access during algorithm execution. The research focuses on
an approach aimed at minimizing the computational costs assowiditerepetitive calculations
in determining the criterion function. Experimental results show that this approach can
significantly reduce the calculation time of estimating the criterion function, expanding the
practical application of the brute forcgatithm in largescale optimization problems.

Keywords: antenna placement problem, computational complexity, overlap, brute force
algorithm, C++.
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ftesdLotsHdIsj dz' desfpls! BFA. [ wsHdWdydtose Odzadzr 2  SH.
5B dzOMIsd § jtojCter sdw &jyHE Odzlsj dzdzOB] § jtojH L Of
Istej md3j todets?2 BOItedyj, CHJ §jtco’ @ts2d didels fndzdeC,0L 8 Is

ddzH j € M ECOLTr 90] s f sdztsy § ded 9 lststets? O dzls j dzdz"
fjtoj Cter 908 h dj mMw Odzlsj dzdz M dMfsdz L s Odzed j d3 [z dzd
f Oter .

Cls®O ®&BOLtedyO MmMdzzydls M tcOo tsydats 2 s OB dzd y4 2,
LdzOyf getby Ctor Isdvw BJL dm folststedetsets or ydmdzj deadw

] BsHjdzd MjkSd ofmyj sdfr Odzls j dzdz tc OMY s dzts Y
CoOOHWKOIsdzts 2 mMilsCj tcOL 3 esdz 10~ 10 BN jJ ¢ sdzd o
yqdmdzd dedz = + CMYf J ted d&3p dgly 2D of B drpieizdztz § Is fPwlzls | dedz”
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dMMmj BFA. GClgl tHteshyjem eeSwffuydd ddj d Mt
j Cterlsdw Hdzvw ofmjr oL BsYyd » o90ttdOdzlstse tOL d
dls: RZOctokzL S d2O0 or ydmdzdlsjdzr dz" § ted mMiztemr ,
j Cter Isdw (52)tc,00 dij dfdtyj HEIs o tc Ods'd i3 ¢f ) dafj LAE]™WIs 5 Y dlztizg ts
dLOydd fjtcotsdzOyOdz! dese s tOMmyy sO:
] OteO3j Iste™ APP tsfftcjHjdzwe IsijC stipdziip ipglsd 3™V gp o €
duj Miso 8§ 0@ dlsjsdzdzH d Y OL ts datsiods Osdals] jydadz, to OO fiNs] ts[W Midd 2
J dzdaCCdts{dzd WKj Miso s € s BOVIMYGINKY T 3Ozt f te@z, L tsdz f j toj ¢
BiYHE Odzlsj ozilZOftc BOP R " j dedw Odzls § dzdz.
vsddzlsjLdtelzj d@3 oM §odzsy jdzedw Odzls]j dzdzr dzO € Otsls,
I'rudmdzy j &3 eOmMmistswdzdd d 4ty Cterlsdj RBINHE O
BOItcdyj tOfmMmistswdzgd?2 DV BOtedyj HJjtejSterilsdw O
[ Mdeso dets] slsdzd yd g BsHdWdydtese Odzdzsets f SHA B
sBtOBtISS ] or ydfmdzj dzd?2 f jtej Cter Isdw ots o dzzlstecj dadz
sB dzOMisd f jtej Ster Isdw o ydmdzwe Isimw dzO@ COYHB2 (s

dLodzj €O Isfmw dzj {f dsi te nH fislOs jsdzdizts 2 sOB dzd yr , Yls ts
L WWjCIlsdedesmis! or ydmdzj dzd 2 .

Fdzv tsyJdeSd 1 WWiClsdodesMmisd dBsHdWdydtetseo Odzdzts
wiLrCj ftoscteOBBizdteso Odzdw C++ o fusQuHtgw HVAz's2u ats § S ¢
sls ¢ dzt yJ dedets?2 dg® &S] dizdf® @ydig 2 .

ltoj 3w tOBBIT dMrtsHdtcets d BsHdW Jdydtese Odzdzsc t

HdzZw ff jteoats?2 L OHOyYd ( N=i30,, 1N8= MDjCC,z deti= 3 ) d3tsoffigfnay twfHye
i0, 014 MmjSkdHT ;

H dzw olststets? L OHOYyd ( N=4, iM26066 K3 6 Jz dzH
BsHdW dyd teit2s @dzdg’j & &z dzH ;

d Hdv Istejlk’ j2 LOHOYd (N=544M2190, KSR &
BisHdW dyd teitle20rdzdd 92 fj € kz dzH .

Clsd tjLikzd sOIsT Hj Btsdzemistedtclze Is L dzOydlsj dz' dzts
ftoed dMftsd L soOdedd dBsHIW dydtctseo Odzdztmg)tic ) tH tOH Asts Hj @&
LWWJjCIlsdoe desmlis! .

ltsJHfr]lsOsdz;dzdzf' tcjL zdz IsOIsT dzO G dzV¥ H dzts f SH
BsHdWdydicso Odzdegsets fSHRBHO fLotdwjls fmdedy Ols!
Yy 3 o 10 tOL.

CWWJiClsdodesls! HOddzsets YSHABSHO L Oo d fdakll tsIs |
WkdC ydd d Cdzd yj Mlso © oL d3tsy dzr - 9 Otcd Odzls s 9
CtedlsjtedOdz! dets?2 WER ydd dL odzkzlstej dzgdzj cts yd¢ dzO E
ftesjClsdtetso Odzdw B jMYtetsotsHdy & Mjlj?2.
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Il zrnOtcjo 1. 0.
dtcOodzdIsj dz' dz" 2 OdzOdzdL IsjmrdzsdzBGed?2 L dydt
40dllglsjteBlzteceMEd?2 cetMmMikzHOteMmilse j dzdzr 2 Edzdo J
ddz. ftetsW.-1 bz gpodyd®dzy
(t sMiudOdzg I§ Isj te)s Zt6 @
doi: 10.18411tnio-11-2024 684

¢ dzdztsls Oyd w

Il MisOls! j MHicCoded sty dz" 2 0OdzOdzdL 5§ - B dzZSG ( 2
sO¢dr €£OC RWIT, Fingerprinting, Angl e of Arri
t OMMd3OIsted o O Isw dr o tsL By desMmisd, sMmsB J dzdztsfis d
fSHAatHWh ] Myd dzOted d eldgdfijts dzistf  NOdzgfy . SCOHGHiISE Is
o] SRR dzZHOYdd 5 o' BBtk foLotsdvels dzyhj §sdv
fsCOL" 90js dzOdBtsdzr hze 1 WWJCIsdo dzsfls .

szt ydi o' j Wiplase @sL dydsdzdtetse Oded j , eFdBAE, tcj dzdzv W
Fingerprinting, Angle of Arrival£oA), Time of Flight (ToF).

Abstract

The article provides a comparative analysis ofRiVpositioning technologies such as
Wi-Fi RTT, Fingerprinting, Angle of Arrival (AoA) and Time of Flight (ToF). Their capabilities,
work features, pros and cons,veall as suitable use cases are considered. A detailed description
of each technology and recommendations on the choice allow you to better understand in which
conditions each of them shows the greatest effectiveness.

Keywords: Wi-Fi positioning, Internal avigation, WiFi RTT, Fingerprinting, Angle of
Arrival (AoA), Time of Flight (ToF).
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mMdMmilsj &ss?2 Android 9 Pie. 20 YssLotsdw jiIs Efmiste
Bdzdy ©O2h drn OB IsdL Istsipdesdglsls ts-B8oH SRWMT tsif toj H j dzw
ftesssCsdsd | EEE 802. 11mc J tlsCter 90jls dzsar j o
f sL o dw W tcOL tcOB Ols™ 9 Ols! fmjtcadMmr d fteddztsy j dzd
sted j dzZsdtetso Ols! Mw o fsd3ih jddwn.
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UjndesdzsBEgw RWI dfMfsdz Lizjlsimw o hdetsCtsds HJO
CBEHO IstejBlzjIsMw or MsC Ow Ists ydets s fsLdydsdd
tcj Mztem O3 . JdZ20 ftoj CtcOMmMdes Y SHARBHJIS HA&v sls fc
ftcjHftedwisdwrn d MCEBPOOR Jsswmlsy sod3jhfijlstst tsdztsy J d
sflsdddL Oydd ftoesdL o SHMIse j dzdd in By j0hsno dzd dz@
sBh jMmise jdzdzg" = 3 MiIs, OSSR COC Itsteegtser j yYj dzlster
GHJ Mdmlsjid®@ ffoLrdydtsddtetss Odzdw PeHRE&EZO:E Is C§ szz'y
sBl J SO d § &zOdzdtetso Ols+ o tcj 3w .

YissB" t©OL o9 j todetFls’ R f)ls jorglz dagi Eyj Mis! daj M< tsdz
Listes2 Misots HBsd des tOBKSISOI! dz2O Android 9 (AP
ftsSHH jtey o Ols! BlOQdH GdIM. 8 O 2¢d g jdadj jdzjrded v 3] Mls ts't
H ts dzy dzts ddzj Is: tcOL tejh Jjded J dzO HisMis iz ¢
(ACCESS _FINE_LOCATION), O kOCyj dz sBFR trld B
sftejHjdzjdzdd B3 Miss sdztsy § ded W . [ Otch tclzlsdL Olststc  H-
802112016 FTHNMy @ttotcj Clsdes? tcOBTSIST ftoddztsy j ded j H
Efmstes2Mmlsea j, 1O COC wftejHjdjddj i3 Mstsy sdztsy j da

stdi3f Odzdw Navi gi ne-Fif e®E J filgfd tdf tdsoC k@@ dA®i, ylsts,
ofmMjrn Efmdtse d?2, Isj R desdzsc §f f s dedsthtisal @G s ds ts i) thzfs i) [s dzC
95% MdzkyoOjeo d ®wBECsdkts 30 Mz © 50% MmMdzkyo,j o. ]
MiSkdHr, vyt HsMsdecOjlmw L O MmMujlk SCt&fdjcmnd
Wddzt steOyds yoOmlsdy, teBjMmMfjyde Ow fig@e d dz! dztsfmls’ ¢

1 O jteh do sBMEYHjddli LRFsdscdd WitsL @ty dzt
9" Ml sksydtsets fsLdydddtese Odzdv, MmMdzjHEzjls ¢ jte]:
Colsster 2 IsOSC Y] hdestts ftodddvjilsmy Hdv ftejHJ
Clsts dBjIssH lstijmg@lsCptsei ,ntdded), F Cslstster 2 dMmf sdz' L Iz,
MsLHOdzdwY  ~RtOdzj dzed¥ HOdzdzr » 5 fsdzsy jdedd EMmistets:

] smdztso § Fingerprinting d&iydls W¥de¢moOoydw 7
HsfMiskzd O, Cltster 2 LOIjd MtsrtcOd” jIsMWH hdz@lsGLdid H ¢
Emistets?2 Mise ©. 1isAc j1Clf@HcjO tsdpdR@Idf ]  s5COL Olsj dzd RSSI
® BOLJ, ybsts fssLrotsdzvwjils MmMdMmlsj &3y dz0G2Isd dzOd dzlzyh

B Mistsy sdztsy J dzd J fsdz L tso Olsj dzw . Cltsls d3j IstsH d3ts
B HdzOdgd L dzOyj dzdw 3d f stcWHEC O 0, 6 dBilstc® d Htej HY
Efmdzse dw A .

[dlssH Fingerprinting thdse" 9 0jIsmw dzO tcOL d
HsmMszd © ( AP) , Cslsster §j tBBL &ZOYOs Isfmyw zOf tod d3J

ZMis tcts 2 fiflaootds Hfdidsts MG Odzd tetso Oded ] M e dzOdzse I 1 Isd n
f sz yov MdcdOd s ©OL ddyds 0HAH M. e dls P dziipd §
Mde dzOdzse BIssBiCOY O Isfqw ydtejL §tsCOL Ol dz¢ RSS (1

udcdzO®i WisffdzOB j 9 Oj I§ daetf 8 tghtedMEBQdd S O, Is0O¢
Bsh dsiisd Mddy 0jlsmw M ko jddyjddjd toOMmlstsw ddw
tcOL dz' n tcOMmMmistsw dzd v = sls IssyS-Hi HBHE &O @O ( figls O dz
Fdzd C Odzr dzts?2. S OYHOW ksYyso o { totsl€usAsipisty j R SiSts
(dZOfeddjts, RSSi 1, RSSi2, é , RSSin), Sttt
dzj MCsdz Cdo AP. Cltsls o jCltste RSS, lstcOy0Oshd2
tcOMmMf sdztsy j ded j A3, Bsy dets 6 OMMdBZOIstcd o Ols: € OC Mmotsj 51
Codelteg s dazj Mistsy sdztsy j dad v .

[ Odzj i, 11sd ojCbktster dBsydes M sd L 5o Ols! H dz
SlssBteOy J dets dzO ted MmMizdzC 4§ 2:
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[Mdeso dzg" 5 dzj HsMIsOC R 1 ssets BjlssSHO Wodzw ol

by Osh jasOfttjHSOS HsBOodj dedj dozd bH Oz dzd j
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' MmfteOo dlsidmve fis CdalzdgjOdzjh dgc™ Mt HJ .
tcsHisdzy OV  tcOMmMmdstsistej dad J Isjrdatsdzse d?2 Hdzv o
JIsmMw Angle of Arrival (Ao A) , dgrdzd RZTeTs dof  ff
erprinting, Clstster § f sdzOc O sfmw  dzO twOMMmlIs
s0dzls § dzdz" § Md misj d3r ( MI MO) HdzZw OdzOdzdL O dzO
sdzv jIs tsyd ded Is Eetsdz ftedrtsHO dBdsesdazizyj o
doe Od3d dz0 ssys On HsMmiskzf O. 1 Ojds M f ts
BU’tsdztsx;dzo[; fylg te tis? fipld & @O dff s fiylsdkzOsIssB tc Oy j dats
[ Odzdz' 2 @ BjlstsH 9Cdzs yojl btedetsdasdzj Isted yj Medy
sBteOBtSISCd HOdzdz' 1 d &BOh ddedetsj tsBlZYJ dad | , Yylsts
EMstcs2 Miso O dz0 tsfdzatse j dzOff tc Oo dzj telgffjv dzdzt 2s HO dldsjlsdade™ .«
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dzj 5B ASH GG yd Od @dgls ] ®zMO MY sfsedz j o ff ts5dzdgw Is:
g cdzOzO. stsdj ksscs, HA&Y oo’ h jddy ksydshld
N shtse dz0 MOBsMsWIsj d ds &j dzvls' Motj dj My sd
oL By desfls! OE @ jlsd@af Oy  WHzdkS ydY ©jHS s sFflstj YO,
ekl eOR, ylsts dzOC d&ZOH'T 90jls GftjH, dj ddz j ¢ isO0 da

) SHABH 20 Ghdsej ot dkjdd fsdikO (ToF) {t
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Czd j dzs @ wmlsdesimglsj dz des Istsyj$S HeMlskzfo. 1 {ksdg
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dMisd LsoOdzd j B otej dgj dzde’ 7 BjstsC, Ctltster j ¢ j dzj
d Wdemdtekzsls otej 3w ftsdzjlsO tOHJBMd afdz@3fzticg) .dzd v dz
otej Bjdzg, HBMSIEOsN j2 fotewHSO dgOdesMmj ClzdzH, Mo
sBJMfjydeOsls Istsydesmis! wftejHjdzj dedV f Sdztsy J dedW
Hdzw  fted dztsy J dzd 2, sO¢Cdr CO¢C BOtSdtsaC O d Blsid
LO@f ItejBlzjlkMmMw dsCOoddL Oydw dO ktesedz ¢ sdgzdzOls

RLABItjddY otcjdBided §sdzilsO BOLJtekzs Isfw  dzO
BdzdL 82 ¢ MetstesMmisd Mo jlsO, Yyt ftLotsdwjls do&ddd
Issydets s N d ¢ dz0 dRSStR jols stulsdzd Yz othlis o Isj dz' dgr = € |
tsls dzd yd § sls IsttOHdyddedetsG ts -F a3 IShifififls j 3R 5 To F tc @ tcq
MisOdzH Otelsdz" | COHtr HOdgdzr » d YtsHIse jtey H] dad?2 Hdzw
fsHRtsHE d2O0 Ghdsej RSSI, TomhdEy ddzy L BBj gAY § d
Emstes2Mlsotsds  sySoOdkd HsMiskzf O, f§smdj yjes f
B3y Mistsf sdztsy j dzd J EMmistes?2 Mise O.

vjd3 dzgj A3 dzd 4 , fsHaotsH ToF MlsOkzSdeo Oj Isfqw
vtoj H Odedef dzm totsded L Oyd W o tojsdgddk,Isr M B, ste O d
Blzsctsdzzyj otsets ©OMftosMisteOdzj dzdw, Colstter j &sek
tejnjdedw dgj Sslstster 7 dL 1Isdr ftetsBdzj A3 f tod d3j dav 5 Is iy
Bdded BdL Jtcso Ols ! Istcj B 59 Odad W ¢ dden etsdzdjL Oy d d
fMis OB d dz' dztsmls ! d Isydssfmlis: tcOBtsls™ MmdMmlsj d3 o Iz
fnd ¢ dzO dzO.

[ dzw Bidzj j ZHisB dzsG 5 MtcOo dzj dzd v nOtcOCIsj ted
fsLdydtsdedtetso Odedw dzedyd Gt HMIsOo dzj dzO IsOB dZzd yo 1
COYHEBSEB d3j stsH O.
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Time of Flight (ToF)
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SOYHOW [sjrdssdzsedw dd3j jIs Hija®OF Isf dfssrf todf ¢ d3di dak
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Abstract

In this articlewe will try to understand how processor registers with byte and word
addressing work and compare these addressing methods with each other. Let's discuss the types
of registers, what specific tasks they are designed to perform, and the operating pfisciple o
of them using easip-understand examples. And finally, we will discuss the importance of
understanding the work of registers for developers, engineers and programmers, after which we
will draw the appropriate conclusions.

Keywords: registers, byte addressing, verbal addressing.
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Abstract

The article is devoted to the issues of automation of decisions on enagaty of
enterprise competitiveness. The relevance of the task and its implementation in the C# language
in the Visual Studio development environment are described. The applied solution allows to
calculate and analyze financial indicators and competitsgemedicators; to determine the
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guantitative characteristic of the level of competitiveness of the enterprise at the current moment
and in dynamics based on the I. Ansoff scale; to form recommendations for improving the
financial condition and competitivess.

Keywords: Visual Studio, competitiveness analysis, C#, integral indicator, liquidity
ratios, solvency ratios Balance sheet.
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tcj dzls OB j dz' dzts fyls ¢ ftocsH Oy ; d d3d H ¥ ( BOttsydz 2 ¢Cof
B4 dzj H Y d3j dzls O.

dCIszOdz detsfyls d dzj 5B = 5 HEH q3sdgdsd d tc 5 0jdz0jdxl

CdS ke dessmy s dshisd fjHftedwisd?2 syujodHdo,
ftoj ddBkh jMlso® d dajHsMsOlSd §jtjH Ctds ki dzls Oc
fSHHJty Odzdw CtsdeS o] delsdesets ftoj ddszh § lse O.

RMf sdz! L zw yqWttse r j fsHRtSHY Bdfyj @D sdOIs @ dz@
CodS btcj des sy sse desiisd B' dzs ©OL ©OBlsOdes 1§ 66sa
ddemistcz d3j dzls Odz! dets?2 MtcjH] WOLWOBESISSd MS Visual

MS Visual Studio- { Ists ¢ sdffdzsY fde@tctso OdzdzOY Mej HO 60O
weodw jlsfw  dzOdBd i O fobdsisdaE X s ofts j Hsds datstd) d Is fyw
COMf teMstOdY | itk ftsctOBkdsdlz B j MY j uj ded ¥ .

{Mdzso dz" &3  MOB &3 HisMiskzy d" &3 dMmistsyded ¢ sd3 d daW
Codl btoj dessif sfse desfisd BeeOdedL Oydd wodzvwjlsfw .

{ OL cOBlOdzdzts ] 1§ o d € a®areizisls 1@ d g @ls f SH Odzdz’ j
BOdZzOdzZMO dL f0O0CjlsO MS Excel, ftosdL ®@tHdIs! tc O
fsCOLOLjdj?2 Ctdlbkte]j dsshy sitse dsfilsd.

1 Octelzy jdzdz" | HOdzdz" | BkZRcEeOdzlsj temMSsets B OdzOdzm O
e MkzdSj 1.
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ddzls j ¢ tc O
L Is O dzts dz.
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2. lHsoady &. ¢. PpolssBOIsdL Jtetso Odzedz” 2 OdzOdzdL W d dzOdzftse 56 s
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3. AOtjo 1. 1. Jyido Codbiztcj dzstsmf smisBdesMmisd Htej Hf tedwlisd
fesmMsedy Hdzw MlikHjdstse obkzLrwse [/ 1.1 . . AORJRERY OdZstSlEE!
2012.

l JdesS zZteso R. ¢ .
RdzMistclzdzj dzls Hdzw OdzOdzd L © f tdzeh joatsjfidedj 2  ( SUE'BLAY o C
40dellglsjteBlztceMCd?2 ctsfmMkzHOteMmise jdede" 2 Lkdzdo j
ddzs. ftesW.-1 kz$o dyedsy
t sipdOdzd I§ IsJ te)B Ztc G
doi: 10.18411trnio-11-2024687

b dzdzts s Oy d w

J MlsOls! j tcOMMdzOIsted o OF Is iyw d dzmis tc z d3j dzls * U
fsdz L sodOijlrjRsmisj 2, dr otL iy detsMmisd o or wodzj o
qdzsj cteOydd M SIEM fmdMmisj OB d fteddjter tjh jdzd
LOMdIsj] Cttef steOlsdodz » Mjlsj 2.

sdzg yjorj UHBs 0: OdzOdzdL ftseo jHJ dzd v, 3O d dzdzts
dqdzisi cGOJHEM, dJdW stedzOydtsdzdzOW B JjL 5§ Ofdaetsfyls: .

Abstract

The article discusses UEBA tools for analyzing user behavior and entities, their
capabilities in detecting anomalies and threats. Integrations with SIEM systems and examples of
solutions such as Exabeam andu8k UBA in protecting corporate networks are described.

Keywords: UEBA, behavior analysis, machine learning, anomalies, integration with
SIEM, information security

UEBA (User and Entity Behavior Analyticd) { Ists S Olsjetstedw toj " j dzd =
CdejteB s ,OMmMlzeslststc O M sdz' L zjls 9 jHJdyj MEd:
tsB lzyj dad W Hdzw o' Wodzj degdwV  Odats d30dzd ? d EkctetL. )
sfdetse Odzdz" = &0 ftcOoddzOr d MdedzOskzteOn, UEBA



-26 Ffaseaaeco2d 3RHBYo2gOot aR}) (:

ftosWddzd dO0 shdsej JhOEAdd qicz® dr GO dakdd dzd v Otgls
ftsojH]ddw.

Il sojHjdzyd M d?2 O dzO dzd L wodzw jIlsmpw yJ dzlste Odz' dzts
MeLHOs s o jHjdydimMeidy ftesWddzd HAdY COYHEBEB
dr bdfdydetsets o jHjddY. GClsd tdff tgcsWeJQIE] ootk jdesvy OF Is
ontsHESO ) md Mmisj iz, Isdf dwuds 4 Hj2Mlsadw, GJjBGt
dimftsd! Lizjd j fGteddsyjddy. 1kljd MeOodz dd¥ Isj
MdMmilsy BO @By ils orwedls!: OdasdizZOdzd d .

lrwogdzjdedd OdesdzZOdzd 2 H sMlOfe@| sGpze teQf Isfiztspls dIPf
sy ddvw, SColtterj O0dzOddL Jtkztl Gls¢ dsdj ddw s
fsdzr L ts9 Olsj dz' , Cslsster 2 BrM Yydes tcOBGIOjIs M it
oHtoze d&OYddzOjls L Octelzy Ols! Bisdz' " dj @jls jdidsts HO@L
O BOdzde d MtsLHOjIs s jhjddj HdzW HOdMz dgj2h j Gt

stsdzls j S MiszOdz! dgf 2 @ 0OdeOdzdL Y SLOtSdZYW jIs UEBA fmdHt
HOdzdzr j, IOSdj GC0OC ¢ jtetcOWdquiMmMit] §dtsyjddy,
f sd3dsc O s Btsdzj JW eldvydedn wis ygddzdtist s, j Hj dzadJ (T BHBL ted IS,
mMslstczHdzd ¢ d&@ORsHdIMw o sl kzMCJ, dets j et kEZyj s
Cstef stcOlsdodz” d@3 toj MzteMOdz, 1 Ists Bsyjls BT ls! ff todL dal

RAzsj cteOydw MM Htelzedd3d “hyddhylyjlsdE@d3de Omyjde" = Clrfrpliftsifis:
RdzMistclzdzj degst UEBA yOfMmlss ddelsj ctedtelze Isipw fp SI EM
bftcOodzj degd™” HEMskfsd d HEkeddd MtejHmlssOdRd L C
fsHaBHO ¢ BjLBfOMdsMmMisd. Clsts { Ldatsdzvd]fipls t§usdedfc, iz
Bsdzj J Itsydes o" weodwlis! d tj Ocdtcso Ols! dzO0 EkZctetsL ' .

t OfmMmsslsteddz, $O¢ UEBA MdMmlsj B30 disyils B I d
stecOdzdL Oydd odzgj Htej 20 UEBA fMdMmisj &0 Hdzw  oBtsdzd k
EMmlstes2 mise. wdMmisj 3O {f fplstd §dids] ez | H jOdpw jsiglsd jf sdzi L t
dr tBr ydz' j Hj2Mmlsadw d fOblsjtedzr HtsojHjdadW.

sdMmls] BO MsBdKOjIs HOdde § 5 Hj2Mlseadwna §dz L
Hsflskzd € WO2d&z0ds d dMmiitsdz LtseoOdedj Hteddztsy j dzd 2 .
ftotsW ddzd  tso Gff taffdsj tc, d Mdzd MlsteckzHdzed ¢ BT Ydats
HeC k] dzgsOdzd © wWdMj M 9 HEts 18 yoOfmse, 1Isd HJ 3
LIstsls 3 MsbtozhndzdS odzjL Of des dzOYyd dzOjls L Octclkzy Ols
EMmistes?2 Miso O o dzjlsig @GS ugiQif forta jdd®Vj,Is Mdsis € OC Odes BO

UEBA MmMdMmlsj kB30 c¢jdgjtcdqteczjls sftseajh jdzdj s ftSHB
jets OHABJdd MistcOlststcOd3 B jL s OmdetsMmisd Hdzv HOdz dzj 2
mMdMmis] @32 foLotdw jl M sMisOs dlsOS iz € O&zdz'dzj zfa O
fsfrisCd ontHO ddd dLdBjdjddy o Ctsd¥decktoydd
syjdedls: Mmdlskzoyde: .

Exabeam d Splunk UBA (User Behavior Anal y
UEBA tejhjdzd?2. Exabeam, ddzsjtelj? Medin@dats? 1kl
dmMf sdzt Lzjls &OM ddedets] tBEZYjdedj Hdzv §silstets] dad W
O BOd&d?2, ©GejMijudeoOw cdkesCd?2 OdOddL d oL
dqdzydH jdzstse. Splunk UBA OCY] fHtoddgjdgw jls d&BOh dd
Hdzw oalfjwlzdw EcetetsL d ddadsjcoctedtokzjlsmw M thdtse dats?
HOdzdzr = dL t©OL dzdydz = dMmlssyded ¢ 59 .

Exabeam fMmktesdls ftsojHjdzyi MSdd (tetsWddzd dzO ts
SIsC dztsdzj dzedwv tsls dested3Odz desets s jHjdedw d 6] dzj todt
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Splunk UBA (Uer Behavior Analyticsp { Ists d dzfistelzd3j dzls H dzv 0©OdzOd
fsdz LsoaOlsjdzj?2 d Mkhdshmisj?2, Ctltster 2 foBscOjls
betesL ' . GCltsls ddziistelzdgj dzls dMmysd Lkjls dgjlstsur o
OdzOdzdL © Hdzv 5B dzO iy jHAE]sY] ZOfps eERe T @ C sSBY totsc
LOfdMmj2, ddmO2HjteMCdr EctosL Of ddzd Htkzedr Isdt

Rdzlsj oW j2m Spl unk UBA, dLBSBWOY Jdz dO tdmiz
B lsted € d, sO¢dJ ¢ o¢ Cdzd yj Mlsets B dzOte Ay j dzdz ~
Odzts 30 dz! dzr d3 ¢ ts9 j H § ded § df3, Efmstes2 mise d f ted dztsy J dac
sy dedls: IsjSkhjj MmMoMmisswdaddy BJLSHOMdesMisd. 1 BHIG
CteOlStsy tfdmoOodedy d otcj d3vw tsB dzOtclzy § ded v, Ylsts 1
 JOctePdiE®L s IsdfOdz fsCOLr 90jls tOMYtej HJ dzj dzd §
dL dzedr dOdBtsdzj j twOMYf tetsMmistcOdzj dz" .
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t dmEzdetse 1. RdzlsjtcW j 2 Exabeam

splunk > user Behavior Analytics

A "

2 699

{dmkzdzsC 2. Rdsj%j2m Splunk UBA

l Splunk UBA &ty dts HjlOd dts OdzOdzdL Jtctso Ols!
Yystf sLotsdzv jIs ftsdz LsoOlsjdzvd3 fHtetsotsH IS ¢ sd3tf dzj !
1 Of ted 34 te, MdMmlsj BO dBsyjls B dOtelzy dIs! |, Yylsts Mmtslk
Bsdz "5 SCStdzdyj mMsots CtsdeWdHjdzeydOdz dz = HEC EZd3j dz
SlstsBtcOy Of Is 1 Iskz Odzts O dzd 4 2 ptocthigs d 2 Ftese j dz
OHBJdzd MisteOlstster s lzls B Mistes dzgOYOIls! teOMmmdzj Hiso
Hdzw ftej HBSISoteOh jdzdw EIsj usSd HOdzdz = .
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Ctedisdud MEts?2 dJdaWW stedzOyd tsdedets?2 d deatg B W2OBE Iskzter  / /1 j Mls dzo

4, 1 ifmMstse R. (. d Ht. [ JilbtsH §jiHOyd dodibteds Uctlzy j dad
methodsi 2022.

5. I ddav j o ¢ . ¢ . [ JIstsH syjdSd +WWiCldoadesmisd MmdMmilsj d3r
tcOMY toj Hj dzj dedz" = d dzW st 3Oy d ts dzdz” n mMdMmisj &3 ¢ j emsdzOdz! dz" -
gdaf tslsj dzj S sd3sdzzdzd S Oyd2 o dOEC j202D. sBtcOL tso Odzdd (¢ RY J 2

l JdesS zZteso R. ¢ .
[BLBt dqdzmMstckzdzj delstseo HdzW dBsdedlststcddzc © Ew L o ddizs
4Odzl lgIsjteBztceME d?2 ctsmMkzHOtMmise j dedz” 2 kdzd o j
ddz. ftesW.-1 kzpodyddsy
(t sipdOdzl I§ Isj te)B ZtcG
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¢ dzdztsls Oyd w

J MlsjiOls tOMMdizOIsted 8 Ot Is W d dzmistc iz d3j dzls H dzw
(Vulnerability Management) d EfttOedzj dzdv d day
e hjded 2, sO¢dr C0OC Tenable.io, Qual ys, Corte
ftej JBEN jNlso © o Oobts®OBJNPHYHdd & sdjdaiytc &3Oy d s dzdat

sdzs yjor j Vipkemmee®:abi l ity Management , E{f tcOo dz
Bsdzdssteddzc B jL Y OMdesfisd, Ooalsts®BOIsdL Oydw toj Oc dt

Abstract

The article discusses tools for vulnerabilitynitoring (Vulnerability Management) and
incident management (SOAR). Examples of solutions are given, such as Tenable.io, Qualys,
Cortex XSOAR and Splunk Phantom, their functions and advantages in automating information
security processes.

Keywords: Vulnerability Management, vulnerability management, SOAR, security
monitoring, response automation, information security.

R dzfM s tc iz d3j dals ' EftcOodzj dzgdw EwLod®smlswdd ( Vul
Cdzs yjokys totsd o 6®BjMfjujddd dd% stehkOyd s dzdzs?
fsLosdzwels tteeOdzdL Oydwdz B dzOtclzy do Ols sYJd ded o (
ddaW tcOMistezC Iskztej . 1 dfdgdjte "tc Odfndpigidstistteds jdzlzls Waec L tc O dzj dzd

Tenable.io, ddsjte¥j2f HOdEsects ddMlstlkdj dlsO
cjhjdedj Hdow EftwOodzj dzd¥ EwLod®Rsmlsw i, Sttt
d fteddtsy jdzd?2 dz@ dz0dzd yd jtojmvsiidsdodgtsidyly jis? . § STHeortsas i
toj2lsddeed tdm¢ O, O OCY] tjltdkjdioydd (s ki
Rd&zistelzdgj dzls dazlsj ctedtolzjlsmw g Htekzed B Mdilsj B3O
Edzzyh j dzd¥ OdzOdzdL © d Sttt dzv ydd H Odzdz n .
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{dflzdse 1. Rdsjwhj2M Tenable.io

|l ys Vulnerability Management, dgdzls j W J 2
J 2, Qualys ftjHd&ZOCOjls BB&OYdsj tcjh j dad
JIs MCOdedtctso Odzd J , syj Sk d tlydlsdshls! .
jdakd nd Bdzj M dzd - mdlsd 2, O OGSy ftoj Hisfls
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MistcOdzj dzedw BEwLoddisMmisy 2.
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Abstract

The article discusses the technical aspects and methodologies of integrating security tools
into SIEM systems. The key stages of integration are described, including data collection,
normalization, event correlation, notification setup, and incident management. Integration
methodologies and protocols such as the architectural approach, inelemnésgration,
DevSecOps, as well as Syslog, SNMP, and API protocols are presented.

Keywords: SIEM, Security integration, Event correlation, Syslog, SNMP, Incident
management
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Abstract

The article is devoted to enterprise resource management systems. The main functions of
ERP systems, theiwvelution from traditional models to cloud solutions and the importance of
using technologies such as artificial intelligence and machine learning are described.

Keywords: ERP, enterprise resource management, integration, automation, cloud
technologiesbusiness processes, ERP I, digitalization
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Abstract

The article analyzeshe possibilities and limitations of LoRaWAN technology in
electricity metering, water supply and smart city systems. Examples of applications in Russia
and abroad are considered, as well as the features of the technology in conditions of high device
dengty. Solutions for reducing collisions and improving network efficiency are described,
including through optimizing the frequency range and introducing smart cities and agriculture
into the ecosystem.

Keywords: LoRaWAN, smart city, electricity metering,Tlocollisions, frequency range.
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Abstract

The article discusses the processes of categorization and security of critical information
infrastructure (CII) facilities in Russia. The stages of interaction with GosSOPKA and the role of
the NCC in coordinatinghe protection of Cll from cyber incidents, as well as the requirements
for transmitting information about computer incidents, are described.

Keywords: categorization, critical infrastructure, CII security, GosSOPKA, NCC, cyber
incidents.
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BUAOB [€ATENbHOCTU

PykoBogutenb cybbekta KU
WK YNONHOMOYEHHOE UM NNLO

PabotHuiu cybbekTa,
ABNSIOLMECH CneLmanucTamm

Pab6oTHuku cybbekta KU, Ha
KOTOPbIX BO3MOXEHbI (OYHKLMN
no obecneyeHnio MHOpPMaLMOHHOM
6esonacHocTu obbekToB KUA

B obnactu nHgpopMaLUoHHbIX
TEXHOMNOIMIN U CBA3N

IMo akcnnyarauuyn 0CHOBHOIO
TEXHOMNOrM4Yeckoro 060pyaoBaHus,
NpoMbILLNEeHHo 6esonacHocTy,
KOHTPOITIO U Y4ETY 3a OMacHbIMU
BELLEeCTBaM1 U Marepuanamu

PaboTHUKK CTPYKTYpHOro noapa3saernexHus
no N0 n YC, a Take paboTHUKH,
YNONMHOMOYEHHbIE Ha pelueHve
3anay B obnactm MO n YC

Mo peleHuio pykoBoauTens cy6bekta KW,
B COCTaB KOMUCCUM MO KaTeropupoBaHuio
MOryT 6biTb BKIOYEHb! PpaBOTHUKU
ApYruX nogpasaenexuii
(Hanpumep, hHaHCOBO-2KOHOMMNYECKOTO).

{dMlzdsC 1. usmkOs CsddMMdd §t COljcstdicss Odzd

40k fsyjmMh CObjcttdese Oddy oCdH yoOjlk o
ftojHMisOo dzj dzdzr & 2@ ted Mz deS §j 2.

Mpouecce! B xone
KaTeropupoBaHus
obvexkra KA

DopMmupoBaHue nepevHs o6bLEeKTOB,
Onpenenesne Npoueccon
HEOBXOAMMBIX ANA OCYLECTBNCHUA noanexaumx KBTeTODgPOﬂaHr('&M
pesTensHocTH cybbekta KUK NOCKONELKY. Y- OQHOM CYULOKT
MOXET BbiTh HECKONLKO 06LeXTOR

Buifianenne cpean Hux Ouenka Macilutaba BOIMOXHbIX
KPUTUHECKMX NPOLECCOB, HapyLLerue NOCNEACTBUA B Chyyae
KOTOPBIX MOXET NPUBECTH BOIHUKHOBEHUA KOMMBIOTEPHBIX
K HEraTUBHLIM NOCNEACTBMAM MHUMAEHTOR Ha obbexTe KM

Onpenenexne obuexTos KUK, Mpuceoenue obbexty KUU ogHon u3
obpabarbisalolmx nHpopMaumio, TPEeX Kareropui 3Ha4umMoCT, Unu
HeobBxoanmyto Ans obecneqenns NPUHATUE pelenne ob oTCyTCTBIN

KPUTHHECKMX NPOLIECCoB HeoBXOAMMOCTH €€ NPUCBOSHUA

tdikdzsS 2. 1 &BlyjOEcdessBdkdY Bl jSO sRR

&z sOtsdz teOBSlIsT CsBIMMdd weodw jlsfqw ¢Cls
w tsB Bl jCIsj sRR, O IsOCyJ] MojHjddw
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Slsizlsmisodd dzj sBrtsHddsMisd jJ fted MOy jsdgd™ .o i il
Yydzj &z20dsd Stsdizdmmdd d klse jteyxHOjIsMw tckCtsotsH dIsj dzj «
) sfdzj el jMlseodj v ftesyjHkzter COLjcettedicss
MojHjdedw ot AwulCs (tMmimdd o Isjyjdedj 10 tcOB s
fjuOlsdasds d { dzj Clstotsdedetsds © dH J .
[ dz2sB J M j yd dedv¥ B L s OMmdesMisd ©BI jSIstsa sRR
f zOdz B3j tesftedwisd2, oCdzs yoshd2 daj MSCtsdz €65 € dzs yd
ftcseo jMisd COLjcetstcdtecso Odzdj tsBi jCIO, MtsL HO9® Hd
sikzh jMmisedls oMmjtHasBRSHIBYjodMmMotsdls Bl jSIsk € OL
sftejHjdzdls jJ lhikzlsMlsadj. 1t LOojteh jdzdd ¢ Olsj Gt
vdzj Hize h 2 1 1sOf MowLOdz i BeOdedL Oydj 2 oL O(
1 Ists@ ts ftetsyj MmO tcOL OB Ols™ 9 O] Is v, tc j ZOzD@F fasO J |
oLOdBsHj2Mlsadj M 1 sAsRr, O OS] MMmisOo dzv j Is
ftej HemMdBOtedo O h d2 d&jter 5 dzdSoedHOyYydd f tsfmdzj H Ml
[t oddBOdedj EkHjdvjlkiw ML HOdds Mmdmls)

Zlso j o HOJ s  tehgfffipls j dis , i wLsHs@BRds MY Isj - dzd uj M& 6
O dzO dzd L FctotsL d t©OLtKOBOI" 9 Oj Ismw mMsslse jIsMmise Iz
L CMYf dzz Ols Oy d 5 dzdzO W HEC kW] dzsOyd v, ftotsy CIsdtelzj Isf
sBtczHtse Odzd | , d Wit icddOhisthjisy] dztedz'Ojdzd v G 4 ¢ tgzdats '
9oBBHESd © 1 CMf dzEOIsOYydy ftosotsHWIisMw ftojHO OtedlIs ]
Mzi HEjIls frilsdzOovw + CMHf zEOISOYyYydw M O0dzOdzdL tsd3 kWL
ftosaBHdIs OlslstnlsOucf :
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[ Mmdzatse dz" | WEkdS ydd 1 sASR o ¢ dzt YyO¢¥ Is CtststeH
C®Rf' s lsjtody BYOBHzydBEC OdzdL Oyde  d da¥ ste ROy ts dzdzts
otsftesmMOd3 ddzydH j dzlstso B ssHdyj ME 5§ Mcf tcso S H
BjlssHOR dn ©BdOEEYjdkdY d fjHtlsteOn jddw, O
Ceif ' ssjtedzr 7 OOCOR d HiekgdE dzifzy 6 is fzdzE BL .51y &
yj destetsds, dts d OdOddlsdyjmMSs?2 4§ dsh OHS B2, GHJ
cOL tcOBOIsT 9 O Isfqw  tcj CsdBj dZH OYydd Hd&zv fsor h jdadw
qdzit tOMstezS skzter .

JteeOdzdL Oydw sB WL OdzO ftcl HSMIsOo dzWwiIs+ j n o 1 s
CEdif! clsjtedey 7 ddzydHjdZsOR, MmowL Odedzr 7 1 OB GE?2
sfkh jMlsodw jlsiw o EilsOdasoe dzj dzdes? WistedRj Hd&zW § t6]

[}

ddzydH j dzls Orn . 49 JHJddw 2O tc Qo dzw 5 Is fiyw ) | sy
d dz e OMmis telz § dfipfictzdzdidasfo @zd j &5 § sylstso 52, W OCMdddd c
S OLOdd 2 &0 sY¥dydod dsd Mo2lkj. I tdd 2 0o

(]
1M [V s (1 sAsR), ftjHMIlsOoadzj dz dzgO@O todmkzdzeS j 3 d
Odz0OdzdL © ddzydH j dzlstse 2 fCtds tsofdiH dtfdajyrdisfls eHtg @ Mnjlsdadd .

Cnucok nidopmaumm,
KOTOPan NPeAOCTARNAGTCA
8 [ocCOMNKA (HKLIKW)

Caesiennn u3s peecrpa 30 KA PO

[ara, spema u
mMecTononoxekne obvexra,
Ha KOTOPOM NPON3OLIEN
KOMMBLIOTEPHBIN MHLMAGHT

Caeaexun 06 orcyTcTBMM
HEOGXOAUMOCTH NPHCBOBHUA

obbexTy KU kateropum 3HauumMocT1 TIPUNMHHO-CNBACTBEHHAR CBRbL

MEXY BOIHAKILIMM MHUMOEHTOM
U KOMNBLIOTEPHOR atakof
(8 cnyvae ee Hanwuus)

CaeneHns 06 UCKMOoYeHUN
obvexra KM na peecrpa 30 KUW,
a Taxe 06 uaMeHeHnn ero CBs13b C MHBIMK
KaTeropun 3HA4MMOCTH KOMNBIOTEPHLIMK MHUMAEHTAMK
(8 cnyuae ee HanwumnA)

UHDOPMALIMA O KOMNLIOTEPHBLIX Texunueckue napameTps!
WHUWABHTAX, CBAIAHHBIX C NPOM3OWIBAWETO
dyHxUMoHUpoBannem obuexros KMA KOMNBLIOTEPHOIO MHUMAEHTE

NocneacTana NponsowWwewWwero
Caenenun 0 HapyweHusax KOMMBIOTEPHOIO UHUWAEeHTa
umo (B CNyuae ux HanuYuA u

TpeGoBaxni no
GesonacxocTi 30 KWW, kotopuie YCTaHOBNEOHUA)
MOFYT NPUBECTH K BOIHMKHOBEHWIO
KOMNBIOTEPHbBIX MHUMIEHTOB,
YCTAHOBNEHHLIC B PE3yNLTaTe NPOBEASHNRA
rOCYAAPCTBEHHOIO KOHTPONA 8 oBnacTH
euuﬂ GesonacsocTu 30 KMA

WHble CBeASHNA, CBA3AHHbIE C
obHapyxexem, NPeoTBPaLLeHeM 1
NUKBMAALMENR NOCNEACTBUA
KOMNBIOTePHbIX aTaK 1
pearuposaHues Ha
KOMNLIOTEPHBLIE HLMABHTLI

{dimkdesS 3. wfdmsS Jdisedoydd, C(skswOv ftjHshlsOs d

o9 jHjddw BB ddzydHjdzlsjy HBsdydr BT Is! fjtejHOC
Bsdzj dzZls©@ dr tsBdzOtclzy j dad v . { dzd X 4 Csd3tf ' 8 Isj tod
d dz¥% tstc dgOydf'dz® B Is'  dzOff tc G daj @4Pts edzj )  dgts dg jdafzlg © 3j ¢ s
fsmdzy ydets, o Iiyjddi 24 yomse M dBsdj dlsO { tsdl
s ftdzzyjddd dJdah stedsOydd.
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RdA&zOW dJdzaW stedzgOydw Hisdzy dzO B Is!  dzOf tc Qo dzj dzO o
ftosa J dzd v stec Odzd L Oy d tsdzdz’ = d Isd mded yj MS d n 3
5B dzOtclzy jdzdj, HtojHBlsotOh jdedj d ddSodHOyds  tsfr
tcj Ocdictseo Odad s dzO Ctsd3f ' ¥ Isjteds’ j ddzydH,j dalsr .
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Odzn 6. [ ., wdeOyjeaO 1. 1., dzdqtendd fisthtc Ghe.dzjldzd,j e
BOyddedes? B L Ofmdesilsd ISBJJQISO Ctedlsduj MS 2 dd
sjteBkteeMSEsets esMkzH Otefmise j dzdzse s kdzdo j efdlsjlsO Isjr
dzd uj M2083)i ~ dz®@ k& € 2Z 1

) Edadztsfnlsc{ -mdMmisj &
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6. &. "[jltH ®ByjdSd 1uwWjc
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FOer o=
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ddzg¥ slsj dzj S sdBBBzdzd € Oyd 2 i 202e@E ¢ j7196 BtcOL 59 Odzd d .

3. l sdz¢ setsdztse 1 . todidsd dzff dzdnits. W d'Lid wd M dzj Cdzsdzd ez j d3" = W E
Oklsj dzlsdW dScOydd o MtejHj ddadsjtedzilsO ojh ji2" [/ ¢Slskz0Odz c
sB tc OL Bip202dzi .. -41@.9

4, sddzgj &z "deése 1. dw., AKojlSte ¢. S. Yy@YdLO /{j t¢fftcd@d
ftoesBdz 3 ddzgW slsj dzj S sdBBREZz dzd € 1202124 0 -GEOX C | d BEOL 59 Odzdc

| sz W Isdzed S s ¢ . [ .
[MtsB j dedesisd d tsB dzOMisd  teldad] daj diag WRrR dglg j- telals jddis@ d &
4 0de8lgIsjteBlztceMCd?2 ctsfmMkzHOteMmise jdede" 2 Lkdzdo j
ddiz.sW.tc [ . @ .tokzijtodiy O
t spdOdzd I§ IsJ te)B Ztc G
doi: 10.18411tfnio-11-2024693

¢ dedzts s Oy d W

I MmkOk'j ftjHisOs dzj dz s 8Tj, dzdzis B ez y Asvj 7 e
1 dzj cetsf sistej B dzj dad j , BjLBY Ofdetsls d HOdz ded 2 t
shdse dz jf 56 dgPzsdd ™ : Hd Ml Odzy d & dfizs &ls s de'te a1 Oudaezd ¢
bdzer 2 cstesH d Mjd MSsj RsLw2flses.

sd¥ yjo'j NB&SIO: rRdzsjtedzgils ojhj2, Cat NBL,
dZdL St {dzjteetst sistej B dzj dzd j .

Abstract

The article presents the features of -MB technology, including low power
consumption, safety and long range. Its main applications are considered: remote data collection,
climate control in buildings, smart city and agriculture.

Keywords: NB-IoT, Internet of Things, Cat NB1, Cat NB2, smart cityw power
consumption.

NB-IoT (Narrow Band Internet of Things) { Ists fteslssCsdz BJ M tcso
Cslstster 2 Mo Odz dzO Isjrdsdzsedd LTE d dmif sdz! Lk
1 dzj cetsf slstcjBdzjdedjd3 (LPWAN) d Btsdz hddd tcOHdEZzMis

U mdzbdzse d Mc OB sStzO dz® O € s dzf ts t6 | dolZTd3tstff3) t3jGIRCP).Is N4BO d
dzdyd dzL Jtezj &3 = HJdOY OL BdzZOr GOHJBYOMISEIS.

djlsjoOw OttndlsiClslkztc® off diffigds LisinjGidef jfdg cNHBnls to

v J tedzd dzO dz" . [ Ctsdzj ydz § EmMstets? Mise O fJtdH
L dzj eetsf tsistej B dzj dzd J osf e e dfjtdeo, . fludeds ydg® G zIls B ' IS
ZeHakszdtgdz" = HBM®BOR, ISOdhf stelsdz" = M HMiso O, Lt
d Is. H.

1 OL o OW fMlsOdzgydw . wdzzy dls yg dalstcOdz' dats 2 Is 5 Y ¢
EmMstets2 Mlso Odzd. [ dzO f SHC dzt yQfj IS BldsjtddzdgosdaGoodzdSs |, H tE HOECH
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C Mjtco jtcOWBo Trazw CAB jMlsa] BOLBSOT 7 MlsOdzyd?2 or Ml
Colstster j] dBsekzls COC fjtejHOoaOl!, OS¢ d ftodded 3OIs*

4 jtco jto. ltcsctcOBBZdetsy tsBd M j yddedy HdAdzw MmBtsteC
EmMlstes?2 Misw.tsdzf glzls f sB dzOydets?2 f dzOIls W stecd3j dmf sdz’ L 5o
oM sABsc OIsjdzt dzf | ftetsectcOdzA3" Miljoerj Mmdzkxsr,
H Odzdz" ~ .

[ B &ZOYUdRZOY § ZOW stedk®. [BLOBOII 90jl, RtOddls
Eilstets2 Miseo OF o bHs@dfbLegy §tsd Lt Ol dj
djlbjoOv OLidec]StREB®SORs (5 bsfsdscdd "Loj
eqiizdSj 9, M jHddr &3 yjdstesd, ¢ Csltstesdz §sHC
qdi3jjls Mazjnkshdj HBMissddlse O:
djlkjoOv Owidec] StREBOlE " sollstsel§s tOwj
ediizdSj 1, M jHdde & yjdibstesds, ¢ SCtlttesdBz §SHGCC

NPUBOPHI YYETA

soas | NONb30OBATENLCKUE

NPUNOXEHUA

CuBTYMKM / ETHERNET
T // 36,46 |OTANS
cubTunnm
rasa | .
_

aarnn  PEC3L 2
@ 5 NB-IoT
tdMizdtsS 1. wjlsjodF OtndljClkzteO® NB

NB-loT (LTECatNB)d { ss SHdZO dL ojleo j2 Ijmadtsdzsecdd L
sls dzj J dBwdesecdj tsMtse j dzdztsyls dff, i tedp®@ OdudiO vin J € 1sz0 fzts ¢ dz
Otrndlsj Sztets?2 Mmjlsd. [ OdedzOW Isjrdzsdzsedw §toj HisMIs
MtejHMlsoes HdY HIMIOdydcddese s MBSO HOdzdz =, Y
HdzdIsj dz' dzf d3 MtetsC tsd3 Oo Is s dats BdzsHR O MOWRISIs F g IsdR'd~  § 0
Il sldzduydj s dzj Stslstster 7 HtokzedA ol gkt deticg Az j s
(gateway), ybt mMddy0jls L OlttOlsr dzO ®tBtstclzH 598 O da

e Jydiv d< owdqv sNEBzO of jteor’ j ftojHiisOgdaide® o 2
LTECatNB1 ddzd ftetsflss Cat N1. I tsLHdzj B' @0 tcOL to
LTECatNB2 ddzd Cat N2, lsdzdyoOsh owmw Edizyh jddz o9
sOCdddd ¢€0¢ kojdduddede j MEtstetsMmisd §JjtiHOYd H
HdOY OL sde®fmlslis? . 1 0 todmkzdeCj 2 Htej HMIsOodzj dzO I[sO
f OteOd3j Ister LTE Cat NB1 d Cat NB2. [dz® Hj o&tsdsi
RIMAasHYh Ow  otMAGHWHOW MCstesMls:, LOHJjEYCO,
Eilstets? lse O.

[dzv  Cat NEBDZ®GEIM ddhotsHwh O fMettetshls! Mt
oMot ®Y9 CBdIS/ M, sseHO C0O¢ Cat NB2 f fSHH]J"
HsfMisdecoOw 127 QBqls/fr] fted ddMmatsuwhj2 d 159 ¢
MisOdzH OtelsO© dad3js s LOH BBy LR & @& Odsdhtf stz A6 Is
tedydds Hdzw f jtej HOYd HOdzdzr =. 1 s zMmMs dzOW M smss
mMsmMisQadzw jIs 180 ¢y, O EfMmMbbtts2MmMlse ® thMdzOh j dz SHC
Hd&zw Cat NB1l 9o0Ot! qtokzj IsTfvOCtSIsH d2'0 Cratt NB 2H HAE,Of IOt
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tcOMh dasc J dz, 20 d 23 HI O, Yybsts HJjd&zOjIs Jjets Btsdzj
L S &z OlsOydd .

Clsd ke jteh j dzfise sloddTzd §f H jHE dzOdz'lsds NeB' B Stetsd3  H
pjhj2, ©GhMse,jdds o Isjn fnddudide s WEgEd dls dgselsj s
tcOHdEM Hj2Msedw d dOH]ydtsmis: §jtedHOYd HOdzdzr n
odzzlstcd LHOdzd?2 ddzd © EZHOdzj dgder = ©O2 tsdzO~R .

LTE Cat NB2 (NB-
LTE Cat NB1(NB-loT) loT)
MuKkoBas HUCXOASALLES CKOPOCTb 26 kbut/c 127 kbur/c
66 kbut/C
(MHOroToOHansHas)
MNuKkoBan BOCXOAALLEA CKOPOCTb 16.9 K6MT/c 159 kbut/c
(onHoTOHaNbHaRA)
3apepxka 1.6-10¢ 1.6-10¢
KonuuyecTso aHTeHH 1 1
AynnexkcHsI pesuM Monypynnekc Monyaynnekc
I'Ipouy:oman cnocobHoCTL NpuemMa 180 k" 180 K
yCTpORCTBa
Llenu npuemHuka 1(51S0) 1(S150)
MolwHoCTE NepenaYu ycTponcTea 20 /23 nBbm 14 /20 [ 23 nbm

t M disifdzto dz | R O®OSIjtedMsdSd kfmlstes2fmlss Cat N2

ltoj ddslzh j fjlosTO LNOE dzs y @)Y isfips B eztsfijls ¢ tsB j Mt j ydIs
fsCterlsdj d MmewiL!, {G§GHHjteydJoOW Getosdds] ¢
&3d dzdzd OtcH T Emstets2Mmlse COC odzzlsted §tsd3jn j ded 2, Is
nOtcOCIsjtedL zj Isfyw dzedL Cdds 1 dzj teetstf tslstcj is&fndzd j o3
fjtejntsHdIs! o Mmfwhd2 tojydd, CBGHO -IHOMzdzs 5 dzjdgj
1L dzgjteetst WW jCIsdoade 5 s MteOodgj ded® M Hikzeddd Ml
ssdzd yojlsmw ddL ¢s2 MssdBismis: 8¢ BSkZHB OdzdwY L O
HiczeB B eso sHdz" 3 Isjrmndesdzsedw ddd. [ dded 3Odz! dzgr 2 ¢
fsLosdw jiIs-l BT &z dzZN B dtsdzd tctso Ols Oolstsdetsazdzts o Is g
of dztsls HB 10 dzjls dz0O BSHdds?2 BOLOtj2CJ. U j n datsdzt
BjL Y Ofdes s s sdaPiedsH®tedsj S Odzd L 3O L Oh dIs™ : € t5daW
Hdz?" orntsHO r[tO@EHY @O fJkMHOoOjdi3" j HOdzdz" j DN d
dzj MOdz¢ yd tsdzd tets 9 O dzdz" 2 HisMmiskz{ d BOdzed f 2 dzv yd (.
ftosctcOBBdets] B M j yj dedJ tsB tstagiHdgeL D diBy Is ts i tets o s
EfisteOdzv s oL By dd j kWL oddsilsd.

eWjter ftodd3j dejTdzchC dM B O8 Is HMlsOdeydisdede 2 Mmi j d
Yybsts fsLotsdzwjls kffstes2MmMlso O3 ff jtoj HOo Ols! H Odzdz" |
CoBBzdzOdz: dzf = Mmdzzy B  mizisie tsdzjntmE dsts o Pdg jls d sl gt J ud
Qo lstsdesdzdzz® tcOBtSlskz dzO B OO ] 2¢C0On. uU-§ Bdalstztsdzy w
d kftOo dzj dzd v 1 dgj cetsf slstejBdzj dzad j A3 o LHOdzd W R
Bsdzdlststed dze ©® § jtejHOs s dd stedzOYd® j desed dzvsdyxbdi " jd
BJLESOMdesmisd dzOff oW 3z o EZHOdzj dedegr 2 @ yJj dalstc Ef to
slsC dzs yg dzd J . J tcORS OFl o dsdassesitsj H tpts s O 1+ NP d3j dzls
ddaW tcOMistczC Iskzter © JHddgzy Mmils! zOf ted o34 te, H dzw
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Codzlstetsdzvswidfd | s figliz Mstcder = BOCtse d COYgldilsa © ot
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Abstract

The article analyzes the key features of LPWAN technologies and their importance for
the loT ecosystem, including low power consumption and wide coverage.appégation in
remote monitoring, smart cities and industry, as well as security and privacy issues are
considered. The limitations of LPWAN bandwidth and frequency range are discussed, which
creates challenges for developers and network operators.

Keywords: LPWAN, IoT, low power consumptiosgcurity, privacy, smart city.
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Abstract

The article discusses the theoretical aspects of ensuring the security of critical
information infrastructure (CII) facilities in Russia. The key provisions of the law regulating the
protection of ClI, including concepts, categorization processes and the main responsibilities of
subjects, are analyzed. Special attention is paid to regulatory legal acts that detail the security
requirements necessary for the sustainable operation fzfoilities in the face of cyber threats.

Keywords: critical infrastructure, information security, cyber threats, data protection,
object categorization, regulatory requirements.
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Abstract

In the face ofgrowing threats to cybersecurity, organizations are faced with the need to
create effective protection systems. Security Operation Centers (SOC) are becoming an
important element in the security strategy. This article discusses approaches to creating SOC
based on Open Source technologies and purchase ofmemlty solutions, as well as their
advantages and disadvantages.

Keywords: SOC model, building SOC, Information Security Management Center,
SIEM, Open Source software.
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Abstract

In this paper, th@uthor analyzes the advantages and challenges faced by companies
when implementing IT technologies in their activities. Various aspects of the use of information
technology to optimize business processes, improve communication within the organization, and
improve the effectiveness of management decisions are considered.

Keywords: IT technologies, organization management, digitalization, automation of
business processes, data analytics, efficiency improvement.
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¢ dzdztsls Oydw

l HOdzdzs?2 MIsOIs! jJ t©0OMMdzOlstcd o9 OL sRAWARY tcfsisB B,
9 dzd di3Odzdy EZHJdzw jlsmw tcOL dzdydzr d@3 o3 sStsH TEBAIOC Isd 9 O
Activation (OTAA) d Activation by Personali z
hgWteso Odegdw d Mfsmser dr ftodd3j dzgj dedw Hdzw L Oh s

sdzs yjorj LiR#MOND: h qWttseo Odedj HOdzdzr o, 10T, /
OverTheAir Activation.

Abstract

This article discusses the security issues of LoORaWAN networks. Special attention is
paid to various device activation methods such as -OweiAir Activation (OTAA) and
Activation by Personalization (ABP). The main encryption keys and how they can be used to
protect data are presented.

Keywords: LoRaWAN, Data Encryption, 10T, ABP, Network Keys, Ovidre-Air
Activation.

H tesistsds dMYf sdz' L tso Oded W fnj IsH Qdzdzl iz a WBJN\NY H &
Emistets2 Miso Odsd ddzlsj tedzjIsO o jh j?2 (1 0oT) o My B 5
BjLBYfOMdesmisd. 1 jtejHOYO HOdzdzr = yYjtejL bOSHdJ Mmj
YlstsBr dms dz¢ ydls: dzj MOdzS yd sdzd te s 9 Odzdz" 2 Hisfiskzt
JHoZs2C dgffLyd 9" =« GMtsB j dzdesMisj?2 LoRaWAN WwWodzvjlsmw
cOLde" §J B IsStsSHT OCIsdoOydd Ekfmksttts?2 mise, sBj Mt jyudoe
dn OkkjddsdWdSoyds .
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Nwk SKey, dzj sBatsHdd3r | Hdzv §jtcjHOYd HOdzdz =, 9!
BilssH OCIkdeOydd toJCtsdi3i dzHiso Odz Hdzv f ted d3j dzj dzd W
Ftcso jdz@ BJjLSBH OMdesisd d L Ohdhy dedetsflsd ff jtcj HO9 O

OnepaTop cetu MpoussoauTens

LoRaWAN KOHeu4HbIX y3nos LoRa
JOIN_ACCEPT
DevAddr, AppMonce to generate
CeTeBoﬁ AppSKey, NwkSKey CepBep
cepeep NPOBUXEHUHTa

1 ynpaeneHus
KrovamMmm
BHezonacHocTU

LLnto3bl

e
JOIN_REQUEST — a KoHMrypUpoBaHUe/NPOLLKMBKE KOHEUHOTD
DevEUI, AppEUI, — yeTpoiicTea: DevEUI, AppEUI, AppKey
DevNonce

t dpeXe CIsd o Pty by H BveETheAir Activation
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Yylsts HJj dzOjls LoRaWAN dOHY ydaets?2 Isjrndesdzsedj 2 HddzV
4 Htokzets?2 Mltesdz |, ftcd dMisdy LtsoOdzdd 3 Ist
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Service provider/Client

1. Mokynka TapucHOro nnaxa y onepatopa, NOKynka “KOHEYHbIX YCTPOUCTB”
2. MonyyaeT uaeHTUMKaTOpbI KOHeYHbIX ycTpoicTe DevAddr y onepatopa
3. ¥Ynpasnset kniovamu npunoxexus AppSKey

MNpenoc e NwkSKey, Mpenocraanenie NwkSKey,
1 Der Add J] »(,q ycrpoucma AppSkey Ans Kaxnoro 2
HaeTHULMpYeM o DevEUI yoTpoiicTea DevAddr

Onepatop cetn MNpoussoauTens
LoRaWAN KOHeuYHbIX y3noe LoRa

CeteBoi 4 3 Cepeep
cepaep —_— NPOBWXKEHWHIa
LaRa 1 ynpaeneHus

Knrovyamm

Lnto3bl
BesonacHocTH

fMocne akTuea OHe KOHOpUryprpoBaHUe/NpOILMBKa
YCTPOACTB Ha 055 p p KOHEWHOro yCTpoiicTRa:
YCTPORCTBO BKTUBUPYETEA B CETA DevEUI, AppEUI, AppKey

t dmkz2gsXls d o Py s dzO dzdativ@atigrgby RPersonalization

mtslsw  &BjlstsH OSIsdeOydd ¢t §jtehmsdoddLr Oydd (
Mudlsoj s Btdjj fetsMisr dd o tjOdkdLOydd, td Jd
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fjtcjHOyo.
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¢ dzdztsls Oyd w

#lsOIls! v OdzOdzd L FtOE Jsistc€ izt 9w g hdj dzO OB SISk
OCyJ dzlstsds dzO t6j G dtsdzOdz! dg | tsMmse § dedesmisd, ¢ sdzd ud
MdcdOdzO. [ OMMdizOIstedo O Ismw Isjrdedyd MSdy OMYfJjSlIsr
Colsster §J BftejHJdzvels € Oyjtidswsldsdzty fijlde'] HORAfdzdHLOfR2dz" & fi

sdquJafJqu&BEW@N, COHdBC OdzZOdzr , BOLBOT j MlsO
CsdzdzdL dd HOdzdzr =, BflsddizdL Oydw MmJlsd.

Abstract

The article analyzes the key factors affecting the operation of LoRaWAN networks, with
an emphasis oregional characteristics, the number of radio channels and signal transmission
power. The technical aspects of base stations and antenna placement, which determine the
quality of data transmission and the likelihood of collisions in the network, are extsid

Keywords: LoRaWAN, radio channels, base stations, transmission power, data
collisions, network optimization.
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Abstract

The article discusses the features of LoRaWAN technology and its application in Russia
and Europe. The frequency parameters used in these regiatssarded, including the 864
870 MHz band, which does not require licensing for data transmission. The issues of licensing
base stations from 2020 and the possibility of using LoRaWAN in various industries such as
transport, agriculture and housing and owmal services are also discussed.

Keywords: LoRaWAN, wireless networks, Internet of Things (loT), frequency range,
licensing, base stations.
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CONCENTRATOR NETWORK APPLICATION
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Abstract

The article examines the encryption protocols SCP01, SCP02, SCP03 and SCP04 for
secure corporate messaging systems. Their key features, authentication and data protection
mechanisms, as well as the use of modern cryptographic algorithms are considered.

Keywords: Encryption protocols, SCP01, SCP02, corporate security, SCP03, SCP04.
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Abstract

In this paper, we consider the possibility ofdiepth study of the functioning of file
systems using the example of FAT16 modeling, as the simplest and most accessible among
many modern file systems. The purpose of the article is to demenstra enormous
possibilities of using software models in the study of complex constructions related to the study
of operating systems at a low level. The paper describes a software model vz stEgptasks
for working with the FAT file system. Theamtical experience of conducting laboratory work in
the disciplines of "System Programming", "System software" in higher education and college is
summarized.

Keywords: software model, file system, FAT, system area, file, directory.
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Abstract

After-sales service has become an integral part of the success of any company, and
automation of this process helps to increase efficiency and reduce operating costs. The article
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technologies such as RPA and CRM systems that help improve the quality of services and
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Abstract

The article examines aspects of ensuring occupational safety and health during the
development of an application programming interface (API) for the intelligent assessment and
distribution of corporate requests. With the increasing volume of technicarsugguests, the
development of automated routing systems using artificial intelligence technologies and large
language models has become a relevant task. Throughout the project, standards for workplace
organization, microclimate, lighting, noise, elemdti safety, and psyckemotional welbeing
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were adhered to, creating comfortable working conditions and improving the efficiency of the
development process.

Keywords: API, artificial intelligence, request distribution, technical support, large
language mdels, occupational safety and health, OSH, automation, request routing, comfortable
working conditions.
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Abstract
Various electronicservices are implemented in Russian territorial entities to secure the
realisation of state authoritiesd6 powers and

The article reviews one of such serendestes dev
maintain statistical data on production and consumption waste on the territory of Moscow. When
introducing this service, the state agencies faced some difficulties; some of them were resolved
before the main flow of users was formed; some of tlaenin the process of handling;
meanwhile, some aspects served as a basis for devising a plan for further development of the
information system.

Keywords: nature resource users, waste management, Consolidated waste inventory,
automated information systeagcounting.
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Abstract

The article discusses the key vulnerabilities of smart home devices and methods to
prevent them. Special attention is paid to software updates, passvengthening, network
infrastructure protection and access control, which contributes to improving device security in
the face of modern cyber threats.

Keywords: smart devices, cybersecurity, vulnerabilities, software updates,
authentication, network protgion.
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Abstract

The article analyzes the data privacy issues of cloud providers, including internal threats,
data transfer vulnerabilities and miknant architectures. Security methods such as encryption,
authentication and monitoring are consideesdyell as examples of data leaks and prospects for
improving security.

Keywords: data privacy, cloud providers, cybersecurity, encryption, radtor
authentication, data leakage.
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Abstract

The scientific article considers in detail the issues related to the development of
information support for polymerizatiqmrocesseBased on the systems approach and structural
analysis, a formalized description of these processes has been created. Information modeling of
the polymerization process has been carried out. Based on the methodology of functional
modeling usinghe IDEFO notation, structural diagrams of polymerization processes have been
constructed. A generalized functional and technological scheme of the polymerization process
has been proposed. A functional decomposition of the generalized information dadgtan
polymerization process has been performed. The article presents visual information models for
describing the polymerization process. Functional components have been identified and detailed.

Keywords: polymerization process, formalization of procassé&unctional model,
structural diagram, information model.
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Abstract

In this article, from the standpoint of the systems approach and structural analysis, the
main theses concerning the development of the structurearahdecture of the automated
information system for processing and semantic analysis of requeststimeeaérvice systems
are considered in detail. A systems analysis of the subject area is performed. According to the
functional feature, the componsmdf the subsystem for processing and analyzing requests to
reattime systems are identified. Visual models of formalization of the automated information
system for processing and semantic analysis of requests #inreakervice systems are
proposed. Anarchitecture diagram of the automated information system for processing and
semantic analysis of requests in fiq@e service systems is constructed. The interaction of the
components of this system with the environment is considered. The main parashébers
system are determined. Possible problems in the functioning of this system and the main ways to
solve them are analyzed in detail.

Keywords: information system, system analysis, semantic analysis, query processing
and analysis, regime mode.
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d det sted3Oydtsdedz’ § MmdMmilsj 3" .
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[ 5H Edz dL sid@izdz] dedv ClIssls BBts H 2 dz dLedzj COjIs
sydzd € tso , ftej sBteOLEZJIs dm o dzzydz" 2 W isted3Ols
ftsdzj dzls™ MdMmlsj d3r .
I sHidMmisj] BO EZ§ tcOo dzj dzgdw f tsdzdIsd ¢ Odid :
VitcOoadzj dzdj fJtOoOd3d HEBMiskzYT O. Clisls C tsdif tsdzj ¢
HOdzdz" i3 d toj MzteMOd3 MmdMmisj B3" .

1 OfMtcs2C O ftcOoddz tsBtOBEISSd L OftetsMmise . Cltsl
sBtcOBtSISCd LOftetsMmise .

1 sHmdMmilsj B0 B EYJ dd¥ &sHJ dd:

[ BH Edz BON ddzdztse 5 tsBERZYJ ded v . Clisls i HEd s
BsH jdzd dzO tsfdese j. MsBteOdzdz' = H Odzdz" -

RMIstsyded ¢ H Odzdz" ~ H dzw sB lzygj dzd v . RMY sdz' L Iz
dz sBrBHddB" » Hd&W tBERYJ ddwyw d&tsHj dzd.

ILOdBsH j2Misedj SCtdiftsdj dsses d Stky j ddW
10 MdjHkshj2 MmMojdki fjHMsOodjds oL OdBSH,]
SCtekyjddj s (tedmbdesS 2. ) :

«Systams
0 aHanw3a i 06paGoTKH 3aNPOCOB B PEaNbHOM BPEMeHM

«Components
Moayne yNPABNeHUA NONMMTUKEMM

wmmﬂw

«External»
Apyrue cncTemel

«Components
Moayne 0Gpaborku 3anpocos

KowTponupyer npasuna oSpatons

ﬁiam DaHHme Yyepes API Mepeaaer sanpoc Ha akanus \ OTnpasnaet un%apamae' pesyneTat

«Components «Components «Externals
Monynk UKTErpaLHiA Moyns CEMaHTHUECKOro BHaNH3a Mone3oeatens

MHTErpHpyeT nasee 13 BHewHIX mrb‘% AanHbe \ oBpaborky
I «Components «Components
Ba3a naHHLIX CooDWEeHNR Mogyns NLP

{ dMzIs@ nj BO oL OddisHj2Misady Codf sdzj dzlstse  Mmd Mmisj d3r

ddMmlsj BO oL OddBsHj22Msoalzjls M dgj MStsdzr Cddiid o d
ftsdz LsoaOlsjdzd d Htkzcecdj md Mmilsj d3" . l sdz L tso Olsj dz!
dqdzls jteW j 2 yYOlsO. tfutdddsstSHjwdisd wyddiaj Ly Qi Z2dz2 BBtcOB B
sftejHjdwjls fMkls' otftesMO d fjttjHOjIs jceB dsHE
OdzOdzdL o' ftsczdzv jIs BBtOBBISCE, tBttOh OWMm! ¢ dHE
HOdzdz" 2 ftstsBh j dzd 2, H s - WHsd{dgS®® & Odgtgo I Isjdzj | Ols
gdW sted3Oydvy dMmfsd Lizjlsmw Hdv Wstcdidtetso OdzadWw slso

[teedj MdMmsjdk oLOd®sHj2Msoakels M dzOh j2 M
dmMisd Lev APl. Gkt fsLotdvjls BdjddeoOls! fw
Mt tcOdzj dz'y oH Oda@ ~ mMsse h j dzd 2 ddzd dMmfsd L 59 O
fsd LsoOljdzj?2 [7]. [tHkd EfttOodjddw § tsdzdlsd ¢
ofjds Stdf sdzj dels O, cOtOdelsdtekw Ctstetej Sldatsj o6 ff 5

vOCdds BBLOLBAE, ofMmj ¢ tdYfissishsmsDd s Hny 26
sCtkyjddjd vyt fsLotdvjls mMdhlsjdi ftjHMsOs d
tejyddsj toj Odz desets otej d3j dzd [ 8] .

1 OOy Ister d YsojHjddi MdMmisj B3

stdfMmlsj BO OdOdZdL O d BBttOBBISd LOftosmtses o
f OtcOd3j Istetson OtCOE st jL zs s jVv tcOBtSlskz. Clsd 1§ OttOC
ftesdLotsHdIj dz2 desfyls! MmdMmlsj 3" d JYy Mfsmse dsmis:
s tidtsodz i3 f OLOR] stcOBR Blsdasmw Isfiyw :




fTaseasaeco2o 3RbYoe0o2t aRypdo o9 afr3RbaYRooOt -105

A 10ctekL O MdMmlsjddr : otej W B©BKOBBISd L O
BZ3d dzlz Is |z .
A uCtsfigls! OdOddLO d SBEOBBISCd: MtejHdsj j o
A [B]l jd&§ HOdzdze' R: Stdzduyd Mlseats Mstsen jdad 2, ¢
R sdz! L s9 Odzd § ol Mztcmse : ZzOctelkzL €O dz0 i te
9dH ]S Od3W Is+ .
ltedd3j 6 MtsMmistswdzd2 MdMmis) stetse 208 ERd Bk B
sOBdzdyy ddyi (lOBdEZJYO 1) :

v OB dAf yoO
ltedgj te Misfistswdzd?2 fmdflsj &3 .
1 OOk Iste I Mmisswdd| || Mhisswdzd | 11 Mehistsw d
dZOctckzL €O dzOctclzL €O ZOctelkzL €O
ssdkzdujmlsots| 10 L OfdgEdhisld 50 L Oftesmisg 100 L Of osmiy
ltoj 3" BBC 0.5 MmjSkd 1 fmj S kdgH 2 M Ckdz
IBI jd3@ HOdZ 1 11 10 114 50 11
1 OGtelzL C O dzQ 20% 50% 90%

sdMmlsj B0 dORBHIMY o ftcjHjdzj dedetsds MtsMmistsw dz
f OtcOdi3j steso, IOCdr C0O0¢C CtdzdyjMmsets L OftesMmtse, t
toj Mztemtso . Astodidtotseo Odedj MisMmistswdadwy dzOyd dzOj Isfw
Csdzduj Msots L@Pjfctsdgsosoddafj t©jMmMzehss ftojor h O
LdzOyjddwvw, MmMdmlsj BO fijtjrntsHdls o MmMstswddj M BT
ftesdmMrrwls ftod fddyjddd d&OctkzLSd. vOCK2 {§H
dL d3j dzj ded W d3 ots odzj " @y 2J MchB P d tesez Y LGB SISz

ltetsBdzy d&3" MdMisj i3 d oL Bsyd § 6" jdedV

1 4 MdstsIlstew ZO0 ftjddikzh jMlseo O ddW stcd3Oyd tsdzdz” n

LOftetsmtse o toj Odz! detsd3 o tej d3d dzd , sdzd MisOdzE do O I
EGtGOdth’ugzl;J gdr 1 WWJCIsdo destdplsdz’. | Qi Bj dz jtad® ) frpfd3 solstia j o
A o tojhyj W

1dtisdzde §J ddzd dzj toj dzj 9 Odzlsdz" §J lsea jlsr dzO L Of tot

[Mdetse dzOW HftedyddzO@ 1 sts?2 ftosBdzj B3 sy jls L OCd
BsHj dzd NLP, dzgj ftsdzdets?2 dadzHj SMOyYdd HOdzde' = ddzd dz
or MsCeRBzWAD)] . sOYHOW L 1Isdr fteduydds tejBlzjls O
fzlsj z dzlz yh § dzd v .

1 dzj HEZEh j2 Mo ftojHMisOoadzj 20O MistckzC IskztsC

¢ 3.)
jdedj: Hdzv ftsorh jddw Istsydesfilsd fMdMmilsj b3
1ConGdlsh j dede’ | 0 Odze tsted Is dsr BON d dedetse s tsB
8 fpewrL! s ftd Lso0OIsjdzj?2 d Eydlsr o Qls!
HOdzdz" = i sLeotsdzdls fseor Mdls! §dzdetslslz d Mmistelz$ Is Iz te da
sBlzyj dzd d d3sH j dzd .

Il T M ®kzL&@c dz0 toj Mikztemr MmMdMmilsj d3r .

ddMmlsj BO dBsy jls MOk do Ol MW M o MsCd®Rd §d¢
o jdzdyjdds otej d3j dzd tsBtcOBIsSCd L Oftesmtse d fmdady .

tdhdddj: ®BHddd dL tjihjdd?2 wodvjlshy tj Odd
fcLotsdzvwe h jets OHOfIsdtetseo Ols! mMw ¢ ttsMlskz dzOctlzL ¢
BOMh IsOBdtetso Odedj, HBSBOoa dzwWw dgsor j kL dzr Hdzw tsB o
ZOctelkzL €, (bt j wWOMfjHjdvels LOftesMr diiyHE

s tsdzdzd Is § dz! dz" § §tetsBdzj 3" MmdMmisj d3 .

stesdgfndzetse dzf =  tetsB dzj O3, so¢dr C0OC daj f sdzdz |
LOf tetsfr d eor mMsCOw dOctekzL CO d2O toj Miztmr md mls
sBiJMfjudddy BJLBJfOMdsMisd d CtdzW dHj dzyd Odz' dztsfl
MdMmisj BOBd. Cld {§ o dzg dgf B3Bd2EY,J tsHep@LtS d - o dzd
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WdS ydsdzOdz Mmdflsjdr wodwjlsmw oltswsls]f  ddz o,
fesBdj & o fesfbemisdd o HOdds2 nlsols' j.

sO0SCdd BEOLB®R, tjhjddj o'hjtsfdnodds &
LWWjClsde desfls! OB s d nd deitss tOsRQddsidoz & ©BKGOB Sk
bk yh dls' d7 fesdLosHdls) d detsls: .

«Problem»
Mpoénema

«Problems»
HepenesaHTHbIE HNH HENONHBIE OTBETHI Ha 3anpochl

«Cause»
MpHYMHLI NpoBnemsl

«Cause» «Causes «Cause»
HefocTaTouyHaA TOYHOCTE NLP HenonHaa MHAeKCaUUA AaHHbIX HW3KaA NPOM3BOAMTENEHOCTL NPH BLICOKMX HArpy3Kax

Henocratounasr TouHocTs NLP Tpeyer Henonxas uK ercaLy MA Tpebyer /Hnm‘aﬁ NPOM3BOMTENBHOCTS TpebyeT
|

Analysis»

AHaNW3

«Analysis»
TouHOCTE 0GpaBOTKH 3aNPOCos

«wAnalysis»
TMoNHOTa MHAEKCALMH AOKYMEHTOB

«wAnalysis»
OleHKka NPOM3IBOAMTENEHOCTA CUCTEMBI

«Solution» «Solutions
ynyJwehne NLP ‘ONTHMM3ALMA MHAEKCALMN AAHHBIX

t dfbas© R j BO MdMmis] Bddsets OdzOddL O f e dzj & dzj
e dzj t6j dzj o Odzlsdzr & ©lso jlsso dzO L Of o' .

«Solutions
MacwraGuposaH1e W ONTHMM3ALUMA CHCTEMB

] OC dz¥ y§ ded §

]l HOdzdzets?2 MlsOls! j B' dzd tc@®fgfipdzE stz jc@ d @ BElZPY
fmd Mmilsj d3r HdzW OdzOdzdL © d BBteOBBISd L Oftetstsa o
ftetsB dzj 3" , l Coltster di3d MlsOkzE do O sfqw  sOCdj MmdMm
[Mmdzseo dz" | f tetsB dzj d3' 0 Cdzs yosls dgj i sdzde" j ddzd dzjt
o MsC ks dgOctelzL S dzgO@ tj Mztemr MmMdMmilsjd3dr . 1 dzv dr
NLP, sflsddidL Oydw ddegHj $MOydd HOdzdz =, toj Odzd L C
ftsorhjdedj tBh j2 ftesdLosHdIlsj d desflsd.

Rz StedsOydsdeds § Mdmisy d3r tcj Odz' dztse s yls teg 'd3j dzd
stslse jIsMisa so Ols otsLtcOMsOs hdds IstcjBtso Odzgdw dz €
ddW stedsOydd. 1 sfstswdades] bkZdzzyh jdzadj dBjlstsHise OdaC
ftesdLotsHdIsj dz' desfplsd d ddalsjcteOydw ff  odzj M ded d&3d
2O tcOo dzj dzd W 3df j B lzY @Oz tzf @ IsOCdrm fmdMmlsj ds. Clsd
oLOdBsHj2Msad] M ddWstedzOydj2 Jhy BSSdjj EHtB
f shse fmise so Ols! ftsor h jdads® COyjmsoO® HtojHsMIsOs
fsdz Lso Olsj dzj 2 .
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409 € dpdzO 1OQIse g o
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[ stcHsoaME 2 cetsmMikzHOtMmise j dzdzr 2 Ekdzd o j te
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¢ dedzts s Oy d w

I MkOl! j ftojHMisOsdzj dzO dda¥ stedzOYdWY  tOL OE
toj OdzdL Oy fuEsE B OIS tdo sHlsMY MistezSCskzte® §O04Cd W
ftoddztsy jddw, O kOS] Wtttd EkftOodjddw BOL 2
6jHOCIdiese OdedY StsdBBOdzHT d L Oftejh jdzdzr 7 fdzsoe
EftcOo dzj dzedw tsBI W o tzj bptf v B sy bzt © ©ekdzj dzd

sdz¢ yjorj pikssO: WosttdkO; ftddsyjddj; {(sd L
HOdzdz" - .

Abstract

The article provides information on the development of the client part of the system for
the implementation of the chatbdhe structure of the WinkFmsAppl folder, the main form of
the application, as well as forms for managing the database and ads, adding or editing commands
and forbidden words, data tables for chat users, managing ads, and managing the directory are
provided.

Keywords: fipatbot;form; application; users; teams, database.

s dzd j dzls S iOvWls sy Oi@sMls ¢ Mdflsjdr, M Sttt oL O
ClSO" fojHusmMsOodvjls jdBk cwOWdyimSd?2 ddasjte
fescteOBBdscts §otsHESCkO. sddjds®Be ool qonsts § f
] OdkzdL Oydd fMjte jteds?2 yOfjlsd, O OCY] dLoddtk,]
Cdzd j dzls S 52 yOMmisd fMdflsj d3es wHsd®" L t©jdsdrd] LD W diedfts fipts@se s
fsd LsoOlsjd MEd2 ddasjth j 2. | ZOsfs®, yfj il &ls @te!
sy jls ©OLSBEKOI! MV d¥BB?2 fd LssOlsjd . 1 Mw
or ftsdzdzj 20 © tjHOCIBy Microsoft Visual Studi
ftj HiMsOo dzj dz® dzO® tedMmlzdzC j 1.
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83 Pewenme "WinFormsApp1" {1 npoekta 1)
4 7 [+ WinFormsApp1

P & &0 Properties

[ SaEMCMMOCTH

ﬂ{j Spp.config

2] n dataBot.db

&y e_sqlite.dll
& Form

» 5 Form
P B E Form

> &8 E Farmb.cs
& [E Forrmé.cs

B CH Prograrm.cs

hIRCClient.cs

tdmMezdese 1. uwbtokClikzeO §O0YS¢d WinFormsAppl

W O2 &zORh ditgj dgPj d3 . c s dzOr- sSHdIsmw o fmw dztse d
szq’W, &zOf tod o34 to, Program. cs wg dzW j Isfpw
Msotsdz Chtstesets LOfEMECOjlsMw ¢ dzOs dzOW W st
OJ Isfqw ¢ dzOo dzOW sty terkO ,d dFj J Usts Isitistidsdz  ff 1€ dz!IsLtcty edfd
Y el O YyOIsC OdzOdzlz, dzOL 9 OHztls OC O @O zO$ X glzd € dzf

Yd dzdw/ tslsCdzt yjdedv . ssliz@L f g & &y jodz h e

1 sfdzy dzOf Sdzdzj dzd W O dfdzdr  fifisteick dzelz@ y @5 o B @
s ydls: v, o dséj BLEHjBSEBS OL ORdDEdr . § 5O
NjddY fCOLO0d0 d20 tdmbzdSj 2.

X 0O I X

O T (o

ST OFFTHAS

QaIrgIInza

gPgOOEERT

TR ORR @
11 ®

Py
strni. bwvitch be 001 keko124_bot \Velcome, GLHF!
strni bwvitch b 002 keke124_bot Nour host is troibaitch by
ki fwitch by 003 kekel24_bot (This server is rather new
st bwitch b 004 keke124_bot -
strni bwvitch b 375 kekc124_bot -
strni. bwvitch b 372 keke124_bot Yo are in a maze of taisty passages, all alike.
b fwitch by 376 keke124 bot s
:kekc124_botlkekc12d_boti@keke124_bottmitwitch.be JOIN #kekcboi
ikekc124_bottmitwitch b 353 kekc124_bot = #kekcboi tkeke124_bot
:kekc124_bottmitwitch be 366 kekc124_bot #kekchoi :End of /MAMES list

tdfmzdese 2. | dzOo dzOV W isteRO f tod dztsy § dad W

lted EmMyjhdesds o sBi®lezs pjed@d @z, dz@@Qld dzOj Isd jsB OB C
fMstsB M jdzdw d tslso j yoOls: dzO osftetsmr §od L tso Olsj dzj
mMssBh jddy o YOl CO0dOEZO mMdMmlsj BO ftjHMmMlsOoadls j ¢
Yyols o] ! [1 ¢ ftdz LtsoOlsjdzv YoOIlsO] @ 1 ¢ fHtsdz L ts9 (
COZOEZO] :[utssBh jddi]le, il dizyds jYy ftse,
Ef esMmisdIs: or otsH MtssBn jdzdw o zse YOk o. v OC Y
fsHGCd yiddjy SCdzdjdelsO, Mmjteeajtc Twitch APIGIY s’ dz
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O9 Ists BOIs difutg Apcdfw jtisls PONG, ylstse' tsfftejHjdzdls! , ylbt
Sl jlsO dzO {1 Ists MmtstsBh jdzadj, It Mmjteo jto Fdeffstnls Odat
slse jIs0O. Blsts 'BsGOIsIstf tcOo dzw Is ! Mtstseh jdzdw o yoOlIs
My jydodz dets?2 W istcddjL:o OB CNBIEHIFQ] : [ ustsB N jdad j ] &,
Msseh jdzdw dzO Mjteo jte, Bdz tsBtcOBBISOjJIs jets d o' 9,

rdzvw ftese jteCd Mtstseh jdzdw dzO My Ods ddzd ygJ daL Lz

J dogdehIsj 2 dz0O, Colststetsy Mz dls HdfwWj 5 &P H jsdiii dedom
ZHOdzj dzd?2, oMlsOoeSCd d LOdj d' Mmdde sdzO, dzj SBR SH(
Hiekebkys. 18l fttd BSBEOBBIS] Meseh jddY MdOYO kO
dLr MfttOQotydzdcO LOftejhy dzdzr » Mzse, BOCG§ s tseslk,
d, JdMmdd Stsddujmbet tfjttOyd?2 MtmisOs dds &j d " j
ss BBl fosmydlksOojls 1t fMtstsBh jdzedj C0O0¢ dgOtckzh j dad .
lteso jteC O ftosdmMeasHdl SOCY ], COS d ftse jteC O
fMsBh jddv fdz L soOljdzv YOO, Clstste’ | ntcOdgv st
fsLotd jls LOBdsSdetso Ols! §td LisoOlsj dv ot dsj dzdz

Otz h j dzd 2 , dn ftcdrtsHdIsmW ntcOdzd Is &8 ts 8 tOd3 J H
fsdz L 59 Ols jlsAfftc ORtEdsZls LOVWeo Sk d2O t©OLBEZsSSCdese ¢ Iz,
fteso jtoW jIs dgj f stcj HMiIse j dedets yJj dzse j €. 1 ted dzOy Ols
slsCter 90 smMv W SstedsO bkftcOodzj dzdv BOL 2 HOdMgdZ =~ GH
ZHOMVIs! dzzy dz' § 1OOdldgdy mOeds@ EEzdz" -~ o HMISOs

1® Eaza gaHHerx fota x

Komanae Monesopatend  OfbasneHds  CrpasodHMe

3aech 0TOBPaXAMTCA KOMaHAR!, KOTopbie Bo0T 06pabaThiBaeT W BbIBOAMT 3Ha4eHKE B 4aT | JobasuTe ¥aanmTe

KomaHga 3HadeHwme Tun Mo¥HO MCADNESOE...
Irand rand{0,100} TekcT Bre

lelear felear fedicTeme Mogepatop

labout CozgaTene Yat-6oTa Erop Mateees 441 rpynna HE MCY wma, H., Tekcr Bee

lsacial WE - vk.comfmafros TG - tg.me/mafros DS - kekcho®#1104 TekcT Bce

Id6 Ha kybuke: rand{1,6} TekcT Bre

1d12 Ha kybuke: rand{1,12} Tekct Bce

| CoxpaHuTe |

{dikdzsS 3. ABStdRBO fwOody dzd" BOLIK2 HOMM A

] ftcj HiNls Oo dzj dadzts 2 W s tc d3d fcsdz' L s9 Olsj dzv Htsfl
dzj f stcj HMiseo j dedes yYjtejL Mstslse jlsMmlsokzs hdj -9¢ dzOHC
Bislstsds, Iff jsdidf L typ03s O, sBi Wo dzj dgd W d M Qo tsydad ¢
fsdz LsoaOlsjdzz BlsftcQodw jls fMtstsen jdedj oB tUDIst tdipfsH j
sBteOBBISC ) o' fsdddls kmizsed) Gkl g s igH B sk
tcOL dzz¥ d da¥ stc 3Oy O, Bk fidasd dgol)ls st Is!  Hdzv Mo d3d f
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Abstract

The article examines current areas of application of machine learning technologies for
optimization of network processes and telecommunication systems. The focus of the article is on
automating resource management, optimizing routing and traffic management.

Keywords: machine learning, network technologies, telecommunications, process
optimization, routing, traffic management, network security, cybersecurity.
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Abstract

The article discusses the equipment used to build and optimize corporate networks,
including hubs, switches, routers and servers. The main characteristics typeachequipment
are described. Examples of specific models, their advantages and disadvantages are presented,
which makes it possible to assess the effectiveness and expediency of their use in a corporate
environment.

Keywords: corporate networks, router switches, servers, network equipment,
bandwidth.
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Abstract

The article discusses the methods of designing a secure local area network (LAN) of an
enterprise, with an emphasis on identifying threats and using security tools. Network modeling
approaches in Cisco Packet TraddrAN technology and access control lists (ACLs) for traffic
filtering and access restriction are described. Examples of attacks and measures to prevent them
are given.

Keywords: local Area Network (LAN), network security, VLAN, Access Control Lists
(ACLs), Cisco Packet Tracer, traffic filtering.
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Abstract

The article discusses the main topologiesa@mputer networks, such as "Bus", "Star"
and "Ring". The features of each topology, their advantages and disadvantages in terms of
performance, scalability and reliability are described.

Keywords: topology of computer networks, topology "Bus", topolo@dr", topology
"Ring", network scalability, network performance.
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Abstract

The article presents a comparative analysis of Oracle, PostgreSQL and MySQL
databases. The main characteristics of each system are considered, including licensing,
performance, backup methods, index support and security measures. Their advantages and
disadvantages are analyzed, which allows us to determine the best choice depending on the
requirements of the project.

Keywords: Oracle, comparative analysis, PostgreS@lational databases, MySQL,
database performance.
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otsimisOdetso dpj flzdg Iz My SQL. Oracl e IsOC Y | f SHHJ
fesctcOd3d3dtctso Odzdw d dd3j JIs dzOH Y dgr §J d3i SSH'™ o B8M!
fsSHHjteydoOjIls €O UNI X, sO¢ d Linux. Oracl e [

fsdddls! , ylsts ofmge % sOC Isades Of " @O dz7 d N des
ter dz2C€j. 1 1 Its?2 MlsOls! j BEHEI tBI WiMdsj dgr Isj R dad UJ
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dzs B 52 MdMmlsj &3 kY tOs dzj dzchOdaiz] &%  hwdede't g B Gz Ofdia
fMtsB 52 9Oy dzaj 2N d2 sBi jCIs BOL T H Odzdz" =, ftoj H
or fsdzdzj dzgdw L OHOdzdzr = Hj2Mlsod?2 Htod dzOMiIskzt dzj dzd
ntcOdzgv Ismw  dzj f sMtcj HMise jdzdes ©® BOLJ HOdzdzgd§ d o°F
M Isdw, dzOL ' o pjlaEasty gt ' ISdsiddz MsB M Isdw  disc kzls
s j tOydd, sO¢dy C0OC oMmMlsOoC O, BB dzj dzadj d dzd
fsdz L soaOljdz MEdy M Isdw. 1 kOSdrs wULtaIT, §0OC
BsczBGE detgtso Ols &zO0 Mmer Isdv, MowLOdzdzr § M 57 Jt6C
( DML) , Dat a Definition Language (DDL) , md f
fdtejLOfEME] BOLT HOdMd ~) dqdzd MmMtser Isdwdid, ddzdy
stcd e 6 j tor d3sh dzr dgly HOodeMm AeHddgidgEdsT L Oyd d tOL dzd ydz" =

l Oracle Trigger d&sydls dmMf sd L tssifOdsO S CH, dzw
Cslstster jJ dzaj Bseckls Brilsy tojOdzdLsoOdzr M dhf sdz! L ¢
CO¢ UNI QUE, NOT NULL df eQHiEQK . dudsjsHaOyhjdidzr 2 dz
slssBtcOyOjIs Trigger:

CREATE OR REPLACE TRIGGER clients_audit_tg
AFTER
UPDATE OR DELETE
ON clients
FOR EACH ROW
DECLARE
first_transaction VARCHAR2(20);
BEGIN
-- find the transaction type
first_transac tion := CASE
WHEN UPDATING THEN 'UPDATE'
WHEN DELETING THEN 'DELETE'
END;

tdmMezdes¢ 1. ltedd3jte Istcdecjte® Oracl e

lThjECOLOddz 2 Ibtedeejtc McOBSISOjls fsMmdzy B
sOBdzdyy client.

viedeejtc MySQL BEHJjIs OCIsdodtetso Odz, CBGHO H
M Isdj. vtedceccejte @y jls Brils! of ftsdzdaj dz Hdzv | NS
9T L9Odz HEts ddzd ¢ tsfpdzd M Isdw. ddzj Hizs h d2 f tco
sSlssBtcOyOjIs Istcdcc ] to.

CREATE TRIGGER before_emp_update
BEFORE UPDATE ON emp
FOR EACH ROW

INSERT INTO emp_audit

SET action = ‘update’,
empno = OLD.empno,
firstname = OLD.firstname,

changedat = NOW();

tdmE&dzd. 1 teddzjte btedeej @ MySQL

] PostgreSQL Itedecjte IsOC Y wWodzw jIspw  SH dz
M Jjydodzr d&zOw W EdSydw orLr"r90jlmw Ooltsdi3OIsd yi MS<d
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oMmMlsOeaCd, tedsodzjdzdw d EHOdzj dzdw. € IststgreSPlcj H j dzw
ftej HBMISOa W jIs HO O GMdsoads = IstedGcGej tcO: sted ¢ G J
s J OO, | dzv dz2OyodzO dglzy dzts MtsL HOI! detso lz¥ W Iz«
Yylsts tslstsBtcOy J des dzO tedmlzdzC § 3.

CREATE OR REPLACE FUNCTION log_emp_name_changes()
RETURNS TRIGGER
LANGUAGE FLPGSQL
AS
3%
BEGIN
IF MNEW.emp_name <> OLD.emp_name THEN
INSERT INTO emp_audits(emp_id,emp_name,changed _on)
VALUES(OLD.id,0LD.emp_name,now());
END IF;

RETURN NEW;
END;
33

tdmMzdats¢ 3. ltetsyd MM ML HOddYmMeY drCapdyce sfié d 3§ dzj o3

vifjtel dBeyds fdhmskzfdls: ¢ MsLHOddY Istdd:c
edmkzdC | 4 dedy g .

CREATE TRIGGER emp_name_changes
BEFORE UPDATE
ON emp
FOR EACH ROW
EXECUTE PROCEDURE log empt _name_changes();

tdmMzdesS 4. lwddsite tedeejtc®O My SQL

] BOLOR HO®#dzlsTs ddeh jCfs Mojdsr, SCsbtster 2 ¢ d
Bl jClO, ¢ silstted ®@H jiCtfyldifodidiglzr 8 Mistsdze jy(r) OB
B M judoOjls dzj d3j H dzj dzdz 2 , Bf Mister 2 HBMlkzy ¢
dzgj MCtsdzr Cts odHtse ddzHj SMytse: [ BT ydg' j ddzgHj Smr .
gdzH j ST e 8. ) stsdzyj f ydd MySplj C6HO PestOgrae3 @L H(J
fd dals OC g Mr 0L dzd yO& s W .

) Oracle Hdv MLHOd]Y ddHj MO © HtEkzets?2
ftecdoddzj cds CREATE ANY | NDEX. 10 tdfMmkzdsS,j 5 dL
ddzH j € MO:

CREATE INDEX ord client ix sample
ON sales (client_id, sales_id)
COMPRESS 1,

tdmMzdetse 5. 1teddgjte dqdzH j S MO Oracl e

ltdo jHjdedzOW o9rhj CsBOZHO 8COLT 90jls, yls ts
ddzydHjdalsr L dzOyjded?2 MmMstsdzay® client _id.

My SQL dMmftsdzr Lkzjls ddzHj CMr Hdzw BT Mstetsets s
LdzOyd dedw d3d MilstsdzB ytsoe . 1 JjL ddzHjSMO MySQL ftetsf
Mstslse jIsMmise zs h dj MstetsC (. yid3 eBhdtdzj 4 Is OB dzd
ddzj HEes P 2 fJtoddijtc, dJLEBBteOY jdadz" 2 dzO todmbkzdeC j 6,
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CREATE INDEX jobindex ON emp(jobTitle);

tdfkzdsC 6. ltwddite ddHj MO My SQL
]l PostgreSQListfddatf €W HisYj dedzgOV MlstezCIskzte® HO
dLeodzj yjdedjy HOdzdz" » dL nrtcOdzddzd" O Hdzw JjGEBB f BHHJ!
2O tedmkzdzC ) 7, lssBtcOyOjls ddzgH j ¢ PostgreSQL:

CREATE INDEX idx phonebook phone
0N phonebock(phoneno);

tdmezdets¢ 7. ltwddijte ddeHJ SO PostgreSQL

1 jtej2Hjd § OdOdzdL b tjL jtcodzgsets St§ dietso Odzg
GjiLjo dzO®L C S Gozdses ©jftojL jdesOlsdody 2 SBEGOL HOC
H Odzdz" | ftsotej yHJ dz" By des dMf sdz' L s9 Ols! toj L §
Elsjtewdzdz ° HOddyr 7 (tjOd dF 7 WO2dzse, Cobkttr
SBLOLO GRoOlsr 90jl L dz@Wddsy &, dz' l§0S Q@ MsYOCe OL 02 d
Oidody j ybktdOd d MlsbkClbkier % 02 dss HOddz = .

fjLjteodats CastPdedOOdaj@y &zO0vw Elsdddlks® Oracl e
OH B dzgd MistcOlststclz B OL T H Odzdz" ~ . [ By des dMftsdz L 59 C
Csf qteso Odgd W tshdes § detsPdzd B QjLj  SHEYdedly, s OB dzd ydats & 1
bfcOodzv s h jats WO2dkO, vyt GksetOyjds &0 tod il dzg
tcjL jteodzsets Ctsf diotso OdzdW W O2 O § OOR stetse M teo
or fsdzdzj dzgdv ddzd dZOB GO tjL jtwody B Ssfd2.

BACKUP DATABASE
FORMAT '/disk5/arch_bps/db_%U.bck'
TAG monthly
KEEP UNTIL TIME "SYSDATE + 365°
RESTORE POINT Q3FYE9;

t Jipss 8. tdLjtcodesj] SCsfidisoOdedj ©® Oracl e

] BOLj HOddzF 7 MySQL, jfmdzd or dmMisd Lizjlkj
H Odzdz" J or o sHY-EMEOYY@EJ Y SQltdzj Hiso Ols j dz¢ dzts, toJ L J
o tsMmimis Odzts o dzj dzd J Btsdz h d A sBi j Btso H OWlzdz-drD A3ty
ftosdLotsHdIs] dz' desmbBdtc@Py ded Ydz" & s&PJ Issets, yYlsss’
y

My SQL LOhRdhOjls BOLE HOdzdzr » dzO0O fftetslswy jdedd o fmj
dzj d3j dzj j, OHBJdzd MistcOIststcr B OL HOdzder » Bsckzls s
fn f sdtsh s sftej Hj dzj dmipglet s a nW¥sda@et @ o nge:. wdzj Hizs N
dLtsBtOY jdadgr 2 dgO tedMmkzdzCj 9, BGlstsBtcO)y Ojls € tsdzOdzH |

# mysqldump -u root -ptecmint --all-databases > all-databases.sql

tdMzdsS 9. (jLijwodts) StfdseOddj ® MySOQL

4 Htkzets?2 Mtstods , BOLO HOdzdz" = PostgreSQl
tejLjtoads j Cfdd f fodish: s Lkisdddls' . [ 2O MmtsH ]
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tcjLjtcodzsets Ctsf dqtotso Oded W tSlsH j dz¢ dzts 2 BOL ' H O dzd
fsdz LsoaOlsjdzz ) Qo deQ Llspdatbs s C st d tetso O da
OH BB dzgd MIstcOIststc® B OL T H Odzdz" - . gdzj Hizs h Ow C sdizOC

SIssBOYOjIs dMi sdz' L soOdedy SCHSBOdZH' tojL jcodeSEeBB

pg_dump testdb > testdb.bak

tdMmMEzdese 10. (JjLjtcodesj. SsfdetsoOdedi ©® Postg

s0O¢ d twjLjtcodzs] CtsfidqtoseoOdedi, otMmMmlsOdzse dzj d
CsBgOdzgH dz B2 MdMmilsj 3" Ef cOo dzj dzedwWw toj dzw yd tsdzdz” d3cC
OHBddzd MistcOlststetsds BOL '™ HOdzdz' mn, IS5 todLijlado dasgij € ¢
CsROdzH ¥, € tstis tsdeff) ffj s dz'duckssCIsmw o MtejHJ B OL HOdzde = .

] Oracle SCtsd30dzHO RESTORE dmMftd L kjlsmw H d
Isji Misdtctso Odad W d ftcij Ho OtedIsj dz' desets FJoshdiiclstcO
OH BB dzd MIstcOIstster BOL H Odzdz" - o sMMmisOdzOo dzd @ O Is
SBStc@dEY / f tocsctcOBRBdEse s B J MY jyj ddy HtodeotsHdls ¢
HOdzdzr =, EZftcOQoadzveh jets WO2dzO ddzd Otrndodesects Y lkzte
or ftsdzdzj dzd jJ d@3 o sMMisOdetso dzj dzgdw dzO Y tcj H J dzj dzedz” 2 3
HddzZOdd yj MS s tstedd j U Q8D L Z2Z0yOjls jj ML HOdM]
mMjteo jtcz BOL"™ HOdgdzr = Oracle. JltmimisOdeso dzj dedj ¢
JGB BBdsSodzjdedj M dMitd LsoOdedj B3 Y tcdzOdztse 1 ts9o
5B dL 3 dzgj dzdW =, Op §j 5 GrdzgiztzBz § Shdzp ML HOddWY L Jt
fted d3j te, dL sBtcOy J dzdz" 2 2O tod Mz dzS 11, HJj d3tsd
otsMimisOdztse dzj dzd W .

RMAN> RESTORE ARCHIVELOG ALL DEVICE TYPE sbt PREVIEW,;

tdmMEzdese 11. sSBOdZHO .o sMMisOdeso dzj dzdw o Or a

dzdzOwW 9 h j CsBBOdZH O wodzw jIsfpw oatsW dydC
dd Oracle. J1Oyds Bbdijlsdls:, ybt ¢td
Csfdd M ©OL ddyd &3d ¢ OwOd3j IstcOd3d, C
doe Ols! W 0O2 dz ) dn B Mistst sdztsy J dzad J
J ded § .
] BOLJARHWMWEROL, JjMmdad or dhfsd Lkzjlkj Elsdddls
dedzr or o BHW-EMB O @EJ W SQle dzj Hise Ols j dz' dzts, toj L j
MisOdztso dzj dad J Bsdz h dn sBi j d3tso HOdzdz“LAO BBtsy |
dLotsHdIj dz desimBd c@Ppdefiider Fls sET@EL, yYlstsBr BB
QL LOhdh Ojls BOLEZ HOddzr = dzO ftetslswy jdzdd o g
d3d dzd 4 OH B dzgd Mistc Olstste’ BOL H O dzdz' ~ Bscizls
cmysqgl dumpe fm dmf sdz' L 9 OQdeflpts ittt j o nhdzpededetsc s W
] PostgreSQL dzj sBrtsHd®Bts L Oo jteh dls: ofny Mt
HOdzdz" = fjtejH otmMmlsOdasodzjdzdjdz d MsLHOdd] &3 W
fsLotsdwjls ffod LsoOjdvd otsMmmisOdzOo dzd o Ols W o2d
pg_dump, pg_dunspl! | . Clsd Bklsdqdzdlsr lseo jyosls L O ML HOd]
Csf d2. 1dy4d d2O tedmizdeCj 12, ftedejHjdz ftodd3sjtc ot

»pg_restore--dbname=mytestdb tpl--section=pre-data c:\mybackup\mytestdb.tar

tdMmEzdese 12. 1twdd3jtc otsimisOdatso dzj dedw o Postg
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rdzv  ftesojHjddw MeOodzdls) dzt descts @GB! BC
ZOMmMlstes2Cd ftosdLotsHdIlsj dz? desmisd . ) Oracl e s Jt
ftcOo ddzr des ( dzOf tod 34 ts, Cdzs yjorg MmMdzsea O HBsdzy dz
fsHHjteCd ftosmistslsr. 1 0 MOBsE Hjdzj, 1t dgf fts
stetsd3j IStSEGEH,0 ddgf dL dgjdev 2y ddzH j Sdtetse Odzedz | Mist
kOS¢d®kd $O¢ TO CHAR, RTRIM, UPPER, TRUNC, ¢{§ftl
tcOMmtf sL dzOIs ! ddzH j € M. [ Mdzd st Mkh jMise d dsts, or
Emdzsedw. [ Mmdzd ddmjtimdigcs @dadzz 2 Isips sz W E2dz¢ ydd,
f SHEZBOI! t ML HOd]d ddHjSho &0 shdss j WkdSy
f dMmOols: SlsHjdz dz" | s jtcOlstster SQL Hd&v tOL dzd ydz
dmMf sdz’ L s Ols sHJdz tSUJtGOI—IS@IﬂB‘ SHOth g ts dis iztsts dipfdztsdgeas 12
dzj MEtsdz Ct5 o3j dzaj J MAzsy dgr 2, dMmftsdz L v s jJ cOlsstc |

1 OMstes?2C O ftosdLosHdIsj dz detsfplsd © MySQL. [ Evy
CO¢ 9 ON mMjtcojte dMmf &dtlatiej If tc thyd dsded tedste PdgYW , dzOCG tol
1 ets¥ d dzd to z WzOwQmte \fiA%, fsd L 5o Olsj dzd dBsckls § ¢ OL T
HdzW HBY tsdzdgd Isj dz' dets?2 dzOMlstets?2Cd. 1HIM! otcj W WwWeo.
ysts, CBCEHO (d LsoOkjdkd LOfEMCOs s LOftsM dO |
CO¢ Br Mistotsw judpwar fMydsdRL fHteddzd BOJIs L Of esmr , ¢

9T HOJ Is sOB dzd ylz sBYWL Odzdletsyls § 2, Ef stew H 5y dzdzlz &
dzj @3j Hdzj dedzts f jtej B4 N OW MO § 90yde' § d IstekzHBj &3¢
Bscdzd fsdwis!, SEZHO jddffWweOo dzvIs! Mmotsd ¢ tod dztsy

[Brydzes PostgreSQL {ftsmlsOoe dzv jlIsfw fn dzOB Btets
ZOMstets2 C O 5 kRsdzYyOdzdt wWodw jlsmw CdWdeokzttOydy
kZzyh dds ftcjHMisOodzjded j o5, SCBlstetsy §rlsOjlsmw EHso
i sdz! L sd @iz 5SQPos s MmMyoOMmls: & HdzW fsdzr L so Olsj dzj
dzj Cslstster oL B3tsy dz" | BN ister § Or GSHT j mdzd s
E d3ts dzy O dzd & . ) PostgreSQL Codzlstetsdzr dg' J] IbtsyS¢d
HOdzdz" n. [ ded 9 Oy dzr , HdofFdg'dzlstfottstHa f0fl $H dSlsySHisMIsOls s+

COOdzElsdtetso Ols Yylsts dL d3j dgj dedV H Odzdzr = dzOo fyj ¢ H (
oMJeHO WwWodwjlsimw BSHhdSteSHAds?2 MtejHB2. r hd sHJC
tcOMmMYf sL dzOIs i) stsy¢d Licj dzdv -0 s G L oittlsitEf Is j dz
checkpoint _completion_ target azo 0, 5. 1 Of tod df
checkpoint _timeout = 2,8 {dEdfl'.dysgsdzetc oydyfdss
stcOdzL OCyd?2, o Cbtstes? ofmj WORd HOddze = B dzd 't

ANzdzC ydd BJL S OMdashizyg B&EQo dzs tcOL H j dzd s dzO

stsdzlstetsdzz HtsMiskzy O.

lJLtsf OmdesMmis! f sdz' L tse Olsj dzw .

ANOCIsster d f dzOeddzr, ftsHHJjtydoOshdj BJjL YT O

dMmyf jCiIsr BJL B OMmMdesmisd d MilsOdzH Otels dzr j§ tcJ ¢
BJLBY OMmMdzesmisd .

stsdzlstetsdz? L O MtsBdzé H dedj d3 dsd .6 B Jj L 5§ OMmdatsls

1 cOo ddz' dzgOv dzOMlstcts?2C O tOLtejM jded2 WwWodzwjlsmw
Ef tcOo dzj dzd W dHjdzZlsdWdseoyd,j 2. l1tesmisr § CsdBOdzH T
dmftsdz’ L so Ols' MW HdzW ftoj HISMIsOo dzj dedwWw ddzd BlsL ™ 9 C
Yylsts ftOo ddz detsy dz@R dz@@lzjdedsy tetg OLOW jrhjjidz L dzOy 4 ded §
dz¢ B" n tBI JCIBo, EftcOQodzv j &3r = My SQL ; Yyd @3 eorhj
Ldzszd3" hdzj dzdzed C O o tsL sy desflsd Bts2Isd MdMmilsj d3r L
CObjcetsted d: Ef cOo dzj dzyj M< d 4 ( ¢ tiolg wBtlzrdgd to tf 650 Is 1s dzw €
Hj2Mlsadw or ftsdzdz jIs MySQL d C0O¢C dz dr or {f tsdzdgv .

H HtczGg 52 mMiststesdz PostgreSQL UtGJH'[SfI]lSGE
BJLBY OMmMdesmisd, Colsster | U Bl dMmftsd L 59 (
BJLBY OMgrRNICdsdifeOzlzd d. AtcOL O ¢BjL S OMdesMmis! &€ BlIsc
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Cdzyd f ydd, ColtcOW dsydls tlsdtshdls: mMw € ytejL or
Hdzw or ff sdzdzj ded v Bdetse tsyd Mdzj deder = 1 dzj d3j delsts® Po st ¢

dbHtcj M Hteshmdzzh Jo Odedw Mjtco j tcO

dlsj dzlsd¥ds Oydqwo dz0 smdese §j - tsMis

LDAP-fyj oo j

bl dlsdW¥dsOoydwy PAM

stsdzstesdz HeMskzfO dO0 shmddse | ttdj?

ltcdoaddzjedw ftcOe HBMISEZH O ©® Postgres L dzOyCl
cOL " OjIsmMw dzOMisteOd o Ols OolsstcdL Oyds eontsHwh dn
tcOMf tej Hj dzj ded | [HddOa otagWhnj ddd @B ddgOy ' MstsdzB yoO d f ts¢

MsHjteydls HsCEdjdzZls pg hba.conf, Colster 2 otkyd
d fsSHHjteydo O] Is Bisdzj j Ctolztf dzr § d s h dzr | aBJ -
B nOdzed L d3B® EZHOdzj dzdets? ORklsj dzZlsdWds Oydd.

1 ZOcesH OOMdzB B tbtf dz0 tsMdatsa j HOdzdz" = Or acl e
Rdzsctskztctso dzaj o 28 Csdziv dH J dzyd Odz! detsfls zOf ted A3 to,
ttdMmMGtse, HtojHSlSotON jdzgdw MmMstseh jdzd?2 B dzj MOdeS yd s
FojHtsdRd ddY B s tcO@¥ R i s O tsj2y jHi@fdedz’ S5 dzlsds ts
HOdzdz" = © SCOlOdzsej. AkdSydd BjLtf OMdesmisd Or acl

t OMmMh dtej dgdetsj] B L s Ofdetsj] h dWitctse Oded j .

MmtcOdzed dzd h j € dzt yd 2.

dbzHdIls BOL HOdzdZ =~ .

dbzHdIs RteOdzddzd" © d BtOdzH BOE! tcO.

Rdzmistelzdzj dzls tsyJj dzg¢ d dg'jr.stf Ofdesmisd B OL HOdz

Oracl e Dat a Saf e fsLosdzwjls CtBf Oddw dz tC
syd dzd 9 Ols - FototsL T H Odgdz’ =~ , BOME Jetso Ols Ctsda d+
slsmdzj ydo Ols! i ter BJjLBYfOMdesmisd, tyJjdedoe Ols! B jL
OCIsdo detsfylsls j dfjtsddiy jL Boldds fy) f sdish i 8 jHJdets?2  Odgj dzgd
fsdi3icc O ls o § Odzdteso Odzedd HtsofmjHdzgjodzr » fHtojHY TS
Oracle Databases ¢C0O¢C dO d&BjMmlsy, OC d o B AEZOSC.

[ dzv dzZ0c dzv HdzsG s MtcOo dzj dzdtvg r e GIQL H @dzddy=-S QQr, a
ftej HiNlsOoadzj dzZO IsOBdZdyoO 1, SClttOVY MkzdRdtekzjls dn
Bisdzj j uydbits fftdavis! cOL d&zZdydw d&iyHE 1Isdd3d B OL O
tcOL dzd ydzr = MyJj degOtcdwvn dhf sdzr L s Odzd W .

v OB dzd yo 1
dtcOo dzdIsj dz dzl 2 H Ode@tzf L OB ®cl e, PostgreSQL

1 OO Ists Oracle PostgreSQL | MySQL |

. N . [IsCterlsr 2 dff [IsCterisr 2 df
Jdyd daa d ltetsftod J Is Ot C & H C s H

PL/SQL, Java, C, C++, PL/pgSQL, Java, C, SQL, C, C++, Java, Perl

1 sHHjtYdo O] Python Python

1" sCow, f§ IrmsLoY, | 1 pscow e

Ctbfdr o Mo qudfsq)'dgL:d“iBé fesmlsr & L d

ltesdLotsHdIs ]

_ L onjndz j, ¢ mysqldump,
[jlstHT ol RMAN Pg_dump d| e &) dls dg

]l BHHjBYCO f Unix, Linux, Windows Unix, Linux, Windows Unix, Linux, Windows

R dzMistc iz d34 dz mysqldump, MySQL

L jlcodzse s RMAN, Data Pump Pg_dump, pg_restore Enterprise Backup

B-Tree, Bitmap, Functicn

RdzH j C My based B-Tree, Hash, GiST B-Tree, Fulttext, Spatial

{t Ofh diej dad
ljLsfOMmdets| hdWtesoOdedj | sbdalstesdzr H TS
H O dzdz’ -

1 JLtsf OmdatsMmls

J
ftsdz L 59 Olsj




-134 Ffaseaaeco2d 3RHBYo2gOot aR}) (:

ORa

OQodzgjdzgdj BOL HOdzdzr = Oracle, Postg
i d Motsd Mddz dzr § Mbsstesdy Bz
Hlsj dz¢ detsfls d dzOH | ) dzsfls Hdzw €
d3sh dz" § q’dzfr]lstslzta;ig;Ldalst@adzH;dzts Csfdtetso Odzad W d
rj WeEdzCydd BjLBYf OMdesMmisd . Pos C
f SHHJtey C 52 fr]dzts>1dzf: LOftetsmtso Yybsts HjdzOjIs JjVY K
ZOCtlkL B2, CHJj o0y dO Istsyldssfds ' et ste OEN jtsi H ‘d3ts fds!
MestesMmis! 8 d L WWjCIlsdodesMmis! ¥ ftcd OBl M s
Hdzv fogidedztsy j dzd 2 d BOdzr = ftesj Clstso.
lreste dBjYHE 1t Isddi3d MdMmlsj OB L Osadmdls ls ¢t
fsHotsHdIl HA&v CHBOfHisEOB b B2r - toj h j dzd 2 f or MsCd
BJLtSfOmMdesmisd d ftetsdL o B Hildsdpdda) ddztsdf lsafr. B P sH dzt e IS 0
tcOMh dtej dgdz" | WEkdzSydd Hdzvw BtcOBtSISSd HOdzdzr 7 1y
ftedodzj COjIs Moatsj?2 ftetsMmistslstsdzOMls teffSsw22 L Asdr'O dzdzg B T
Mcd Hdzd s flotsj CIstso .

*kk

s O¢ts] PostgreSQL. RdWtsted3OYydwy s ftesuHkzCIlsy M ¥ dyd

tps:// www. postgresql.org/ about/. (HOIO BtOh jddw:

Zvjo 6. ¢. [ilbtH Byjdtdh iy izyfsdkiBEdd HEHEsp ikt

M tej H j dzj dzdz" ~ dd¥ ste 3Oy d tsdzdz” - mMdMmisj &3 ¢ jtemMsdzOdz! dz -

Wislsj dz) SEdR3dBzded C Oyd2 o dzOkC j200.i B tcP®R.&o Odedd (o1 rRY [ 2

SQL. 1 8CEdGj disOydy M tWdydodr dzk: dips:/Mey.hys@.com/fiot/dzj € Is te s«
(HOO BKOMN jddw: 12.10.2024.)

4. SOdzd dzd dz [ . I ZlsjtejdeBjtee w. R . O d2OdzdL ddat sStedsOyd sd
Bsdzd ststed dzc © dda stedzOydsdzder = toj Metemtse M dmMf sdz' L 59 Odzd |
Is | - dzfs dztste @ difn) fiRelss)) 3 i@als507

5. Oracl e. rtsQIzd34dstqu’W M sWdydOodz dztsc ts MmMoO2A 0.
https://www.oracle.com/industries/innovatbna b / . ( HOIO BKOM jdadw: 12.10. 202

Zog+— o<
<goaxTuwm

v OBOhdzd S tso ¢. 1.
[ jtor Htoslsdo tsH j 2 il dgcffwlztseyLj dizs[dBEz o j B
40del lglsjteBlzteeMC 2 ctsmizuOtefmise jdadz" 2 kzdad o j
dqos. fesy.-1 Bzdodyedy
(I sfmdovdzd I Isj o) Ztc G
doi: 10.18411tfnio-11-2024716

¢ dedzts s Oy d w

J MlsOls j tcOMMd3OIstcd @ O Is fpw sMmdzso dz" j- o34 teFf
ftod dztsy j dzd 2, 9 Cdzg yow OdzOdzdL oL By der = 9 CIstste
[ dmOde cOmMf tesMistcOdzy dede" § EZcGtetsL ', se¢dj ¢O¢
otcj Hsdzsmdase s 1 [, (OGP OIROdz] dzdsOC i o dzd B3O dzqd
ddzmistezdzj dzls O3 tsB j MY j Hgij dpdze fpsjoL. s Ofdzatsisd o j B

sdz¢ yj or j Binddsth @ dztf fiplef ‘dzts g j Bzd 2,  WWebtAppkcation Ols OC
Firewall (WAF), Databasé-irewall (DBF), DDoSOIls 0OSQl-d dz j S yd d .

Abstract

The article discusses the main measures to counter hacking of web applications,
including the analysis of possible attack vectors and methods of their neutralization. Common
threats such as content modification, malware injection, spam distribution, and &S are
described. Attention is also paid to the tools for ensuring the security of web resources.

Keywords: Web Application Security, attack vectors, Web Application Firewall (WAF),
Database Firewall (DBF), DDoS attacks, SQL injections.
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WgBlsfotsdosH j2Mlsadw L dzslzd3r h dzj dzded € &z
aq’D 9 Cdzt YyoOw o tsL d3tsy-tizte g dztf e Jsdgd jz.H OUAS dlzc
Cdzd j delsimSC ¥ d Mmjtee jtodzgze yOMmisd, d dzW tc C
Mfsd LB sBazddodizcizOdHdHiEd (sl Ste
Ud ted f toaf pasy j o[ LOhNdIsO BEHjI MCBftesdi sdtese O
1 Jjteoar o3 N Gtsd3 ~nO0C it Wwodzw jIsfmw MB Bt ddaW tstc
s § tOydtsdzdz’ = mMdmlsj &3 d oMfsdkEscOIls dz' dztsdz ff tetsG t
f stclsislsdisso Odedj d odtlskzOdz dzr §| ~tfmisddzed. €CIlsO
stsdz? €58 dL IsjrdduydimMéds dhistsydzd € tso, dzs d dL Is
9 0COdmdw e [1].
1 O0lsjd3 L dztslzd3r M dzj dzdzd € frlsOjlsmw dmf sdz L 89 OL
sOCtsor n e @AOQEQPdastsy jls BT ls! dzOf teOo dzj dzO0 dzO@ fydzj
1. edmlsj Bz OkzlsjdzsdW¥Wds oydd, grilsowim! z02
ftecso jteCd Osdzy 2, &Oftddzj e, dJ Mists H dzw
2. [ jr0OddLd3 OoalsstedL Oydd, SCBlstster 2 dBsyjls B
3. [ ilssBtcOBSISSd HOdzdz n, - @203 Isdyj alzts L L dets]
9 dzj H tc $QEPOAP(XPath SMTP, LDAP, Frame;
4. wdfmbsj i3z E§wOodzj ded¥ MmJ Mmdwdd, dmysd |
CSRFH dzv  f sz yj dedv HBMiskzf O ¢ CwdaW dH J dzyd C
5. 1 tetlss¢ tsdz Mo wSSIATLSd fHizh§ Bz C C i tetsd3j |
ftodadztsy Jdegdw BtsyJls dzOyOls! mw M o Ol
H Odzdz" ~ .
RUzMIstclz d3j dzls Ote d 2 d WdilstsHdyd MSd?2 Otmj dzOdz W ¢
L Odzd @308 h = ipw L dzts dzO 34 to j dzdz’ d3d HJ2Mmlse dw d3d (L dzt
B J L sffPlindiz d dat ste 3Oy d tsdadz’ dmisj &3 (liMmisdtetse M d
HgWW j o dzydOydvw seBEMmMdzteo dzj dzO dzj Istsdz' €5 dzOd3] teg ¢
otej 3w COC L dzskzdyr hdzj dzdzd & Mmlstej 3 Ismw dz021Isd dzOd
Hsfisdy j dd® Mmetsdr yl§dzi §dal € MY s dzdets Is B BZOIMES § O M dz
MsB 52 L OHOYyk sB dzOtclz ) j dad W ofmjn oftsL sy dz" ~ z
tcOMY tetsmistc Odzj dzdz" - , tf -10c PWASIH dzj didz" E O ¢ &0 dzysftsof O W O
MowL Odzdz" i3 M yJ dzso J yd M dd3 W OC Iststets d3.
v Misdtetse Odzd J B Jf LeftsitsO fij dds{fi@ls d Is tegj jBHZ § IS Ish Ols j dz
9 Cdzs yos h jess o mMdiew ftod d3j dzj dzd J Ctsd3tf dzj € ipdz" n
oL i3y dztsfyls dhfsdz L s Odzedv botsteyj MEtsets d3 h dzj d
gdzy j dzijtedd d OelststemMCdr d3dj IssHdC. [ dz@sCOs  Cotsedeidty te
wogdw jlsfpvw Gtket?2 thdBE¢t?2 [2]. R&BJ dds {4 lstsdgk
ftoddzsy Jdzgd?2 HBdydz" B dZOHOIs! Mmdzj HEze h ddi3d d defmistelz «
tCsatsHMisats 5 Isj Misd tc OWABSR(OGpenWeh Agplicatialzd ¢ dzs o |
Security Projec} - dzOB tstg € sd3j dzH Oy d 2 d BB IstsHd & H dzw ftots
BJL ST OMmdzt igld dzts yoiidzd 2 . [des t©OL tcOBSIsOdzs ftssBh j M
ddeV sted3sOydtsdzdzts? BJj L S OMdesMmisd d toj czdzv tcdzts tsB dats
OSSTMM (Open Source Security Testing MethodologyManua) 6 1 Ists tslsCter Isr 2
Miskd Otcls Hdzw IsjMisdtetso Odzedw BJ L B OMmMdesMmisd, tcOL t6 C
RdzlMisdBANBO [dz ftejHMisOQoadzw jIs MtsBs?2 dOBtSte dj IstsH
si Misdtetso Odzdw B JL S OMdesMmisd ddeW sted3sOyd tsdzdz" = fmd Ml
NIST SP 800115 - Isj mndzd yd M¢ 54 tclz C soas@dydste s d ff ts y Jlsded
dde? sted3Oyd tsdzdzts2 NIST 1SB 00 tizE i lyvep.dzw j Is iyw 9 Oy dz" d3 o

9 Cdz¢ yOs Is

jets Hj2Mms
g M des d
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stec Odzd L Oyd 2, Mistej 3w h drafmw o Mdls! BJ LB OMdas
Mz dls tshdtseo 52 HdzvW dBdescedra Stdi3d3d tyd MSdna d3d ISSH (

PTES (Penetation Testing Execution Standaryl 6 1 Ists filsOdzH Otsls 90" ff &
Isi Misdtcso Odzdw dz0 Y tetsdzd Cdztso jdzdi, t©OL OB Bls Odzdz" 2
d da¥ ste 3Oy d ts dzdzts 2 BJLBY OMmdesMmisd . [dz ftcjHMIsO0 dzv j
toj Stsd3j dgH Oyd2 Hdzv 1 tots algon jf dedsvdzd € jodtsle q telas g O dzd

[ SH ] dz IsJ Mis d tc 59 Odzd "BSI dBdndeffamtt dz§iéhedieiviy ded j
Informationstechnik , IsOC % § dL olf-@risds€hutz , C Oftcj HMisOoa dzw j Is
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Abstract

The article analyzekey security threats to mobile devices and applications, including
physical access, malware, network vulnerabilities and server attacks. Security methods such as
passwords, biometrics and regular updates are considered, and the importance of an integrated
approach to risk prevention is emphasized.
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Abstract

The articlediscusses various types of file systems in the GNU/Linux operating system. A
comparative analysis of ngaurnaled and journaled file systems is performed. The principle of
operation of operating systems when using various file systems is reviewed.

Keywords: directories, GNU/Linux operating system, file system, linked list, hierarchy,
nonjournaling file systems, journaling file systems.
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Operations:

-B, --bind mount a subtree somewhere else (same as -0 bind)
-M, --move move a subtree to some other place

-R, --rbind mount a subtree and all submounts somewhere else
--make-shared mark a subtree as shared

--make-slave mark a subtree as slave

--make-private mark a subtree as private

--make-unbindable mark a subtree as unbindable

--make-rshared recursively mark a whole subtree as shared
--make-rslave recursively mark a whole subtree as slave
--make-rprivate recursively mark a whole subtree as private
--make-runbindable recursively mark a whole subtree as unbindable

For more details see mount(8).
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Abstract

This article examines the use of artificial intelligence (Al) by intruders to commit fraud in
various fields. The methodkat can be used to create scams using Al are analyzed. Protection
mechanisms against such threats are also considered and key points in the use of Al for fraud are
identified.

Keywords: artificial intelligence, fraud, methods, protection, personal dizta, threats,
technology, development, security.
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Abstract

Infocommunication sstems have become necessary elements for communication and
information exchange between users and devices, therefore, the article examines the role of
specialized software in managing ICS, categories of software products, their functions and
selection crieria to achieve maximum efficiency.

Keywords: infocommunicatiorsystems, administration, specialized software, computer
networks, management, security, traffic analysis.
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Abstract

The article provides an overview of the Zecurion DLP 11 system, its main functions and
capabilities. A comparativanalysis was carried out with other DLP solutions highlighting the
key advantages of Zecurion DLP 11.

Keywords: Zecurion DLP 11, information security, incident management, behavioral
analysis (UBA), data protection, DLP systems.

456 zOMmdzs MIsOIsdmisdyd M d H Odzdz" o3, Bisdz M d dzf
ddeV stedsOydtsdzdzts? B L s OfdztsMis’ ¥ o BcOddL Oydw n,
otsL dzd ¢ OF hMd@3d dzjdfitc Oo S d3j tcdz’ n Hj2Mlsead? Mtslstclz H dzd
Cdzommd¥ dydtese Ols:  d2@R] Hegl Pzdeedg Ziffifls 1@ dfjtgj HEsIsster §
M zOdzd tetso Odz , d dzjd tolj dzfEOQ@F] Med) jdzdzo fndzy H Mise d 4  dzj
dz) siststetsy detsfylsd ddzd dgj MsB dzs Hj ded W datsteds B j L 5§ Off

YIssB ' LOhdIsdls mMw sls IsOSdr o dzzlstcj dzded» tod iy
ZzOf tcOo dzj dzdz’ n dzO ftsor hjded g sfme j Hisd3dzj dzdzts M is d
9" MC slsj mndesdzse d Yydzr § teJ hjdedw, Cslstster j ftc j H
fjtej 3y jddw HOdzdzg" = d dL d3jdejded” o Yo jHjdedd tof

stsdi3f Odzdw Zecuri on L Odzd BOJ lezOts Hedzlin Md[ 2 M& jskEz b de.
Bdteso sd3 M) BLPRrRLO jMisd | 0dOdzdlsdyd MEdj 0OcJ
Forrester, Slsdzd Isddzd JV CO¢C MO dCO C i d
WizdC yd sdzOdz' detsfiyls L Oh dIsT Cstelf stcOls d o glztledzts 2d dziv ts
ojtmMdd Zecurion DLP 11 {tweddzOom! 9 SL i35y dztsMmls
mMWjtcy ddWstcdsOydtsdedets?2 B j L 5§ Offdets ilnd mfs j dsh{ s de'OS 5
HSB Qo dzj dz dBtsH Iz dz H dzw Bsdzd s ste d dzc O LWWJiCIlsdoe dz
ddzmilstczd3j dzlfH J Hetlpy M sgts OdzOdzdL O d Byj deSd kel .

ZecurionDLP 10 {1 Ists f sdzdzs s 6-mdigls fdag® S Oy BDERHISOs C
fMdzj Hks N dj diHLED]

- Zecurion Devi Control. dtcjHMiso s { to]

|
UjtedL fitedwjte

ce
d2dzr | EmMktes?2 Mise O.
- ZecurionTraffic Control.et d M ls j
f
;

BO Ctdzlstetsdzy Milsjoatsets Is
- Zecurion Staf Control. [ BH kdz Zyy IsO
OdzOdzdL © dr 1+ WWjiCldoe desfylsd .

- Zecurion Reports O 2OdzdIsdyd MSCd2 dBsHE
ts dzOtelzh j dzd W A d dz% tstc 30y d s dadats 2 BjLtsf Of
OCIldodetsmisd MtslstelzH dzd € 59 .

- Zecurion Di scovery. dtcj HiMlso 5 tsB dzO
ddaW sted30yd d d dzOtelzh j dzd 2 f sdzdIsd ¢ BJLE
tcOL dzdydz" » Ijrdtsdzsed?2 HjlsjCIsdtetso Oded W .

- Screen Photo Detector. [BHEd LOMdIsr

- IRP-d3ts H Iz dzj 5 dz@LtadzOy 4 dzdz" 2 @ Hdzv CBBGHRROYJGJ
SlsHj dztse fted toj Ocdtetso Odzedd dzO ddzydH j dalsr

10 tedmizdzeS y 1, YtHtseds dJqLSBKOY J 2O Otadlsg ¢

A ‘\\
&

/ 2 /,/'\\
=/ g
S e —=

=)
=] \
o v71 ~— e
N/ ( gﬁu\

(—R)

L

/
N

{dfkdse 1. ¢widlsjSlskte® Zecurion DLP 11



fTaseasaeco2o 3RbYoe0o2t aRypdo o9 afr3RbaYRooOt -159

DLP-OG J§ dzls

How
I o
e
o@FO -

&
gnls
O]

&

]]g‘-

8
o—oFrPaor
oo

O 8_0_307 Fo =

gEPE B0

—Groc 30 @11
COTQOFgE
s "

Frecoa o@c

La
g

g0
<o
.Qg.o"%

Tgs
°=
T . _ _
are S0 6o g

O @

owgmqk-wgno&omqg
w FOR TS

:

o

&

=

E

o &

wl_

N e R e i ) SN S iNON NOSEISESNF
=
(72}
]
n
=
Q_
(723

= e Y308 S0 gs3o

dzts o dzy dzdzts? o j tef
Oo dzj dzd W , Ylss MmewL O
sSBtcOB OIS 90 diBs?2 ddeW stcdZ3Oydd t ftsiste
5 ttOBlsdzd ¢ OR, sO¢dj ¢C0¢ Ektotse j dz tc
syj & ts2, | BsYydodOdz detsy MtsMmisswdedi d
ZodHge®' tedmMizdzeS j 2. s0OC ) Edazkzyhjd d3d HT st
o Cdzg yow Brfmster j Wddzt ster d ¢Bf Mister j HJi2Mlsadwe
MOk MlstckzHdzd ¢ ©, dOftedd3j te, dzOL dz2Oydoe L O dgd 3
ddgls j oW j 2 s ds PZ €lclu rinilsdonizOD Btsdzj | s j tcOlsd o dzts?2 .

#. ZECURION $ roieren -
B toommt .

am

[ Mbkdse 2. [(OLHjd cuskebHddSde o Codhsd] Ze

I'fd fdtejydmdzj dadz' j dL d3j dzj dedWv dzOf 6 Oo dzj dz' ¢
fMtsB tc O dzdz" d3q H Odzdz’ d3d , Yls ts sBdzj e yojls tslsfdzj ) d ¢
MelstenddC 8o . ¢dOddL dhsstedyjMSdn HOdd ° f st
HIS JVY otLdzdC dztso peaetftsteg ded < ez dzs 6 dfdz" = MdlszOyd:

s OtelstsyS d MslstezH dzd € 59 fls O dzd Btsdzj J d dzls j tc
fjtcjcOBBlsSS ] odzlstejdedaj 2 OodeOydd. uvjfjw!
felstlhddCOR, ddydHj dsOn d Isjo dsdsedqedyddo dsog
fsdmMCO. | COyHB2 COmlsYS) fsWeoddof! ¢hofsoe
ddett stedsOyds s tdmcOn, dqdzydHjdadsOr d + dstsyd s5dz0 dz
OdzOdzdL Jtetseo Ols! OCIsdo dztsfls! MslstelzH dzd € tso .



-160 Ffaseaaeco2d 3RHBYo2gOot aR}) (:

0 TR | P I

{ dhbdst 3. ) e ls o i telEsts b HiTkpG G5 de? ot cRffadsdts 1Zejc U T i o

Is otjd" w©OeGlT f COLssySs?2 MelekzHddSO

MfdmMtsS tOBtslsdzd s, Clstster 2 disy des EZodHJjIlsy 9o f
tcd mMzdztsS 4. Clts foLmgdpkj i3 i) pHedslads daRjl ®BO-s H d o
dqda¥ stedzsOyde fts dGidescddz Mslsekzndzd C O3, M sdz Ck
COYHEBS?2 COtlstsy<d.

tdMmkzdesS 4. [Bhd2 odH SObtySd MulekziddSO o ¢t

) fdzz O dzj sB - tsHJ BBsMiIsd sf jtcOlstste Zecurio
JLEBEOY jdzd £ Ofsjdcj B Jdod ©OBGBYjEt MissdO Mlstlkhdad S O
Hdz" OdzOdzdL ©. [ shlskfdes BT Mlstets] MOodsj dedj & dzv -
Melstekbn S so, KOS d yYjdrs (BHELOLH]j & dd2:
dqdzydH j dzls tste o dzjOdzda'fids Otz ted sH. | deseotsdz tsB datso dzj dzd d
Mslstekn dzd S 8o, Gtoj HMisOo dzj dedzOW dz® tedmbdzCj 5.

4

ﬁn Cupopos

/
s o
9

{ dkdzsS 5. [ JOCELOBBO MowL j2 MoktkkzHddSss o ddzsj



fTaseasaeco2o 3RbYoe0o2t aRypdo o9 afr3RbaYRooOt -161

lojujdzr BrfMlster j Wddz ster d dzOMlstcOdJo Oj 3" 2 o
Yylsts ttsLotsdwjls EMmlsOdase dls! fstese ddzydHJ delstse
0 Oy desfylsd, SCtsBBzddSOydsdzdsr | SOdOdzr d tslstsBteOy J
Bsy dzts ftosMdzOls toyp Ofgtsis tailasH ddCfigw d HjlsOdzdL Jtese O
BZOMh sOB dtctse Odzd d .

7. ZECURION REPoATS $ -

5 157 s 121 261w 28 23 1077

RUHAMUKA YPOBHS PUCKA

) D

.

P cofnan

tdMkzdsS 6. J1Cd&OHCO ¢t dmSde o COwLlsYS) MlstlzHddS O

)esWdd fsojHjddY MostkzraddS® o UBA 2.0,

Wsttdddtelzj s dz0 hdases ] GOCdHD-HEOLCORjIsd M- sH
oLOddBsH j2Msad] vyjtejL 1 dzj Shtesdedzze §tsylskz d d3j M
M EmMbtes2Mise ORd d Mmiljoer &3d § ts5HS dz8 Y ded ™ 3d .

7. ZECURION § oo
) e 3

woe  93% LG 88% i 80%

{dfkdsS 7. ICkOHSO ¢l osldqdd foojHjdd e o 16 Owssysj M

[ BH k& dz! ftso jHjdyjMEsets OdzOdzdL © ( UBA) fndzlz
fsdz L tso Olsj dzj 2, orwodww fYwoHtsLtedIlsj dzt detsy Y tsojHJ
slsdzj ydo Odzed® OdesdBZBOdzd?2. 1tesWddz Wsttdddtelzjlsfmw d
Ylsts kzo j dzd yds ® pleizj vaf el tsls ¢ dztsdzj ded?2 o OB SIS .

[ sdzd Isstcddze tcOBBYJ 2 OSCSIkdodesMmisd wydtjL Zecur
WizdeC ydsdzgd tetso Ols COC MOBsmMlssWIsj dz' dats, sO0¢ d M
otcj oz dad @3, OSIsdoeodetsMmis! 8 d Blsyj Isr O LfGdzts fidfGs die d. fitske A2
J mMd misj dzgd Zecurion Dinf[ M4 jl 30 j dizY L tedd@dz® ' | R)P
BJLtSfOMdesmisd, ftcjHdEZOcOs h OV cdBSCd] oL @3y datsmis«



-162

fasaevaacGcdo

3RbYoegot

] ZeocnurDLP

(I RP) ,

d dzW tstc 3Oy d s dzdzts 2
8l bteOHdydsdsds 24 s &56H § ZEPBPp df ddsstcr 2
sB Mz HJ dd W
ftojHEMBslste] dZz0 dOMstes?2$ O ko jHsddj dzd 2

HisB Q9 dzj dzd v

v OC Y J

t dMkzdztsS 8.

11

slsCtcr 9 O h Ow

w02 dztse ,

N

a R} (:

[y'ls 5 ©OBBYj Bz otk dj dd mMelstlkH d ¢

ddzs j cedetso Odz0 Me Mlse j dzdzOv

dztso ' j
BJLEST OMmdztsmisd .

] dzO

nd

otsL di3sy dztsmis d

o dz" J

szOyd?2,

H dzw t
zOf te Oo dz,

9 ¢ dz

©jeq

s

ZecurionDLPd 1 Ists ¢ d B ted H dzOWO Wi sl Jds0 , W KdiClsysfids dzd tets o Ols !

e ddd
WdCmdekzw

(fO0LOddL W

Hi2Mmlsedw,
fsHtsL todlsj dz' dgr |

&ZOtkh O h dj
Hj2flse gw

H dzw

f tsdzq Is
f tsfydzj H

MeowL Odes ) dMmY sdz L tsef@fdersii 3’ o GHEOEE grd@ized) dzf RP J 5o
BJ Lt Omdesmisd (

fsLotsdzwe h 2
Zecurion
Codzlstetsdzd tolz j d3" d3 H OO dzO deCaglzddl Ftc d
Cstof SteOlsd o dats 2
B » Odzed L &Bf
ddzydHj dzlstse .
tOMh d o] dzdz’ §

b4 tcOo dgj dzd j

DLP

I T.
ZOMsteOdo Ols

OGSy j

fsdzdIsd ¢ 52
tcj Ocdetso Oded W
1 Bor 2

9

t dOdzdL 859 Odz kzHtsB dz" 2
HJ HAO?dz ,

HOY Is

tsls

BJ LY OMmdesmisd.

fMisOlszfyr
oL 3sy dztsfls
L Oh sk

¢ s dzf s t

qd
dzC
blsj 1

9 j e
mMestslse jIsMiseadd M Mt
Wiz dzS yd sdaixdg d fgl€ oais @ J Ist daPtsyef s,

oL Iy detsMmisd tOMY sL dzOo OdegdW¥ HBC EZdBJ «

vOBdZdyo 1
Zecuri on-mlnAs jIddOdy . Hicze d d3d D

. , McAfee Total .
] OteOd3j Isty Zecurion DLP 11 Symantec DLP Protection Forcepoint DLP
1 SHHJ oY
teOL dzd ydz' = r o r o r o r ©
fJtej HOUde
VftcOQodzj { | Mistetsj dadz( i Is Yy OMmlis d y dz i Is
ddeydnjdeso  fdls dd v ddzsj stedte v
1 s9 4 HJ day .
OROEd L ( [ © r © J ctcOdzd U4 I ©
1 BHHJ oY ¢
RBdzs e sW OC I8 [ © r o [ © [ ©
Oklsj dzlsd W
gt d&3j Misd df 1 @GosLinux, Astral . . .
Linux Linux,dH t3 L {ew0Oded i 1db
LHESB Misot : .
#OM O d s d 1" MsCd2 | vt Hdzd 2 dtejHdzd2 0| 1" mMsCd?2




fTaseasaeco2o 3RbYoe0o2t aRypdo o9 afr3RbaYRooOt -163

sdzs yjor a&3d fojddsizh jmlse Odsd Zecur i ofpd fipd jPdzel 1
Hdzw EZftOodzj dadw ddzydH j dzs Odzd,  {ffrjdsrisHig) AsidgdE tsto ts o jUHB)/
Mo di3j Misd dBssMmis! ) tOL dzd ydz' d3d Y jteOyddeds dsd Mmdfr

CtsdeS zZtcj dzlsso, Zecurion DLP 11 fttjHEZOCO]jIs Bfsdzj

Bsdzd Is ste d dzc O d ftcjHBISo tcOM j dgd W Zlsd yd ¢ dz' vd® dzdz" - ,

tejnhjdzdjd3 Hdzw Ctokzfdzr » BtecOdzdL Oyd?2 M or MsCddid |

*k*k

1. 1 ddwilsHddetse s.37., stOmse ¢. 1., [jdv2dds J.1., 1jhCre
ftesyj Minse d -Imjdldnjistg ed¥ t¢ a4, © dZX0sl 9 .

2. Zecurion DLP 11. [BL tstc ClIstedstsadss o j H jtadpiRPz to )] [. ¢ dzj
https://zecurion.ru/products/dip/dip11/?ysclid=m2g5fj1hev70524668401s © tsBte O jdzgdw: 19. 10.

3. e4sCtsdz 1. ., uvhoOCtse R.¢$., stOfmMtse ¢. )., yvjitejtf Odatso wu.

yOfmlss B.j lsujQapSAdsce, 202 3.

4, 1 Oh dsB® o dzzlstcj dzded - EectesL M fdiEchi s Zecurion DLP
https://lwww.antimalware.ru/practice/methods/InterTdireatProtectionwith-ZecurionrDLP-1 1 . (HOLO
sBteOh jddw: 19.10.2024.)



-164 Ffaseaaeco2d 3RHBYo2gOot aR}) (:

Loy r XKRXVILI ¢vr [ ouvRrRS O

RoOdztso &% ¢z Y it dzq dz
lted dgj dzj dzd j € dzOMB j o detB@ 5 Pz dze{tso ' 7 dMMdzj H 5
20 ftedBjtej lsCter IsT 2 HOdzdz 7 SCtBf Odzd d
Y sMmd2Med2 bjodsdasedyjnsd?2 k
P eMMd2MCd2 kddo jtemdlsjls
ULl cdQLlsteds e

(t smddemge O
doi: 10.18411tfnio-11-2024723

¢ dzdztsls Oyd w

dlsOl* w ftsfmewh jdzO dL Ekyj dzd ¥ oL i3y detsmisd
OdzOdzdL O & dBOtS jlsddeetsoa' 7 dfifmMdzi Hse OdzedWV 7. [ dzv to
stcOdzL OC ydtsdzdes? OCIsdodetsfylsd Cdzdj delstse C i3 Odzed d
t shmd2 mGuoydjd LO fjtedsH f 01.2013 s 01.2019

sdzs yjor § SopSplsQ  to dzr 2 O dzO dgdelj H dzddBj, Is ts i3] Iskis H (
Cstetej dzw yq tsdzdz" 2 OdzOdzd L .

Abstract

The article is devoted to the study of the possibility of using cluster analysis methods in
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