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ʊʝʥʜʝʥʮʠʠ ʨʘʟʚʠʪʠʷ ʥʘʫʢʠ ʠ ʦʙʨʘʟʦʚʘʥʠʷ - ʵʪʦ ʨʝʮʝʥʟʠʨʫʝʤʳʡ 

ʥʘʫʯʥʳʡ ʞʫʨʥʘʣ, ʢʦʪʦʨʳʡ ʚ ʙʦʣʴʰʝʡ ʩʪʝʧʝʥʠ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʥʘʫʯʥʳʭ 

ʨʘʙʦʪʥʠʢʦʚ, ʧʨʝʧʦʜʘʚʘʪʝʣʝʡ, ʜʦʮʝʥʪʦʚ, ʘʩʧʠʨʘʥʪʦʚ ʠ ʩʪʫʜʝʥʪʦʚ ʚʳʩʰʠʭ 

ʫʯʝʙʥʳʭ ʟʘʚʝʜʝʥʠʡ ʢʘʢ ʠʥʩʪʨʫʤʝʥʪ ʧʦʣʫʯʝʥʠʷ ʘʢʪʫʘʣʴʥʦʡ ʥʘʫʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

ʇʝʨʠʦʜʠʯʥʦʩʪʴ ʚʳʭʦʜʘ ʞʫʨʥʘʣʘ ï ʝʞʝʤʝʩʷʯʥʦ. ʊʘʢʦʡ ʧʦʜʭʦʜ 

ʧʦʟʚʦʣʷʝʪ ʧʫʙʣʠʢʦʚʘʪʴ ʩʘʤʳʝ ʘʢʪʫʘʣʴʥʳʝ ʥʘʫʯʥʳʝ ʩʪʘʪʴʠ ʠ ʦʩʫʱʝʩʪʚʣʷʪʴ 

ʦʧʝʨʘʪʠʚʥʦʝ ʦʙʥʘʨʦʜʦʚʘʥʠʝ ʚʘʞʥʦʡ ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʀʥʬʦʨʤʘʮʠʷ, ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʚ ʩʙʦʨʥʠʢʘʭ, ʦʧʫʙʣʠʢʦʚʘʥʘ ʚ ʘʚʪʦʨʩʢʦʤ 

ʚʘʨʠʘʥʪʝ. ʆʨʬʦʛʨʘʬʠʷ ʠ ʧʫʥʢʪʫʘʮʠʷ ʩʦʭʨʘʥʝʥʳ. ʆʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ 

ʠʥʬʦʨʤʘʮʠʶ, ʧʨʝʜʩʪʘʚʣʝʥʥʫʶ ʥʘ ʚʩʝʦʙʱʝʝ ʦʙʦʟʨʝʥʠʝ, ʥʝʩʫʪ ʘʚʪʦʨʳ 

ʤʘʪʝʨʠʘʣʦʚ. 

ʄʝʪʘʜʘʥʥʳʝ ʠ ʧʦʣʥʳʝ ʪʝʢʩʪʳ ʩʪʘʪʝʡ ʞʫʨʥʘʣʘ ʧʝʨʝʜʘʶʪʩʷ ʚ 

ʥʘʫʢʦʤʝʪʨʠʯʝʩʢʫʶ ʩʠʩʪʝʤʫ ELIBRARY. 

ʕʣʝʢʪʨʦʥʥʳʝ ʤʘʢʝʪʳ ʠʟʜʘʥʠʷ ʜʦʩʪʫʧʥʳ ʥʘ ʩʘʡʪʝ ʥʘʫʯʥʦʛʦ ʮʝʥʪʨʘ 

çLJournalè - https://ljournal.org 

 

 

 

 

 

 

 

 

É ʅʘʫʯʥʳʡ ʮʝʥʪʨ çLJournalè 

É ʋʥʠʚʝʨʩʠʪʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʛʦ ʦʙʨʘʟʦʚʘʥʠʷ 

 

ʋɼʂ 001.1 

ɹɹʂ 60 

  

https://ljournal.org/


Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -3- 

 

 

țȐȏȋȕȡȓșȘȘȋȪ ȕșȖȖȐȎȓȪ 
 

 
ʏʝʨʥʦʧʷʪʦʚ ɸʣʝʢʩʘʥʜʨ ʄʠʭʘʡʣʦʚʠʯ ʎʘʨʝʛʦʨʦʜʮʝʚ ɽʚʛʝʥʠʡ ʃʝʦʥʠʜʦʚʠʯ 

ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ ʂʘʥʜʠʜʘʪ ʪʝʭʥʠʯʝʩʢʠʭ ʥʘʫʢ, ʜʦʮʝʥʪ 

  

ʇʠʚʦʚʘʨʦʚ ɸʣʝʢʩʘʥʜʨ ɸʥʘʪʦʣʴʝʚʠʯ ʄʘʣʳʰʢʠʥʘ ɽʣʝʥʘ ɺʣʘʜʠʤʠʨʦʚʥʘ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ ʂʘʥʜʠʜʘʪ ʠʩʪʦʨʠʯʝʩʢʠʭ ʥʘʫʢ 

  

ʀʣʴʷʱʝʥʢʦ ɼʤʠʪʨʠʡ ʇʘʚʣʦʚʠʯ ɼʨʦʙʦʪ ʇʘʚʝʣ ʅʠʢʦʣʘʝʚʠʯ 

ʂʘʥʜʠʜʘʪ ʪʝʭʥʠʯʝʩʢʠʭ ʥʘʫʢ ʂʘʥʜʠʜʘʪ ʬʠʟʠʢʦ-ʤʘʪʝʤʘʪʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ɹʦʞʢʦ ʃʝʩʷ ʄʠʭʘʡʣʦʚʥʘ ɹʝʛʠʜʦʚʘ ʉʚʝʪʣʘʥʘ ʅʠʢʦʣʘʝʚʥʘ 

ɼʦʢʪʦʨ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ɼʦʢʪʦʨ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ 

  

ɸʥʜʨʝʝʚʘ ʆʣʴʛʘ ʅʠʢʦʣʘʝʚʥʘ ɸʙʘʩʦʚʘ ʉʘʤʠʨʘ ɻʫʩʝʡʥ ʢʳʟʳ 

ʂʘʥʜʠʜʘʪ ʬʠʣʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʇʦʧʦʚʘ ʅʘʪʘʣʴʷ ɺʣʘʜʠʤʠʨʦʚʥʘ ʍʘʥʙʘʙʘʝʚʘ ʆʣʴʛʘ ɽʚʛʝʥʴʝʚʥʘ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʩʝʣʴʩʢʦʭʦʟʷʡʩʪʚʝʥʥʳʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ɺʨʘʞʥʦʚ ɸʣʝʢʩʝʡ ʉʝʨʛʝʝʚʠʯ ɽʨʳʛʠʥʘ ɸʥʥʘ ɺʣʘʜʠʤʠʨʦʚʥʘ  

ʂʘʥʜʠʜʘʪ ʶʨʠʜʠʯʝʩʢʠʭ ʥʘʫʢ ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʏʝʙʳʢʠʥʘ ʆʣʴʛʘ ɸʣʴʙʝʨʪʦʚʥʘ ʃʝʚʯʝʥʢʦ ɺʠʢʪʦʨʠʷ ɺʠʢʪʦʨʦʚʥʘ 

ʂʘʥʜʠʜʘʪ ʧʩʠʭʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ 

  

ʇʝʪʨʘʰ ɽʣʝʥʘ ɺʘʜʠʤʦʚʥʘ ʈʦʤʘʥʝʥʢʦ ɽʣʝʥʘ ɸʣʝʢʩʘʥʜʨʦʚʥʘ 

ʂʘʥʜʠʜʘʪ ʢʫʣʴʪʫʨʦʣʦʛʠʠ ʂʘʥʜʠʜʘʪ ʶʨʠʜʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʄʠʨʦʰʠʥ ɼʤʠʪʨʠʡ ɻʨʠʛʦʨʴʝʚʠʯ ɽʬʨʝʤʝʥʢʦ ɽʚʛʝʥʠʡ ʉʝʨʛʝʝʚʠʯ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʤʝʜʠʮʠʥʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʐʘʣʘʛʠʥʦʚʘ ʂʩʝʥʠʷ ʉʝʨʛʝʝʚʥʘ ʂʘʪʝʨʤʠʥʘ ɺʝʨʦʥʠʢʘ ɺʠʢʪʦʨʦʚʥʘ 

ʂʘʥʜʠʜʘʪ ʧʩʠʭʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ɼʦʢʪʦʨ ʬʠʣʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ 

  

ʇʦʣʠʮʠʥʩʢʠʡ ɽʚʛʝʥʠʡ ɺʘʣʝʨʠʝʚʠʯ ɾʠʯʢʠʥ ʂʠʨʠʣʣ ɸʣʝʢʩʘʥʜʨʦʚʠʯ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʇʫʟʳʥʷ ʊʘʪʴʷʥʘ ɸʣʝʢʩʝʝʚʥʘ ʃʘʨʠʦʥʦʚ ʄʘʢʩʠʤ ɺʠʢʪʦʨʦʚʠʯ 

ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ɼʦʢʪʦʨ ʙʠʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ɸʬʘʥʘʩʴʝʚʘ ʊʘʪʴʷʥʘ ɻʘʚʨʠʣʦʚʥʘ ɹʘʡʨʘʤʦʚʘ ɸʡʛʶʥ ʉʝʡʤʫʨ ʢʳʟʳ 

ɼʦʢʪʦʨ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ɼʦʢʪʦʨ ʬʠʣʦʩʦʬʠʠ ʧʦ ʪʝʭʥʠʯʝʩʢʠʤ ʥʘʫʢʘʤ 



-4- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 
  

ʃʳʛʠʥ ʉʝʨʛʝʡ ɸʣʝʢʩʘʥʜʨʦʚʠʯ ʐʘʤʫʪʜʠʥʦʚ ɸʡʜʘʨ ʍʘʨʠʩʦʚʠʯ 

ʂʘʥʜʠʜʘʪ ʭʠʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʪʝʭʥʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ 

  

ɿʘʣʦʤʥʦʚʘ ʉʚʝʪʣʘʥʘ ʇʝʪʨʦʚʥʘ ʅʘʡʜʝʥʦʚ ʅʠʢʦʣʘʡ ɼʤʠʪʨʠʝʚʠʯ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ɼʦʢʪʦʨ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ 

  

ɹʠʡʤʫʨʩʘʝʚʘ ɹʫʨʫʣʙʫʙʫ ʄʦʣʜʦʩʘʣʠʝʚʥʘ ʈʦʤʘʥʦʚʘ ʀʨʠʥʘ ɺʘʣʝʥʪʠʥʦʚʥʘ 

ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʈʘʜʢʝʚʠʯ ʄʠʭʘʠʣ ʄʠʭʘʡʣʦʚʠʯ ʍʘʯʘʪʫʨʦʚʘ ʂʘʨʠʥʝ ʈʦʙʝʨʪʦʚʥʘ 

ɼʦʢʪʦʨ ʪʝʭʥʠʯʝʩʢʠʭ ʥʘʫʢ, ʇʨʦʬʝʩʩʦʨ ʂʘʥʜʠʜʘʪ ʧʝʜʘʛʦʛʠʯʝʩʢʠʭ ʥʘʫʢ 

  

ɻʫʪʢʝʚʠʯ ɽʣʝʥʘ ɺʣʘʜʠʤʠʨʦʚʥʘ ʂʘʜʠʤ ʄʫʥʜʝʨ ʄʫʣʣʘ 

ɼʦʢʪʦʨ ʤʝʜʠʮʠʥʩʢʠʭ ʥʘʫʢ ʂʘʥʜʠʜʘʪ ʬʠʣʦʣʦʛʠʯʝʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ 

  

ʄʘʪʚʝʝʚ ʈʦʤʘʥ ʉʪʘʣʠʥʘʨʴʝʚʠʯ ɻʨʠʛʦʨʴʝʚ ʄʠʭʘʠʣ ʌʝʜʦʩʝʝʚʠʯ 

ɼʦʢʪʦʨ ʤʝʜʠʮʠʥʩʢʠʭ ʥʘʫʢ, ɼʦʮʝʥʪ ʂʘʥʜʠʜʘʪ ʩʝʣʴʩʢʦʭʦʟʷʡʩʪʚʝʥʥʳʭ ʥʘʫʢ 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʦʚʘʷ ʤʝʪʦʜʦʣʦʛʠʷ, ʧʦʟʚʦʣʷʶʱʘʷ ʩʥʠʟʠʪʴ 

ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʥʘʛʨʫʟʢʫ ʧʨʠ ʦʮʝʥʢʝ ʢʨʠʪʝʨʠʘʣʴʥʦʡ ʬʫʥʢʮʠʠ ʚ ʘʣʛʦʨʠʪʤʝ ʧʦʣʥʦʛʦ 

ʧʝʨʝʙʦʨʘ ʜʣʷ ʨʝʰʝʥʠʷ ʟʘʜʘʯ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥʳ ʚ ʩʝʪʦʯʥʦʡ ʤʦʜʝʣʠ. ʆʧʪʠʤʠʟʘʮʠʷ 

ʪʦʧʦʣʦʛʠʠ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ ʚʢʣʶʯʘʝʪ ʤʠʥʠʤʠʟʘʮʠʶ ʧʝʨʝʢʨʳʪʠʷ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ ʢʘʢ 

ʢʣʶʯʝʚʦʡ ʢʨʠʪʝʨʠʡ. ʇʨʝʜʩʪʘʚʣʝʥʘ ʩʨʘʚʥʠʪʝʣʴʥʘʷ ʦʮʝʥʢʘ ʜʚʫʭ ʧʦʜʭʦʜʦʚ ʚʳʯʠʩʣʝʥʠʷ 

ʜʘʥʥʦʛʦ ʢʨʠʪʝʨʠʷ, ʨʝʘʣʠʟʦʚʘʥʥʳʭ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʷʟʳʢʘ C++ ʚ ʩʨʝʜʝ ʨʘʟʨʘʙʦʪʢʠ Visual 

Studio. ʄʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ ʧʨʝʜʧʦʣʘʛʘʝʪ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʝ ʚʳʯʠʩʣʝʥʠʝ 

ʧʝʨʝʢʨʳʪʠʡ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ ʚʦ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʧʦʣʦʞʝʥʠʷʭ ʠ ʩʦʭʨʘʥʷʝʪ ʵʪʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʤʥʦʛʦʤʝʨʥʦʤ ʤʘʩʩʠʚʝ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʜʦʩʪʫʧʘ ʚʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ 

ʘʣʛʦʨʠʪʤʘ. ʀʩʩʣʝʜʦʚʘʥʠʝ ʩʦʩʨʝʜʦʪʦʯʝʥʦ ʥʘ ʧʦʜʭʦʜʝ, ʥʘʧʨʘʚʣʝʥʥʦʤ ʥʘ ʤʠʥʠʤʠʟʘʮʠʶ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʟʘʪʨʘʪ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʦʚʪʦʨʷʶʱʠʤʠʩʷ ʚʳʯʠʩʣʝʥʠʷʤʠ ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ 

ʢʨʠʪʝʨʠʘʣʴʥʦʡ ʬʫʥʢʮʠʠ. ʕʢʩʧʝʨʠʤʝʥʪʘʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʪʘʢʦʡ ʧʦʜʭʦʜ 

ʧʦʟʚʦʣʷʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʚʳʯʠʩʣʝʥʠʡ ʦʮʝʥʢʠ ʢʨʠʪʝʨʠʘʣʴʥʦʡ ʬʫʥʢʮʠʠ, 

ʨʘʩʰʠʨʷʷ ʧʨʘʢʪʠʯʝʩʢʦʝ ʧʨʠʤʝʥʝʥʠʝ ʘʣʛʦʨʠʪʤʘ ʧʦʣʥʦʛʦ ʧʝʨʝʙʦʨʘ ʚ ʟʘʜʘʯʘʭ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʦʡ ʦʧʪʠʤʠʟʘʮʠʠ. 

ʂʣʁʯʝʚʳʝ ʩʣʦʚʘ: ʧʨʦʙʣʝʤʘ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ, ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ ʩʣʦʞʥʦʩʪʴ, 

ʧʝʨʝʢʨʳʪʠʝ, ʘʣʛʦʨʠʪʤ ʧʦʣʥʦʛʦ ʧʝʨʝʙʦʨʘ, C++. 

 

Abstract 

This study presents a new methodology that reduces the computational load when 

evaluating the criterion function in a brute force algorithm for solving antenna placement 

problems in a grid model. Optimizing the wireless network topology includes minimizing the 

overlap between antennas as a key criterion. This paper presents a comparative assessment of 

two approaches to calculating this criterion, implemented using the C++ language in the Visual 

Studio development environment. The modified approach assumes an initial calculation of the 

overlap between the antennas in all possible positions and stores this information in a 

multidimensional array for efficient access during algorithm execution. The research focuses on 

an approach aimed at minimizing the computational costs associated with repetitive calculations 

in determining the criterion function. Experimental results show that this approach can 

significantly reduce the calculation time of estimating the criterion function, expanding the 

practical application of the brute force algorithm in large-scale optimization problems. 

Keywords: antenna placement problem, computational complexity, overlap, brute force 

algorithm, C++. 

 

ɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʟʥʘʯʠʪʝʣʴʥʦ ʚʦʟʨʦʩ ʠʥʪʝʨʝʩ ʢ ʟʘʜʘʯʝ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ (APP) 

ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʘʢʪʫʘʣʴʥʘ ʚ ʨʘʟʣʠʯʥʳʭ ʦʙʣʘʩʪʷʭ ʩʚʷʟʠ. APP ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʣʶʯʝʚʫʶ 

ʧʨʦʙʣʝʤʫ ʧʨʠ ʧʨʦʝʢʪʠʨʦʚʘʥʠʠ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʪʝʡ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʤʘʢʩʠʤʘʣʴʥʦʝ 

ʧʦʢʨʳʪʠʝ ʧʨʠ ʤʠʥʠʤʘʣʴʥʦʤ ʧʝʨʝʢʨʳʪʠʠ. ʈʘʩʯʸʪ ʧʣʦʱʘʜʝʡ ʧʝʨʝʢʨʳʪʠʷ ʤʝʞʜʫ 

ʛʝʦʤʝʪʨʠʯʝʩʢʠʤʠ ʬʠʛʫʨʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʢʨʫʛʠ ʠʣʠ ʤʥʦʛʦʫʛʦʣʴʥʠʢʠ, ʠʛʨʘʝʪ ʚʘʞʥʫʶ ʨʦʣʴ ʚ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -9- 

 

ʪʘʢʠʭ ʦʙʣʘʩʪʷʭ, ʢʘʢ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ [1], ʛʦʨʦʜʩʢʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ ʤʦʥʠʪʦʨʠʥʛ 

ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ. 

ʈʘʩʯʸʪʳ ʧʝʨʝʩʝʯʝʥʠʡ ʩʚʷʟʘʥʳ ʩ ʪʘʢʠʤʠ ʛʝʦʤʝʪʨʠʯʝʩʢʠʤʠ ʟʘʜʘʯʘʤʠ, ʢʘʢ ʧʦʠʩʢ 

ʦʙʣʘʩʪʝʡ ʧʝʨʝʢʨʳʪʠʷ ʤʝʞʜʫ ʥʝʩʢʦʣʴʢʠʤʠ ʢʨʫʛʘʤʠ (ʠʣʠ ʜʨʫʛʠʤʠ ʬʠʛʫʨʘʤʠ). ʇʨʠ ʵʪʦʤ 

ʩʣʦʞʥʦʩʪʴ ʚʳʯʠʩʣʝʥʠʡ [2] ʚʦʟʨʘʩʪʘʝʪ ʩ ʫʚʝʣʠʯʝʥʠʝʤ ʢʦʣʠʯʝʩʪʚʘ ʘʥʪʝʥʥ ʠ ʨʘʟʤʝʨʘ ʩʝʪʢʠ. 

ʇʨʦʩʪʨʘʥʩʪʚʦ ʧʦʠʩʢʘ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʘʥʪʝʥʥ ʠ ʚʦʟʤʦʞʥʳʭ 

ʚʘʨʠʘʥʪʦʚ ʨʘʟʤʝʱʝʥʠʷ, ʯʪʦ ʜʝʣʘʝʪ ʟʘʜʘʯʫ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ NP-ʩʣʦʞʥʦʡ. 

ɺ ʭʦʜʝ ʨʘʟʣʠʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʷʭ ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ ʤʥʦʞʝʩʪʚʦ ʤʝʪʦʜʦʚ ʠ 

ʘʣʛʦʨʠʪʤʦʚ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʤʠʥʠʤʠʟʘʮʠʶ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʣʦʞʥʦʩʪʠ ʠ ʜʦʩʪʠʞʝʥʠʝ 

ʦʧʪʠʤʘʣʴʥʳʭ ʠʣʠ ʪʦʯʥʳʭ ʨʝʰʝʥʠʡ ʚ ʟʘʜʘʯʘʭ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ. ɺ ʩʪʘʪʴʝ [3] ʧʨʝʜʩʪʘʚʣʝʥ 

ʠʥʥʦʚʘʮʠʦʥʥʳʡ ʧʦʜʭʦʜ ʢ ʫʣʫʯʰʝʥʠʶ ʧʦʢʨʳʪʠʷ, ʧʦʟʚʦʣʷʶʱʠʡ ʨʝʰʠʪʴ ʧʨʦʙʣʝʤʫ 

ʧʝʨʝʢʨʳʪʠʷ ʦʙʣʘʩʪʝʡ ʤʝʞʜʫ ʜʘʪʯʠʢʘʤʠ. ʇʦʜʭʦʜ IDDT-GA ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ 

ʫʣʫʯʰʝʥʠʷ ʚ ʤʘʢʩʠʤʠʟʘʮʠʠ ʧʦʢʨʳʪʠʷ ʧʨʠ ʨʝʰʝʥʠʠ ʩʣʦʞʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʧʝʨʝʢʨʳʪʠʷ ʚ 

ʩʝʥʩʦʨʥʳʭ ʩʝʪʷʭ. 

ɺ ʨʘʙʦʪʝ [4] ʧʨʝʜʩʪʘʚʣʝʥ ʠʪʝʨʘʮʠʦʥʥʳʡ ʘʣʛʦʨʠʪʤ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ, 

ʥʘʧʨʘʚʣʝʥʥʳʡ ʥʘ ʦʧʪʠʤʠʟʘʮʠʶ ʠʭ ʨʘʟʤʝʱʝʥʠʷ ʚ ʨʘʜʠʦʣʦʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ. ʀʩʧʦʣʴʟʫʷ 

ʧʨʠʥʮʠʧʳ ʢʦʤʧʨʝʩʩʠʦʥʥʦʛʦ ʟʦʥʜʠʨʦʚʘʥʠʷ, ʘʚʪʦʨʳ ʧʨʝʜʣʘʛʘʶʪ ʩʪʨʘʪʝʛʠʠ ʨʘʟʚʸʨʪʳʚʘʥʠʷ 

ʘʥʪʝʥʥ ʚ ʨʘʜʠʦʣʦʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ MIMO, ʧʦʜʯʝʨʢʠʚʘʷ ʚʘʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ 

ʧʝʨʝʢʨʳʪʠʝʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ. 

ɺ ʩʪʘʪʴʝ [5] ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʘʢʪʫʘʣʴʥʘʷ ʟʘʜʘʯʘ ʦʧʪʠʤʠʟʘʮʠʠ ʧʦʢʨʳʪʠʷ ʪʝʨʨʠʪʦʨʠʠ 

ʩ ʮʝʣʴʶ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʚʝʨʥʫʪʳʤʠ ʜʘʪʯʠʢʘʤʠ. ɸʚʪʦʨʳ ʧʦʜʨʦʙʥʦ 

ʘʥʘʣʠʟʠʨʫʶʪ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʣʦʞʥʦʩʪʴ, ʩʚʷʟʘʥʥʫʶ ʩ ʨʘʩʯʸʪʦʤ ʧʝʨʝʢʨʳʚʘʶʱʠʭʩʷ 

ʦʙʣʘʩʪʝʡ, ʠ ʘʢʮʝʥʪʠʨʫʶʪ ʚʥʠʤʘʥʠʝ ʥʘ ʢʦʤʧʨʦʤʠʩʩʘʭ ʤʝʞʜʫ ʦʧʪʠʤʠʟʘʮʠʝʡ ʧʦʢʨʳʪʠʷ ʠ 

ʧʨʘʢʪʠʯʝʩʢʦʡ ʨʝʘʣʠʟʫʝʤʦʩʪʴʶ. 

ʉʨʝʜʠ ʨʘʟʣʠʯʥʳʭ ʤʝʪʦʜʦʚ ʦʧʪʠʤʠʟʘʮʠʠ ʪʦʣʴʢʦ ʘʣʛʦʨʠʪʤ ʧʦʣʥʦʛʦ ʧʝʨʝʙʦʨʘ (brute 

force algorithm, BFA) ʧʦʟʚʦʣʷʝʪ ʥʘʡʪʠ ʪʦʯʥʦʝ ʨʝʰʝʥʠʝ ʟʘʜʘʯʠ. ʆʜʥʘʢʦ ʜʣʷ ʙʦʣʴʰʠʭ ʟʘʜʘʯ 

ʵʪʦ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴ ʟʥʘʯʠʪʝʣʴʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ ʠʟ-ʟʘ ʢʦʤʙʠʥʘʪʦʨʥʳʭ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʟʘʜʘʯ [6]. ʇʨʠ ʧʨʠʤʝʥʝʥʠʠ BFA ʢ ʟʘʜʘʯʝ ʨʘʟʤʝʱʝʥʠʷ 

ʘʥʪʝʥʥʳ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚʳʯʠʩʣʝʥʠʷ ʦʙʣʘʩʪʠ ʧʝʨʝʢʨʳʪʠʷ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ 

ʧʦʣʦʞʝʥʠʷ ʘʥʪʝʥʥ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʣʦʞʥʦʩʪʴ, ʦʩʦʙʝʥʥʦ ʧʨʠ 

ʥʘʣʠʯʠʠ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʘʥʪʝʥʥ ʠ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʘʭ ʩʝʪʢʠ. ʂʘʞʜʘʷ ʧʘʨʘ ʘʥʪʝʥʥ 

ʪʨʝʙʫʝʪ ʤʥʦʛʦʢʨʘʪʥʦʛʦ ʧʝʨʝʩʯʝʪʘ ʧʣʦʱʘʜʠ ʧʝʨʝʢʨʳʪʠʷ ʜʣʷ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʨʘʟʤʝʱʝʥʠʡ, 

ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʠʟʙʳʪʦʯʥʳʤ ʚʳʯʠʩʣʝʥʠʷʤ ʠ ʫʚʝʣʠʯʝʥʠʶ ʟʘʪʨʘʪ ʥʘ ʦʙʨʘʙʦʪʢʫ. 

ɺ ʩʚʷʟʠ ʩ ʫʩʣʦʞʥʝʥʠʝʤ ʧʨʦʮʝʩʩʘ ʚʳʯʠʩʣʝʥʠʷ ʢʨʠʪʝʨʠʘʣʴʥʳʭ ʬʫʥʢʮʠʡ ʚʦʟʥʠʢʘʶʪ 

ʪʨʫʜʥʦʩʪʠ ʚ ʧʦʣʫʯʝʥʠʠ ʦʧʪʠʤʘʣʴʥʳʭ ʨʝʰʝʥʠʡ ʟʘ ʨʘʟʫʤʥʦʝ ʚʨʝʤʷ. ʕʪʦ ʪʨʝʙʫʝʪ ʨʘʟʨʘʙʦʪʢʠ 

ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʭ ʤʝʪʦʜʦʚ. ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʧʨʝʜʩʪʘʚʣʝʥ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ, 

ʧʦʟʚʦʣʷʶʱʠʡ ʩʥʠʟʠʪʴ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʣʦʞʥʦʩʪʴ, ʩʚʷʟʘʥʥʫʶ ʩ ʚʳʯʠʩʣʝʥʠʝʤ ʢʨʠʪʝʨʠʷ, 

ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʪʦʜʘ BFA ʜʣʷ ʨʝʰʝʥʠʷ ʧʨʠʢʣʘʜʥʳʭ ʟʘʜʘʯ. ʕʪʦʪ ʧʦʜʭʦʜ ʦʩʥʦʚʘʥ ʥʘ 

ʧʝʨʚʦʥʘʯʘʣʴʥʳʭ ʨʘʩʯʸʪʘʭ ʧʝʨʝʢʨʳʪʠʷ ʘʥʪʝʥʥ ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʪʦʯʥʦʩʪʠ, ʭʘʨʘʢʪʝʨʥʦʡ ʜʣʷ 

BFA. 

ɺ ʧʨʦʚʦʜʠʤʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʚʳʯʠʩʣʝʥʠʝ ʧʣʦʱʘʜʝʡ ʦʙʣʘʩʪʝʡ ʧʝʨʝʢʨʳʪʠʷ 

ʧʨʦʚʦʜʠʪʩʷ ʥʘ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ ʨʘʙʦʪʳ ʘʣʛʦʨʠʪʤʘ, ʘ ʧʦʣʫʯʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʩʦʭʨʘʥʷʶʪʩʷ 

ʚ ʪʨʝʭʤʝʨʥʦʡ ʤʘʪʨʠʮʝ. ʕʪʦʪ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʧʝʨʝʩʯʝʪʘ ʟʥʘʯʝʥʠʡ ʥʘ ʢʘʞʜʦʡ 

ʠʪʝʨʘʮʠʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʧʨʦʩʪʦ ʠʟʚʣʝʢʘʶʪʩʷ ʠʟ ʪʘʙʣʠʮʳ. ʄʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ 

ʟʥʘʯʠʪʝʣʴʥʦ ʩʥʠʞʘʝʪ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʣʦʞʥʦʩʪʴ ʨʘʩʯʸʪʦʚ ʢʨʠʪʝʨʠʝʚ ʧʦʠʩʢʘ BFA. ʅʘ 

ʨʠʩʫʥʢʝ 1 ʧʨʝʜʩʪʘʚʣʝʥʘ ʟʘʜʘʯʘ ʚʳʯʠʩʣʝʥʠʷ ʨʘʩʩʪʦʷʥʠʷ (D) ʠ ʧʣʦʱʘʜʠ ʧʝʨʝʢʨʳʪʠʷ 

(overlap) ʤʝʞʜʫ ʯʝʪʳʨʴʤʷ ʚʩʝʥʘʧʨʘʚʣʝʥʥʳʤʠ ʘʥʪʝʥʥʘʤʠ. ʄʘʪʝʤʘʪʠʯʝʩʢʘʷ ʬʦʨʤʫʣʠʨʦʚʢʘ 

ʵʪʦʡ ʟʘʜʘʯʠ ʧʨʠ ʨʝʰʝʥʠʠ APP ʬʦʨʤʫʣʠʨʫʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ʅʘʜʝʞʥʘʷ ʧʝʨʝʜʘʯʘ ʩʠʛʥʘʣʘ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʩʣʝʜʫʶʱʝʛʦ ʫʩʣʦʚʠʷ: 

Ὑ Ὑ  (1) 

ʈʘʩʩʪʦʷʥʠʝ ʤʝʞʜʫ ʮʝʥʪʨʘʤʠ ʘʥʪʝʥʥ ʚ ʝʚʢʣʠʜʦʚʦʡ ʤʝʪʨʠʢʝ: 



-10- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

Ὀ ὼ ὼ ώ ώ  (2) 

ɽʩʣʠ Ὀ Ὑ Ὑ), ʪ.ʝ. ʨʘʩʩʪʦʷʥʠʝ ʤʝʞʜʫ ʜʚʫʤʷ ʧʦʟʠʮʠʷʤʠ ʘʥʪʝʥʥ ʙʦʣʴʰʝ ʠʣʠ 
ʨʘʚʥʦ ʦʙʱʝʡ ʜʘʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʷ ʵʪʠʭ ʘʥʪʝʥʥ, ʪʦʛʜʘ ʘʥʪʝʥʥʳ ʥʝ ʧʝʨʝʢʨʳʚʘʶʪʩʷ ʠ 

ʧʣʦʱʘʜʴ ʧʝʨʝʢʨʳʪʠʷ ʨʘʚʥʘ ʥʫʣʶ: 

έὺὩὶὰὥὴπ (3) 

 

 
ʈʠʩʫʥʦʢ 1. ɿʦʥʳ ʧʝʨʝʢʨʳʪʠʷ ʘʥʪʝʥʥ. 

 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʙʦʣʴʰʘʷ ʘʥʪʝʥʥʘ (Ὑ) ʧʦʣʥʦʩʪʴʶ ʧʦʢʨʳʚʘʝʪ ʤʘʣʝʥʴʢʫʶ ʘʥʪʝʥʥʫ 
(Ὑ): Ὀ Ὑ Ὑ ȟ ʪʦʛʜʘ: 

έὺὩὶὰὥὴ“ϽὙ  (4) 

ɸ ʢʦʛʜʘ Ὀ Ὑ Ὑ , ʧʣʦʱʘʜʴ ʧʝʨʝʢʨʳʪʠʷ ʤʦʞʥʦ ʨʘʩʩʯʠʪʘʪʴ ʩ ʧʦʤʦʱʴʶ 

ʛʝʦʤʝʪʨʠʯʝʩʢʦʛʦ ʧʦʜʭʦʜʘ: 

‌ ςϽὥὶὧὧέί
Ὑ Ὑ Ὀ

ςϽὙϽὈ
  

‌ ςϽὥὶὧὧέί 
Ὑ Ὑ Ὀ

ςϽὙϽὈ
 

έὺὩὶὰὥὴπȢυϽὙ ‌ ÓÉÎ‌ πȢυϽὙ ‌ ÓÉÎ‌  (5) 

ɺʳʯʠʩʣʠʪʝʣʴʥʘʷ ʩʣʦʞʥʦʩʪʴ ʜʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʦʢʘʟʳʚʘʝʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ BFA. ʄʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʚʳʯʠʩʣʷʪʴ ʨʘʩʩʪʦʷʥʠʷ ʠ 

ʦʙʣʘʩʪʠ ʧʝʨʝʢʨʳʪʠʷ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ ʧʝʨʝʜ ʟʘʧʫʩʢʦʤ BFA. ʈʝʟʫʣʴʪʘʪʳ ʩʦʭʨʘʥʷʶʪʩʷ ʚ 

ʪʨʝʭʤʝʨʥʦʡ ʤʘʪʨʠʮʝ, ʛʜʝ ʧʝʨʚʳʡ ʠʥʜʝʢʩ ʫʢʘʟʳʚʘʝʪ ʧʦʣʦʞʝʥʠʝ ʧʝʨʚʦʡ ʘʥʪʝʥʥʳ, ʚʪʦʨʦʡ 

ʠʥʜʝʢʩ ʫʢʘʟʳʚʘʝʪ ʧʦʣʦʞʝʥʠʝ ʚʪʦʨʦʡ ʘʥʪʝʥʥʳ, ʘ ʪʨʝʪʠʡ ʠʥʜʝʢʩ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ 

ʧʝʨʝʢʨʳʚʘʶʱʠʝʩʷ ʘʥʪʝʥʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʥʠʢʘʣʴʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʜʣʷ ʢʘʞʜʦʡ 

ʧʘʨʳ. 

ʕʪʘ ʤʘʪʨʠʮʘ ʩʣʫʞʠʪ ʩʧʨʘʚʦʯʥʦʡ ʪʘʙʣʠʮʝʡ, ʧʦʟʚʦʣʷʶʱʝʡ ʙʳʩʪʨʦ ʥʘʭʦʜʠʪʴ 

ʟʥʘʯʝʥʠʷ ʧʝʨʝʢʨʳʪʠʷ ʙʝʟ ʠʭ ʧʦʚʪʦʨʥʦʛʦ ʚʳʯʠʩʣʝʥʠʷ ʚʦ ʚʨʝʤʷ ʢʘʞʜʦʡ ʠʪʝʨʘʮʠʠ BFA.  

ɺ ʤʦʜʝʣʠ ʩʝʪʢʠ ʚʩʝ ʪʠʧʳ ʘʥʪʝʥʥ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʮʝʥʪʨʝ ʢʘʞʜʦʡ ʷʯʝʡʢʠ. ɺ 

ʢʚʘʜʨʘʪʥʦʡ ʩʝʪʢʝ ʨʘʟʤʝʨʦʤ 10ʭ10 ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʷʯʝʝʢ (ʄ) ʩʦʩʪʘʚʣʷʝʪ 100. ɼʣʷ 

ʯʠʩʣʝʥʥʳʭ ʵʢʩʧʝʨʠʤʝʥʪʦʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʩʝʥʘʧʨʘʚʣʝʥʥʳʝ ʘʥʪʝʥʥʳ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʚ ʪʘʙʣʠʮʝ I.  

ʊʘʙʣʠʮʘ 1 

ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ ʠ ʧʘʨʘʤʝʪʨʳ ʚʩʝʥʘʧʨʘʚʣʝʥʥʳʭ ʘʥʪʝʥʥ. 
ɿʘʜʘʯʘ 1 ɿʘʜʘʯʘ 2 ɿʘʜʘʯʘ 3 

ɼʠʘʧʘʟʦʥ ʧʦʢʨʳʪʠʷ (R) 
ʊʠʧ N M ʊʠʧ N M ʊʠʧ N M 

A 1 

100 

A - 

100 

A 1 

100 

A = 4 ʢʤ 

B 1 B 1 B 1 B = 3 ʢʤ 

C 1 C 2 C (two) 1 C = 2 ʢʤ 

D - D 1 D 2 D = 1 ʢʤ 

 

ʇʝʨʚʦʥʘʯʘʣʴʥʳʡ ʨʘʩʯʸʪ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ 

ʧʦʜʭʦʜʘ. ʕʪʦʪ ʰʘʛ ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʧʦʚʪʦʨʥʦʛʦ ʚʳʯʠʩʣʝʥʠʷ ʨʘʩʩʪʦʷʥʠʷ ʤʝʞʜʫ 

ʘʥʪʝʥʥʘʤʠ (ʢʘʢ ʦʧʠʩʘʥʦ ʚ ʫʨʘʚʥʝʥʠʠ 2), ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʢʨʠʪʝʨʠʘʣʴʥʦʡ ʬʫʥʢʮʠʠ ʚ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -11- 

 

ʧʨʦʮʝʩʩʝ BFA. ʕʪʦʪ ʧʨʦʮʝʩʩ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʳʯʠʩʣʝʥʠʝ ʠ ʩʦʭʨʘʥʝʥʠʝ ʦʙʣʘʩʪʝʡ 

ʧʝʨʝʢʨʳʪʠʷ ʜʣʷ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʚʘʨʠʘʥʪʦʚ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ, ʯʪʦ ʤʦʞʝʪ ʟʥʘʯʠʪʝʣʴʥʦ 

ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ, ʩʚʷʟʘʥʥʫʶ ʩ ʚʳʯʠʩʣʝʥʠʝʤ ʦʙʣʘʩʪʝʡ 

ʧʝʨʝʢʨʳʪʠʷ (ʫʨʘʚʥʝʥʠʷ 3ï5), ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʠʟʙʳʪʦʯʥʳʝ ʚʳʯʠʩʣʝʥʠʷ. ɸʣʛʦʨʠʪʤ 

ʨʝʘʣʠʟʘʮʠʠ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʨʘʩʯʸʪʘ: 

ʇʘʨʘʤʝʪʨʳ APP ʦʧʨʝʜʝʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: M ï ʢʦʣʠʯʝʩʪʚʦ ʷʯʝʝʢ, N ï 

ʢʦʣʠʯʝʩʪʚʦ ʘʥʪʝʥʥ, R ï ʚʝʢʪʦʨ ʜʠʘʧʘʟʦʥʦʚ ʘʥʪʝʥʥ, D[M][M] ï ʤʘʪʨʠʮʘ ʨʘʩʩʪʦʷʥʠʡ ʤʝʞʜʫ 

ʘʥʪʝʥʥʘʤʠ, Kï ʢʦʣʠʯʝʩʪʚʦ ʢʦʤʙʠʥʘʮʠʡ ʘʥʪʝʥʥ, OV[M][M][K] ï ʤʘʪʨʠʮʘ ʟʦʥ ʧʝʨʝʢʨʳʪʠʷ 

ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ, ʘ Pï ʚʝʢʪʦʨ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ. 

ʉʠʥʪʝʟʠʨʫʝʤ ʚʩʝ ʧʦʣʦʞʝʥʠʷ ʘʥʪʝʥʥʳ ʥʘ ʢʘʨʪʝ ʩʝʪʢʠ. 

ɺʳʯʠʩʣʷʝʤ ʨʘʩʩʪʦʷʥʠʝ ʠ ʧʝʨʝʢʨʳʪʠʝ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ ʠ ʩʦʭʨʘʥʷʝʤ ʵʪʠ ʟʥʘʯʝʥʠʷ ʚ 

ʤʘʪʨʠʮʝ ʨʘʩʩʪʦʷʥʠʡ D ʠ ʤʘʪʨʠʮʝ ʧʝʨʝʢʨʳʪʠʷ OV. 

ʆʩʥʦʚʥʦʝ ʦʪʣʠʯʠʝ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʦʪ ʠʩʭʦʜʥʦʛʦ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʦʙʨʘʙʦʪʢʝ ʚʳʯʠʩʣʝʥʠʡ ʧʝʨʝʢʨʳʪʠʷ ʚʦ ʚʥʫʪʨʝʥʥʝʤ ʮʠʢʣʝ BFA: ʚ ʠʩʭʦʜʥʦʤ ʧʦʜʭʦʜʝ 

ʦʙʣʘʩʪʠ ʧʝʨʝʢʨʳʪʠʷ ʚʳʯʠʩʣʷʶʪʩʷ ʥʘ ʢʘʞʜʦʡ ʠʪʝʨʘʮʠʠ, ʘ ʚ ʧʨʝʜʣʘʛʘʝʤʦʤ ʵʪʠ ʟʥʘʯʝʥʠʷ 

ʠʟʚʣʝʢʘʶʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʠʟ ʩʧʨʘʚʦʯʥʦʡ ʪʘʙʣʠʮʳ, ʯʪʦ ʟʥʘʯʠʪʝʣʴʥʦ ʧʦʚʳʰʘʝʪ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʚʳʯʠʩʣʝʥʠʡ.  

ɼʣʷ ʦʮʝʥʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʦʜʭʦʜʘ, BFA ʨʝʘʣʠʟʦʚʘʥ ʥʘ 

ʷʟʳʢʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ C++ ʚ ʩʨʝʜʝ Visual Studio. ʀʩʧʦʣʴʟʫʝʪʩʷ 64-ʨʘʟʨʷʜʥʳʡ ʨʝʞʠʤ ʩ 

ʦʪʢʣʶʯʝʥʥʦʡ ʤʘʢʩʠʤʘʣʴʥʦʡ ʦʧʪʠʤʠʟʘʮʠʝʡ.  

ɺʨʝʤʷ ʨʘʙʦʪʳ ʠʩʭʦʜʥʦʛʦ ʠ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʦʜʭʦʜʦʚ ʩʣʝʜʫʶʱʠʝ:  

ʜʣʷ ʧʝʨʚʦʡ ʟʘʜʘʯʠ (N=3, M=100, K=3) ʠʩʭʦʜʥʳʡ ï 0,13 ʩʝʢʫʥʜ, ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ 

ï 0,014 ʩʝʢʫʥʜʳ;  

ʜʣʷ ʚʪʦʨʦʡ ʟʘʜʘʯʠ (N=4, M=100, K=6) ʠʩʭʦʜʥʳʡ ï 26,56 ʩʝʢʫʥʜ, 

ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ï 2,82 ʩʝʢʫʥʜ; 

ʠ ʜʣʷ ʪʨʝʪʴʝʡ ʟʘʜʘʯʠ (N=5, M=100, K=10) ʠʩʭʦʜʥʳʡ ï 4492,54 ʩʝʢʫʥʜ, ʘ 

ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʡ ï 427,39 ʩʝʢʫʥʜ.  

ʕʪʠ ʨʝʟʫʣʴʪʘʪʳ ʜʝʤʦʥʩʪʨʠʨʫʶʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʩʦʢʨʘʱʝʥʠʝ ʚʨʝʤʝʥʠ ʚʳʯʠʩʣʝʥʠʡ 

ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʚʦ ʚʩʝʭ ʟʘʜʘʯʘʭ, ʯʪʦ ʧʦʜʪʚʝʨʞʜʘʝʪ ʝʛʦ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ. 

ʇʨʝʜʩʪʘʚʣʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʥʘʛʣʷʜʥʦ ʧʦʜʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʧʨʠʤʝʥʝʥʠʝ 

ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʧʦʟʚʦʣʷʝʪ ʩʥʠʞʘʪʴ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʣʦʞʥʦʩʪʴ BFA ʙʦʣʝʝ 

ʯʝʤ ʚ 10 ʨʘʟ. 

ʕʬʬʝʢʪʠʚʥʦʩʪʴ ʜʘʥʥʦʛʦ ʧʦʜʭʦʜʘ ʟʘʚʠʩʠʪ ʦʪ ʩʣʦʞʥʦʩʪʠ ʚʳʯʠʩʣʝʥʠʷ ʢʨʠʪʝʨʠʘʣʴʥʦʡ 

ʬʫʥʢʮʠʠ ʠ ʢʦʣʠʯʝʩʪʚʘ ʚʦʟʤʦʞʥʳʭ ʚʘʨʠʘʥʪʦʚ ʨʘʟʤʝʱʝʥʠʷ. ʀʩʢʣʶʯʝʥʠʝ ʨʘʩʯʸʪʘ 

ʢʨʠʪʝʨʠʘʣʴʥʦʡ ʬʫʥʢʮʠʠ ʠʟ ʚʥʫʪʨʝʥʥʝʛʦ ʮʠʢʣʘ BFA ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʪʝʡ.  
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʧʨʦʚʦʜʠʪʩʷ ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʪʝʭʥʦʣʦʛʠʡ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ Wi-Fi, 

ʪʘʢʠʭ ʢʘʢ Wi-Fi RTT, Fingerprinting, Angle of Arrival (AoA) ʠ Time of Flight (ToF). 

ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʠʭ ʚʦʟʤʦʞʥʦʩʪʠ, ʦʩʦʙʝʥʥʦʩʪʠ ʨʘʙʦʪʳ, ʧʣʶʩʳ ʠ ʤʠʥʫʩʳ, ʘ ʪʘʢʞʝ 

ʧʦʜʭʦʜʷʱʠʝ ʩʮʝʥʘʨʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʢʘʞʜʦʡ ʪʝʭʥʦʣʦʛʠʠ ʠ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʚʳʙʦʨʫ ʧʦʟʚʦʣʷʶʪ ʣʫʯʰʝ ʧʦʥʷʪʴ, ʚ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʢʘʞʜʘʷ ʠʟ ʥʠʭ 

ʧʦʢʘʟʳʚʘʝʪ ʥʘʠʙʦʣʴʰʫʶ ʵʬʬʝʢʪʠʚʥʦʩʪʴ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: Wi-Fi ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʝ, ʚʥʫʪʨʝʥʥʷʷ ʥʘʚʠʛʘʮʠʷ, Wi-Fi RTT, 

Fingerprinting, Angle of Arrival (AoA), Time of Flight (ToF). 

 

Abstract 

The article provides a comparative analysis of Wi-Fi positioning technologies such as 

Wi-Fi RTT, Fingerprinting, Angle of Arrival (AoA) and Time of Flight (ToF). Their capabilities, 

work features, pros and cons, as well as suitable use cases are considered. A detailed description 

of each technology and recommendations on the choice allow you to better understand in which 

conditions each of them shows the greatest effectiveness. 

Keywords: Wi-Fi positioning, Internal navigation, Wi-Fi RTT, Fingerprinting, Angle of 

Arrival (AoA), Time of Flight (ToF). 

 

ʊʝʭʥʦʣʦʛʠʷ Wi-Fi RTT ʙʳʣʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ 2018 ʛʦʜʫ ʚʤʝʩʪʝ ʩ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʦʡ Android 9 Pie. ʆʥʘ ʧʦʟʚʦʣʷʝʪ ʫʩʪʨʦʡʩʪʚʘʤ ʪʦʯʥʦ ʠʟʤʝʨʷʪʴ ʨʘʩʩʪʦʷʥʠʝ ʜʦ 

ʙʣʠʞʘʡʰʠʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʩ ʪʦʯʥʦʩʪʴʶ ʜʦ 1ï2 ʤʝʪʨʦʚ. Wi-Fi RTT ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʧʨʦʪʦʢʦʣʦʤ IEEE 802.11mc ʠ ʦʪʢʨʳʚʘʝʪ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʚʥʫʪʨʝʥʥʝʡ ʥʘʚʠʛʘʮʠʠ, 

ʧʦʟʚʦʣʷʷ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʩʝʨʚʠʩʳ ʠ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʦʨʠʝʥʪʠʨʦʚʘʪʴʩʷ ʚ ʧʦʤʝʱʝʥʠʷʭ. 

ʉ ʧʦʤʦʱʴʶ Wi-Fi RTT ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʩ Android 9 ʤʦʛʫʪ ʦʧʨʝʜʝʣʷʪʴ 

ʨʘʩʩʪʦʷʥʠʝ ʜʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʥʝ ʧʦʜʢʣʶʯʘʷʩʴ ʢ ʥʠʤ. ʊʝʭʥʦʣʦʛʠʷ ʟʘʱʠʱʘʝʪ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʨʠʚʷʟʳʚʘʷ ʝʝ ʢ ʩʫʱʝʩʪʚʫʶʱʝʡ ʩʠʩʪʝʤʝ ʦʧʨʝʜʝʣʝʥʠʷ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʠ ʦʙʝʩʧʝʯʠʚʘʷ ʨʘʥʜʦʤʠʟʘʮʠʶ MAC-ʘʜʨʝʩʘ, ʯʪʦ ʧʨʝʜʦʪʚʨʘʱʘʝʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʦʪʩʣʝʞʠʚʘʥʠʝ. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ ʦʩʥʦʚʘʥ ʥʘ ʠʟʤʝʨʝʥʠʠ ʚʨʝʤʝʥʠ 

ʟʘʜʝʨʞʢʠ ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʦʚ: ʩʠʩʪʝʤʘ ʚʳʯʠʩʣʷʝʪ ʵʪʦʪ ʚʨʝʤʝʥʥʦʡ ʧʨʦʤʝʞʫʪʦʢ ʠ ʫʤʥʦʞʘʝʪ 

ʝʛʦ ʥʘ ʩʢʦʨʦʩʪʴ ʩʚʝʪʘ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. ʀʟʤʝʨʝʥʠʝ ʟʘʜʝʨʞʢʠ ʤʝʞʜʫ ñʨʘʫʥʜʘʤʠò ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʦʚ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -13- 

 

ʊʝʭʥʦʣʦʛʠʷ Wi-Fi RTT ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʰʠʨʦʢʦʤ ʜʠʘʧʘʟʦʥʝ ʦʙʣʘʩʪʝʡ, ʦʩʦʙʝʥʥʦ 

ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʚʳʩʦʢʘʷ ʪʦʯʥʦʩʪʴ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ ʠ ʵʬʬʝʢʪʠʚʥʦʝ ʫʧʨʘʚʣʝʥʠʝ 

ʨʝʩʫʨʩʘʤʠ. ʆʥʘ ʧʨʝʢʨʘʩʥʦ ʧʦʜʭʦʜʠʪ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʪʨʘʥʩʧʦʨʪʘ ʠ ʛʨʫʟʦʚ ʥʘ 

ʧʨʝʜʧʨʠʷʪʠʷʭ ʠ ʩʢʣʘʜʘʭ, ʛʜʝ ʧʦʚʳʰʝʥʥʘʷ ʪʦʯʥʦʩʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʩʧʦʩʦʙʩʪʚʫʝʪ 

ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ. ʊʘʢʞʝ Wi-Fi RTT ʘʢʪʫʘʣʴʥʘ ʜʣʷ 

ʦʙʱʝʩʪʚʝʥʥʳʭ ʤʝʩʪ, ʪʘʢʠʭ ʢʘʢ ʪʦʨʛʦʚʳʝ ʮʝʥʪʨʳ, ʘʵʨʦʧʦʨʪʳ, ʦʬʠʩʳ ʠ ʚʳʩʪʘʚʦʯʥʳʝ ʟʘʣʳ, 

ʛʜʝ ʩʠʩʪʝʤʳ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ ʧʦʤʦʛʘʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʪʨʦʠʪʴ ʤʘʨʰʨʫʪʳ ʢ ʥʫʞʥʳʤ 

ʦʙʲʝʢʪʘʤ ʠ ʧʣʘʥʠʨʦʚʘʪʴ ʚʨʝʤʷ. 

ʏʪʦʙʳ ʨʘʟʚʝʨʥʫʪʴ ʩʠʩʪʝʤʫ Wi-Fi RTT, ʥʫʞʥʦ ʫʯʝʩʪʴ ʥʝʩʢʦʣʴʢʦ ʚʘʞʥʳʭ ʫʩʣʦʚʠʡ. 

ʋʩʪʨʦʡʩʪʚʦ ʜʦʣʞʥʦ ʨʘʙʦʪʘʪʴ ʥʘ Android 9 (API ʫʨʦʚʝʥʴ 28) ʠʣʠ ʙʦʣʝʝ ʥʦʚʦʡ ʚʝʨʩʠʠ ʠ 

ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʪʘʥʜʘʨʪ 802.11-2016 FTM. ʇʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 

ʜʦʣʞʥʦ ʠʤʝʪʴ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʢ ʪʦʯʥʦʤʫ ʤʝʩʪʦʧʦʣʦʞʝʥʠʶ 

(ACCESS_FINE_LOCATION), ʘ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʩʢʘʥʠʨʦʚʘʥʠʝ Wi-Fi ʠ 

ʦʧʨʝʜʝʣʝʥʠʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. ʄʘʨʰʨʫʪʠʟʘʪʦʨ ʜʦʣʞʝʥ ʧʦʜʜʝʨʞʠʚʘʪʴ ʧʨʦʪʦʢʦʣ IEEE 

802.11-2016 FTM, ʠ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʝ ʜʦʣʞʥʦ ʙʳʪʴ ʘʢʪʠʚʥʳʤ ʥʘ 

ʫʩʪʨʦʡʩʪʚʝ, ʪʘʢ ʢʘʢ ʦʧʨʝʜʝʣʝʥʠʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ʥʝʚʦʟʤʦʞʥʦ. 

ʂʦʤʧʘʥʠʷ Navigine ʧʨʦʪʝʩʪʠʨʦʚʘʣʘ Wi-Fi RTT ʠ ʧʦʢʘʟʘʣʘ, ʯʪʦ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʚʩʝʭ ʫʩʣʦʚʠʡ, ʪʝʭʥʦʣʦʛʠʷ ʜʦʩʪʠʛʘʝʪ ʪʦʯʥʦʩʪʠ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʧʨʝʜʝʣʘʭ 1 ʤʝʪʨʘ ʚ 

95% ʩʣʫʯʘʝʚ ʠ ʦʢʦʣʦ 30 ʩʤ ʚ 50% ʩʣʫʯʘʝʚ. ɺʨʝʤʷ ʦʪʢʣʠʢʘ ʩʦʩʪʘʚʣʷʝʪ ʤʝʥʝʝ ʦʜʥʦʡ 

ʩʝʢʫʥʜʳ, ʯʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʟʘ ʩʯʝʪ ʢʦʤʧʣʝʢʩʠʨʦʚʘʥʠʷ ʘʣʛʦʨʠʪʤʦʚ, ʚʢʣʶʯʘʷ PDR ʠ 

ʬʠʣʴʪʨʘʮʠʶ ʯʘʩʪʠʮ, ʦʙʝʩʧʝʯʠʚʘʷ ʩʪʘʙʠʣʴʥʦʩʪʴ ʠ ʪʦʯʥʦʩʪʴ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ. 

ɿʘʚʝʨʰʠʚ ʦʙʩʫʞʜʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ Wi-Fi RTT ʠ ʝʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ 

ʚʳʩʦʢʦʪʦʯʥʦʛʦ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ, ʩʣʝʜʫʝʪ ʧʝʨʝʡʪʠ ʢ ʨʘʩʩʤʦʪʨʝʥʠʶ ʝʱʝ ʦʜʥʦʛʦ ʧʦʜʭʦʜʘ, 

ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʰʠʨʦʢʦ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʧʦʤʝʱʝʥʠʷʭ. 

ʕʪʦ ʤʝʪʦʜ ʦʪʧʝʯʘʪʢʦʚ, ʠʣʠ Fingerprinting, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʩʠʣʫ ʩʠʛʥʘʣʘ (RSSI) ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʠ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʦ ʧʦʣʦʞʝʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

ɺ ʦʩʥʦʚʝ Fingerprinting ʣʝʞʠʪ ʬʠʢʩʘʮʠʷ ʫʨʦʚʥʷ ʩʠʛʥʘʣʘ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʪʦʯʝʢ 

ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʟʘʪʝʤ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʚʤʝʩʪʝ ʩ ʠʟʚʝʩʪʥʳʤʠ ʢʦʦʨʜʠʥʘʪʘʤʠ 

ʫʩʪʨʦʡʩʪʚʘ. ʅʘ ʵʪʘʧʝ ʦʥʣʘʡʥ-ʪʨʝʢʠʥʛʘ ʪʝʢʫʱʠʝ ʧʦʢʘʟʘʪʝʣʠ RSSI ʩʨʘʚʥʠʚʘʶʪʩʷ ʩ ʜʘʥʥʳʤʠ 

ʚ ʙʘʟʝ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʝ ʥʘʡʪʠ ʥʘʠʣʫʯʰʝʝ ʩʦʚʧʘʜʝʥʠʝ ʠ ʚʳʜʘʪʴ ʧʨʝʜʧʦʣʘʛʘʝʤʦʝ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʦʪ ʤʝʪʦʜ ʤʦʞʝʪ ʜʦʩʪʠʛʘʪʴ ʚʳʩʦʢʦʡ ʪʦʯʥʦʩʪʠ, ʩ 

ʤʝʜʠʘʥʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ ʧʦʨʷʜʢʘ 0,6 ʤʝʪʨʘ ʠ ʧʨʝʜʝʣʘʤʠ ʪʦʯʥʦʩʪʠ ʜʦ 1,3 ʤʝʪʨʘ ʚ ʩʣʦʞʥʳʭ 

ʫʩʣʦʚʠʷʭ. 

ʄʝʪʦʜ Fingerprinting ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʨʘʟʤʝʱʝʥʠʠ ʚ ʟʜʘʥʠʠ ʙʝʩʧʨʦʚʦʜʥʳʭ ʪʦʯʝʢ 

ʜʦʩʪʫʧʘ (AP), ʢʦʪʦʨʳʝ ʦʙʦʟʥʘʯʘʶʪʩʷ, ʥʘʧʨʠʤʝʨ, ʢʘʢ AP1, AP2 ʠ ʪʘʢ ʜʘʣʝʝ. ʋʤʥʦʝ 

ʫʩʪʨʦʡʩʪʚʦ ʧʨʦʠʟʚʦʜʠʪ ʩʢʘʥʠʨʦʚʘʥʠʝ ʩʠʛʥʘʣʦʚ ʦʪ ʵʪʠʭ ʪʦʯʝʢ ʜʦʩʪʫʧʘ ʚ ʢʦʥʪʨʦʣʴʥʦʡ ʟʦʥʝ, 

ʧʦʣʫʯʘʷ ʩʠʛʥʘʣʳ ʦʪ ʨʘʟʣʠʯʥʳʭ AP ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤʠ MAC-ʘʜʨʝʩʘ. ʀʥʪʝʥʩʠʚʥʦʩʪʴ 

ʩʠʛʥʘʣʦʚ ʦʪʦʙʨʘʞʘʝʪʩʷ ʯʝʨʝʟ ʧʦʢʘʟʘʪʝʣʴ RSS (Received Signal Strength). 

ʉʠʛʥʘʣ Wi-Fi ʦʩʣʘʙʝʚʘʝʪ ʧʦ ʤʝʨʝ ʫʜʘʣʝʥʠʷ ʦʪ ʠʩʪʦʯʥʠʢʘ, ʪʘʢ ʢʘʢ ʧʣʦʪʥʦʩʪʴ 

ʤʦʱʥʦʩʪʠ ʩʥʠʞʘʝʪʩʷ ʩ ʫʚʝʣʠʯʝʥʠʝʤ ʨʘʩʩʪʦʷʥʠʷ, ʩʣʝʜʫʷ ʤʦʜʝʣʠ ʧʦʪʝʨʴ ʩʠʛʥʘʣʘ. ʅʘ 

ʨʘʟʥʳʭ ʨʘʩʩʪʦʷʥʠʷʭ ʦʪ ʪʦʯʢʠ ʜʦʩʪʫʧʘ ʠʥʪʝʥʩʠʚʥʦʩʪʴ Wi-Fi ʩʠʛʥʘʣʘ ʩʪʘʥʦʚʠʪʩʷ 

ʫʥʠʢʘʣʴʥʦʡ. ʂʘʞʜʘʷ ʪʦʯʢʘ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʫʥʠʢʘʣʴʥʳʤ ʚʝʢʪʦʨʦʤ RSS 

(ʥʘʧʨʠʤʝʨ, RSSi1, RSSi2, é , RSSin), ʢʦʪʦʨʳʡ ʬʦʨʤʠʨʫʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʩʠʛʥʘʣʦʚ 

ʥʝʩʢʦʣʴʢʠʭ AP. ʕʪʦʪ ʚʝʢʪʦʨ RSS, ʦʪʨʘʞʘʶʱʠʡ ʚʟʘʠʤʦʩʚʷʟʴ ʤʝʞʜʫ ʫʨʦʚʥʝʤ ʩʠʛʥʘʣʘ ʠ 

ʨʘʩʧʦʣʦʞʝʥʠʝʤ, ʤʦʞʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʩʚʦʝʦʙʨʘʟʥʳʡ çʦʪʧʝʯʘʪʦʢè ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʢʦʥʢʨʝʪʥʦʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. 

ɼʘʣʝʝ, ʵʪʠ ʚʝʢʪʦʨʳ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʨʝʜʩʢʘʟʘʥʠʷ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ, ʯʪʦ 

ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 2: 



-14- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 2. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ WiFi Fingerprinting. 

 

ʆʩʥʦʚʥʳʤ ʥʝʜʦʩʪʘʪʢʦʤ ʵʪʦʛʦ ʤʝʪʦʜʘ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʣʶʙʳʝ ʠʟʤʝʥʝʥʠʷ ʚ 

ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʝ, ʪʘʢʠʝ ʢʘʢ ʜʦʙʘʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʤʝʙʝʣʠ ʠʣʠ ʟʜʘʥʠʡ, ʤʦʛʫʪ 

ʠʟʤʝʥʠʪʴ "ʦʪʧʝʯʘʪʦʢ" ʜʣʷ ʢʘʞʜʦʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ, ʯʪʦ ʪʨʝʙʫʝʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ 

ʦʪʧʝʯʘʪʢʦʚ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʠʥʪʝʛʨʘʮʠʷ ʩ ʜʨʫʛʠʤʠ ʜʘʪʯʠʢʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʢʘʤʝʨʳ, ʤʦʞʝʪ 

ʧʦʤʦʯʴ ʩʧʨʘʚʠʪʴʩʷ ʩ ʠʟʤʝʥʝʥʠʷʤʠ ʚ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʝ. 

ʇʨʦʜʦʣʞʘʷ ʨʘʩʩʤʦʪʨʝʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʚʥʫʪʨʝʥʥʝʡ ʥʘʚʠʛʘʮʠʠ, ʩʣʝʜʫʶʱʝʡ 

ʷʚʣʷʝʪʩʷ Angle of Arrival (AoA), ʠʣʠ ʫʛʦʣ ʧʨʠʭʦʜʘ ʩʠʛʥʘʣʘ. ɺ ʦʪʣʠʯʠʝ ʦʪ Wi-Fi RTT ʠ 

Fingerprinting, ʢʦʪʦʨʳʝ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʝ ʠ ʩʠʣʫ ʩʠʛʥʘʣʘ, AoA ʠʩʧʦʣʴʟʫʝʪ 

ʤʥʦʛʦʘʥʪʝʥʥʳʝ ʩʠʩʪʝʤʳ (MIMO) ʜʣʷ ʘʥʘʣʠʟʘ ʥʘʧʨʘʚʣʝʥʠʷ ʩʠʛʥʘʣʘ. ʊʝʭʥʦʣʦʛʠʷ AoA 

ʧʦʟʚʦʣʷʝʪ ʦʮʝʥʠʪʴ ʫʛʦʣ ʧʨʠʭʦʜʘ ʤʥʦʛʦʣʫʯʝʚʳʭ ʩʠʛʥʘʣʦʚ, ʧʨʠʥʷʪʳʭ ʘʥʪʝʥʥʳʤʠ 

ʤʘʩʩʠʚʘʤʠ ʥʘ ʪʦʯʢʘʭ ʜʦʩʪʫʧʘ. ɿʘʪʝʤ ʩ ʧʦʤʦʱʴʶ ʪʨʠʘʥʛʫʣʷʮʠʠ ʦʧʨʝʜʝʣʷʝʪʩʷ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʩʳʣʘʶʱʝʛʦ ʩʠʛʥʘʣ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 3. 

ɼʘʥʥʳʡ ʤʝʪʦʜ ʚʢʣʶʯʘʝʪ ʪʨʠʛʦʥʦʤʝʪʨʠʯʝʩʢʠʝ ʚʳʯʠʩʣʝʥʠʷ, ʩʣʦʞʥʳʝ ʘʣʛʦʨʠʪʤʳ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʪʦʯʥʦ ʦʧʨʝʜʝʣʠʪʴ ʧʦʣʦʞʝʥʠʝ 

ʫʩʪʨʦʡʩʪʚʘ ʥʘ ʦʩʥʦʚʝ ʥʘʧʨʘʚʣʝʥʠʷ, ʧʦʜ ʢʦʪʦʨʳʤ ʩʠʛʥʘʣ ʜʦʩʪʠʛʘʝʪ ʧʨʠʝʤʥʦʡ ʘʥʪʝʥʥʳ. 

 

 
ʈʠʩʫʥʦʢ 3. ɺʳʯʠʩʣʝʥʠʝ ʫʛʣʘ ʧʨʠʣʝʪʘ ʩʠʛʥʘʣʘ ʯʝʨʝʟ ʨʘʩʩʪʦʷʥʠʝ ʤʝʞʜʫ ʘʥʪʝʥʥʘʤʠ. 

 

ɿʘʯʘʩʪʫʶ ʵʪʦʪ ʘʣʛʦʨʠʪʤ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʚʳʩʦʢʫʶ ʪʦʯʥʦʩʪʴ, ʦʜʥʘʢʦ ʝʛʦ ʧʨʠʤʝʥʝʥʠʝ 

ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʘʧʧʘʨʘʪʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ. ɼʣʷ ʫʩʧʝʰʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ 

ʥʝʦʙʭʦʜʠʤʳ ʩʧʝʮʠʘʣʴʥʳʝ MIMO-ʘʥʪʝʥʥʳ, ʩʧʦʩʦʙʥʳʝ ʚʳʧʦʣʥʷʪʴ ʪʦʯʥʳʝ ʠʟʤʝʨʝʥʠʷ 

ʩʠʛʥʘʣʘ. ʂʨʦʤʝ ʪʦʛʦ, ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʪʦʯʥʦʩʪʠ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ ʘʥʪʝʥʥʘ ʜʦʣʞʥʘ ʙʳʪʴ 

ʩʧʦʩʦʙʥʘ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʤʝʥʷʪʴ ʩʚʦʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ, ʯʪʦ ʧʦʜʨʘʟʫʤʝʚʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʚʨʘʱʝʥʠʷ. ʆʜʥʘʢʦ ʪʘʢʘʷ ʬʫʥʢʮʠʷ ʨʝʜʢʦ ʚʩʪʨʝʯʘʝʪʩʷ ʚ ʩʦʚʨʝʤʝʥʥʳʭ Wi-Fi 

ʨʦʫʪʝʨʘʭ, ʯʪʦ ʥʘʢʣʘʜʳʚʘʝʪ ʦʧʨʝʜʝʣʝʥʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ ʧʨʠʤʝʥʝʥʠʝ ʪʝʭʥʦʣʦʛʠʠ. 

ʇʦʜʭʦʜ ʥʘ ʦʩʥʦʚʝ ʚʨʝʤʝʥʠ ʧʦʣʝʪʘ (ToF) ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʝʱʝ ʦʜʠʥ ʩʧʦʩʦʙ 

ʚʳʩʦʢʦʪʦʯʥʦʡ ʣʦʢʘʣʠʟʘʮʠʠ ʫʩʪʨʦʡʩʪʚ, ʧʦʟʚʦʣʷʶʱʠʡ ʦʧʨʝʜʝʣʠʪʴ ʨʘʩʩʪʦʷʥʠʝ ʠ ʧʦʣʦʞʝʥʠʝ 

ʢʣʠʝʥʪʘ ʦʪʥʦʩʠʪʝʣʴʥʦ ʪʦʯʝʢ ʜʦʩʪʫʧʘ. ɺ ʵʪʦʤ ʤʝʪʦʜʝ ʚʳʯʠʩʣʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -15- 

 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʨʝʤʝʥʥʳʭ ʤʝʪʦʢ, ʢʦʪʦʨʳʝ ʛʝʥʝʨʠʨʫʶʪʩʷ ʙʝʩʧʨʦʚʦʜʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ 

ʠ ʬʠʢʩʠʨʫʶʪ ʚʨʝʤʷ ʧʦʣʝʪʘ ʨʘʜʠʦʩʠʛʥʘʣʦʚ. ɹʣʘʛʦʜʘʨʷ ʚʳʩʦʢʦʡ ʪʦʯʥʦʩʪʠ ʠʟʤʝʨʝʥʠʷ 

ʚʨʝʤʝʥʠ, ʜʦʩʪʠʛʘʶʱʝʡ ʧʦʨʷʜʢʘ ʥʘʥʦʩʝʢʫʥʜ, ʩʠʩʪʝʤʳ, ʨʘʙʦʪʘʶʱʠʝ ʥʘ ʦʩʥʦʚʝ ToF, 

ʦʙʝʩʧʝʯʠʚʘʶʪ ʪʦʯʥʦʩʪʴ ʦʧʨʝʜʝʣʝʥʠʷ ʧʦʣʦʞʝʥʠʷ ʜʦ 2 ʤʝʪʨʦʚ. ʕʪʦ ʜʝʣʘʝʪ ʤʝʪʦʜ ʠʜʝʘʣʴʥʳʤ 

ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ ʤʘʨʢʠʨʦʚʢʘ ʠ ʦʪʩʣʝʞʠʚʘʥʠʝ ʦʙʲʝʢʪʦʚ ʚʥʫʪʨʠ ʟʜʘʥʠʡ, ʛʜʝ 

ʟʘʯʘʩʪʫʶ ʪʨʝʙʫʝʪʩʷ ʣʦʢʘʣʠʟʘʮʠʷ ʥʘ ʫʨʦʚʥʝ ʢʦʤʥʘʪʳ ʩ ʪʦʯʥʦʩʪʴʶ ʦʢʦʣʦ 3 ʤʝʪʨʦʚ. 

ʀʟʤʝʨʝʥʠʷ ʚʨʝʤʝʥʠ ʧʦʣʝʪʘ ʙʘʟʠʨʫʶʪʩʷ ʥʘ ʧʦʩʪʦʷʥʥʦʡ ʩʢʦʨʦʩʪʠ ʨʘʜʠʦʚʦʣʥ, 

ʙʣʠʟʢʦʡ ʢ ʩʢʦʨʦʩʪʠ ʩʚʝʪʘ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʚʣʠʷʥʠʝ ʚʥʝʰʥʠʭ ʬʘʢʪʦʨʦʚ ʥʘ 

ʪʦʯʥʦʩʪʴ ʩʠʛʥʘʣʘ, ʚ ʦʪʣʠʯʠʝ ʦʪ RSSI-ʤʝʪʦʜʦʚ, ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʢ ʫʩʣʦʚʠʷʤ ʩʨʝʜʳ. ɺ 

ʦʪʣʠʯʠʝ ʦʪ ʪʨʘʜʠʮʠʦʥʥʦʛʦ ʤʝʪʦʜʘ ʵʭʦ ʚ ʨʘʜʘʨʘʭ, Wi-Fi ʩʠʩʪʝʤʳ ToF ʧʨʠʤʝʥʷʶʪ 

ʩʪʘʥʜʘʨʪʥʳʝ ʢʘʜʨʳ ʜʘʥʥʳʭ ʠ ʧʦʜʪʚʝʨʞʜʝʥʠʡ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʚʨʝʤʝʥʠ ʧʦʣʝʪʘ. ʇʦʜʦʙʥʦ 

ʧʦʜʭʦʜʫ ʥʘ ʦʩʥʦʚʝ RSSI, ToF ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʮʝʥʢʠ ʨʘʩʩʪʦʷʥʠʷ ʤʝʞʜʫ ʢʣʠʝʥʪʩʢʠʤ 

ʫʩʪʨʦʡʩʪʚʦʤ ʠ ʪʦʯʢʘʤʠ ʜʦʩʪʫʧʘ, ʧʦʩʣʝ ʯʝʛʦ ʩ ʧʦʤʦʱʴʶ ʪʨʠʣʘʪʝʨʘʮʠʠ ʚʳʯʠʩʣʷʝʪʩʷ ʪʦʯʥʦʝ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʧʦʜʭʦʜ ToF ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʨʷʜʦʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʩʣʦʞʥʦʩʪʝʡ. 

ʉʨʝʜʠ ʥʠʭ ð ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ, ʰʫʤʳ, ʘʨʪʝʬʘʢʪʳ ʚʳʙʦʨʢʠ ʠ ʵʬʬʝʢʪʳ 

ʤʥʦʛʦʣʫʯʝʚʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʥʠʟʠʪʴ ʪʦʯʥʦʩʪʴ ʠʟʤʝʨʝʥʠʡ. ɼʣʷ 

ʨʝʰʝʥʠʷ ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʧʨʦʙʣʝʤ ʧʨʠʤʝʥʷʶʪʩʷ ʤʘʪʝʤʘʪʠʯʝʩʢʠʝ ʤʝʪʦʜʳ, ʧʦʟʚʦʣʷʶʱʠʝ 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʯʘʩʦʚ, ʯʪʦ ʩʫʱʝʩʪʚʝʥʥʦ ʧʦʚʳʰʘʝʪ 

ʩʪʘʙʠʣʴʥʦʩʪʴ ʠ ʪʦʯʥʦʩʪʴ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʚ ʫʩʣʦʚʠʷʭ ʤʥʦʛʦʣʫʯʝʚʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʩʠʛʥʘʣʘ. 

ɼʣʷ ʙʦʣʝʝ ʫʜʦʙʥʦʛʦ ʩʨʘʚʥʝʥʠʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʢʘʞʜʦʡ ʠʟ ʪʝʭʥʦʣʦʛʠʡ 

ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ ʥʠʞʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʘ 1, ʚ ʢʦʪʦʨʦʡ ʚʳʜʝʣʝʥʳ ʧʣʶʩʳ ʠ ʤʠʥʫʩʳ 

ʢʘʞʜʦʛʦ ʤʝʪʦʜʘ. 

ʊʘʙʣʠʮʘ 1 

ʉʨʘʚʥʝʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʧʦʟʠʮʠʦʥʠʨʦʚʘʥʠʷ Wi-Fi RTT, Fingerprinting, Angle of Arrival (AoA), 

Time of Flight (ToF). 

ʊʝʭʥʦʣʦʛʠʷ ʇʨʝʠʤʫʱʝʩʪʚʘ ʅʝʜʦʩʪʘʪʢʠ 
ʈʝʢʦʤʝʥʜʫʝʤʳʝ 

ʩʮʝʥʘʨʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

Wi-Fi RTT 

-ɺʳʩʦʢʘʷ ʪʦʯʥʦʩʪʴ (ʜʦ 

1ï2 ʤʝʪʨʦʚ) 

- ɹʳʩʪʨʦʝ ʦʧʨʝʜʝʣʝʥʠʝ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ 

- ɿʘʱʠʪʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

(ʨʘʥʜʦʤʠʟʘʮʠʷ MAC-

ʘʜʨʝʩʦʚ) 

- ʊʨʝʙʫʝʪ 

ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ IEEE 

802.11mc 

- ʆʛʨʘʥʠʯʝʥʥʘʷ ʟʦʥʘ 

ʜʝʡʩʪʚʠʷ 

ʇʦʜʭʦʜʠʪ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʛʦʨʦʜʩʢʠʭ ʟʜʘʥʠʷʭ ʠ 

ʧʦʤʝʱʝʥʠʷʭ, ʛʜʝ GPS 

ʥʝʵʬʬʝʢʪʠʚʝʥ 

Fingerprinting 

- ɻʠʙʢʦʩʪʴ ʚ ʩʣʦʞʥʳʭ 

ʫʩʣʦʚʠʷʭ 

- ɺʳʩʦʢʘʷ ʪʦʯʥʦʩʪʴ ʧʨʠ 

ʧʨʘʚʠʣʴʥʦʡ ʥʘʩʪʨʦʡʢʝ 

- ʐʠʨʦʢʠʡ ʩʧʝʢʪʨ 

ʧʨʠʤʝʥʝʥʠʷ 

- ʊʨʝʙʫʝʪʩʷ ʧʦʩʪʦʷʥʥʦʝ 

ʦʙʥʦʚʣʝʥʠʝ ʙʘʟʳ ʜʘʥʥʳʭ 

- ɿʘʚʠʩʠʤʦʩʪʴ ʪʦʯʥʦʩʪʠ 

ʦʪ ʢʘʯʝʩʪʚʘ ʩʦʙʨʘʥʥʳʭ 

ʜʘʥʥʳʭ 

ʅʘʠʙʦʣʝʝ ʧʦʜʭʦʜʠʪ ʜʣʷ 

ʟʘʢʨʳʪʳʭ ʧʨʦʩʪʨʘʥʩʪʚ, 

ʪʘʢʠʭ ʢʘʢ ʤʝʪʨʦ ʠ 

ʪʦʨʛʦʚʳʝ ʮʝʥʪʨʳ; 

ʵʬʬʝʢʪʠʚʥʦ ʧʨʠ 

ʦʪʩʫʪʩʪʚʠʠ ʧʨʷʤʦʡ 

ʚʠʜʠʤʦʩʪʠ 

Angle of Arrival (AoA) 

- ɺʳʩʦʢʘʷ ʪʦʯʥʦʩʪʴ ʟʘ 

ʩʯʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʥʝʩʢʦʣʴʢʠʭ ʘʥʪʝʥʥ 

- ʇʦʣʝʟʥʘ ʜʣʷ ʥʘʚʠʛʘʮʠʠ 

ʙʣʘʛʦʜʘʨʷ ʦʧʨʝʜʝʣʝʥʠʶ 

ʥʘʧʨʘʚʣʝʥʠʷ ʩʠʛʥʘʣʘ 

- ʊʨʝʙʫʝʪ MIMO-ʘʥʪʝʥʥ 

ʠ ʙʦʣʝʝ ʜʦʨʦʛʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ 

- ʏʫʚʩʪʚʠʪʝʣʴʥʘ ʢ ʰʫʤʫ 

ʠ ʧʦʤʝʭʘʤ 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʚ 

ʧʨʠʣʦʞʝʥʠʷʭ ʩ 

ʚʳʩʦʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ 

ʢ ʪʦʯʥʦʩʪʠ, ʥʦ 

ʥʫʞʜʘʝʪʩʷ ʚ ʩʝʨʴʝʟʥʳʭ 

ʨʝʩʫʨʩʘʭ 

Time of Flight (ToF) 

- ɺʳʩʦʢʘʷ ʪʦʯʥʦʩʪʴ 

ʠʟʤʝʨʝʥʠʡ (ʜʦ 2 ʤʝʪʨʦʚ) 

- ʅʝ ʪʨʝʙʫʝʪ ʧʨʷʤʦʡ 

ʚʠʜʠʤʦʩʪʠ 

- ʇʨʦʙʣʝʤʳ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʯʘʩʦʚ 

- ʏʫʚʩʪʚʠʪʝʣʴʥʘ ʢ ʰʫʤʫ 

ʠ ʵʬʬʝʢʪʘʤ 

ʤʥʦʛʦʧʫʪʝʚʦʛʦ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ 

ʤʘʨʢʠʨʦʚʢʠ ʠ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʘʢʪʠʚʦʚ 

ʚ ʟʘʢʨʳʪʳʭ 

ʧʨʦʩʪʨʘʥʩʪʚʘʭ, ʪʘʢʠʭ 

ʢʘʢ ʩʢʣʘʜʩʢʠʝ 

ʧʦʤʝʱʝʥʠʷ ʠʣʠ ʬʘʙʨʠʢʠ 



-16- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʂʘʞʜʘʷ ʪʝʭʥʦʣʦʛʠʷ ʠʤʝʝʪ ʩʚʦʠ ʧʣʶʩʳ ʠ ʤʠʥʫʩʳ, ʯʪʦ ʜʝʣʘʝʪ ʠʭ ʧʨʠʛʦʜʥʳʤʠ ʜʣʷ 

ʨʘʟʥʳʭ ʩʮʝʥʘʨʠʝʚ. Wi-Fi RTT ʠ ToF ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʳʩʦʢʫʶ ʪʦʯʥʦʩʪʴ ʥʘ ʥʝʙʦʣʴʰʠʭ 

ʨʘʩʩʪʦʷʥʠʷʭ, ʦʩʦʙʝʥʥʦ ʚ ʟʘʢʨʳʪʳʭ ʧʨʦʩʪʨʘʥʩʪʚʘʭ. Fingerprinting ð ʛʠʙʢʦʝ ʠ ʫʜʦʙʥʦʝ 

ʨʝʰʝʥʠʝ ʜʣʷ ʜʠʥʘʤʠʯʥʳʭ ʫʩʣʦʚʠʡ, ʪʘʢʠʭ ʢʘʢ ʤʝʪʨʦ ʠʣʠ ʧʦʜʟʝʤʥʳʝ ʦʙʲʝʢʪʳ, ʛʜʝ GPS ʥʝ 

ʨʘʙʦʪʘʝʪ. AoA, ʙʣʘʛʦʜʘʨʷ ʦʧʨʝʜʝʣʝʥʠʶ ʥʘʧʨʘʚʣʝʥʠʷ ʩʠʛʥʘʣʘ, ʧʦʜʭʦʜʠʪ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʩ 

ʚʳʩʦʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʪʦʯʥʦʩʪʠ, ʥʦ ʪʨʝʙʫʝʪ ʙʦʣʝʝ ʜʦʨʦʛʦʩʪʦʷʱʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʵʪʦʡ ʩʪʘʪʴʝ ʤʳ ʧʦʩʪʘʨʘʝʤʩʷ ʨʘʟʦʙʨʘʪʴʩʷ ʚ ʪʦʤ, ʢʘʢ ʨʘʙʦʪʘʶʪ ʨʝʛʠʩʪʨʳ 

ʧʨʦʮʝʩʩʦʨʘ ʩ ʙʘʡʪʦʚʦʡ ʠ ʩʣʦʚʝʩʥʦʡ ʘʜʨʝʩʘʮʠʝʡ, ʩʨʘʚʥʠʤ ʵʪʠ ʤʝʪʦʜʳ ʘʜʨʝʩʘʮʠʠ ʤʝʞʜʫ 

ʩʦʙʦʡ. ʆʛʦʚʦʨʠʤ ʪʠʧʳ ʨʝʛʠʩʪʨʦʚ, ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʢʘʢʠʭ ʢʦʥʢʨʝʪʥʦ ʟʘʜʘʯ ʦʥʠ ʟʘʪʦʯʝʥʳ ʠ 

ʧʨʠʥʮʠʧ ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʠʟ ʥʠʭ ʥʘ ʧʨʦʩʪʳʭ ʜʣʷ ʚʦʩʧʨʠʷʪʠʷ ʧʨʠʤʝʨʘʭ. ɸ ʥʘʧʦʩʣʝʜʦʢ 

ʦʙʩʫʜʠʤ ʚʘʞʥʦʩʪʴ ʧʦʥʠʤʘʥʠʷ ʨʘʙʦʪʳ ʨʝʛʠʩʪʨʦʚ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, ʠʥʞʝʥʝʨʦʚ ʠ 

ʧʨʦʛʨʘʤʤʠʩʪʦʚ, ʧʦʩʣʝ ʯʝʛʦ ʩʜʝʣʘʝʤ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʚʳʚʦʜʳ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʨʝʛʠʩʪʨʳ, ʙʘʡʪʦʚʘʷ ʘʜʨʝʩʘʮʠʷ, ʩʣʦʚʝʩʥʘʷ ʘʜʨʝʩʘʮʠʷ. 

 

Abstract 

In this article we will try to understand how processor registers with byte and word 

addressing work and compare these addressing methods with each other. Let's discuss the types 

of registers, what specific tasks they are designed to perform, and the operating principle of some 

of them using easy-to-understand examples. And finally, we will discuss the importance of 

understanding the work of registers for developers, engineers and programmers, after which we 

will draw the appropriate conclusions. 

Keywords: registers, byte addressing, verbal addressing. 

 

ʀʩʪʦʨʠʷ ʧʦʷʚʣʝʥʠʷ ʨʝʛʠʩʪʨʦʚ ʧʨʦʮʝʩʩʦʨʘ ʥʝʨʘʟʨʳʚʥʦ ʩʚʷʟʘʥʘ ʩ ʨʘʟʚʠʪʠʝʤ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʪʝʭʥʠʢʠ ʠ ʘʨʭʠʪʝʢʪʫʨʳ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ. 

ʉ ʧʝʨʝʭʦʜʦʤ ʢ ʧʝʨʚʳʤ ʵʣʝʢʪʨʦʥʥʳʤ ʢʦʤʧʴʶʪʝʨʘʤ, ʪʘʢʠʤ ʢʘʢ ENIAC (1945 ʛʦʜ), 

ʥʘʯʘʣʘʩʴ ʵʨʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʛʠʩʪʨʦʚ. ɺ ʵʪʠʭ ʤʘʰʠʥʘʭ ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʢʘʢ ʙʳʩʪʨʦʝ 

ʚʨʝʤʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ ʠ ʘʜʨʝʩʦʚ, ʥʦ ʧʨʠ ʵʪʦʤ ʦʥʠ ʙʳʣʠ ʦʛʨʘʥʠʯʝʥʳ ʧʦ ʨʘʟʤʝʨʫ ʠ 

ʢʦʣʠʯʝʩʪʚʫ. 

ɺ 1960-1970-ʭ ʛʦʜʘʭ, ʢʦʣʠʯʝʩʪʚʦ ʨʝʛʠʩʪʨʦʚ ʩʪʘʣʦ ʫʚʝʣʠʯʠʚʘʪʴʩʷ, ʘ ʠʭ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʨʘʩʰʠʨʷʪʴʩʷ. ɸʨʭʠʪʝʢʪʫʨʘ IBM System/360 (1964 ʛʦʜ) ʩʪʘʣʘ ʟʥʘʢʦʚʳʤ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -17- 

 

ʤʦʤʝʥʪʦʤ, ʧʨʝʜʣʦʞʠʚ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ ʢ ʧʨʦʮʝʩʩʦʨʥʦʡ ʘʨʭʠʪʝʢʪʫʨʝ ʠ 

ʨʝʛʠʩʪʨʘʤ. 

ʇʦ ʠʪʦʛʫ ʨʝʛʠʩʪʨʳ ʧʨʦʮʝʩʩʦʨʘ ʵʚʦʣʶʮʠʦʥʠʨʦʚʘʣʠ ʦʪ ʧʨʦʩʪʳʭ ʚʨʝʤʝʥʥʳʭ 

ʭʨʘʥʠʣʠʱ ʜʦ ʩʣʦʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʚʳʩʦʢʫʶ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ. 

ʈʝʛʠʩʪʨʳ ʵʪʦ ʧʦ ʩʫʪʠ ʷʯʝʡʢʠ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʦʨʘ ʩ ʦʯʝʥʴ ʙʳʩʪʨʦʡ ʩʢʦʨʦʩʪʴʶ 

ʜʦʩʪʫʧʘ (2-3 ʥʩ), ʢʦʪʦʨʳʝ ʨʘʩʧʦʣʦʞʝʥʳ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʥʸʤ. ɹʳʣʠ ʩʦʟʜʘʥʳ ʦʥʠ 

ʚʩʣʝʜʩʪʚʠʝ ʪʦʛʦ, ʯʪʦ ʜʦʩʪʫʧ ʢ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʟʘʥʠʤʘʝʪ ʧʨʠʤʝʨʥʦ 10-20 ʥʩ, ʦʪ ʯʝʛʦ 

ʎʇ ʤʦʛ ʧʨʦʩʪʘʠʚʘʪʴ ʝʩʣʠ ʥʝ ʥʘ ʜʝʩʷʪʢʠ, ʪʦ ʥʘ ʩʦʪʥʠ ʪʘʢʪʦʚ. ʊʘʢʘʷ ʩʠʪʫʘʮʠʷ ʧʨʦʠʩʭʦʜʠʣʘ 

ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʦʥ ʤʦʛ ʦʙʨʘʙʦʪʘʪʴ ʜʘʥʥʳʝ ʙʳʩʪʨʝʝ, ʯʝʤ ʦʥʠ ʧʦʜʛʨʫʟʷʪʴʩʷ ʠʟ ʆɿʋ.  

ʈʝʛʠʩʪʨʳ ʥʫʞʥʳ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʠ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ 

ʚʳʯʠʩʣʝʥʠʡ, ʧʝʨʝʤʝʥʥʳʭ, ʧʘʨʘʤʝʪʨʦʚ, ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʩʪʦʷʥʠʷ ʧʨʦʮʝʩʩʦʨʘ ʠ ʜʨʫʛʠʭ 

ʧʦʜʦʙʥʳʭ ʟʘʜʘʯ. ʀʭ ʨʘʟʤʝʨʳ ʦʧʨʝʜʝʣʷʶʪʩʷ ʨʘʟʨʷʜʥʦʩʪʴʶ ʧʨʦʮʝʩʩʦʨʘ (ʨʘʟʤʝʨ ʝʛʦ 

ʤʘʰʠʥʥʦʛʦ ʩʣʦʚʘ), ʪʦ ʝʩʪʴ ʚ 32-ʙʠʪʥʳʭ ʧʨʦʮʝʩʩʦʨʘʭ ʨʘʟʤʝʨ ʨʝʛʠʩʪʨʦʚ ʨʘʚʝʥ 32 ʙʠʪ, 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʠ ʚ 64-ʙʠʪʥʳʭ ʧʨʦʮʝʩʩʦʨʘʭ ʨʘʟʤʝʨ ʨʝʛʠʩʪʨʦʚ ʨʘʚʝʥ 64 ʙʠʪʘʤ. 

ʆʪʣʠʯʠʝ ʤʝʞʜʫ ʥʠʤʠ ʠ ʩʨʘʚʥʝʥʠʝ 

ɹʘʡʪʦʚʘʷ ʘʜʨʝʩʘʮʠʷ ï ʵʪʦ ʪʘʢʦʡ ʩʧʦʩʦʙ ʘʜʨʝʩʘʮʠʠ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʧʨʦʮʝʩʩʦʨ 

ʤʦʞʝʪ ʦʙʨʘʱʘʪʴʩʷ ʢ ʦʪʜʝʣʴʥʦʡ ʷʯʝʡʢʠ ʧʘʤʷʪʠ ʩʦ ʩʚʦʠʤ ʫʥʠʢʘʣʴʥʳʤ ʘʜʨʝʩʦʤ, ʚ ʜʘʥʥʦʤ 

ʩʣʫʯʘʝ ʦʥʘ ʩʦʩʪʘʚʣʷʝʪ 1 ʙʘʡʪ. ʄʦʞʥʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʦʥʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʪʦʯʥʳʡ 

ʢʦʥʪʨʦʣʴ ʥʘʜ ʜʘʥʥʳʤʠ. 

ɽʩʪʴ ʝʱʸ ʩʣʦʚʝʩʥʘʷ ʘʜʨʝʩʘʮʠʷ, ʛʜʝ ʧʨʦʮʝʩʩʦʨ ʪʘʢʞʝ ʦʙʨʘʱʘʝʪʩʷ ʢ ʧʘʤʷʪʠ, ʥʦ ʠ 

ʷʯʝʡʢʘ ʧʘʤʷʪʠ ʫʞʝ ʙʫʜʝʪ ʨʘʟʤʝʨʦʤ ʩ ʮʝʣʦʝ ʤʘʰʠʥʥʦʝ ʩʣʦʚʦ. 

 

 
ʈʠʩʫʥʦʢ 1. ɻʨʘʬʠʯʝʩʢʦʝ ʦʙʦʟʥʘʯʝʥʠʝ ʙʘʡʪʦʚʦʡ ʠ ʩʣʦʚʝʩʥʦʡ ʘʜʨʝʩʘʮʠʠ 

 

ʀ ʪʦʛʜʘ ʚʦʟʥʠʢʘʝʪ ʨʝʟʦʥʥʳʡ ʚʦʧʨʦʩ: ʘ ʢʘʢʦʡ ʠʟ ʵʪʠʭ ʩʧʦʩʦʙʦʚ ʦʙʨʘʱʝʥʠʷ ʢ ʜʘʥʥʳʤ 

ʣʫʯʰʝ? ɸ ʚʦʪ ʪʫʪ ʫʞʝ ʚʘʞʥʦ ʪʦ, ʩ ʢʘʢʠʤʠ ʜʘʥʥʳʤʠ CPU ʧʨʠʭʦʜʠʪʩʷ ʨʘʙʦʪʘʪʴ. ʅʦ ʧʨʠ 

ʵʪʦʤ ʚʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ ʨʷʜʦʚʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʪʝʢʩʪʦʤ, ʙʫʜʴ ʪʦ ʨʘʙʦʪʘ ʩ ʙʨʘʫʟʝʨʦʤ, ʜʦʢʫʤʝʥʪʘʤʠ, ʠʭ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝʤ ʠ ʪʘʢ ʜʘʣʝʝ. ʊʦ 

ʝʩʪʴ ʧʨʦʮʝʩʩʦʨʫ ʯʘʱʝ ʚʩʝʛʦ ʧʨʠʭʦʜʠʪʩʷ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʪʝʢʩʪʦʚʦʡ ʠʥʬʦʨʤʘʮʠʝʡ.  

ɽʩʣʠ ʧʨʦʮʝʩʩʦʨʫ ʥʫʞʥʦ ʦʙʨʘʙʦʪʘʪʴ ʤʘʩʩʠʚʳ ʜʘʥʥʳʭ, ʙʫʜʴ ʪʦ ʚʝʢʪʦʨʥʳʝ ʦʧʝʨʘʮʠʠ 

ʠʣʠ ʦʧʝʨʘʮʠʷ ʩ ʯʠʩʣʘʤʠ, ʪʦ ʟʜʝʩʴ ʩʣʦʚʝʩʥʘʷ ʘʜʨʝʩʘʮʠʷ ʙʫʜʝʪ ʚ ʙʦʣʝʝ ʚʳʛʦʜʥʦʤ ʩʚʝʪʝ. 

ʇʦʪʦʤʫ ʯʪʦ ʢʦʛʜʘ ʧʨʦʮʝʩʩʦʨ ʦʧʝʨʠʨʫʝʪ ʮʝʣʳʤ ʤʘʰʠʥʥʳʤ ʩʣʦʚʦʤ, ʪʦ ʥʝ ʝʤʫ ʥʝ 

ʧʨʠʭʦʜʠʪʩʷ ʧʝʨʝʙʠʨʘʪʴ ʦʪʜʝʣʴʥʦ ʢʘʞʜʳʡ ʙʘʡʪ ʩʦ ʩʚʦʠʤ ʘʜʨʝʩʦʤ, ʟʘ ʩʯʸʪ ʯʝʛʦ 

ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʯʘʩʪʦʪʘ ʦʙʨʘʱʝʥʠʡ ʢ ʧʘʤʷʪʠ. ʇʨʦʱʝ ʛʦʚʦʨʷ ʘʣʛʦʨʠʪʤ ʜʝʡʩʪʚʠʡ ʙʫʜʝʪ 

ʢʦʨʦʯʝ. 

ɹʘʡʪʦʚʘʷ ʞʝ ʘʜʨʝʩʘʮʠʷ ʙʫʜʝʪ ʫʤʝʩʪʥʘ ʪʦʛʜʘ, ʢʦʛʜʘ ʥʫʞʥʦ ʦʙʨʘʙʘʪʳʚʘʪʴ ʪʝʢʩʪʦʚʳʝ 

ʜʘʥʥʳʝ, ʛʜʝ ʥʫʞʥʘ ʧʣʘʩʪʠʯʥʦʩʪʴ ʚ ʨʘʩʧʨʝʜʝʣʝʥʠʠ ʜʘʥʥʳʭ, ʦʙʨʘʱʘʷʩʴ ʢ ʦʪʜʝʣʴʥʦʡ ʚʟʷʪʦʡ 

ʷʯʝʡʢʠ ʧʘʤʷʪʠ. 

ʀʟ ʜʦʩʪʦʠʥʩʪʚ ʩʣʦʚʝʩʥʦʡ ʘʜʨʝʩʘʮʠʠ ʤʦʞʥʦ ʦʙʦʟʥʘʯʠʪʴ ʝʸ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠʟ-

ʟʘ ʤʝʥʴʰʝʛʦ ʘʣʛʦʨʠʪʤʘ ʜʝʡʩʪʚʠʡ ʚ ʨʘʙʦʪʝ ʩ ʧʘʤʷʪʴʶ, ʘ ʥʝʜʦʩʪʘʪʢʦʤ ʥʘʟʚʘʪʴ ʤʝʥʝʝ 

ʪʦʯʝʯʥʳʡ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ. 



-18- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʇʨʝʠʤʫʱʝʩʪʚʦʤ ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʠ, ʢʘʢ ʚʳ ʫʞʝ ʧʦʥʷʣʠ, ʷʚʣʷʝʪʩʷ ʧʣʘʩʪʠʯʥʦʩʪʴ ʚ 

ʨʘʩʧʨʝʜʝʣʝʥʠʠ ʜʘʥʥʳʭ, ʘ ʥʝʜʦʩʪʘʪʢʦʤ ʦʪʯʘʩʪʠ ï ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ.  

ʉʪʨʫʢʪʫʨʘ ʨʝʛʠʩʪʨʦʚ ʠ ʠʭ ʪʠʧʳ 

ʈʝʛʠʩʪʨʳ ʛʣʦʙʘʣʴʥʦ-ʪʘʢʠ ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʜʚʝ ʛʨʫʧʧʳ: ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ 

(General Purpose Registers) ʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʥʘʟʥʘʯʝʥʠʷ (Special Purpose Registers). ʂ 

ʧʝʨʚʦʡ ʛʨʫʧʧʝ ʦʪʥʦʩʷʪʩʷ ʨʝʛʠʩʪʨʳ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʠ ʧʨʦʤʝʞʫʪʦʯʥʳʭ 

ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʯʠʩʣʝʥʠʡ, ʧʝʨʝʤʝʥʥʳʭ, ʧʘʨʘʤʝʪʨʦʚ ʠ ʧʨʦʯʝʛʦ. ʇʦ ʩʚʦʝʡ ʩʪʨʫʢʪʫʨʝ ʦʥʠ 

ʚʳʛʣʷʜʷʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 

 
ʈʠʩʫʥʦʢ 2. ʇʨʝʜʩʪʘʚʣʝʥʠʝ ʨʝʛʠʩʪʨʦʚ ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ. 

 

ʅʘ ʢʘʨʪʠʥʢʝ ʤʳ ʚʠʜʠʤ, ʢʘʢ ʢʘʞʜʳʡ ʙʦʣʴʰʠʡ ʧʦ ʨʘʟʤʝʨʫ ʨʝʛʠʩʪʨ ʩʦʩʪʦʠʪ ʠʟ 

ʧʨʝʜʳʜʫʱʠʭ ʨʝʛʠʩʪʨʦʚ ʤʝʥʴʰʝʛʦ ʨʘʟʤʝʨʘ. ʕʪʦ ʩʜʝʣʘʥʦ ʜʣʷ ʦʙʨʘʪʥʦʡ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩʦ 

ʩʪʘʨʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ. 

ʂʦ ʚʪʦʨʦʡ ʛʨʫʧʧʝ ʦʪʥʦʩʷʪ ʪʝ, ʢʦʪʦʨʳʝ ʨʘʩʩʯʠʪʘʥʳ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʦʧʨʝʜʝʣʸʥʥʦʡ 

ʟʘʜʘʯʠ, ʧʝʨʝʡʜʸʤ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ ʥʠʤ: 

ʈʝʛʠʩʪʨʳ ʩʦʩʪʦʷʥʠʷ (FLAGS) ð ʩʦʜʝʨʞʘʪ ʜʘʥʥʳʝ ʦʙ ʠʪʦʛʝ ʚʳʧʦʣʥʝʥʠʷ ʧʦʩʣʝʜʥʝʡ 

ʘʨʠʬʤʝʪʠʯʝʩʢʦʡ ʠʣʠ ʣʦʛʠʯʝʩʢʦʡ ʦʧʝʨʘʮʠʠ, ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʣʦʚʥʦʛʦ ʧʝʨʝʭʦʜʘ ʚ 

ʧʨʦʛʨʘʤʤʘʭ. 

ʈʝʛʠʩʪʨ IP (Instruction Pointer) ð 16-ʨʘʟʨʷʜʥʳʡ ʨʝʛʠʩʪʨ, ʩʦʜʝʨʞʠʪ ʘʜʨʝʩ 

ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʫʶ ʜʦʣʞʝʥ ʚʳʧʦʣʥʠʪʴ ʧʨʦʮʝʩʩʦʨ, ʚʟʷʚ ʝʸ ʠʟ ʧʘʤʷʪʠ. ɺ ʩʦʩʪʘʚ 

ʨʝʛʠʩʪʨʦʚ ʵʪʦʛʦ ʪʠʧʘ ʚʭʦʜʷʪ SP (Stack Pointer ð ʫʢʘʟʘʪʝʣʴ ʩʪʝʢʘ) ʠ BP (Base Pointer ð 

ʙʘʟʦʚʳʡ ʫʢʘʟʘʪʝʣʴ). ʅʘʧʨʠʤʝʨ, CS (ʫʢʘʟʘʪʝʣʴ ʩʝʛʤʝʥʪʘ ʢʦʜʘ) ʠʤʝʝʪ ʚ ʩʝʙʝ ʟʥʘʯʝʥʠʝ 

2CB5[0]H, ʚ ʨʝʛʠʩʪʨʝ IP ʭʨʘʥʠʪʩʷ ʩʤʝʱʝʥʠʝ 123H. ɸʜʨʝʩ ʩʣʝʜʫʶʱʝʡ ʠʥʩʪʨʫʢʮʠʠ ʜʣʷ 

ʠʩʧʦʣʥʝʥʠʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʩʢʣʘʜʳʚʘʥʠʝʤ ʘʜʨʝʩʘ ʚ CS ʩʦ ʩʤʝʱʝʥʠʝʤ ʚ ʨʝʛʠʩʪʨʝ IP: 2CB50H 

+ 123H = 2CC73H. ɺ ʨʝʟʫʣʴʪʘʪʝ ʤʳ ʧʦʣʫʯʘʝʤ ʘʜʨʝʩ ʩʣʝʜʫʶʱʝʡ ʠʥʩʪʨʫʢʮʠʠ ʜʣʷ ʝʸ 

ʠʩʧʦʣʥʝʥʠʷ ð 2CC73H. ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʪʝʢʫʱʝʡ ʠʥʩʪʨʫʢʮʠʠ ʧʨʦʮʝʩʩʦʨ ʦʙʥʦʚʣʷʝʪ 

ʟʥʘʯʝʥʠʝ ʚ ʨʝʛʠʩʪʨʝ IP, ʚ ʠʪʦʛʝ ʨʝʛʠʩʪʨʳ IP ʠ CS ʫʢʘʟʳʚʘʶʪ ʥʘ ʩʣʝʜʫʶʱʫʶ ʠʥʩʪʨʫʢʮʠʶ 

ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʦʮʝʩʩʦʨ ʝʸ ʚʳʧʦʣʥʠʣ. 

ʉʯʸʪʯʠʢ ʢʦʤʘʥʜ (Program Counter) ð ʪʘʢ ʞʝ, ʢʘʢ ʠ ʚʳʰʝʫʧʦʤʷʥʫʪʳʡ ʨʝʛʠʩʪʨ, 

ʩʦʜʝʨʞʠʪ ʘʜʨʝʩ ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʫʶ ʜʦʣʞʝʥ ʚʳʧʦʣʥʠʪʴ ʧʨʦʮʝʩʩʦʨ. 

ʈʝʛʠʩʪʨʳ-ʘʢʢʫʤʫʣʷʪʦʨʳ ð ʩʦʜʝʨʞʘʪ ʨʝʟʫʣʴʪʘʪʳ ʣʦʛʠʯʝʩʢʠʭ ʚʳʯʠʩʣʝʥʠʡ. 

ʉʝʛʤʝʥʪʥʳʝ ʨʝʛʠʩʪʨʳ ï (CS, SS, DS, ES ʠ ʜʨʫʛʠʝ) ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʙʨʘʱʝʥʠʷ ʢ 

ʩʝʛʤʝʥʪʫ ʠʩʧʦʣʥʷʝʤʦʛʦ ʢʦʜʘ. 

 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -19- 

 

 
ʈʠʩʫʥʦʢ 3. ʆʙʦʟʥʘʯʝʥʠʝ Instruction Pointer ʠ Program Counter. 

 

 
ʈʠʩʫʥʦʢ 4. ʆʙʦʟʥʘʯʝʥʠʝ ʩʝʛʤʝʥʪʥʳʭ ʨʝʛʠʩʪʨʦʚ. 

 

ʈʝʛʠʩʪʨ CS (Code Segment ï ʩʝʛʤʝʥʪ ʢʦʜʘ) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʩʝʛʤʝʥʪʘ 

ʢʦʜʘ ʧʨʦʛʨʘʤʤʳ. ʊʦ ʝʩʪʴ ʚ ʵʪʦʤ ʩʝʛʤʝʥʪʝ ʭʨʘʥʠʪʩʷ ʢʦʜ ʧʨʦʛʨʘʤʤʳ. 

ʈʝʛʠʩʪʨ DS (Data Segment ï ʩʝʛʤʝʥʪ ʜʘʥʥʳʭ) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ 

ʧʨʦʛʨʘʤʤʳ. 

ʈʝʛʠʩʪʨ SS (Stack Segment ï ʩʝʛʤʝʥʪ ʩʪʝʢʘ) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʩʝʛʤʝʥʪʘ 

ʩʪʝʢʘ. 

ʈʝʛʠʩʪʨ ES ï (Extra Segment) ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʨʝʛʠʩʪʨ, ʦʥ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʚ ʩʝʙʝ 

ʘʜʨʝʩ ʣʶʙʦʛʦ ʩʝʛʤʝʥʪʘ (ʥʘʧʨʠʤʝʨ, ʚʠʜʝʦʙʫʬʝʨʘ). 

ɼʣʷ ʧʨʠʤʝʨʘ ʧʦʧʨʦʙʫʝʤ ʟʘʧʠʩʘʪʴ ʚ ʨʝʛʠʩʪʨ ES ʘʜʨʝʩ ʩʝʛʤʝʥʪʘ 0020: MOV ES, 

0020h ɺʨʦʜʝ ʙʳ ʚʩʸ ʧʨʦʩʪʦ, ʥʦ ʟʘʧʠʩʴ ʣʶʙʦʛʦ ʯʠʩʣʘ ʥʘʧʨʷʤʫʶ ʚ ʩʝʛʤʝʥʪʥʳʝ ʨʝʛʠʩʪʨʳ 

ʟʘʧʨʝʱʝʥʘ. ʇʦʵʪʦʤʫ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ 2 ʢʦʤʘʥʜʳ: MOV AX, 0020h ʠ MOV ES, AX. ʊʦ 

ʝʩʪʴ ʩʥʘʯʘʣʘ ʟʘʧʠʩʳʚʘʝʤ ʩʝʛʤʝʥʪ ʚ ʨʝʛʠʩʪʨ ɸʍ, ʘ ʪʦʣʴʢʦ ʧʦʪʦʤ ʤʦʞʥʦ ʟʘʧʠʩʘʪʴ 

ʩʦʜʝʨʞʠʤʦʝ ɸʍ ʚ ʩʝʛʤʝʥʪʥʳʡ ʨʝʛʠʩʪʨ. 

ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʙʘʡʪʦʚʦʡ ʠ ʩʣʦʚʝʩʥʦʡ ʘʜʨʝʩʘʮʠʠ 

ʇʫʩʪʴ 16-ʨʘʟʨʷʜʥʘʷ ʷʯʝʡʢʘ ʧʘʤʷʪʠ ʠʤʝʝʪ ʘʜʨʝʩ 23420, ʠ ʚ ʥʝʡ ʭʨʘʥʠʪʩʷ ʢʦʜ 2ɸ5ɽ. 

ʇʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʷʯʝʡʢʝ ʧʘʤʷʪʠ ʨʘʟʤʝʨʦʤ ʩ ʮʝʣʦʝ ʤʘʰʠʥʥʦʝ ʩʣʦʚʦ (ʩ ʩʦʜʝʨʞʠʤʳʤ 

2ɸ5ɽ) ʧʨʦʮʝʩʩʦʨ ʚʳʩʪʘʚʣʷʝʪ ʘʜʨʝʩ 23420, ʧʦʩʣʝ ʯʝʛʦ ʧʦʤʝʱʘʝʪ ʵʪʫ ʞʝ ʷʯʝʡʢʫ ʩʝʙʝ ʚ 

ʨʝʛʠʩʪʨ.  

ʇʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʤʣʘʜʰʝʤʫ ʙʘʡʪʫ ʵʪʦʡ ʷʯʝʡʢʠ (ʩ ʩʦʜʝʨʞʠʤʳʤ 5ɽ) ʧʨʦʮʝʩʩʦʨ 

ʚʳʩʪʘʚʣʷʝʪ ʪʦʪ ʞʝ ʩʘʤʳʡ ʘʜʨʝʩ 23420, ʥʦ ʠʩʧʦʣʴʟʫʝʪ ʢʦʤʘʥʜʫ, ʘʜʨʝʩʫʶʱʫʶ ʙʘʡʪ, ʘ ʥʝ 

ʩʣʦʚʦ. ʇʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʩʪʘʨʰʝʤʫ ʙʘʡʪʫ ʵʪʦʡ ʞʝ ʷʯʝʡʢʠ (ʩ ʩʦʜʝʨʞʠʤʳʤ 2ɸ) ʧʨʦʮʝʩʩʦʨ 

ʚʳʩʪʘʚʣʷʝʪ ʘʜʨʝʩ 23421 ʠ ʠʩʧʦʣʴʟʫʝʪ ʢʦʤʘʥʜʫ, ʘʜʨʝʩʫʶʱʫʶ ʙʘʡʪ. ʉʣʝʜʫʶʱʘʷ ʧʦ ʧʦʨʷʜʢʫ 

16-ʨʘʟʨʷʜʥʘʷ ʷʯʝʡʢʘ ʧʘʤʷʪʠ ʩ ʩʦʜʝʨʞʠʤʳʤ 487F ʙʫʜʝʪ ʠʤʝʪʴ ʘʜʨʝʩ 23422, ʪʦ ʝʩʪʴ ʦʧʷʪʴ 

ʞʝ ʯʝʪʥʳʡ. ɽʝ ʙʘʡʪʳ ʙʫʜʫʪ ʠʤʝʪʴ ʘʜʨʝʩʘ 23422 ʠ 23423. 



-20- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʕʪʦʪ ʩʧʦʩʦʙ ʘʜʨʝʩʘʮʠʠ ʧʘʤʷʪʠ ʧʨʠʤʝʥʷʝʪʩʷ, ʢʘʢ ʥʠ ʩʪʨʘʥʥʦ, ʚ ʧʨʦʮʝʩʩʦʨʘʭ, 

ʨʘʟʨʘʙʦʪʘʥʥʳʭ ʥʘ ʘʨʭʠʪʝʢʪʫʨʝ x86 ʠ ARM. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʛʨʘʤʤʠʩʪʘʤ ʵʬʬʝʢʪʠʚʥʦ 

ʨʘʙʦʪʘʪʴ ʩ ʧʘʤʷʪʴʶ ʥʘ ʥʠʟʢʦʤ ʫʨʦʚʥʝ 

 

 
ʈʠʩʫʥʦʢ 5. ɸʜʨʝʩʘʮʠʷ ʙʘʡʪʦʚ ʠ ʩʣʦʚ. 

 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ʚʠʨʪʫʘʣʴʥʘʷ ʧʘʤʷʪʴ ʚ ʩʦʚʨʝʤʝʥʥʳʭ ʧʨʦʮʝʩʩʦʨʘʭ ʦʩʥʦʚʘʥʘ ʥʘ 

ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʠ. ʂʘʞʜʳʡ ʧʨʦʮʝʩʩ ʧʦʣʫʯʘʝʪ ʩʚʦʸ ʘʜʨʝʩʥʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ, ʛʜʝ ʙʘʡʪʳ 

ʘʜʨʝʩʫʶʪʩʷ ʠʥʜʠʚʠʜʫʘʣʴʥʦ. 

ɺ ʪʦʤ ʯʠʩʣʝ ʢʵʰ-ʧʘʤʷʪʴ ʚ ʧʨʦʮʝʩʩʦʨʘʭ ʨʘʙʦʪʘʝʪ ʩ ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʝʡ, ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʳʤ ʜʘʥʥʳʤ. ʕʪʦ ʟʥʘʯʠʪʝʣʴʥʦ 

ʫʚʝʣʠʯʠʚʘʝʪ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʠʩʪʝʤʳ. 

ɿʥʘʯʝʥʠʝ ʧʦʥʠʤʘʥʠʷ ʨʘʙʦʪʳ ʨʝʛʠʩʪʨʦʚ ʩ ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʝʡ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, 

ʠʥʞʝʥʝʨʦʚ ʠ ʧʨʦʛʨʘʤʤʠʩʪʦʚ 

ʄʥʝ ʢʘʞʝʪʩʷ, ʯʪʦ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʩʣʝʜʫʶʱʠʝ ʘʩʧʝʢʪʳ ʧʦ ʵʪʦʤʫ ʧʦʚʦʜʫ: 

1. ʆʧʪʠʤʠʟʘʮʠʷ ʥʘ ʙʣʘʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ɿʥʘʥʠʝ ʦ ʪʦʤ, ʢʘʢ ʧʨʦʮʝʩʩʦʨ 

ʫʧʨʘʚʣʷʝʪ ʨʝʛʠʩʪʨʘʤʠ ʠ ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʝʡ, ʧʦʤʦʞʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ 

ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʢʦʜ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

ʕʪʦ ʫʞʝ ʥʝ ʛʦʚʦʨʷ ʦʙ ʦʧʪʠʤʠʟʘʮʠʠ ʠʩʧʦʣʥʷʝʤʦʛʦ ʢʦʜʘ ʩ ʫʯʸʪʦʤ 

ʦʩʦʙʝʥʥʦʩʪʝʡ ʘʨʭʠʪʝʢʪʫʨʳ ʪʦʛʦ ʠʣʠ ʠʥʦʛʦ ʧʨʦʮʝʩʩʦʨʘ, ʥʦ ʪʦʣʴʢʦ ʜʣʷ 

ʵʪʦʛʦ ʪʨʝʙʫʶʪʩʷ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʝ ʢʘʜʨʳ. 

2. ʋʩʪʨʘʥʝʥʠʝ ʦʰʠʙʦʢ. ʇʦʥʠʤʘʥʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʨʝʛʠʩʪʨʦʚ ʠ ʘʜʨʝʩʘʮʠʠ 

ʧʦʤʦʛʘʝʪ ʚ ʚʳʷʚʣʝʥʠʠ ʠ ʫʩʪʨʘʥʝʥʠʠ ʦʰʠʙʦʢ, ʩʚʷʟʘʥʥʳʭ ʩ ʜʦʩʪʫʧʦʤ ʢ 

ʧʘʤʷʪʠ, ʥʘʧʨʠʤʝʨ ʧʝʨʝʧʦʣʥʝʥʠʝ. ʊʦ ʝʩʪʴ ʢʦʛʜʘ ʯʠʩʣʦ ʙʘʥʘʣʴʥʦ ʥʝ 

ʧʦʤʝʱʘʝʪʩʷ ʚ ʨʝʛʠʩʪʨ, ʪʘʢʦʝ ʙʳʚʘʝʪ ʣʠʙʦ ʧʨʠ ʩʫʤʤʝ ʜʚʫʭ ʙʦʣʴʰʠʭ 

ʧʦʣʦʞʠʪʝʣʴʥʳʭ ʯʠʩʝʣ, ʣʠʙʦ ʧʨʠ ʚʳʯʠʪʘʥʠʠ ʜʚʫʭ ʙʦʣʴʰʠʭ 

ʦʪʨʠʮʘʪʝʣʴʥʳʭ ʯʠʩʝʣ.  

3. ɹʝʟʦʧʘʩʥʦʩʪʴ. ʆʩʦʟʥʘʥʠʝ ʪʦʛʦ, ʢʘʢ ʜʘʥʥʳʝ ʘʜʨʝʩʫʶʪʩʷ ʥʘ ʫʨʦʚʥʝ 

ʨʝʛʠʩʪʨʦʚ, ʧʦʟʚʦʣʷʝʪ ʣʫʯʰʝ ʧʨʦʝʢʪʠʨʦʚʘʪʴ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʟʘʱʠʱʘʪʴ ʧʨʠʣʦʞʝʥʠʷ ʦʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʪʘʢʠʭ ʢʘʢ ʘʪʘʢʠ 

ʯʝʨʝʟ ʧʘʤʷʪʴ. 

ʂʨʘʪʢʠʡ ʦʙʟʦʨ ʢʣʶʯʝʚʳʭ ʤʦʤʝʥʪʦʚ ʩʪʘʪʴʠ 

ʈʝʛʠʩʪʨʳ ʧʨʦʮʝʩʩʦʨʘ ʵʚʦʣʶʮʠʦʥʠʨʦʚʘʣʠ ʦʪ ʧʨʦʩʪʳʭ ʚʨʝʤʝʥʥʳʭ ʭʨʘʥʠʣʠʱ ʜʦ 

ʩʣʦʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʚʳʩʦʢʫʶ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ 

ʩʠʩʪʝʤ. 

ʈʝʛʠʩʪʨʳ ð ʷʯʝʡʢʠ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʦʨʘ ʩ ʦʯʝʥʴ ʙʳʩʪʨʦʡ ʩʢʦʨʦʩʪʴʶ ʜʦʩʪʫʧʘ, 

ʢʦʪʦʨʳʝ ʨʘʩʧʦʣʦʞʝʥʳ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʥʸʤ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -21- 

 

ʈʝʛʠʩʪʨʳ ʥʫʞʥʳ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʠ ʧʨʦʤʝʞʫʪʦʯʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ 

ʚʳʯʠʩʣʝʥʠʡ, ʧʝʨʝʤʝʥʥʳʭ, ʧʘʨʘʤʝʪʨʦʚ, ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʩʪʦʷʥʠʷ ʧʨʦʮʝʩʩʦʨʘ ʠ ʧʦʜʦʙʥʳʭ 

ʟʘʜʘʯ. 

ɹʘʡʪʦʚʘʷ ʘʜʨʝʩʘʮʠʷ ʵʪʦ ʪʘʢʦʡ ʩʧʦʩʦʙ ʘʜʨʝʩʘʮʠʠ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʧʨʦʮʝʩʩʦʨ 

ʤʦʞʝʪ ʦʙʨʘʱʘʪʴʩʷ ʢ ʦʪʜʝʣʴʥʦʡ ʷʯʝʡʢʠ ʧʘʤʷʪʠ ʩʦ ʩʚʦʠʤ ʫʥʠʢʘʣʴʥʳʤ ʘʜʨʝʩʦʤ. ʉʣʦʚʝʩʥʘʷ 

ʘʜʨʝʩʘʮʠʷ ð ʧʨʦʮʝʩʩʦʨ ʪʘʢʞʝ ʦʙʨʘʱʘʝʪʩʷ ʢ ʧʘʤʷʪʠ, ʥʦ ʷʯʝʡʢʘ ʨʘʟʤʝʨʦʤ ʩ ʤʘʰʠʥʥʦʝ 

ʩʣʦʚʦ. 

ʈʝʛʠʩʪʨʳ ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʜʚʝ ʛʨʫʧʧʳ: ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ (GPR (General 

Purpose Registers) ʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʥʘʟʥʘʯʝʥʠʷ (Special Purpose Registers). 

ɿʥʘʯʝʥʠʝ ʧʦʥʠʤʘʥʠʷ ʨʘʙʦʪʳ ʨʝʛʠʩʪʨʦʚ ʩ ʙʘʡʪʦʚʦʡ ʘʜʨʝʩʘʮʠʝʡ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, 

ʠʥʞʝʥʝʨʦʚ ʠ ʧʨʦʛʨʤʘʠʠʩʪʦʚ, ʧʦ ʤʦʝʤʫ ʤʥʝʥʠʶ, ʩʧʦʩʦʙʩʪʚʫʝʪ ʫʚʝʣʠʯʝʥʠʶ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʦʮʝʩʩʦʨʘ, ʝʛʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʠʥʠʤʠʟʘʮʠʠ ʢʦʣʠʯʝʩʪʚʘ ʦʰʠʙʦʢ ʚ 

ʠʩʧʦʣʥʝʥʠʠ ʢʦʜʘ.  

ɺ ʵʪʦʡ ʩʪʘʪʴʝ ʤʳ ʩʤʦʛʣʠ ʨʘʟʦʙʨʘʪʴʩʷ ʚ ʦʧʨʝʜʝʣʝʥʠʠ ʨʝʛʠʩʪʨʦʚ ʠ ʠʭ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʙʘʡʪʦʚʦʡ ʠ ʩʣʦʚʝʩʥʦʡ ʘʜʨʝʩʘʮʠʝʡ, ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ ʧʝʨʚʦʛʦ 

ʠ ʚʪʦʨʦʛʦ ʩʧʦʩʦʙʘ ʦʙʨʘʱʝʥʠʷ ʢ ʜʘʥʥʳʤ. ʄʳ ʨʘʩʩʤʦʪʨʝʣʠ ʪʠʧʳ ʨʝʛʠʩʪʨʦʚ, ʠʭ ʧʨʠʥʮʠʧ 

ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʠʟ ʥʠʭ ʥʘ ʧʨʦʩʪʳʭ ʜʣʷ ʚʦʩʧʨʠʷʪʠʷ ʧʨʠʤʝʨʘʭ. ʇʦʤʠʤʦ ʵʪʦʛʦ, ʢʦʥʝʯʥʦ 

ʞʝ, ʚʳʷʚʠʣʠ ʚʘʞʥʦʩʪʴ ʧʦʥʠʤʘʥʠʷ ʨʘʙʦʪʳ ʨʝʛʠʩʪʨʦʚ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, ʠʥʞʝʥʝʨʦʚ ʠ 

ʧʨʦʛʨʘʤʤʠʩʪʦʚ. 
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ɸʥʥʦʪʘʮʠʷ 

ʉʪʘʪʴʷ ʧʦʩʚʷʱʝʥʘ ʚʦʧʨʦʩʘʤ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʨʝʰʝʥʠʡ ʧʦ ʫʧʨʘʚʣʝʥʠʶ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴʶ ʧʨʝʜʧʨʠʷʪʠʷ. ʆʧʠʩʘʥʘ ʘʢʪʫʘʣʴʥʦʩʪʴ ʟʘʜʘʯʠ ʠ ʝʝ ʨʝʘʣʠʟʘʮʠʷ ʥʘ 

ʷʟʳʢʝ C# ʚ ʩʨʝʜʝ ʨʘʟʨʘʙʦʪʢʠ Visual Studio. ʇʨʠʢʣʘʜʥʦʝ ʨʝʰʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʧʨʦʠʟʚʦʜʠʪʴ 

ʨʘʩʯʝʪ ʠ ʘʥʘʣʠʟ ʬʠʥʘʥʩʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʠ ʧʦʢʘʟʘʪʝʣʝʡ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ; ʥʘ 

ʦʩʥʦʚʝ ʰʢʘʣʳ ʀ. ɸʥʩʦʬʬʘ ʦʧʨʝʜʝʣʷʪʴ ʢʦʣʠʯʝʩʪʚʝʥʥʫʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʫʨʦʚʥʷ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʥʘ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʠ ʚ ʜʠʥʘʤʠʢʝ; ʬʦʨʤʠʨʦʚʘʪʴ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʣʫʯʰʝʥʠʶ ʬʠʥʘʥʩʦʚʦʛʦ ʩʦʩʪʦʷʥʠʷ ʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: Visual Studio, ʘʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ, C#, ʠʥʪʝʛʨʘʣʴʥʳʡ 

ʧʦʢʘʟʘʪʝʣʴ, ʢʦʵʬʬʠʮʠʝʥʪʳ ʣʠʢʚʠʜʥʦʩʪʠ, ʢʦʵʬʬʠʮʠʝʥʪʳ ʧʣʘʪʸʞʝʩʧʦʩʦʙʥʦʩʪʠ, 

ʙʫʭʛʘʣʪʝʨʩʢʠʡ ʙʘʣʘʥʩ. 

 

Abstract  

The article is devoted to the issues of automation of decisions on management of 

enterprise competitiveness. The relevance of the task and its implementation in the C# language 

in the Visual Studio development environment are described. The applied solution allows to 

calculate and analyze financial indicators and competitiveness indicators; to determine the 
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https://megavtogal.com/komplektuyuschie/chto-hranitsya-v-registre-sostoyaniya-processora.html
https://alfacasting.ru/faq/registry-mikroprocessora-osnovnye-principy-i-funkcii
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quantitative characteristic of the level of competitiveness of the enterprise at the current moment 

and in dynamics based on the I. Ansoff scale; to form recommendations for improving the 

financial condition and competitiveness. 

Keywords: Visual Studio, competitiveness analysis, C#, integral indicator, liquidity 

ratios, solvency ratios Balance sheet. 

 

ʆʮʝʥʢʘ ʠ ʘʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʷʚʣʷʝʪʩʷ ʚʘʞʥʦʡ ʟʘʜʘʯʝʡ 

ʜʣʷ ʝʛʦ ʫʩʧʝʰʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʂʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴ ʧʨʝʜʧʨʠʷʪʠʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʝʛʦ 

ʩʧʦʩʦʙʥʦʩʪʴʶ ʵʬʬʝʢʪʠʚʥʦ ʢʦʥʢʫʨʠʨʦʚʘʪʴ ʥʘ ʨʳʥʢʝ, ʧʨʠʚʣʝʢʘʪʴ ʢʣʠʝʥʪʦʚ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ 

ʩʝʙʝ ʧʨʠʙʳʣʴ. 

ʂʦʥʢʫʨʝʥʮʠʷ ï (ʦʪ ʣʘʪ. ʩʪʘʣʢʠʚʘʪʴʩʷ) ï ʙʦʨʴʙʘ ʥʝʟʘʚʠʩʠʤʳʭ ʵʢʦʥʦʤʠʯʝʩʢʠʭ 

ʩʫʙʲʝʢʪʦʚ ʟʘ ʦʛʨʘʥʠʯʝʥʥʳʝ ʵʢʦʥʦʤʠʯʝʩʢʠʝ ʨʝʩʫʨʩʳ. ʕʪʦ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʧʨʦʮʝʩʩ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩʫʙʲʝʢʪʦʚ ʨʳʥʢʘ ʩ ʮʝʣʴʶ ʦʙʝʩʧʝʯʝʥʠʷ ʚʦʟʤʦʞʥʦʩʪʝʡ ʩʙʳʪʘ ʧʨʦʜʫʢʮʠʠ 

(ʫʩʣʫʛ), ʫʜʦʚʣʝʪʚʦʨʷʷ ʧʦʪʨʝʙʥʦʩʪʷʤ ʧʦʪʨʝʙʠʪʝʣʝʡ. 

ɺʳʜʝʣʷʶʪ ʨʘʟʣʠʯʥʳʝ ʚʠʜʳ ʢʦʥʢʫʨʝʥʮʠʠ ʠʩʭʦʜʷ ʠʟ ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʦʛʦ ʧʨʠʟʥʘʢʘ: 

ʩʦʚʝʨʰʝʥʥʘʷ, ʥʝʩʦʚʝʨʰʝʥʥʘʷ, ʨʝʛʫʣʠʨʫʶʱʘʷ (ʧʦ ʩʦʩʪʦʷʥʠʶ ʨʳʥʢʘ); ʮʝʥʦʚʘʷ, ʥʝʮʝʥʦʚʘʷ 

(ʧʦ ʩʧʦʩʦʙʘʤ ʩʦʧʝʨʥʠʯʝʩʪʚʘ) ʠ ʜʨ.  

ʉʫʱʝʩʪʚʫʶʪ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʭʦʜʦʚ ʢ ʦʮʝʥʢʝ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ. 

ʇʨʠ ʨʘʩʩʤʦʪʨʝʥʠʠ ʚʦʧʨʦʩʘ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚʳʜʝʣʷʶʪ ʜʚʝ ʟʘʜʘʯʠ ï ʵʪʦ ʦʮʝʥʢʘ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʪʦʚʘʨʘ, ʧʨʦʜʫʢʮʠʠ ʠʣʠ ʫʩʣʫʛʠ ʠ ʟʘʜʘʯʘ ʢʦʤʧʣʝʢʩʥʦʡ ʦʮʝʥʢʠ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ.  

ɺ ʨʝʰʝʥʠʠ ʧʝʨʚʦʡ ʟʘʜʘʯʠ ʵʢʦʥʦʤʠʩʪʘʤʠ ʨʘʟʨʘʙʦʪʘʥʳ ʨʘʟʣʠʯʥʳʝ ʧʨʘʢʪʠʯʝʩʢʠʝ 

ʤʝʪʦʜʠʢʠ ʦʮʝʥʢʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠʜʝʥʪʠʯʥʳʭ ʪʦʚʘʨʦʚ ʠ ʫʩʣʫʛ. ɺ ʨʝʰʝʥʠʠ ʚʪʦʨʦʡ 

ʟʘʜʘʯʠ ʪʘʢʞʝ ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʧʦʜʭʦʜʦʚ, ʦʜʥʘʢʦ ʦʙʱʝʧʨʠʟʥʘʥʥʦʡ ʢʦʤʧʣʝʢʩʥʦʡ 

ʦʮʝʥʢʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʵʢʦʥʦʤʠʩʪʘʤʠ ʥʝ ʚʳʨʘʙʦʪʘʥʦ. ɺʥʫʪʨʝʥʥʠʝ 

ʢʦʥʢʫʨʝʥʪʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ, ʦʧʨʝʜʝʣʷʶʱʠʝ ʨʳʥʦʯʥʳʝ ʧʦʟʠʮʠʠ ʭʦʟʷʡʩʪʚʫʶʱʝʛʦ 

ʩʫʙʲʝʢʪʘ, ʦʧʨʝʜʝʣʷʶʪʩʷ ʧʦ ʪʘʢʠʤ ʘʩʧʝʢʪʘʤ ʢʘʢ: ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴ ʪʦʚʘʨʘ (ʫʩʣʫʛʠ); 

ʬʠʥʘʥʩʦʚʦʝ ʩʦʩʪʦʷʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ; ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʤʘʨʢʝʪʠʥʛʦʚʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ; 

ʨʝʥʪʘʙʝʣʴʥʦʩʪʴ ʧʨʦʜʘʞ; ʠʤʠʜʞ (ʤʘʨʦʯʥʳʡ ʢʘʧʠʪʘʣ) ʧʨʝʜʧʨʠʷʪʠʷ; ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʤʝʥʝʜʞʤʝʥʪʘ.  

ɸʢʪʫʘʣʴʥʦʩʪʴ ʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʚʝʜʝʥʠʷ ʦʮʝʥʢʠ ʠ ʘʥʘʣʠʟʘ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʡ ʦʯʝʚʠʜʥʘ, ʪʘʢ ʢʘʢ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ 

ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ ʧʝʨʝʜ ʢʦʥʢʫʨʝʥʪʘʤʠ, ʚʳʨʘʙʦʪʘʪʴ ʫʩʧʝʰʥʫʶ ʩʪʨʘʪʝʛʠʶ 

ʧʦʜʜʝʨʞʘʥʠʷ ʢʦʥʢʫʨʝʥʪʥʦʛʦ ʧʨʝʠʤʫʱʝʩʪʚʘ.  

ʀʩʧʦʣʴʟʫʷ ʮʠʬʨʦʚʳʝ ʧʦʜʭʦʜʳ ʠ ʘʚʪʦʤʘʪʠʟʠʨʫʷ ʟʘʜʘʯʫ ʦʮʝʥʢʠ ʠ ʘʥʘʣʠʟʘ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ ʧʨʦʛʨʘʤʤʥʦʝ ʩʨʝʜʩʪʚʦ ʥʘ ʷʟʳʢʝ C# ʚ 

ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʦʡ ʩʨʝʜʝ ʨʘʟʨʘʙʦʪʢʠ MS Visual Studio. 

MS Visual Studio - ʵʪʦ ʢʦʤʧʣʝʢʩʥʘʷ ʠʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʩʨʝʜʘ ʨʘʟʨʘʙʦʪʢʠ (IDE), 

ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʦʡ ʩʨʝʜʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, ʦʪʥʦʩʠʪʩʷ ʢ ʩʚʦʙʦʜʥʦ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʦʤʫ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ.   

ʆʩʥʦʚʥʳʤ ʠ ʩʘʤʳʤ ʜʦʩʪʫʧʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʥʘʣʠʟʘ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʷʚʣʷʝʪʩʷ ʝʝ ʙʫʭʛʘʣʪʝʨʩʢʠʡ ʙʘʣʘʥʩ. 

ʈʘʟʨʘʙʦʪʘʥʥʦʝ ʧʨʠʢʣʘʜʥʦʝ ʨʝʰʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʟʘʛʨʫʞʘʪʴ ʜʘʥʥʳʝ ʙʫʭʛʘʣʪʝʨʩʢʦʛʦ 

ʙʘʣʘʥʩʘ ʠʟ ʧʘʢʝʪʘ MS Excel, ʧʨʦʠʟʚʦʜʠʪʴ ʨʘʩʯʝʪ ʠ ʘʥʘʣʠʟ ʬʠʥʘʥʩʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʠ 

ʧʦʢʘʟʘʪʝʣʝʡ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ. 

ɿʘʛʨʫʞʝʥʥʳʝ ʜʘʥʥʳʝ ʙʫʭʛʘʣʪʝʨʩʢʦʛʦ ʙʘʣʘʥʩʘ ʠʟ ʧʘʢʝʪʘ MS Excel ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ 

ʨʠʩʫʥʢʝ 1. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -23- 

 

 
ʈʠʩʫʥʦʢ 1. ɿʘʛʨʫʞʝʥʥʳʝ ʠʟ ʧʘʢʝʪʘ MS Excel ʜʘʥʥʳʝ ʙʫʭʛʘʣʪʝʨʩʢʦʛʦ ʙʘʣʘʥʩʘ. 

 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʥʘʣʠʟʘ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʥʘ ʧʝʨʚʦʤ ʵʪʘʧʝ 

ʧʨʦʠʟʚʦʜʠʪʩʷ ʬʠʥʘʥʩʦʚʳʡ ʘʥʘʣʠʟ, ʘ ʠʤʝʥʥʦ, ʨʘʩʯʝʪ ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʣʠʢʚʠʜʥʦʩʪʠ ʠ 

ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʧʣʘʪʸʞʝʩʧʦʩʦʙʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʦʪʨʘʞʘʶʪ ʩʧʦʩʦʙʥʦʩʪʴ ʢʦʤʧʘʥʠʠ ʧʦʛʘʰʘʪʴ 

ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʚ ʢʨʘʪʢʦʩʨʦʯʥʦʡ ʠ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ ʟʘ ʩʯʝʪ ʩʚʦʠʭ ʘʢʪʠʚʦʚ, ʘ 

ʪʘʢʞʝ ʩʦʦʪʥʦʰʝʥʠʝ ʩʦʙʩʪʚʝʥʥʳʭ ʠ ʟʘʝʤʥʳʭ ʩʨʝʜʩʪʚ, ʭʘʨʘʢʪʝʨʠʟʫʶʪ ʵʢʦʥʦʤʠʯʝʩʢʫʶ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʧʨʝʜʧʨʠʷʪʠʷ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʠʥʪʝʨʧʨʝʪʘʮʠʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʬʠʥʘʥʩʦʚʦʛʦ ʘʥʘʣʠʟʘ ʧʨʠʚʝʜʝʥʦ ʚ ʩʪʘʪʴʝ ʘʚʪʦʨʘ çɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ 

ʘʥʘʣʠʟ ʬʠʥʘʥʩʦʚʦʛʦ ʩʦʩʪʦʷʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠè.   

ʈʝʟʫʣʴʪʘʪʳ ʨʘʩʯʸʪʘ ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʧʣʘʪʸʞʝʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 

2. 

 
ʈʠʩʫʥʦʢ 2. ʈʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʧʣʘʪʸʞʝʩʧʦʩʦʙʥʦʩʪʠ. 

 

ʅʘ ʚʪʦʨʦʤ ʵʪʘʧʝ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥ ʨʘʩʯʝʪ ʠʥʪʝʛʨʘʣʴʥʦʛʦ ʧʦʢʘʟʘʪʝʣʷ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʬʦʨʤʫʣʳ: 

 
ʛʜʝ: ὙὭὮ ï ʠʥʪʝʛʨʘʣʴʥʳʡ ʧʦʢʘʟʘʪʝʣʴ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ ʨʳʥʢʘ ʠ 

ʧʨʝʜʧʨʠʷʪʠʷ-ʵʪʘʣʦʥʘ; 

ɸ1, ɸ2, ɸ3, é, ɸij ï ʝʜʠʥʠʯʥʳʝ ʧʦʢʘʟʘʪʝʣʠ ʦʮʝʥʢʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ 

ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ ʨʳʥʢʘ ʠ ʧʨʝʜʧʨʠʷʪʠʷ-ʵʪʘʣʦʥʘ. 

ʊʘʢ ʢʘʢ ʚʝʣʠʯʠʥʘ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʦʪʥʦʩʠʪʝʣʴʥʳʤ ʧʦʢʘʟʘʪʝʣʝʤ, 

ʪ.ʝ. ʥʝʦʙʭʦʜʠʤʦ ʩʨʘʚʥʝʥʠʝ ʠʟʫʯʘʝʤʦʛʦ ʦʙʲʝʢʪʘ (ʩʫʙʲʝʢʪʘ) ʩ ʢʦʥʢʫʨʠʨʫʶʱʠʤ, ʪʦ 

ʚʳʙʠʨʘʝʪʩʷ ʦʙʲʝʢʪ ʵʪʘʣʦʥ ʚ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʡ ʦʪʨʘʩʣʠ. ʅʘ ʦʩʥʦʚʝ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ 

ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ ʫʨʦʚʝʥʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠʟ ʩʦʦʪʥʦʰʝʥʠʷ ʧʦʣʫʯʝʥʥʦʛʦ 



-24- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʠʥʪʝʛʨʘʣʴʥʦʛʦ ʧʦʢʘʟʘʪʝʣʷ ʘʥʘʣʠʟʠʨʫʝʤʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʧʨʠʥʷʪʦʛʦ ʟʘ 

ʵʪʘʣʦʥ.  

ʅʘ ʩʣʝʜʫʶʱʝʤ ʵʪʘʧʝ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʣʠʯʝʩʪʚʝʥʥʘʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʫʨʦʚʥʷ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦ ʰʢʘʣʝ ʀ. ɸʥʩʦʬʬʘ: 

- 0 Ò K Ò 0,4 ï ʥʝʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʳʡ (ʦʨʛʘʥʠʟʘʮʠʠ ʪʨʝʙʫʝʪʩʷ 

ʧʝʨʝʩʤʦʪʨʝʪʴ ʩʚʦʶ ʙʠʟʥʝʩ-ʩʪʨʘʪʝʛʠʶ); 

- 0,4 Ò K Ò 0,7 ï ʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʳʡ (ʥʝʦʙʭʦʜʠʤʦ ʨʘʩʰʠʨʝʥʠʝ ʨʳʥʢʦʚ 

ʩʙʳʪʘ, ʧʨʠʚʣʝʯʝʥʠʝ ʥʦʚʳʭ ʢʣʠʝʥʪʦʚ, ʫʣʫʯʰʝʥʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢ 

ʧʨʦʜʫʢʮʠʠ, ʦʧʪʠʤʠʟʘʮʠʷ ʙʠʟʥʝʩʘ);  

- 0,7 Ò K Ò 0,8 ï ʭʦʨʦʰʠʡ (ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʧʦʟʠʮʠʡ ʥʝʦʙʭʦʜʠʤʦ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʤʦʥʠʪʦʨʠʥʛ ʢʦʥʢʫʨʝʥʪʦʚ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʡ ʧʦʪʝʥʮʠʘʣ 

ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʦʩʪʘ);  

- 0,8 Ò K Ò 1,0 ï ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ (ʧʨʦʜʦʣʞʘʪʴ 

ʬʠʥʘʥʩʠʨʦʚʘʪʴ ʚ ʨʘʟʚʠʪʠʝ ʠ ʥʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʦʪʢʨʳʚʘʪʴ ʥʦʚʳʝ ʨʳʥʢʠ 

ʩʙʳʪʘ). 

ʈʝʟʫʣʴʪʠʨʫʶʱʘʷ ʵʢʨʘʥʥʘʷ ʬʦʨʤʘ ʧʨʦʛʨʘʤʤʳ, ʥʘ ʢʦʪʦʨʦʡ ʦʪʨʘʞʝʥʳ ʠʥʪʝʛʨʘʣʴʥʳʡ 

ʧʦʢʘʟʘʪʝʣʴ, ʫʨʦʚʝʥʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ, ʘʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ 

ʚ ʜʠʥʘʤʠʢʝ ʠ ʧʨʠʚʝʜʝʥʳ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʣʫʯʰʝʥʠʶ ʢʦʥʢʫʨʝʥʪʥʦʛʦ ʧʦʪʝʥʮʠʘʣʘ, 

ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ʈʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ. 

 

ʇʨʠʢʣʘʜʥʘʷ ʧʨʦʛʨʘʤʤʘ çɸʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷè, ʤʦʞʝʪ 

ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʘʚʪʦʥʦʤʥʦ, ʙʝʟ ʫʩʪʘʥʦʚʢʠ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ, ʧʦʟʚʦʣʷʝʪ:  

 ʟʘʛʨʫʞʘʪʴ ʠʟ ʪʘʙʣʠʯʥʦʛʦ ʨʝʜʘʢʪʦʨʘ ʧʦʢʘʟʘʪʝʣʠ ʙʫʭʛʘʣʪʝʨʩʢʦʛʦ ʙʘʣʘʥʩʘ; 

 ʚʳʯʠʩʣʷʪʴ ʢʦʵʬʬʠʮʠʝʥʪʳ ʣʠʢʚʠʜʥʦʩʪʠ ʠ ʧʣʘʪʸʞʝʩʧʦʩʦʙʥʦʩʪʠ; 

 ʚʳʯʠʩʣʷʪʴ ʠʥʪʝʛʨʘʣʴʥʳʡ ʧʦʢʘʟʘʪʝʣʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ; 

 ʦʧʨʝʜʝʣʷʪʴ ʢʦʵʬʬʠʮʠʝʥʪ ʫʨʦʚʥʷ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ; 

 ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴ ʫʨʦʚʝʥʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʩʦʛʣʘʩʥʦ ʰʢʘʣʝ ʀ. 

ɸʥʩʦʬʬʘ ʚ ʟʥʘʯʝʥʠʷ: ʥʝʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʳʡ, ʫʜʦʚʣʝʪʚʦʨʠʪʝʣʴʥʳʡ, 

ʭʦʨʦʰʠʡ, ʚʳʩʦʢʠʡ; 

 ʬʦʨʤʠʨʦʚʘʪʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʣʫʯʰʝʥʠʶ ʢʦʥʢʫʨʝʥʪʥʦʛʦ ʧʦʪʝʥʮʠʘʣʘ; 

 ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʠʟ ʟʘ ʪʝʢʫʱʠʡ ʧʝʨʠʦʜ ʠ ʚ ʜʠʥʘʤʠʢʝ. 

ʀʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʩʠʩʪʝʤʘ ʧʦʜʩʢʘʟʦʢ, ʨʘʩʰʠʬʨʦʚʢʘ ʟʥʘʯʝʥʠʡ 

ʢʦʵʬʬʠʮʠʝʥʪʦʚ ʠ ʧʦʢʘʟʘʪʝʣʝʡ (ʧʨʦʙʣʝʤʥʳʝ, ʚʳʭʦʜʷʱʠʝ ʟʘ ʛʨʘʥʠʮʳ ʥʦʨʤʳ, ʟʥʘʯʝʥʠʷ 

ʚʳʜʝʣʷʶʪʩʷ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ) ʧʦʟʚʦʣʷʶʪ ʵʬʬʝʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʢʣʘʜʥʦʝ ʨʝʰʝʥʠʝ 

ʣʶʙʳʤʠ ʣʠʮʘʤʠ, ʧʨʠʥʠʤʘʶʱʠʤʠ ʨʝʰʝʥʠʷ. 

ʂʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʡ, ʟʘʚʠʩʠʪ ʦʪ 

ʠʟʤʝʥʷʶʱʠʭʩʷ ʫʩʣʦʚʠʡ ʚʥʝʰʥʝʡ (ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʧʦʩʪʘʚʱʠʢʦʚ ʥʘ ʨʳʥʢʝ, ʧʨʦʜʚʠʞʝʥʠʝ 

ʘʥʘʣʦʛʠʯʥʳʭ ʪʦʚʘʨʦʚ ʩ ʣʫʯʰʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʢʦʥʢʫʨʝʥʪʘʤʠ, ʧʨʠʨʦʜʥʳʝ, 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -25- 

 

ʩʦʮʠʘʣʴʥʳʝ ʠ ʧʦʣʠʪʠʯʝʩʢʠʝ ʬʘʢʪʦʨʳ) ʠ ʚʥʫʪʨʝʥʥʝʡ ʩʨʝʜʳ ʦʨʛʘʥʠʟʘʮʠʠ (ʵʢʦʥʦʤʠʯʝʩʢʠʡ, 

ʢʘʜʨʦʚʳʡ, ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʡ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʧʦʪʝʥʮʠʘʣ), ʠʟʤʝʥʷʝʪʩʷ ʩʦ ʚʨʝʤʝʥʝʤ, 

ʧʦʵʪʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʢʣʘʜʥʦʛʦ ʨʝʰʝʥʠʝ ʘʢʪʫʘʣʴʥʦ ʠ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʠʦʜʠʯʝʩʢʠ.  

ʇʨʠʤʝʥʷʷ, ʧʨʠʢʣʘʜʥʫʶ ʧʨʦʛʨʘʤʤʫ çɸʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷè 

ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʢʦʥʢʫʨʝʥʪʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ, ʘ ʪʘʢʞʝ ʜʘʪʴ 

ʢʦʣʠʯʝʩʪʚʝʥʥʫʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʫʨʦʚʥʷ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʠ 

ʨʘʟʨʘʙʦʪʘʪʴ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʫʶ ʩʪʨʘʪʝʛʠʶ ʨʘʟʚʠʪʠʷ, ʦʧʨʝʜʝʣʠʪʴ ʜʦʣʶ ʥʘ ʨʳʥʢʝ ʠ 

ʦʙʝʩʧʝʯʠʪʴ ʫʩʪʦʡʯʠʚʦʝ ʨʘʟʚʠʪʠʝ. 

ʇʨʠʢʣʘʜʥʘʷ ʧʨʦʛʨʘʤʤʘ çɸʥʘʣʠʟ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷè ʤʦʞʝʪ 

ʙʳʪʴ ʜʦʨʘʙʦʪʘʥʘ, ʜʦʙʘʚʣʝʥʠʝʤ ʪʘʢʦʛʦ ʬʫʥʢʮʠʦʥʘʣʘ ʢʘʢ ʧʨʦʚʝʜʝʥʠʝ ʘʥʘʣʠʟʘ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʪʦʚʘʨʘ (ʫʩʣʫʛʠ), ʬʦʨʤʠʨʦʚʘʥʠʝ ʛʨʘʬʠʯʝʩʢʠʭ ʦʪʯʝʪʦʚ, ʧʨʦʚʝʜʝʥʠʝ 

ʬʘʢʪʦʨʥʦʛʦ ʘʥʘʣʠʟʘ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʠʩʧʦʣʴʟʫʷ ʮʠʬʨʦʚʳʝ ʧʦʜʭʦʜʳ ʢ ʦʮʝʥʢʝ ʠ ʘʥʘʣʠʟʫ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʨʫʢʦʚʦʜʩʪʚʦ ʩʤʦʞʝʪ ʙʳʩʪʨʦ ʠ ʦʙʲʝʢʪʠʚʥʦ ʦʮʝʥʠʪʴ 

ʬʠʥʘʥʩʦʚʦʝ ʧʦʣʦʞʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʪʝʢʫʱʝʝ ʧʦʣʦʞʝʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ ʥʘ ʨʳʥʢʝ, 

ʚʳʨʘʙʦʪʘʪʴ ʦʧʪʠʤʘʣʴʥʳʝ ʩʪʨʘʪʝʛʠʠ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʠʪʠʷ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʠʥʩʪʨʫʤʝʥʪʳ UEBA ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʫʱʥʦʩʪʝʡ, ʠʭ ʚʦʟʤʦʞʥʦʩʪʠ ʚ ʚʳʷʚʣʝʥʠʠ ʘʥʦʤʘʣʠʡ ʠ ʫʛʨʦʟ. ʆʧʠʩʘʥʳ 

ʠʥʪʝʛʨʘʮʠʠ ʩ SIEM ʩʠʩʪʝʤʘʤʠ ʠ ʧʨʠʤʝʨʳ ʨʝʰʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ Exabeam ʠ Splunk UBA, ʚ 

ʟʘʱʠʪʝ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: UEBA, ʘʥʘʣʠʟ ʧʦʚʝʜʝʥʠʷ, ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʘʥʦʤʘʣʠʠ, 

ʠʥʪʝʛʨʘʮʠʷ ʩ SIEM, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

 

Abstract 

The article discusses UEBA tools for analyzing user behavior and entities, their 

capabilities in detecting anomalies and threats. Integrations with SIEM systems and examples of 

solutions such as Exabeam and Splunk UBA in protecting corporate networks are described. 

Keywords: UEBA, behavior analysis, machine learning, anomalies, integration with 

SIEM, information security 

 

UEBA (User and Entity Behavior Analytics) ð ʵʪʦ ʢʘʪʝʛʦʨʠʷ ʨʝʰʝʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʧʦʚʝʜʝʥʯʝʩʢʠʡ ʘʥʘʣʠʟ ʠ ʤʝʪʦʜʳ ʤʘʰʠʥʥʦʛʦ 

ʦʙʫʯʝʥʠʷ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʘʥʦʤʘʣʠʡ ʠ ʫʛʨʦʟ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʪʨʘʜʠʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, 

ʦʩʥʦʚʘʥʥʳʭ ʥʘ ʧʨʘʚʠʣʘʭ ʠ ʩʠʛʥʘʪʫʨʘʭ, UEBA ʠʥʩʪʨʫʤʝʥʪʳ ʩʪʨʦʷʪ ʧʦʚʝʜʝʥʯʝʩʢʠʝ 



-26- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʧʨʦʬʠʣʠ ʥʘ ʦʩʥʦʚʝ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʠ ʘʥʘʣʠʟʠʨʫʶʪ ʦʪʢʣʦʥʝʥʠʷ ʦʪ ʥʦʨʤʘʣʴʥʦʛʦ 

ʧʦʚʝʜʝʥʠʷ. 

ʇʦʚʝʜʝʥʯʝʩʢʠʡ ʘʥʘʣʠʟ ʷʚʣʷʝʪʩʷ ʮʝʥʪʨʘʣʴʥʦʡ ʬʫʥʢʮʠʝʡ UEBA ʩʠʩʪʝʤ. ʆʥʠ 

ʩʦʟʜʘʶʪ ʧʦʚʝʜʝʥʯʝʩʢʠʝ ʧʨʦʬʠʣʠ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʫʱʥʦʩʪʠ ʚ ʩʝʪʠ ʥʘ ʦʩʥʦʚʝ 

ʠʭ ʪʠʧʠʯʥʦʛʦ ʧʦʚʝʜʝʥʠʷ. ʕʪʠ ʧʨʦʬʠʣʠ ʚʢʣʶʯʘʶʪ ʪʘʢʠʝ ʧʘʨʘʤʝʪʨʳ, ʢʘʢ ʚʨʝʤʷ ʠ ʯʘʩʪʦʪʘ 

ʚʭʦʜʦʚ ʚ ʩʠʩʪʝʤʫ, ʪʠʧʠʯʥʳʝ ʜʝʡʩʪʚʠʷ, ʛʝʦʛʨʘʬʠʯʝʩʢʦʝ ʧʦʣʦʞʝʥʠʝ, ʫʩʪʨʦʡʩʪʚʘ ʠ 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʠʣʦʞʝʥʠʷ. ʇʫʪʝʤ ʩʨʘʚʥʝʥʠʷ ʪʝʢʫʱʠʭ ʜʝʡʩʪʚʠʡ ʩ ʵʪʠʤʠ ʧʨʦʬʠʣʷʤʠ 

ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʚʳʷʚʠʪʴ ʘʥʦʤʘʣʠʠ. 

ɺʳʷʚʣʝʥʠʝ ʘʥʦʤʘʣʠʡ ʜʦʩʪʠʛʘʝʪʩʷ ʟʘ ʩʯʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʣʛʦʨʠʪʤʦʚ ʤʘʰʠʥʥʦʛʦ 

ʦʙʫʯʝʥʠʷ, ʢʦʪʦʨʳʝ ʘʥʘʣʠʟʠʨʫʶʪ ʦʪʢʣʦʥʝʥʠʷ ʦʪ ʥʦʨʤʘʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʳʡ ʦʙʳʯʥʦ ʨʘʙʦʪʘʝʪ ʩ ʦʧʨʝʜʝʣʸʥʥʳʤʠ ʬʘʡʣʘʤʠ ʚ ʨʘʙʦʯʝʝ ʚʨʝʤʷ, 

ʚʜʨʫʛ ʥʘʯʠʥʘʝʪ ʟʘʛʨʫʞʘʪʴ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʥʦʯʴʶ, ʩʠʩʪʝʤʘ ʨʘʩʧʦʟʥʘʝʪ ʵʪʦ ʢʘʢ 

ʘʥʦʤʘʣʠʶ ʠ ʩʦʟʜʘʝʪ ʦʧʦʚʝʱʝʥʠʝ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ. 

ʂʦʥʪʝʢʩʪʫʘʣʴʥʳʡ ʘʥʘʣʠʟ ʧʦʟʚʦʣʷʝʪ UEBA ʩʠʩʪʝʤʘʤ ʫʯʠʪʳʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ ʛʝʦʛʨʘʬʠʯʝʩʢʦʝ ʧʦʣʦʞʝʥʠʝ, ʪʠʧ ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʨʝʤʝʥʥʳʝ ʨʘʤʢʠ. ʕʪʦ 

ʧʦʤʦʛʘʝʪ ʙʦʣʝʝ ʪʦʯʥʦ ʦʮʝʥʠʪʴ, ʷʚʣʷʝʪʩʷ ʣʠ ʧʦʚʝʜʝʥʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʩʦʪʨʫʜʥʠʢ ʥʘʭʦʜʠʪʩʷ ʚ ʦʪʧʫʩʢʝ, ʥʦ ʝʛʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʨʝʩʫʨʩʘʤ, ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʟʥʘʢʦʤ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʀʥʪʝʛʨʘʮʠʷ ʩ ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ UEBA. 

ʀʥʩʪʨʫʤʝʥʪʳ UEBA ʯʘʩʪʦ ʠʥʪʝʛʨʠʨʫʶʪʩʷ ʩ SIEM ʩʠʩʪʝʤʘʤʠ, ʘʥʪʠʚʠʨʫʩʘʤʠ, ʩʠʩʪʝʤʘʤʠ 

ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʠ ʜʨʫʛʠʤʠ ʩʨʝʜʩʪʚʘʤʠ ʟʘʱʠʪʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʧʦʜʭʦʜʘ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʢʦʨʨʝʣʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠ 

ʙʦʣʝʝ ʪʦʯʥʦ ʚʳʷʚʣʷʪʴ ʠ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʫʛʨʦʟʳ. 

ʈʘʩʩʤʦʪʨʠʤ, ʢʘʢ UEBA ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʥʘ ʧʨʘʢʪʠʢʝ. ɺ ʢʨʫʧʥʦʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʚʥʝʜʨʝʥʘ UEBA ʩʠʩʪʝʤʘ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 

ʫʩʪʨʦʡʩʪʚ. ʉʠʩʪʝʤʘ ʩʪʨʦʠʪ ʧʦʚʝʜʝʥʯʝʩʢʠʝ ʧʨʦʬʠʣʠ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫʯʠʪʳʚʘʷ 

ʠʭ ʦʙʳʯʥʳʝ ʜʝʡʩʪʚʠʷ ʠ ʧʘʪʪʝʨʥʳ ʧʦʚʝʜʝʥʠʷ. 

ʉʠʩʪʝʤʘ ʩʦʙʠʨʘʝʪ ʜʘʥʥʳʝ ʦ ʜʝʡʩʪʚʠʷʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ, 

ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʡ. ʅʘ ʦʩʥʦʚʝ ʵʪʠʭ ʜʘʥʥʳʭ ʦʥʘ ʩʪʨʦʠʪ 

ʧʨʦʬʠʣʠ ʧʦʚʝʜʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʩʦʪʨʫʜʥʠʢ ʦʙʳʯʥʦ ʨʘʙʦʪʘʝʪ ʩ ʦʧʨʝʜʝʣʸʥʥʳʤʠ 

ʜʦʢʫʤʝʥʪʘʤʠ ʚ ʦʬʠʩʝ ʩ 9 ʜʦ 18 ʯʘʩʦʚ, ʵʪʠ ʜʝʡʩʪʚʠʷ ʬʠʢʩʠʨʫʶʪʩʷ ʢʘʢ ʥʦʨʤʘʣʴʥʳʝ. ɽʩʣʠ 

ʵʪʦʪ ʞʝ ʩʦʪʨʫʜʥʠʢ ʚʥʝʟʘʧʥʦ ʥʘʯʠʥʘʝʪ ʟʘʛʨʫʞʘʪʴ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʩ ʫʜʘʣʝʥʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ ʚ ʥʝʨʘʙʦʯʝʝ ʚʨʝʤʷ, ʩʠʩʪʝʤʘ ʨʘʩʧʦʟʥʘʝʪ ʵʪʦ ʢʘʢ ʘʥʦʤʘʣʠʶ. 

UEBA ʩʠʩʪʝʤʘ ʛʝʥʝʨʠʨʫʝʪ ʦʧʦʚʝʱʝʥʠʝ ʦ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʦʪʧʨʘʚʣʷʝʪ 

ʝʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ. ʀʥʪʝʛʨʘʮʠʷ ʩ SIEM 

ʩʠʩʪʝʤʦʡ ʧʦʟʚʦʣʷʝʪ ʩʦʧʦʩʪʘʚʠʪʴ ʵʪʠ ʜʘʥʥʳʝ ʩ ʜʨʫʛʠʤʠ ʩʦʙʳʪʠʷʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʥʝʫʜʘʯʥʳʝ 

ʧʦʧʳʪʢʠ ʚʭʦʜʘ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʠʩʪʝʤʳ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʙʦʣʝʝ ʪʦʯʥʦ 

ʦʮʝʥʠʪʴ ʩʠʪʫʘʮʠʶ. 

Exabeam ʠ Splunk UBA (User Behavior Analytics) ʷʚʣʷʶʪʩʷ ʧʨʠʤʝʨʘʤʠ ʧʦʧʫʣʷʨʥʳʭ 

UEBA ʨʝʰʝʥʠʡ. Exabeam, ʠʥʪʝʨʬʝʡʩ ʜʘʥʥʦʡ ʫʪʠʣʠʪʳ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 1, 

ʠʩʧʦʣʴʟʫʝʪ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʧʦʚʝʜʝʥʯʝʩʢʠʭ ʤʦʜʝʣʝʡ ʠ ʚʳʷʚʣʝʥʠʷ 

ʘʥʦʤʘʣʠʡ, ʦʙʝʩʧʝʯʠʚʘʷ ʛʣʫʙʦʢʠʡ ʘʥʘʣʠʟ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʨʘʩʩʣʝʜʦʚʘʥʠʡ 

ʠʥʮʠʜʝʥʪʦʚ. Splunk UBA ʪʘʢʞʝ ʧʨʠʤʝʥʷʝʪ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʤʦʜʝʣʠ 

ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʫʛʨʦʟ ʠ ʠʥʪʝʛʨʠʨʫʝʪʩʷ ʩ ʦʩʥʦʚʥʦʡ ʧʣʘʪʬʦʨʤʦʡ Splunk ʜʣʷ ʢʦʨʨʝʣʷʮʠʠ 

ʜʘʥʥʳʭ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 

Exabeam ʩʪʨʦʠʪ ʧʦʚʝʜʝʥʯʝʩʢʠʝ ʧʨʦʬʠʣʠ ʥʘ ʦʩʥʦʚʝ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʚʳʷʚʣʷʷ 

ʦʪʢʣʦʥʝʥʠʷ ʦʪ ʥʦʨʤʘʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ ʠ ʛʝʥʝʨʠʨʫʷ ʦʧʦʚʝʱʝʥʠʷ.  



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -27- 

 

Splunk UBA (User Behavior Analytics) ð ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʫʱʥʦʩʪʝʡ, ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚʳʷʚʣʷʪʴ ʠ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ 

ʫʛʨʦʟʳ. ʕʪʦʪ ʠʥʩʪʨʫʤʝʥʪ ʠʩʧʦʣʴʟʫʝʪ ʤʝʪʦʜʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʠ ʧʦʚʝʜʝʥʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʘʥʦʤʘʣʠʡ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʭ ʦ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ, ʠʥʩʘʡʜʝʨʩʢʠʭ ʫʛʨʦʟʘʭ ʠʣʠ ʜʨʫʛʠʭ ʪʠʧʘʭ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. 

ʀʥʪʝʨʬʝʡʩ Splunk UBA, ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 2, ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʢʣʶʯʝʚʳʝ 

ʤʝʪʨʠʢʠ, ʪʘʢʠʝ ʢʘʢ ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟ, ʘʥʦʤʘʣʠʡ, ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ 

ʘʥʦʤʘʣʴʥʳʤ ʧʦʚʝʜʝʥʠʝʤ, ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ. ʕʪʠ ʧʦʢʘʟʘʪʝʣʠ ʧʦʟʚʦʣʷʶʪ ʙʳʩʪʨʦ 

ʦʮʝʥʠʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʜʨʦʙʥʳʡ ʩʧʠʩʦʢ ʧʦʩʣʝʜʥʠʭ ʫʛʨʦʟ ʚʢʣʶʯʘʝʪ 

ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʠ ʚʨʝʤʷ ʦʙʥʘʨʫʞʝʥʠʷ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʧʨʠʦʨʠʪʠʟʠʨʦʚʘʪʴ ʨʝʘʛʠʨʦʚʘʥʠʝ. 

ɼʠʘʛʨʘʤʤʘ ʫʛʨʦʟ ʧʦ ʪʠʧʘʤ ʧʦʢʘʟʳʚʘʝʪ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʫʛʨʦʟ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʥʷʪʴ, ʢʘʢʠʝ 

ʠʟ ʥʠʭ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ. 

 

 
ʈʠʩʫʥʦʢ 1.  ʀʥʪʝʨʬʝʡʩ Exabeam. 

 

 
ʈʠʩʫʥʦʢ 2. ʀʥʪʝʨʬʝʡʩ Splunk UBA. 

 

ɺ Splunk UBA ʤʦʞʥʦ ʜʝʪʘʣʴʥʦ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʦʙʥʘʨʫʞʝʥʥʳʝ ʫʛʨʦʟʳ ʠ ʘʥʦʤʘʣʠʠ, 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʨʦʚʦʜʠʪʴ ʢʦʤʧʣʝʢʩʥʳʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ. 

ʅʘʧʨʠʤʝʨ, ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʪʴ, ʯʪʦ ʩʦʪʨʫʜʥʠʢ ʚʥʝʟʘʧʥʦ ʥʘʯʠʥʘʝʪ ʩʢʘʯʠʚʘʪʴ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʚ ʥʝʨʘʙʦʯʝʝ ʚʨʝʤʷ. ʀʥʪʝʨʬʝʡʩ 

ʦʪʦʙʨʘʞʘʝʪ ʵʪʫ ʘʥʦʤʘʣʠʶ, ʧʨʠʩʚʘʠʚʘʷ ʝʡ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʢʨʠʪʠʯʥʦʩʪʠ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʤʦʛʫʪ ʙʳʩʪʨʦ ʥʘʯʘʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠ ʧʨʝʜʧʨʠʥʷʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʤʝʨʳ 

ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 



-28- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

Splunk UBA ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʤʦʱʥʳʝ ʩʨʝʜʩʪʚʘ ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ ʩʫʱʥʦʩʪʝʡ, ʧʦʤʦʛʘʷ ʦʨʛʘʥʠʟʘʮʠʷʤ ʵʬʬʝʢʪʠʚʥʦ ʚʳʷʚʣʷʪʴ ʠ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʫʛʨʦʟʳ. 

ʀʥʪʝʨʬʝʡʩ ʠʥʩʪʨʫʤʝʥʪʘ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʝʥ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ 

ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ, ʘʥʘʣʠʟʘ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

***  

1. ʂʦʪʝʥʢʦ ʀ. ɺ. ʠ ʜʨ. ʄʦʜʝʣʴ ʯʝʣʦʚʝʢʦ-ʤʘʰʠʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʥʘ ʦʩʥʦʚʝ ʩʝʥʩʦʨʥʳʭ ʵʢʨʘʥʦʚ ʜʣʷ 

ʤʦʥʠʪʦʨʠʥʛʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ // ʈʝʛʠʦʥʘʣʴʥʘʷ ʠʥʬʦʨʤʘʪʠʢʘ "ʈʀ-2018". ï 2018. 

2. ʂʨʘʩʦʚ ɸ. ɺ. ʠ ʜʨ. ɸʢʪʫʘʣʴʥʳʝ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ 

ʦʬʪʘʣʴʤʦʣʦʛʠʠ // ʆʬʪʘʣʴʤʦʭʠʨʫʨʛʠʷ. ï 2022. 

3. ɸ. ʄ. ɻʝʣʴʬʘʥʜ ʠ ʜʨ. ɸʥʘʣʠʟ ʠ ʫʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ // ɺʝʩʪʥʠʢ ʉʇʙɻʋʊ. ʉʝʨʠʷ 1. ï 2023. 

4. ʇʝʩʪʦʚ ʀ. ɽ. ʠ ʜʨ. ʄʝʪʦʜ ʧʝʨʝʜʘʯʠ ʤʝʪʨʠʢ ʟʘʛʨʫʞʝʥʥʦʩʪʠ ʠʥʩʪʘʥʩʦʚ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ // I-

methods. ï 2022. 

5. ʄʠʥʷʝʚ ɸ. ɸ. ʄʝʪʦʜ ʦʮʝʥʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ-

ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ // ɸʢʪʫʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ 

ʠʥʬʦʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʚ ʥʘʫʢʝ ʠ ʦʙʨʘʟʦʚʘʥʠʠ (ɸʇʀʅʆ 2020). ï 2020. 

ɺʠʥʦʢʫʨʦʚ ʀ.ɸ. 

ʆʙʟʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ 

ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ 

ʠʤ. ʧʨʦʬ. ʄ.ɸ. ɹʦʥʯ-ɹʨʫʝʚʠʯʘ 

(ʈʦʩʩʠʷ, ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛ) 

doi: 10.18411/trnio-11-2024-688 

 

ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʫʷʟʚʠʤʦʩʪʝʡ 

(Vulnerability Management) ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ (SOAR). ʇʨʠʚʝʜʝʥʳ ʧʨʠʤʝʨʳ 

ʨʝʰʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ Tenable.io, Qualys, Cortex XSOAR ʠ Splunk Phantom, ʠʭ ʬʫʥʢʮʠʠ ʠ 

ʧʨʝʠʤʫʱʝʩʪʚʘ ʚ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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Abstract 

The article discusses tools for vulnerability monitoring (Vulnerability Management) and 

incident management (SOAR). Examples of solutions are given, such as Tenable.io, Qualys, 

Cortex XSOAR and Splunk Phantom, their functions and advantages in automating information 

security processes. 

Keywords: Vulnerability Management, vulnerability management, SOAR, security 

monitoring, response automation, information security. 

 

ʀʥʩʪʨʫʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ (Vulnerability Management) ʠʛʨʘʶʪ 

ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ 

ʧʦʟʚʦʣʷʶʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʦʙʥʘʨʫʞʠʚʘʪʴ, ʦʮʝʥʠʚʘʪʴ ʠ ʫʩʪʨʘʥʷʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ ʠʭ ʀʊ-

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. ʅʠʞʝ ʨʘʩʩʤʦʪʨʝʥʳ ʧʨʠʤʝʨʳ ʠʥʩʪʨʫʤʝʥʪʦʚ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ: 

Tenable.io, ʠʥʪʝʨʬʝʡʩ ʜʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 1, ʵʪʦ ʦʙʣʘʯʥʦʝ 

ʨʝʰʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʦʜʠʪʴ ʩʢʘʥʠʨʦʚʘʥʠʝ ʩʝʪʝʡ 

ʠ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʥʘʣʠʯʠʝ ʫʷʟʚʠʤʦʩʪʝʡ. Tenable.io ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʜʨʦʙʥʳʝ ʦʪʯʝʪʳ ʠ 

ʨʝʡʪʠʥʛʠ ʨʠʩʢʘ, ʘ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʩʪʨʘʥʝʥʠʶ ʚʳʷʚʣʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ. 

ʀʥʩʪʨʫʤʝʥʪ ʠʥʪʝʛʨʠʨʫʝʪʩʷ ʩ ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ SIEM, ʜʣʷ 

ʫʣʫʯʰʝʥʠʷ ʘʥʘʣʠʟʘ ʠ ʢʦʨʨʝʣʷʮʠʠ ʜʘʥʥʳʭ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -29- 

 

 
ʈʠʩʫʥʦʢ 1. ʀʥʪʝʨʬʝʡʩ Tenable.io. 

 

Qualys Vulnerability Management, ʠʥʪʝʨʬʝʡʩ ʜʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʠʟʦʙʨʘʞʝʥ ʥʘ 

ʨʠʩʫʥʢʝ 2, Qualys ʧʨʝʜʣʘʛʘʝʪ ʦʙʣʘʯʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʢʦʪʦʨʦʝ 

ʚʢʣʶʯʘʝʪ ʩʢʘʥʠʨʦʚʘʥʠʝ, ʦʮʝʥʢʫ ʠ ʦʪʯʝʪʥʦʩʪʴ. Qualys ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʢʘʥʠʨʦʚʘʥʠʝ ʢʘʢ 

ʚʥʫʪʨʝʥʥʠʭ, ʪʘʢ ʠ ʚʥʝʰʥʠʭ ʩʝʪʝʡ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʜʨʦʙʥʳʝ ʦʪʯʝʪʳ ʩ 

ʧʨʠʦʨʠʪʠʟʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ. ʀʥʩʪʨʫʤʝʥʪ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʬʫʥʢʮʠʠ 

ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ. 

 

 
ʈʠʩʫʥʦʢ 2. ʀʥʪʝʨʬʝʡʩ Qualys Vulnerability Management. 

 

ʈʘʩʩʤʦʪʨʠʤ ʧʨʠʤʝʨ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ ʥʘ ʧʨʘʢʪʠʢʝ. 

ʂʦʤʧʘʥʠʷ ʚʥʝʜʨʠʣʘ Tenable.io ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʚʦʝʡ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʀʥʩʪʨʫʤʝʥʪ 

ʨʝʛʫʣʷʨʥʦ ʩʢʘʥʠʨʫʝʪ ʩʝʪʠ ʠ ʩʝʨʚʝʨʳ ʥʘ ʥʘʣʠʯʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʛʝʥʝʨʠʨʫʝʪ ʦʪʯʝʪʳ ʩ 

ʨʝʡʪʠʥʛʘʤʠ ʨʠʩʢʘ ʜʣʷ ʢʘʞʜʦʡ ʫʷʟʚʠʤʦʩʪʠ. ʅʘʧʨʠʤʝʨ, Tenable.io ʦʙʥʘʨʫʞʠʚʘʝʪ 

ʫʷʟʚʠʤʦʩʪʴ ʚ ʚʝʙ-ʩʝʨʚʝʨʝ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ 

ʢʦʜʘ. ʉʠʩʪʝʤʘ ʧʨʠʩʚʘʠʚʘʝʪ ʵʪʦʡ ʫʷʟʚʠʤʦʩʪʠ ʚʳʩʦʢʠʡ ʨʝʡʪʠʥʛ ʨʠʩʢʘ ʠ ʨʝʢʦʤʝʥʜʫʝʪ 

ʥʝʤʝʜʣʝʥʥʦ ʫʩʪʘʥʦʚʠʪʴ ʧʘʪʯ. 

ʅʘ ʦʩʥʦʚʝ ʦʪʯʝʪʘ ʀʊ-ʦʪʜʝʣ ʢʦʤʧʘʥʠʠ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦʙ ʫʩʪʘʥʦʚʢʝ ʧʘʪʯʘ ʠ 

ʦʙʥʦʚʣʝʥʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʝʙ-ʩʝʨʚʝʨʘ. ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʵʪʠʭ ʜʝʡʩʪʚʠʡ Tenable.io 

ʧʨʦʚʦʜʠʪ ʧʦʚʪʦʨʥʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ ʚ ʫʩʪʨʘʥʝʥʠʠ ʫʷʟʚʠʤʦʩʪʠ. ʆʪʯʝʪ ʦ 

ʨʝʟʫʣʴʪʘʪʘʭ ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʨʫʢʦʚʦʜʩʪʚʫ ʢʦʤʧʘʥʠʠ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʦʮʝʥʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʠʥʷʪʳʭ ʤʝʨ ʠ ʧʣʘʥʠʨʦʚʘʥʠʷ ʜʘʣʴʥʝʡʰʠʭ ʜʝʡʩʪʚʠʡ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

SOAR (Security Orchestration, Automation, and Response) ʠʥʩʪʨʫʤʝʥʪʳ ʠʛʨʘʶʪ 

ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʩʦʚʨʝʤʝʥʥʦʤ ʫʧʨʘʚʣʝʥʠʠ ʩʦʙʳʪʠʷʤʠ ʠ ʠʥʮʠʜʝʥʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ 

ʩʠʩʪʝʤʳ ʠʥʪʝʛʨʠʨʫʶʪ ʨʘʟʣʠʯʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʝʜʠʥʫʶ ʧʣʘʪʬʦʨʤʫ, ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ. 



-30- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

SOAR ʠʥʩʪʨʫʤʝʥʪʳ ʦʙʲʝʜʠʥʷʶʪ ʨʘʟʣʠʯʥʳʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ 

SIEM, ʘʥʪʠʚʠʨʫʩʳ ʠ ʬʘʝʨʚʦʣʳ, ʚ ʝʜʠʥʫʶ ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

ʕʪʦ ʫʧʨʦʱʘʝʪ ʤʦʥʠʪʦʨʠʥʛ ʠ ʫʧʨʘʚʣʝʥʠʝ, ʧʦʟʚʦʣʷʷ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʫʛʨʦʟʳ. 

ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʨʫʪʠʥʥʳʭ ʟʘʜʘʯ, ʪʘʢʠʭ ʢʘʢ ʩʙʦʨ ʜʘʥʥʳʭ, ʘʥʘʣʠʟ ʠ ʚʳʧʦʣʥʝʥʠʝ ʜʝʡʩʪʚʠʡ, 

ʟʥʘʯʠʪʝʣʴʥʦ ʩʦʢʨʘʱʘʝʪ ʚʨʝʤʷ ʨʝʘʢʮʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ ʠ ʩʥʠʞʘʝʪ ʥʘʛʨʫʟʢʫ ʥʘ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʥʳʤ 

ʮʠʢʣʦʤ ʠʥʮʠʜʝʥʪʦʚ, ʦʪ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʜʦ ʨʘʟʨʝʰʝʥʠʷ. ʉʦʟʜʘʶʪʩʷ ʪʠʢʝʪʳ, ʥʘʟʥʘʯʘʶʪʩʷ 

ʟʘʜʘʯʠ, ʦʪʩʣʝʞʠʚʘʝʪʩʷ ʧʨʦʛʨʝʩʩ ʠ ʜʦʢʫʤʝʥʪʠʨʫʶʪʩʷ ʚʩʝ ʜʝʡʩʪʚʠʷ, ʯʪʦ ʩʪʘʥʜʘʨʪʠʟʠʨʫʝʪ ʠ 

ʫʣʫʯʰʘʝʪ ʧʨʦʮʝʩʩʳ ʨʝʘʛʠʨʦʚʘʥʠʷ. ɸʥʘʣʠʪʠʯʝʩʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʩʦʟʜʘʥʠʝ ʦʪʯʝʪʦʚ 

ʧʦʤʦʛʘʶʪ ʦʮʝʥʠʚʘʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʳʷʚʣʷʪʴ ʦʙʣʘʩʪʠ ʜʣʷ 

ʫʣʫʯʰʝʥʠʷ. 

ʇʨʠʤʝʨʦʤ SOAR ʩʠʩʪʝʤʳ ʷʚʣʷʝʪʩʷ Cortex XSOAR ʦʪ Palo Alto Networks, ʢʦʪʦʨʳʡ 

ʠʥʪʝʛʨʠʨʫʝʪʩʷ ʩ ʰʠʨʦʢʠʤ ʩʧʝʢʪʨʦʤ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙʝʩʧʝʯʠʚʘʷ ʘʚʪʦʤʘʪʠʟʘʮʠʶ 

ʟʘʜʘʯ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ. Splunk Phantom ʠ IBM Resilient ʪʘʢʞʝ 

ʧʨʝʜʣʘʛʘʶʪ ʤʦʱʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʠ ʦʨʢʝʩʪʨʘʮʠʠ ʧʨʦʮʝʩʩʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʜʜʝʨʞʠʚʘʷ ʠʥʪʝʛʨʘʮʠʶ ʩ ʤʥʦʞʝʩʪʚʦʤ ʜʨʫʛʠʭ ʩʠʩʪʝʤ. 

ʅʘ ʧʨʘʢʪʠʢʝ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ SIEM 

ʩʠʩʪʝʤʦʡ, Cortex XSOAR, ʠʥʪʝʨʬʝʡʩ ʜʘʥʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 3, 

ʤʦʞʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʪʠʪʴ ʩʝʨʠʶ ʜʝʡʩʪʚʠʡ, ʪʘʢʠʭ ʢʘʢ ʙʣʦʢʠʨʦʚʢʘ IP-ʘʜʨʝʩʘ ʠ 

ʫʚʝʜʦʤʣʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ. ɺʩʷ ʠʥʬʦʨʤʘʮʠʷ ʜʦʢʫʤʝʥʪʠʨʫʝʪʩʷ ʠ ʘʥʘʣʠʟʠʨʫʝʪʩʷ, ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʫʛʨʦʟʳ ʠ ʫʣʫʯʰʘʪʴ ʩʚʦʠ ʧʨʦʮʝʩʩʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ. 

 

 
ʈʠʩʫʥʦʢ 3. ʀʥʪʝʨʬʝʡʩ Cortex XSOAR. 

 
ɺ ʮʝʣʦʤ, SOAR ʠʥʩʪʨʫʤʝʥʪʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʫʧʨʘʚʣʝʥʠʶ 

ʠʥʮʠʜʝʥʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʚʳʰʘʷ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʩʥʠʞʘʷ ʨʠʩʢʠ ʙʣʘʛʦʜʘʨʷ 
ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʤʫ ʫʧʨʘʚʣʝʥʠʶ. 

ʕʪʠ ʩʠʩʪʝʤʳ ʥʝ ʪʦʣʴʢʦ ʧʦʤʦʛʘʶʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 
ʠʥʮʠʜʝʥʪʳ, ʥʦ ʠ ʟʥʘʯʠʪʝʣʴʥʦ ʩʦʢʨʘʱʘʶʪ ʚʨʝʤʷ ʥʘ ʠʭ ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʘʥʘʣʠʟ. ɿʘ ʩʯʝʪ 
ʠʥʪʝʛʨʘʮʠʠ ʩ SIEM, SOAR ʠʥʩʪʨʫʤʝʥʪʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ, ʯʪʦ 
ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ ʚʳʷʚʣʷʪʴ ʫʛʨʦʟʳ, ʧʦʚʳʰʘʪʴ ʧʨʦʟʨʘʯʥʦʩʪʴ ʠʥʮʠʜʝʥʪʦʚ ʠ ʫʩʢʦʨʷʪʴ 
ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ. ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʨʫʪʠʥʳ, ʪʘʢʦʡ ʢʘʢ ʙʣʦʢʠʨʦʚʢʘ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ IP-
ʘʜʨʝʩʦʚ, ʫʚʝʜʦʤʣʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠʣʠ ʩʙʦʨ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ 
ʧʦ ʠʥʮʠʜʝʥʪʫ, ʧʦʟʚʦʣʷʝʪ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ, ʩʚʷʟʘʥʥʳʭ ʩ ʯʝʣʦʚʝʯʝʩʢʠʤ 
ʬʘʢʪʦʨʦʤ, ʠ ʩʦʩʨʝʜʦʪʦʯʠʪʴ ʫʩʠʣʠʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʥʘ ʙʦʣʝʝ ʩʣʦʞʥʳʭ ʟʘʜʘʯʘʭ. 

ʂʨʦʤʝ ʪʦʛʦ, SOAR ʠʥʩʪʨʫʤʝʥʪʳ ʧʦʟʚʦʣʷʶʪ ʦʨʛʘʥʠʟʦʚʘʪʴ ʤʘʩʰʪʘʙʠʨʫʝʤʫʶ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ, ʧʦʜʜʝʨʞʠʚʘʷ ʧʘʨʘʣʣʝʣʴʥʫʶ ʨʘʙʦʪʫ ʩ ʙʦʣʴʰʠʤ 
ʢʦʣʠʯʝʩʪʚʦʤ ʜʘʥʥʳʭ ʠ ʠʩʪʦʯʥʠʢʦʚ. ʀʭ ʛʠʙʢʦʩʪʴ ʠ ʥʘʩʪʨʘʠʚʘʝʤʦʩʪʴ ʧʦʜ ʥʫʞʜʳ ʢʦʤʧʘʥʠʠ 
ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ʨʘʟʣʠʯʥʳʤʠ ʧʣʘʪʬʦʨʤʘʤʠ ʠ ʩʠʩʪʝʤʘʤʠ. ʕʪʦ 
ʜʝʣʘʝʪ ʠʭ ʥʝʟʘʤʝʥʠʤʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʚʨʝʤʝʥʥʦʡ ʮʠʬʨʦʚʦʡ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -31- 

 
ʪʨʘʥʩʬʦʨʤʘʮʠʠ, ʢʦʛʜʘ ʢʠʙʝʨʫʛʨʦʟʳ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʠ ʪʨʝʙʫʶʪ ʙʦʣʝʝ 
ʛʣʫʙʦʢʦʛʦ ʫʨʦʚʥʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʟʘʱʠʪʳ. 

ʉʦʚʨʝʤʝʥʥʳʝ ʩʠʩʪʝʤʳ, ʪʘʢʠʝ ʢʘʢ SOAR, ʩʦʯʝʪʘʶʪ ʚ ʩʝʙʝ ʧʨʝʠʤʫʱʝʩʪʚʘ 
ʘʚʪʦʤʘʪʠʟʘʮʠʠ, ʦʨʢʝʩʪʨʘʮʠʠ ʠ ʘʥʘʣʠʪʠʢʠ ʥʘ ʦʩʥʦʚʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. ʆʥʠ ʩʧʦʩʦʙʥʳ 
ʦʙʨʘʙʘʪʳʚʘʪʴ ʦʛʨʦʤʥʳʝ ʤʘʩʩʠʚʳ ʜʘʥʥʳʭ, ʚʳʷʚʣʷʪʴ ʧʘʪʪʝʨʥʳ ʠ ʘʥʦʤʘʣʠʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 
ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʚʦʟʤʦʞʥʳʭ ʘʪʘʢʘʭ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʦʪʯʝʪʳ, 
ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʪʨʘʪʝʛʠʡ ʧʦ ʫʣʫʯʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʦʪʢʨʳʚʘʝʪ 
ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʙʦʣʝʝ ʧʨʝʜʩʢʘʟʫʝʤʦʛʦ ʠ ʵʬʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 
ʢʠʙʝʨʫʛʨʦʟʘʤʠ. 

ɺ ʫʩʣʦʚʠʷʭ ʜʠʥʘʤʠʯʝʩʢʠ ʨʘʟʚʠʚʘʶʱʝʛʦʩʷ ʣʘʥʜʰʘʬʪʘ ʢʠʙʝʨʫʛʨʦʟ ʠʥʪʝʛʨʘʮʠʷ 
ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ SIEM ʩʠʩʪʝʤʘʤʠ ʷʚʣʷʝʪʩʷ ʚʘʞʥʦʡ ʯʘʩʪʴʶ ʦʙʝʩʧʝʯʝʥʠʷ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ. SIEM ʩʠʩʪʝʤʳ, ʚ ʩʦʯʝʪʘʥʠʠ ʩ 
ʠʥʩʪʨʫʤʝʥʪʘʤʠ SOAR, ʦʙʝʩʧʝʯʠʚʘʶʪ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʚʳʷʚʣʝʥʠʶ, ʘʥʘʣʠʟʫ ʠ 
ʫʩʪʨʘʥʝʥʠʶ ʫʛʨʦʟ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ʇʨʠ ʵʪʦʤ ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 
ʠʥʮʠʜʝʥʪʳ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʪʦʜʦʚ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʠ ʘʥʘʣʠʪʠʢʠ, ʩʪʘʥʦʚʷʪʩʷ 
ʚʘʞʥʳʤʠ ʵʣʝʤʝʥʪʘʤʠ ʩʦʚʨʝʤʝʥʥʳʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

ʆʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʦʷʥʥʦ ʘʜʘʧʪʠʨʦʚʘʪʴ ʩʚʦʠ ʧʦʜʭʦʜʳ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʪʚʝʪ ʥʘ ʥʦʚʳʝ ʚʳʟʦʚʳ ʠ ʫʛʨʦʟʳ. ɺʥʝʜʨʝʥʠʝ 
ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ SOAR, ʧʦʟʚʦʣʷʝʪ ʥʝ ʪʦʣʴʢʦ ʫʩʠʣʠʪʴ ʟʘʱʠʪʫ, ʥʦ ʠ 
ʵʬʬʝʢʪʠʚʥʦ ʫʧʨʘʚʣʷʪʴ ʨʝʩʫʨʩʘʤʠ, ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʯʝʣʦʚʝʯʝʩʢʠʡ ʬʘʢʪʦʨ ʠ ʧʦʚʳʩʠʪʴ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʨʘʙʦʪʳ ʦʪʜʝʣʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 
ʫʩʧʝʰʥʘʷ ʠʥʪʝʛʨʘʮʠʷ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ SIEM ʩʠʩʪʝʤʘʤʠ ʷʚʣʷʝʪʩʷ 
ʥʝʦʙʭʦʜʠʤʳʤ ʰʘʛʦʤ ʥʘ ʧʫʪʠ ʢ ʩʦʟʜʘʥʠʶ ʫʩʪʦʡʯʠʚʦʡ ʠ ʥʘʜʝʞʥʦʡ ʩʠʩʪʝʤʳ 
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Abstract 

The article discusses the technical aspects and methodologies of integrating security tools 

into SIEM systems. The key stages of integration are described, including data collection, 

normalization, event correlation, notification setup, and incident management. Integration 
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ʀʥʪʝʛʨʘʮʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ SIEM (Security 

Information and Event Management) ʩʠʩʪʝʤʳ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʣʦʞʥʳʡ ʧʨʦʮʝʩʩ, 

ʢʦʪʦʨʳʡ ʪʨʝʙʫʝʪ ʪʱʘʪʝʣʴʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʛʦʪʦʚʢʠ. ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʨʘʩʩʤʦʪʨʠʤ ʢʣʶʯʝʚʳʝ ʪʝʭʥʠʯʝʩʢʠʝ ʘʩʧʝʢʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʦʡ ʠʥʪʝʛʨʘʮʠʝʡ, ʚʢʣʶʯʘʷ ʩʙʦʨ 

ʜʘʥʥʳʭ, ʥʦʨʤʘʣʠʟʘʮʠʶ, ʢʦʨʨʝʣʷʮʠʶ, ʥʘʩʪʨʦʡʢʫ ʦʧʦʚʝʱʝʥʠʡ ʠ ʫʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ. 

ʇʝʨʚʳʤ ʰʘʛʦʤ ʚ ʠʥʪʝʛʨʘʮʠʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʷʚʣʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʙʦʨʘ ʜʘʥʥʳʭ. SIEM ʩʠʩʪʝʤʳ ʜʦʣʞʥʳ ʙʳʪʴ ʩʧʦʩʦʙʥʳ ʧʦʣʫʯʘʪʴ 

ʜʘʥʥʳʝ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʪʘʢʠʭ ʢʘʢ ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʘʥʪʠʚʠʨʫʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ, ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʜʨʫʛʠʝ ʠʥʩʪʨʫʤʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ 

ʜʦʩʪʠʛʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʘʛʝʥʪʦʚ ʩʙʦʨʘ ʜʘʥʥʳʭ, ʧʨʦʪʦʢʦʣʦʚ ʠ API. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʨʨʝʢʪʥʦʛʦ ʩʙʦʨʘ ʜʘʥʥʳʭ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʘʛʝʥʪʳ ʥʘ ʢʘʞʜʦʤ ʠʩʪʦʯʥʠʢʝ ʜʘʥʥʳʭ. ʕʪʠ ʘʛʝʥʪʳ ʙʫʜʫʪ ʩʦʙʠʨʘʪʴ ʣʦʛʠ ʠ 

ʩʦʙʳʪʠʷ ʠ ʧʝʨʝʜʘʚʘʪʴ ʠʭ ʚ SIEM ʩʠʩʪʝʤʫ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʪʘʥʜʘʨʪʥʳʭ ʧʨʦʪʦʢʦʣʦʚ, ʪʘʢʠʭ 

ʢʘʢ Syslog, SNMP ʠ API, ʦʙʣʝʛʯʘʝʪ ʠʥʪʝʛʨʘʮʠʶ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʤʝʞʜʫ 

ʨʘʟʣʠʯʥʳʤʠ ʩʠʩʪʝʤʘʤʠ. 

ʇʦʩʣʝ ʩʙʦʨʘ ʜʘʥʥʳʭ ʚʘʞʥʳʤ ʵʪʘʧʦʤ ʷʚʣʷʝʪʩʷ ʠʭ ʥʦʨʤʘʣʠʟʘʮʠʷ. ʅʦʨʤʘʣʠʟʘʮʠʷ 

ʜʘʥʥʳʭ ʚʢʣʶʯʘʝʪ ʧʨʠʚʝʜʝʥʠʝ ʨʘʟʣʠʯʥʳʭ ʬʦʨʤʘʪʦʚ ʣʦʛʦʚ ʠ ʩʦʙʳʪʠʡ ʢ ʝʜʠʥʦʤʫ ʩʪʘʥʜʘʨʪʫ, 

ʯʪʦ ʫʧʨʦʱʘʝʪ ʠʭ ʜʘʣʴʥʝʡʰʠʡ ʘʥʘʣʠʟ ʠ ʢʦʨʨʝʣʷʮʠʶ. SIEM ʩʠʩʪʝʤʳ ʜʦʣʞʥʳ ʠʤʝʪʴ 

ʚʦʟʤʦʞʥʦʩʪʴ ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠ ʫʥʠʬʠʮʠʨʦʚʘʪʴ ʠʭ ʜʣʷ 

ʫʜʦʙʩʪʚʘ ʦʙʨʘʙʦʪʢʠ. 

ʅʦʨʤʘʣʠʟʘʮʠʷ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ ʬʦʨʤʘʪʦʚ ʚʨʝʤʝʥʥʳʭ ʤʝʪʦʢ, 

ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʠ ʫʜʘʣʝʥʠʝ ʠʟʙʳʪʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʦʟʚʦʣʷʝʪ 

ʦʙʲʝʜʠʥʷʪʴ ʠ ʩʦʧʦʩʪʘʚʣʷʪʴ ʜʘʥʥʳʝ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʦʙʝʩʧʝʯʠʚʘʷ ʙʦʣʝʝ ʧʦʣʥʦʝ ʠ 

ʪʦʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʦʨʨʝʣʷʮʠʷ ʩʦʙʳʪʠʡ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʢʦʤʧʦʥʝʥʪʦʤ ʠʥʪʝʛʨʘʮʠʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʦʨʨʝʣʷʮʠʷ ʧʦʟʚʦʣʷʝʪ ʩʦʧʦʩʪʘʚʣʷʪʴ 

ʩʦʙʳʪʠʷ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠ ʚʳʷʚʣʷʪʴ ʧʘʪʪʝʨʥʳ, ʫʢʘʟʳʚʘʶʱʠʝ ʥʘ ʧʦʪʝʥʮʠʘʣʴʥʳʝ 

ʫʛʨʦʟʳ. ɼʣʷ ʵʪʦʛʦ SIEM ʩʠʩʪʝʤʳ ʠʩʧʦʣʴʟʫʶʪ ʥʘʙʦʨʳ ʧʨʘʚʠʣ ʠ ʘʣʛʦʨʠʪʤʳ ʢʦʨʨʝʣʷʮʠʠ. 

ʉʦʟʜʘʥʠʝ ʵʬʬʝʢʪʠʚʥʳʭ ʢʦʨʨʝʣʷʮʠʦʥʥʳʭ ʧʨʘʚʠʣ ʪʨʝʙʫʝʪ ʛʣʫʙʦʢʦʛʦ ʧʦʥʠʤʘʥʠʷ 

ʩʧʝʮʠʬʠʢʠ ʜʘʥʥʳʭ ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ. ʇʨʘʚʠʣʘ ʤʦʛʫʪ ʙʳʪʴ ʦʩʥʦʚʘʥʳ ʥʘ ʚʨʝʤʝʥʥʳʭ 

ʩʚʷʟʷʭ ʤʝʞʜʫ ʩʦʙʳʪʠʷʤʠ, ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʠʣʠ ʦʧʨʝʜʝʣʸʥʥʳʭ ʧʘʪʪʝʨʥʘʭ, 

ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʘʪʘʢ. ʀʥʪʝʛʨʘʮʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʟʚʦʣʷʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʩʰʠʨʠʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʢʦʨʨʝʣʷʮʠʠ ʠ ʚʳʷʚʣʝʥʠʷ ʩʣʦʞʥʳʭ ʘʪʘʢ. 

ʆʧʦʚʝʱʝʥʠʷ ʠʛʨʘʶʪ ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʩʚʦʝʚʨʝʤʝʥʥʦʤ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ SIEM ʩʠʩʪʝʤʘ ʚʳʷʚʣʷʝʪ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʘʢʪʠʚʥʦʩʪʠ ʯʝʨʝʟ 

ʢʦʨʨʝʣʷʮʠʶ ʩʦʙʳʪʠʡ, ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʤʝʭʘʥʠʟʤ ʦʧʦʚʝʱʝʥʠʡ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ 

ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʣʠʮ. ʆʧʦʚʝʱʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʳ ʯʝʨʝʟ ʨʘʟʣʠʯʥʳʝ ʢʘʥʘʣʳ ʩʚʷʟʠ, 

ʪʘʢʠʝ ʢʘʢ ʵʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ, SMS ʠʣʠ ʩʠʩʪʝʤʳ ʤʛʥʦʚʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ. 

ʅʘʩʪʨʦʡʢʘ ʦʧʦʚʝʱʝʥʠʡ ʚʢʣʶʯʘʝʪ ʦʧʨʝʜʝʣʝʥʠʝ ʫʨʦʚʥʝʡ ʢʨʠʪʠʯʥʦʩʪʠ ʩʦʙʳʪʠʡ ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʜʝʡʩʪʚʠʡ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʳʭ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -33- 

 

ʩʨʘʙʘʪʳʚʘʥʠʡ ʠ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʠʥʮʠʜʝʥʪʘʭ. ʀʥʪʝʛʨʘʮʠʷ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʝʪ ʧʦʚʳʩʠʪʴ ʪʦʯʥʦʩʪʴ ʠ ʨʝʣʝʚʘʥʪʥʦʩʪʴ 

ʦʧʦʚʝʱʝʥʠʡ ʟʘ ʩʯʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʙʦʣʝʝ ʧʦʣʥʦʡ ʠ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʩʦʙʳʪʠʷʭ. 
ʋʧʨʘʚʣʝʥʠʝ ʠʥʮʠʜʝʥʪʘʤʠ ʷʚʣʷʝʪʩʷ ʟʘʚʝʨʰʘʶʱʠʤ ʵʪʘʧʦʤ ʠʥʪʝʛʨʘʮʠʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. SIEM ʩʠʩʪʝʤʳ ʜʦʣʞʥʳ ʦʙʝʩʧʝʯʠʚʘʪʴ 
ʧʦʣʥʳʡ ʮʠʢʣ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ð ʦʪ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʜʦ ʨʘʟʨʝʰʝʥʠʷ. ʕʪʦ 
ʚʢʣʶʯʘʝʪ ʩʦʟʜʘʥʠʝ ʪʠʢʝʪʦʚ, ʥʘʟʥʘʯʝʥʠʝ ʟʘʜʘʯ, ʦʪʩʣʝʞʠʚʘʥʠʝ ʧʨʦʛʨʝʩʩʘ ʠ 
ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʚʩʝʭ ʜʝʡʩʪʚʠʡ. 

ʀʥʪʝʛʨʘʮʠʷ ʩ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ SOAR (Security 
Orchestration, Automation, and Response) ʩʠʩʪʝʤʳ, ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʤʥʦʛʠʝ 
ʘʩʧʝʢʪʳ ʨʝʘʛʠʨʦʚʘʥʠʷ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʠʥʮʠʜʝʥʪʘ SIEM ʩʠʩʪʝʤʘ ʤʦʞʝʪ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʚʘʪʴ ʪʠʢʝʪ ʚ ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠ ʥʘʟʥʘʯʘʪʴ ʝʛʦ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʩʧʝʮʠʘʣʠʩʪʫ. ʕʪʦ ʫʩʢʦʨʷʝʪ ʧʨʦʮʝʩʩ ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ ʧʦʚʳʰʘʝʪ ʝʛʦ 
ʵʬʬʝʢʪʠʚʥʦʩʪʴ. 

ʀʥʪʝʛʨʘʮʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ SIEM ʩʠʩʪʝʤʳ ʷʚʣʷʝʪʩʷ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʤʧʣʝʢʩʥʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʚʢʣʶʯʘʝʪ ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʦʪʦʢʦʣʳ, ʢʦʪʦʨʳʝ 

ʦʙʝʩʧʝʯʠʚʘʶʪ ʵʬʬʝʢʪʠʚʥʳʡ ʦʙʤʝʥ ʜʘʥʥʳʤʠ, ʢʦʨʨʝʢʪʥʫʶ ʠʭ ʦʙʨʘʙʦʪʢʫ ʠ ʧʦʚʳʰʝʥʠʝ 

ʦʙʱʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɺ ʪʘʙʣʠʮʝ 1 ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʩʥʦʚʥʳʝ ʤʝʪʦʜʦʣʦʛʠʠ ʠ 

ʧʨʦʪʦʢʦʣʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ SIEM ʩʠʩʪʝʤʳ, 

ʠʭ ʦʧʠʩʘʥʠʝ, ʘ ʪʘʢʞʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ ʢʘʞʜʦʛʦ ʧʦʜʭʦʜʘ. 

ʊʘʙʣʠʮʘ 1 

ʆʩʥʦʚʥʳʝ ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʦʪʦʢʦʣʳ ʠʥʪʝʛʨʘʮʠʠ. 
ʊʠʧ ʅʘʟʚʘʥʠʝ ʆʧʠʩʘʥʠʝ ʇʣʶʩʳ ʄʠʥʫʩʳ 

ʄʝʪʦʜʦʣʦʛʠʷ 
ɸʨʭʠʪʝʢʪʫʨʥʳʡ 

ʧʦʜʭʦʜ 

ʆʧʨʝʜʝʣʝʥʠʝ 

ʩʪʨʫʢʪʫʨʳ ʩʠʩʪʝʤʳ, 

ʚʳʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ ʠ 

ʠʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ 

ʠʥʩʪʨʫʤʝʥʪʦʚ 

ʄʦʜʫʣʴʥʦʩʪʴ, 

ʛʠʙʢʦʩʪʴ, 

ʚʦʟʤʦʞʥʦʩʪʴ ʣʝʛʢʦʛʦ 

ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʳʭ 

ʠʥʩʪʨʫʤʝʥʪʦʚ 

ʊʨʝʙʫʝʪ 

ʪʱʘʪʝʣʴʥʦʛʦ 

ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ 

ʢʦʦʨʜʠʥʘʮʠʠ 

ʄʝʪʦʜʦʣʦʛʠʷ 
ʕʪʘʧʳ 

ʠʥʪʝʛʨʘʮʠʠ 

ʇʣʘʥʠʨʦʚʘʥʠʝ, 

ʨʘʟʨʘʙʦʪʢʘ, 

ʪʝʩʪʠʨʦʚʘʥʠʝ, 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʠ 

ʤʦʥʠʪʦʨʠʥʛ 

ʠʥʪʝʛʨʘʮʠʠ 

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʠ 

ʢʦʥʪʨʦʣʴ ʥʘ ʢʘʞʜʦʤ 

ʵʪʘʧʝ, ʩʥʠʞʝʥʠʝ 

ʨʠʩʢʦʚ 

ɼʣʠʪʝʣʴʥʦʩʪʴ 

ʧʨʦʮʝʩʩʘ, 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ 

ʧʦʩʪʦʷʥʥʦʛʦ 

ʢʦʥʪʨʦʣʷ 

ʄʝʪʦʜʦʣʦʛʠʷ 
ʀʥʢʨʝʤʝʥʪʘʣʴʥʘʷ 

ʠʥʪʝʛʨʘʮʠʷ 

ʇʦʵʪʘʧʥʦʝ 

ʜʦʙʘʚʣʝʥʠʝ ʥʦʚʳʭ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ 

ʢʦʤʧʦʥʝʥʪʦʚ 

ʉʥʠʞʝʥʠʝ ʨʠʩʢʦʚ, 

ʚʦʟʤʦʞʥʦʩʪʴ 

ʦʧʝʨʘʪʠʚʥʦʛʦ 

ʚʳʷʚʣʝʥʠʷ ʠ 

ʫʩʪʨʘʥʝʥʠʷ ʧʨʦʙʣʝʤ 

ʄʦʞʝʪ 

ʧʦʪʨʝʙʦʚʘʪʴ 

ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʥʘ 

ʧʦʣʥʫʶ ʠʥʪʝʛʨʘʮʠʶ 

ʄʝʪʦʜʦʣʦʛʠʷ DevSecOps 

ʀʥʪʝʛʨʘʮʠʷ 

ʧʨʦʮʝʩʩʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʮʠʢʣ 

ʨʘʟʨʘʙʦʪʢʠ ʠ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʇʆ 

ɸʚʪʦʤʘʪʠʟʘʮʠʷ, 

ʫʩʢʦʨʝʥʠʝ ʚʥʝʜʨʝʥʠʷ 

ʠʟʤʝʥʝʥʠʡ, ʧʦʩʪʦʷʥʥʦʝ 

ʪʝʩʪʠʨʦʚʘʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʊʨʝʙʫʝʪ ʠʟʤʝʥʝʥʠʷ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ 

ʢʫʣʴʪʫʨʳ ʠ 

ʧʨʦʮʝʩʩʦʚ 

ʇʨʦʪʦʢʦʣ 

ʠʥʪʝʛʨʘʮʠʠ 
Syslog 

ʇʨʦʪʦʢʦʣ ʜʣʷ 

ʧʝʨʝʜʘʯʠ ʣʦʛʦʚ ʠ 

ʩʦʦʙʱʝʥʠʡ 

ʩʠʩʪʝʤʥʳʭ ʩʦʙʳʪʠʡ 

ʐʠʨʦʢʦ 

ʨʘʩʧʨʦʩʪʨʘʥʸʥ, 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 

ʤʥʦʛʠʤʠ 

ʫʩʪʨʦʡʩʪʚʘʤʠ, 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʩʙʦʨ 

ʣʦʛʦʚ 

ʆʛʨʘʥʠʯʝʥʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ 

ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʭ 

ʜʘʥʥʳʭ 

ʇʨʦʪʦʢʦʣ 

ʠʥʪʝʛʨʘʮʠʠ 
SNMP 

ʇʨʦʪʦʢʦʣ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʠ 

ʤʦʥʠʪʦʨʠʥʛʘ 

ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ 

ʇʦʜʜʝʨʞʢʘ ʤʥʦʛʠʭ 

ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, 

ʦʧʦʚʝʱʝʥʠʷ ʦ 

ʢʨʠʪʠʯʝʩʢʠʭ ʩʦʙʳʪʠʷʭ 

ʆʛʨʘʥʠʯʝʥʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ 

ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʦʛʦ 

ʘʥʘʣʠʟʘ ʩʦʙʳʪʠʡ 



-34- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʇʨʦʪʦʢʦʣ 

ʠʥʪʝʛʨʘʮʠʠ 
API 

ʀʥʪʝʨʬʝʡʩʳ ʜʣʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

SIEM ʩʠʩʪʝʤ ʩ 

ʜʨʫʛʠʤʠ 

ʠʥʩʪʨʫʤʝʥʪʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɻʠʙʢʦʩʪʴ, 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ 

ʧʨʦʮʝʩʩʦʚ, ʫʧʨʘʚʣʝʥʠʝ 

ʥʘʩʪʨʦʡʢʘʤʠ 

ʊʨʝʙʫʝʪ 

ʨʘʟʨʘʙʦʪʢʠ ʠ 

ʧʦʜʜʝʨʞʢʠ 

ʠʥʪʝʨʬʝʡʩʦʚ, 

ʚʦʟʤʦʞʥʳ 

ʧʨʦʙʣʝʤʳ 

ʩʦʚʤʝʩʪʠʤʦʩʪʠ 

ʇʨʦʪʦʢʦʣ 

ʠʥʪʝʛʨʘʮʠʠ 

Log Forwarding 

Protocols 

ʇʨʦʪʦʢʦʣʳ, ʪʘʢʠʝ 

ʢʘʢ Lumberjack ʠ 

Fluentd, ʜʣʷ ʧʝʨʝʜʘʯʠ 

ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʭ 

ʣʦʛʦʚ ʠ ʜʘʥʥʳʭ 

ʩʦʙʳʪʠʡ 

ɺʳʩʦʢʘʷ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, 

ʥʘʜʝʞʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ, ʧʦʜʜʝʨʞʢʘ 

ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʣʦʛʦʚ 

ʊʨʝʙʫʝʪ ʥʘʩʪʨʦʡʢʠ 

ʠ ʧʦʜʜʝʨʞʢʠ, 

ʚʦʟʤʦʞʥʳ 

ʩʣʦʞʥʦʩʪʠ ʩ 

ʠʥʪʝʛʨʘʮʠʝʡ ʚ 

ʩʫʱʝʩʪʚʫʶʱʠʝ 

ʩʠʩʪʝʤʳ 

 
ʄʝʪʦʜʦʣʦʛʠʠ ʠ ʧʨʦʪʦʢʦʣʳ ʠʥʪʝʛʨʘʮʠʠ ʠʛʨʘʶʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ SIEM 
ʩʠʩʪʝʤʘʤʠ. ɸʨʭʠʪʝʢʪʫʨʥʳʡ ʧʦʜʭʦʜ ʠ ʠʥʢʨʝʤʝʥʪʘʣʴʥʘʷ ʠʥʪʝʛʨʘʮʠʷ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʪʴ 
ʛʠʙʢʫʶ ʠ ʤʘʩʰʪʘʙʠʨʫʝʤʫʶ ʩʠʩʪʝʤʫ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʣʝʛʢʦ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʥʦʚʳʤ 
ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ DevSecOps ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʠ 
ʫʩʢʦʨʝʥʠʝ ʧʨʦʮʝʩʩʦʚ ʠʥʪʝʛʨʘʮʠʠ, ʯʪʦ ʧʦʚʳʰʘʝʪ ʦʙʱʫʶ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʥʘʜʝʞʥʦʩʪʴ 
ʩʠʩʪʝʤʳ. 

ʇʨʦʪʦʢʦʣʳ ʠʥʪʝʛʨʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ Syslog, SNMP, API ʠ Log Forwarding Protocols, 
ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʩʨʝʜʩʪʚʘ ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʦʙʳʪʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
ʂʘʞʜʳʡ ʠʟ ʵʪʠʭ ʧʨʦʪʦʢʦʣʦʚ ʠʤʝʝʪ ʩʚʦʠ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ 
ʫʯʠʪʳʚʘʪʴ ʧʨʠ ʚʳʙʦʨʝ ʧʦʜʭʦʜʷʱʝʛʦ ʨʝʰʝʥʠʷ ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ 
ʩʦʚʦʢʫʧʥʦʩʪʠ, ʧʨʘʚʠʣʴʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʪʦʜʦʣʦʛʠʡ ʠ ʧʨʦʪʦʢʦʣʦʚ ʠʥʪʝʛʨʘʮʠʠ 
ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʥʘʜʝʞʥʫʶ ʠ ʵʬʬʝʢʪʠʚʥʫʶ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʩʦʙʳʪʠʷʤʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʧʦʩʦʙʥʫʶ ʙʳʩʪʨʦ ʠ ʪʦʯʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʚʦʟʥʠʢʘʶʱʠʝ ʫʛʨʦʟʳ. 
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ɸʥʥʦʪʘʮʠʷ 

ʉʪʘʪʴʷ ʧʦʩʚʷʱʝʥʘ ʩʠʩʪʝʤʘʤ ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ ʧʨʝʜʧʨʠʷʪʠʷ. ʆʧʠʩʳʚʘʶʪʩʷ 

ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ERP-ʩʠʩʪʝʤ, ʠʭ ʵʚʦʣʶʮʠʷ ʦʪ ʪʨʘʜʠʮʠʦʥʥʳʭ ʤʦʜʝʣʝʡ ʢ ʦʙʣʘʯʥʳʤ 

ʨʝʰʝʥʠʷʤ ʠ ʟʥʘʯʠʤʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ 

ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ.  



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -35- 

 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ERP, ʫʧʨʘʚʣʝʥʠʝ ʨʝʩʫʨʩʘʤʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʠʥʪʝʛʨʘʮʠʷ, 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ, ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ, ERP II, ʮʠʬʨʦʚʠʟʘʮʠʷ. 

 

Abstract 

The article is devoted to enterprise resource management systems. The main functions of 

ERP systems, their evolution from traditional models to cloud solutions and the importance of 

using technologies such as artificial intelligence and machine learning are described.  

Keywords: ERP, enterprise resource management, integration, automation, cloud 

technologies, business processes, ERP II, digitalization. 

 
ERP (Enterprise Resource Planning) ð ʵʪʦ ʠʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ 

ʨʝʩʫʨʩʘʤʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʢʦʪʦʨʘʷ ʦʭʚʘʪʳʚʘʝʪ ʢʣʶʯʝʚʳʝ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ, ʪʘʢʠʝ ʢʘʢ 
ʬʠʥʘʥʩʳ, ʫʧʨʘʚʣʝʥʠʝ ʧʝʨʩʦʥʘʣʦʤ, ʧʨʦʠʟʚʦʜʩʪʚʦ, ʟʘʢʫʧʢʠ, ʣʦʛʠʩʪʠʢʘ ʠ ʧʨʦʜʘʞʠ. 
ɸʙʙʨʝʚʠʘʪʫʨʘ ERP ʨʘʩʰʠʬʨʦʚʳʚʘʝʪʩʷ ʢʘʢ "ʋʧʨʘʚʣʝʥʠʝ ʨʝʩʫʨʩʘʤʠ ʧʨʝʜʧʨʠʷʪʠʷ" ʠ 
ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʡ ʧʨʦʮʝʩʩ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʩʙʦʨ ʠ 
ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ ʩ ʧʦʤʦʱʴʶ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 
ʦʙʝʩʧʝʯʝʥʠʷ. ʊʦ ʝʩʪʴ, ʧʨʦʛʨʘʤʤʳ ERP ʘʚʪʦʤʘʪʠʟʠʨʫʶʪ ʙʠʟʥʝʩ-ʬʫʥʢʮʠʠ, ʪʘʢʠʝ ʢʘʢ 
ʧʨʦʠʟʚʦʜʩʪʚʦ, ʧʨʦʜʘʞʠ, ʙʫʭʛʘʣʪʝʨʩʢʠʡ ʫʯʝʪ ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ, ʧʦʤʦʛʘʷ ʵʬʬʝʢʪʠʚʥʦ 
ʦʨʛʘʥʠʟʦʚʘʪʴ ʨʘʙʦʪʫ ʚʩʝʭ ʦʪʜʝʣʦʚ. 

ʆʩʥʦʚʥʘʷ ʮʝʣʴ ERP ð ʧʨʝʜʦʩʪʘʚʠʪʴ ʦʨʛʘʥʠʟʘʮʠʷʤ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ 
ʠʥʬʦʨʤʘʮʠʠ ʠ ʫʧʨʦʩʪʠʪʴ ʫʧʨʘʚʣʝʥʠʝ ʨʘʟʣʠʯʥʳʤʠ ʧʨʦʮʝʩʩʘʤʠ. 

ʉ ʥʘʯʘʣʦʤ 1990-ʭ ʛʦʜʦʚ ERP-ʩʠʩʪʝʤʳ ʥʘʯʘʣʠ ʚʥʝʜʨʷʪʴ ʢʦʥʮʝʧʮʠʶ ʠʥʪʝʛʨʘʮʠʠ 
ʚʩʝʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. ɺ ʵʪʦ ʚʨʝʤʷ ʘʢʮʝʥʪ ʩʤʝʩʪʠʣʩʷ ʥʘ ʦʙʲʝʜʠʥʝʥʠʝ ʨʘʟʣʠʯʥʳʭ ʬʫʥʢʮʠʡ 
ʚ ʦʜʥʫ ʩʠʩʪʝʤʫ, ʯʪʦ ʧʦʟʚʦʣʷʣʦ ʧʦʣʫʯʘʪʴ ʙʦʣʝʝ ʧʦʣʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʩʦʩʪʦʷʥʠʠ ʙʠʟʥʝʩʘ.  
ɺ ʵʪʦʪ ʧʝʨʠʦʜ ʥʘ ʨʳʥʢʝ ʧʦʷʚʠʣʠʩʴ ʪʘʢʠʝ ʢʨʫʧʥʳʝ ʠʛʨʦʢʠ, ʢʘʢ SAP, Oracle ʠ PeopleSoft, 
ʢʦʪʦʨʳʝ ʧʨʝʜʣʦʞʠʣʠ ʤʦʱʥʳʝ ERP-ʨʝʰʝʥʠʷ ʜʣʷ ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ. 

ʆʜʥʘʢʦ ʩ ʨʦʩʪʦʤ ʮʠʬʨʦʚʠʟʘʮʠʠ ʠ ʨʘʩʰʠʨʝʥʠʝʤ ʛʣʦʙʘʣʴʥʦʛʦ ʙʠʟʥʝʩʘ ʧʦʪʨʝʙʥʦʩʪʠ 
ʧʦʣɹʟʦʚʘʪʝʣʝʡ ʩʪʘʣʠ ʤʝʥʷʪʴʩʷ, ʪʨʝʙʫʷ ʙʦʣʝʝ ʛʠʙʢʠʭ ʠ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʨʝʰʝʥʠʡ. 

ʉ ʥʘʯʘʣʦʤ 2000-ʭ ʛʦʜʦʚ ERP-ʩʠʩʪʝʤʳ ʥʘʯʘʣʠ ʧʝʨʝʭʦʜʠʪʴ ʚ ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, 
ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʢʦʤʧʘʥʠʷʤ ʩʥʠʟʠʪʴ ʟʘʪʨʘʪʳ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʫʧʨʦʩʪʠʪʴ ʧʨʦʮʝʩʩ 
ʚʥʝʜʨʝʥʠʷ. ʆʙʣʘʯʥʳʝ ʨʝʰʝʥʠʷ ʩʪʘʣʠ ʙʦʣʝʝ ʜʦʩʪʫʧʥʳʤʠ ʠ ʛʠʙʢʠʤʠ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʠʭ 
ʰʠʨʦʢʦʡ ʧʦʧʫʣʷʨʠʟʘʮʠʠ. ɺ ʵʪʦʪ ʧʝʨʠʦʜ ʥʘʯʘʣʠ ʧʦʷʚʣʷʪʴʩʷ SaaS (Software as a Service) 
ʤʦʜʝʣʠ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʣʠ ʜʦʩʪʫʧ ʢ ERP-ʩʠʩʪʝʤʘʤ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ. ʊʨʘʜʠʮʠʦʥʥʳʝ 
ʢʣʠʝʥʪ-ʩʝʨʚʝʨʥʳʝ ʘʨʭʠʪʝʢʪʫʨʳ ʦʢʘʟʘʣʠʩʴ ʥʝ ʚ ʩʦʩʪʦʷʥʠʠ ʦʙʝʩʧʝʯʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ 
ʛʠʙʢʦʩʪʴ ʠ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʜʣʷ ʩʦʚʨʝʤʝʥʥʳʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. ʕʪʦ ʩʪʘʣʦ ʪʦʣʯʢʦʤ ʢ 
ʨʘʟʨʘʙʦʪʢʝ ERP II, ʢʦʪʦʨʳʝ ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʚʝʙ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʝ. 

ERP II ʭʘʨʘʢʪʝʨʠʟʫʶʪʩʷ ʚʝʙ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʦʡ, ʢʦʪʦʨʘʷ ʫʧʨʦʱʘʝʪ 

ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʢʣʠʝʥʪʦʚ ʠ ʧʘʨʪʥʝʨʦʚ ʢʦʤʧʘʥʠʠ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʪʨʘʜʠʮʠʦʥʥʦʡ 

ʢʣʠʝʥʪ-ʩʝʨʚʝʨʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ, ERP II ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʩʠʩʪʝʤʳ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʨʘʙʦʪʫ ʩ ʨʘʟʣʠʯʥʳʤʠ ʘʧʧʘʨʘʪʥʳʤʠ ʠ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʧʣʘʪʬʦʨʤʘʤʠ, ʘ 

ʪʘʢʞʝ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ ʚ ʥʝʩʢʦʣʴʢʠʭ ʙʘʟʘʭ ʜʘʥʥʳʭ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʷʚʣʝʥʠʝ ERP II ʩʚʷʟʘʥʦ ʩ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ 

ʠʥʪʝʨʥʝʪ, ʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʢʦʤʧʘʥʠʡ ʫʯʠʪʳʚʘʪʴ ʚʥʝʰʥʠʝ ʬʘʢʪʦʨʳ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʚ 

ʩʚʦʝʤ ʫʧʨʘʚʣʝʥʠʠ. ʕʪʠ ʩʠʩʪʝʤʳ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʦʜʥʠʤ 

ʧʨʝʜʧʨʠʷʪʠʝʤ, ʥʦ ʠ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʥʘ ʫʨʦʚʥʝ ʦʪʨʘʩʣʠ. [3] 

ʇʦʵʪʦʤʫ ʩʦʚʨʝʤʝʥʥʳʝ ERP-ʩʠʩʪʝʤʳ ʨʘʟʨʘʙʦʪʘʥʳ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʙʦʣʴʰʠʤʠ 

ʦʙʲʝʤʘʤʠ ʜʘʥʥʳʭ ʠ ʩʦʟʜʘʥʠʷ ʝʜʠʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʚʩʝʭ ʦʪʜʝʣʦʚ 

ʢʦʤʧʘʥʠʠ. ʆʩʥʦʚʳ ERP ʚʢʣʶʯʘʶʪ: 

 ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʜʘʥʥʳʤʠ, ʛʜʝ ʚʩʝ ʩʦʪʨʫʜʥʠʢʠ ʠʤʝʶʪ 

ʜʦʩʪʫʧ ʢ ʘʢʪʫʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʯʪʦ ʠʩʢʣʶʯʘʝʪ ʜʫʙʣʠʨʦʚʘʥʠʝ ʠ 

ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʦʰʠʙʦʢ; 

 ʀʥʪʝʛʨʘʮʠʷ ʧʨʦʮʝʩʩʦʚ ʚ ʦʜʥʦʤ ʨʝʰʝʥʠʠ, ʯʪʦʙʳ ʢʦʤʧʘʥʠʠ ʚʠʜʝʪʴ 

ʧʦʣʥʫʶ ʢʘʨʪʠʥʫ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʠ ʙʳʩʪʨʦ 

ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʟʤʝʥʝʥʠʷ; 



-36- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 ERP-ʩʠʩʪʝʤʳ ʚʢʣʶʯʘʶʪ ʨʘʟʥʳʝ ʤʦʜʫʣʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʥʘʩʪʨʘʠʚʘʪʴ ʧʦʜ 

ʧʦʪʨʝʙʥʦʩʪʠ ʙʠʟʥʝʩʘ: ʙʫʭʛʘʣʪʝʨʠʷ, CRM, HRM, ʩʢʣʘʜ ʠ ʜʨ.; 

 ɸʚʪʦʤʘʪʠʟʘʮʠʷ; 

 ʉʠʩʪʝʤʳ ʤʦʛʫʪ ʙʳʪʴ ʘʜʘʧʪʠʨʦʚʘʥʳ ʧʦʜ ʨʦʩʪ ʙʠʟʥʝʩʘ, ʧʦʟʚʦʣʷʷ ʜʦʙʘʚʣʷʪʴ 

ʤʦʜʫʣʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

 ERP-ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʧʨʦʟʨʘʯʥʦʩʪʴ ʠ ʧʦʟʚʦʣʷʶʪ ʧʦʣʫʯʘʪʴ 

ʘʢʪʫʘʣʴʥʳʝ ʜʘʥʥʳʝ ʠʟ ʣʶʙʦʛʦ ʤʝʩʪʘ, ʯʪʦ ʫʧʨʦʱʘʝʪ ʫʧʨʘʚʣʝʥʠʝ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʤʠ ʧʣʦʱʘʜʢʘʤʠ ʠ ʨʘʩʧʨʝʜʝʣʠʪʝʣʴʥʳʤʠ ʮʝʥʪʨʘʤʠ ʜʘʞʝ 

ʠʟ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ. 

 ʄʦʜʫʣʠ ERP ʧʦʟʚʦʣʷʶʪ ʥʘʩʪʨʘʠʚʘʪʴ ʛʨʘʬʠʢʠ ʩʤʝʥ, ʧʦʩʪʘʚʦʢ, ʘ ʪʘʢʞʝ 

ʧʣʘʥʠʨʦʚʘʪʴ ʪʝʭʥʠʯʝʩʢʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ. 
ERP-ʩʠʩʪʝʤʳ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʘʜʘʧʪʠʨʫʷʩʴ ʢ ʩʦʚʨʝʤʝʥʥʳʤ ʚʳʟʦʚʘʤ 

ʮʠʬʨʦʚʠʟʘʮʠʠ ʠ ʠʟʤʝʥʷʶʱʠʤʩʷ ʧʦʪʨʝʙʥʦʩʪʷʤ ʙʠʟʥʝʩʘ. ɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʚʩʝ ʙʦʣʴʰʝ 
ʢʦʤʧʘʥʠʡ ʧʨʝʜʧʦʯʠʪʘʶʪ ʦʙʣʘʯʥʳʝ ERP-ʩʠʩʪʝʤʳ, ʪʘʢʠʝ ʢʘʢ SAP S/4HANA Cloud, Oracle 
Cloud ERP ʠ Microsoft Dynamics 365. ʆʙʣʘʯʥʳʝ ʨʝʰʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʛʠʙʢʦ 
ʤʘʩʰʪʘʙʠʨʦʚʘʪʴ ʨʝʩʫʨʩʳ, ʙʳʩʪʨʝʝ ʚʥʝʜʨʷʪʴ ʦʙʥʦʚʣʝʥʠʷ ʠ ʩʥʠʞʘʪʴ ʟʘʪʨʘʪʳ ʥʘ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. [2]  ɸ ʚʥʝʜʨʝʥʠʝ ʀʀ ʠ ML ʚ ERP-ʩʠʩʪʝʤʳ ʩʧʦʩʦʙʩʪʚʫʝʪ ʘʚʪʦʤʘʪʠʟʘʮʠʠ 
ʩʣʦʞʥʳʭ ʧʨʦʮʝʩʩʦʚ: ʦʪ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʩʧʨʦʩʘ ʜʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. ʅʘʧʨʠʤʝʨ, AI-ʤʦʜʫʣʠ 
ʤʦʛʫʪ ʧʨʝʜʩʢʘʟʳʚʘʪʴ ʧʦʣʦʤʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʠʟʤʝʥʷʪʴ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ʥʘ 
ʦʩʥʦʚʝ ʧʨʝʜʩʢʘʟʘʪʝʣʴʥʳʭ ʤʦʜʝʣʝʡ. 

ɺʥʝʜʨʝʥʠʝ ERP-ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪ ʪʱʘʪʝʣʴʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʧʦʜʛʦʪʦʚʢʠ. 
ʇʨʝʞʜʝ ʯʝʤ ʚʳʙʨʘʪʴ ERP-ʩʠʩʪʝʤʫ, ʚʘʞʥʦ ʧʨʦʚʝʩʪʠ ʘʥʘʣʠʟ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʠ 

ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ ʬʫʥʢʮʠʠ ʷʚʣʷʶʪʩʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤʠ ʜʣʷ ʢʦʤʧʘʥʠʠ. ʅʘ ʨʳʥʢʝ 
ʧʨʝʜʩʪʘʚʣʝʥʦ ʤʥʦʞʝʩʪʚʦ ERP-ʩʠʩʪʝʤ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ ʫʯʠʪʳʚʘʪʴ ʪʘʢʠʝ ʬʘʢʪʦʨʳ, ʢʘʢ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʩʪʦʠʤʦʩʪʴ, ʚʦʟʤʦʞʥʦʩʪʠ ʠʥʪʝʛʨʘʮʠʠ ʠ ʧʦʜʜʝʨʞʢʫ. ʇʦʩʣʝ ʚʥʝʜʨʝʥʠʷ 
ʥʝʦʙʭʦʜʠʤʦ ʨʝʛʫʣʷʨʥʦ ʦʮʝʥʠʚʘʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʠ ʚʥʦʩʠʪʴ ʢʦʨʨʝʢʪʠʚʳ 
ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

ɹʫʜʫʱʝʝ ERP-ʩʠʩʪʝʤ ʪʘʢʞʝ ʙʫʜʝʪ ʩʚʷʟʘʥʦ ʩ ʫʧʨʦʱʝʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʧʳʪʘ. 

ʉʦʚʨʝʤʝʥʥʳʝ ʠʥʪʝʨʬʝʡʩʳ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʳʝ 

ʥʘʚʠʛʘʮʠʦʥʥʳʝ ʧʘʥʝʣʠ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʧʝʨʩʦʥʘʣʠʟʘʮʠʠ ʩʪʘʥʫʪ ʩʪʘʥʜʘʨʪʦʤ. ʕʪʦ ʧʦʤʦʞʝʪ 

ʫʣʫʯʰʠʪʴ ʚʦʩʧʨʠʷʪʠʝ ʩʠʩʪʝʤʳ ʠ ʧʦʚʳʩʠʪʴ ʝʝ ʧʨʠʝʤʣʝʤʦʩʪʴ ʩʨʝʜʠ ʩʦʪʨʫʜʥʠʢʦʚ. [1] 

ʉʢʦʨʝʝ ʚʩʝʛʦ, ʦʙʣʘʯʥʳʝ ERP-ʩʠʩʪʝʤʳ ʧʨʦʜʦʣʞʘʪ ʜʦʤʠʥʠʨʦʚʘʪʴ ʥʘ ʨʳʥʢʝ, 

ʧʨʝʜʣʘʛʘʷ ʢʦʤʧʘʥʠʷʤ ʛʠʙʢʦʩʪʴ, ʜʦʩʪʫʧʥʦʩʪʴ ʠ ʵʢʦʥʦʤʠʶ ʟʘʪʨʘʪ. ɺʦʟʤʦʞʥʦʩʪʠ ʧʦ 

ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʶ ʨʝʩʫʨʩʦʚ ʠ ʙʳʩʪʨʦʤʫ ʚʥʝʜʨʝʥʠʶ ʦʙʥʦʚʣʝʥʠʡ ʧʦʟʚʦʣʷʪ ʢʦʤʧʘʥʠʷʤ 

ʦʩʪʘʚʘʪʴʩʷ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʳʤʠ ʚ ʫʩʣʦʚʠʷʭ ʜʠʥʘʤʠʯʥʦʛʦ ʨʳʥʢʘ. 

ERP-ʩʠʩʪʝʤʳ ʠʛʨʘʶʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʫʧʨʘʚʣʝʥʠʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʘʤʠ ʠ 

ʨʝʩʫʨʩʘʤʠ ʢʦʤʧʘʥʠʡ. ʆʥʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʠʥʪʝʛʨʘʮʠʶ, ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʠ ʧʨʦʟʨʘʯʥʦʩʪʴ, ʯʪʦ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦ ʚ ʫʩʣʦʚʠʷʭ ʩʦʚʨʝʤʝʥʥʦʛʦ ʙʠʟʥʝʩʘ. ʅʝʩʤʦʪʨʷ ʥʘ ʚʳʟʦʚʳ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʚʥʝʜʨʝʥʠʝʤ ERP, ʧʨʝʠʤʫʱʝʩʪʚʘ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʠʥʦʩʷʪ, ʜʝʣʘʶʪ ʠʭ ʥʝʟʘʤʝʥʠʤʳʤʠ 

ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʜʣʷ ʫʩʧʝʰʥʦʛʦ ʚʝʜʝʥʠʷ ʙʠʟʥʝʩʘ. 

ɺ ʫʩʣʦʚʠʷʭ ʧʦʩʪʦʷʥʥʳʭ ʠʟʤʝʥʝʥʠʡ ʚ ʪʝʭʥʦʣʦʛʠʷʭ ʠ ʪʨʝʙʦʚʘʥʠʷʭ ʨʳʥʢʘ, ERP-

ʩʠʩʪʝʤʳ ʧʨʦʜʦʣʞʘʶʪ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʠ ʵʚʦʣʶʮʠʦʥʠʨʦʚʘʪʴ, ʦʪʢʨʳʚʘʷ ʥʦʚʳʝ ʛʦʨʠʟʦʥʪʳ 

ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʠ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. ɺʥʝʜʨʝʥʠʝ ʩʦʚʨʝʤʝʥʥʳʭ ERP-

ʨʝʰʝʥʠʡ ʩʪʘʥʝʪ ʟʘʣʦʛʦʤ ʫʩʧʝʭʘ ʜʣʷ ʢʦʤʧʘʥʠʡ, ʩʪʨʝʤʷʱʠʭʩʷ ʢ ʨʘʟʚʠʪʠʶ ʠ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚ ʙʫʜʫʱʝʤ. 
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Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -37- 

 

ɻʦʣʫʙʷʪʥʠʢʦʚ ɸ.ʆ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ LoRaWAN ʜʣʷ ʩʠʩʪʝʤ ʫʯʝʪʘ ʠ ʫʤʥʳʭ ʛʦʨʦʜʦʚ 

ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ 

ʠʤ. ʧʨʦʬ. ʄ.ɸ. ɹʦʥʯ-ɹʨʫʝʚʠʯʘ 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʘʥʘʣʠʟʠʨʫʶʪʩʷ ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʦʛʨʘʥʠʯʝʥʠʷ ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʚ 

ʩʠʩʪʝʤʘʭ ʫʯʝʪʘ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʠ ʫʤʥʦʛʦ ʛʦʨʦʜʘ. ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ 

ʧʨʠʤʝʨʳ ʧʨʠʤʝʥʝʥʠʷ ʚ ʈʦʩʩʠʠ ʠ ʟʘ ʨʫʙʝʞʦʤ, ʘ ʪʘʢʞʝ ʦʩʦʙʝʥʥʦʩʪʠ ʨʘʙʦʪʳ ʪʝʭʥʦʣʦʛʠʠ ʚ 

ʫʩʣʦʚʠʷʭ ʚʳʩʦʢʦʡ ʧʣʦʪʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ. ʆʧʠʩʘʥʳ ʨʝʰʝʥʠʷ ʜʣʷ ʩʥʠʞʝʥʠʷ ʢʦʣʣʠʟʠʡ ʠ 

ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʨʘʙʦʪʳ ʩʝʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʯʝʨʝʟ ʦʧʪʠʤʠʟʘʮʠʶ ʯʘʩʪʦʪʥʦʛʦ 

ʜʠʘʧʘʟʦʥʘ ʠ ʚʥʝʜʨʝʥʠʝ ʚ ʵʢʦʩʠʩʪʝʤʫ ʫʤʥʦʛʦ ʛʦʨʦʜʘ ʠ ʩʝʣʴʩʢʦʛʦ ʭʦʟʷʡʩʪʚʘ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: LoRaWAN, ʫʤʥʳʡ ʛʦʨʦʜ, ʫʯʝʪ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, IoT, ʢʦʣʣʠʟʠʠ, 

ʯʘʩʪʦʪʥʳʡ ʜʠʘʧʘʟʦʥ. 

 

Abstract 

The article analyzes the possibilities and limitations of LoRaWAN technology in 

electricity metering, water supply and smart city systems. Examples of applications in Russia 

and abroad are considered, as well as the features of the technology in conditions of high device 

density. Solutions for reducing collisions and improving network efficiency are described, 

including through optimizing the frequency range and introducing smart cities and agriculture 

into the ecosystem. 

Keywords: LoRaWAN, smart city, electricity metering, IoT, collisions, frequency range. 

 

ʉʦʚʨʝʤʝʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʫʯʝʪʫ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʥʝ ʦʛʨʘʥʠʯʠʚʘʶʪʩʷ ʦʜʥʦʢʨʘʪʥʳʤ 

ʩʙʦʨʦʤ ʧʦʢʘʟʘʥʠʡ. ʇʦʩʪʘʥʦʚʣʝʥʠʝʤ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʌ ˉ890 ʦʪ 19.06.2020ʛ. ʚʚʝʜʝʥʳ 

ʧʦʚʳʰʝʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʤʘʩʩʠʚʫ ʜʘʥʥʳʭ, ʧʦʣʫʯʘʝʤʳʭ ʩʦ ʩʯʝʪʯʠʢʦʚ: ʵʪʦ ʠ ʧʦʯʘʩʦʚʳʝ 

ʜʘʥʥʳʝ ʦ ʧʦʪʨʝʙʣʝʥʠʠ, ʠ ʧʦʢʘʟʘʪʝʣʠ ʢʘʯʝʩʪʚʘ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, ʠ ʟʘʧʠʩʠ ʚ ʞʫʨʥʘʣʘʭ 

ʩʦʙʳʪʠʡ. 

ʉʦʚʨʝʤʝʥʥʳʝ ʩʯʝʪʯʠʢʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʪʘʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʥʦ ʠʟ-ʟʘ ʩʫʱʝʩʪʚʝʥʥʦʛʦ 

ʫʚʝʣʠʯʝʥʠʷ ʦʙʲʝʤʘ ʧʝʨʝʜʘʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʨʘʩʪʫʪ ʪʨʝʙʦʚʘʥʠʷ ʠ ʢ ʩʠʩʪʝʤʘʤ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ.  

ɽʞʝʩʫʪʦʯʥʳʝ ʧʦʢʘʟʘʥʠʷ ʩʦ ʩʯʝʪʯʠʢʦʚ ʫʩʧʝʰʥʦ ʧʝʨʝʜʘʶʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʪʠ 

LoRaWAN. ʇʘʢʝʪ ʩ ʦʜʥʠʤ ʧʦʢʘʟʘʥʠʝʤ çʚʝʩʠʪè 20ï40 ʙʘʡʪ (ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ 

ʨʘʜʠʦʤʦʜʫʣʷ ʠ ʝʛʦ ʧʨʦʪʦʢʦʣʘ). ɽʩʣʠ ʧʝʨʚʳʡ ʧʘʢʝʪ ʥʝ ʜʦʰʝʣ ʜʦ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ ʠʟ-ʟʘ 

ʧʦʤʝʭ ʠʣʠ ʢʦʣʣʠʟʠʡ, ʩʯʝʪʯʠʢ ʩʜʝʣʘʝʪ ʚʪʦʨʫʶ, ʪʨʝʪʴʶ ʠ ʩʣʝʜʫʶʱʠʝ ʧʦʧʳʪʢʠ, ʢʦʣʠʯʝʩʪʚʦ 

ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʦ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ɼʣʷ ʵʪʦʛʦ ʫ ʩʯʝʪʯʠʢʘ ʝʩʪʴ ʮʝʣʳʡ ʜʝʥʴ. 

ʉʠʪʫʘʮʠʷ ʤʝʥʷʝʪʩʷ, ʢʦʛʜʘ ʩʦʙʠʨʘʶʪʩʷ ʠʥʪʝʨʚʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʥʘʧʨʠʤʝʨ, ʟʘ ʢʘʞʜʳʝ 30 

ʤʠʥʫʪ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʩʫʪʦʯʥʳʡ ʘʨʭʠʚ ʩ ʧʦʣʫʯʘʩʦʚʳʤʠ ʜʘʥʥʳʤʠ çʚʝʩʠʪè ʤʥʦʛʦ, ʠ ʚʝʣʠʢʘ 

ʚʝʨʦʷʪʥʦʩʪʴ, ʯʪʦ ʦʥ ʥʝ ʜʦʡʜʝʪ ʜʦ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ ʠʟ-ʟʘ ʧʦʤʝʭ ʠʣʠ ʢʦʣʣʠʟʠʡ. ʄʦʞʥʦ 

ʥʘʩʪʨʦʠʪʴ ʙʦʣʝʝ ʯʘʩʪʳʝ ʩʝʘʥʩʳ ʩʚʷʟʠ ʩʦ ʩʯʝʪʯʠʢʘʤʠ, ʯʪʦʙʳ ʧʨʦʠʩʭʦʜʠʣ ʦʙʤʝʥ 

ʤʘʣʝʥʴʢʠʤʠ ʧʘʢʝʪʘʤʠ. ʅʦ ʪʦʛʜʘ ʥʘʛʨʫʟʢʘ ʥʘ ʩʝʪʴ ʩʠʣʴʥʦ ʫʚʝʣʠʯʠʪʩʷ, ʧʦʪʦʤʫ ʯʪʦ ʢʘʞʜʳʡ 

ʩʯʝʪʯʠʢ ʜʦʣʞʝʥ ʙʫʜʝʪ ʫʩʧʝʪʴ ʧʝʨʝʜʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʥʝ ʟʘ ʩʫʪʢʠ, ʘ ʟʘ ʯʘʩ. 

ʀʟ-ʟʘ ʢʨʘʪʥʦʛʦ ʫʚʝʣʠʯʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ ʦʥʘ ʩʤʦʞʝʪ ʦʙʩʣʫʞʠʚʘʪʴ 

ʚ ʨʘʟʳ ʤʝʥʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʵʣʝʢʪʨʦʩʯʝʪʯʠʢʦʚ. ʇʨʠ ʦʙʝʩʧʝʯʝʥʠʠ ʧʦʣʫʯʘʩʦʚʦʛʦ ʫʯʝʪʘ ʥʘ 

ʦʜʥʫ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ ʤʦʞʝʪ ʧʨʠʭʦʜʠʪʴʩʷ ʥʝ ʙʦʣʝʝ 150ï200 ʩʯʝʪʯʠʢʦʚ. ʇʨʠ ʙʦʣʴʰʝʤ 

ʢʦʣʠʯʝʩʪʚʝ ʩʯʝʪʯʠʢʦʚ ʩʪʘʪʠʩʪʠʢʘ ʩʙʦʨʘ ʜʘʥʥʳʭ ʩʠʣʴʥʦ ʫʭʫʜʰʘʝʪʩʷ. 

ɼʘʚʘʡʪʝ ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʚʳ ʫʯʣʠ ʚʩʝ ʧʨʝʜʳʜʫʱʠʝ ʬʘʢʪʦʨʳ ʠ ʚʘʤ ʫʜʘʣʦʩʴ 

ʥʘʩʪʨʦʠʪʴ ʥʘ ʢʘʯʝʩʪʚʝʥʥʦʤ ʫʨʦʚʥʝ ʧʦʣʫʯʝʥʠʝ ʜʘʥʥʳʭ ʩʦ ʩʯʝʪʯʠʢʦʚ ʧʦ ʩʝʪʠ LoRaWAN. 



-38- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʆʨʠʝʥʪʠʨʫʷʩʴ ʥʘ ʚʘʰ ʧʦʣʦʞʠʪʝʣʴʥʳʡ ʦʧʳʪ, ʧʨʝʜʧʨʠʷʪʠʝ ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʨʝʰʠʣʦ 

ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʪʴ ʩʚʦʶ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ ʜʣʷ ʦʧʨʦʩʘ ʚʦʜʦʩʯʝʪʯʠʢʦʚ. 

ʇʫʩʪʴ ʧʨʝʜʧʨʠʷʪʠʝ ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʫʩʪʘʥʦʚʠʣʦ ʩʚʦʶ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ ʜʣʷ ʦʧʨʦʩʘ 

ʚʦʜʦʩʯʝʪʯʠʢʦʚ ʪʘʤ, ʛʜʝ ʧʨʝʜʧʨʠʷʪʠʝ ʵʥʝʨʛʦʩʥʘʙʞʝʥʠʷ ʫʞʝ ʦʧʨʘʰʠʚʘʣʦ ʩʯʝʪʯʠʢʠ. 

ʈʘʟʨʘʙʦʪʯʠʢʠ ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʫʯʣʠ ʚʦʟʤʦʞʥʦʩʪʴ ʩʙʦʨʘ ʜʘʥʥʳʭ ʨʘʟʥʳʤʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʩ ʨʘʟʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʟʘʣʦʞʠʚ ʰʠʬʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ, ʙʣʘʛʦʜʘʨʷ ʯʝʤʫ ʦʜʥʠ 

ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ ʥʝ ʤʦʛʫʪ ʨʘʩʰʠʬʨʦʚʳʚʘʪʴ ʜʘʥʥʳʝ ʦʪ ʯʫʞʠʭ ʩʯʝʪʯʠʢʦʚ, ʘ ʯʫʞʠʝ ʙʘʟʦʚʳʝ 

ʩʪʘʥʮʠʠ ʥʝ ʤʦʛʫʪ ʨʘʩʧʦʟʥʘʪʴ ʜʘʥʥʳʝ ʦʪ ʧʝʨʚʳʭ ʩʯʝʪʯʠʢʦʚ ʠ ʦʪʙʨʘʢʦʚʳʚʘʶʪ ʠʭ. 

ʅʦ ʧʨʦʙʣʝʤʘ ʟʘʛʨʫʟʢʠ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ ʫʩʫʛʫʙʣʷʝʪʩʷ ʥʘʣʠʯʠʝʤ ʯʫʞʠʭ ʧʘʢʝʪʦʚ: 

ʚʦʜʦʩʯʝʪʯʠʢʠ ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʦ ʩʯʝʪʯʠʢʘʤʠ ʵʣʝʢʪʨʠʯʝʩʪʚʘ, ʯʪʦ 

ʧʨʠʚʦʜʠʪ ʢ ʨʦʩʪʫ ʢʦʣʣʠʟʠʡ. ʀʟ-ʟʘ ʫʚʝʣʠʯʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ ʦʧʨʦʩ 

ʩʯʝʪʯʠʢʦʚ ʤʦʞʝʪ ʫʭʫʜʰʠʪʴʩʷ. 

ɿʜʝʩʴ ʧʨʦʷʚʣʷʝʪʩʷ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʢʘʥʘʣʦʚ. ɺ ʩʪʨʘʥʘʭ ʩ ʰʠʨʦʢʠʤ 

ʜʠʘʧʘʟʦʥʦʤ ʥʝʣʠʮʝʥʟʠʨʫʝʤʳʭ ʯʘʩʪʦʪ, ʦʨʛʘʥʠʟʘʮʠʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʩʝʪʠ LoRaWAN ʥʘ 

ʦʜʥʦʡ ʪʝʨʨʠʪʦʨʠʠ ʥʝ ʢʦʥʢʫʨʠʨʫʶʪ ʟʘ ʵʬʠʨʥʦʝ ʚʨʝʤʷ, ʪʘʢ ʢʘʢ ʤʦʛʫʪ ʨʘʟʚʝʩʪʠ ʨʘʙʦʪʫ ʩʚʦʠʭ 

ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʧʦ ʥʝʧʝʨʝʩʝʢʘʶʱʠʤʩʷ ʜʠʘʧʘʟʦʥʘʤ ʯʘʩʪʦʪ. ɺ ʈʦʩʩʠʠ ʞʝ ʪʘʢʘʷ 

ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʩʫʪʩʪʚʫʝʪ, ʧʦʵʪʦʤʫ ʢʘʞʜʳʡ ʥʦʚʳʡ ʩʯʝʪʯʠʢ ʩ LoRaWAN ʤʦʜʫʣʝʤ ʤʦʞʝʪ 

ʤʝʰʘʪʴ ʨʘʙʦʪʝ ʨʘʥʝʝ ʩʤʦʥʪʠʨʦʚʘʥʥʳʭ ʚ ʵʪʦʤ ʞʝ ʨʘʡʦʥʝ.  

ʊʝʤ ʥʝ ʤʝʥʝʝ ʪʝʭʥʦʣʦʛʠʷ LoRaWAN ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʚʩʝʤʫ ʤʠʨʫ.  

ɺ 2016 ʛʦʜʫ ʚ ʩʪʦʣʠʮʝ ʅʠʜʝʨʣʘʥʜʦʚ - ɸʤʩʪʝʨʜʘʤʝ, ʥʘʩʯʠʪʳʚʘʶʱʝʤ ʙʦʣʝʝ 800 ʪʳʩ. 

ʞʠʪʝʣʝʡ, ʙʳʣʘ ʟʘʧʫʱʝʥʘ ʩʝʪʴ LoRaWAN. ɼʣʷ ʦʭʚʘʪʘ ʛʦʨʦʜʘ, ʯʴʷ ʧʣʦʱʘʜʴ ʩʦʩʪʘʚʣʷʝʪ 219 

ʢʚ. ʢʤ, ʧʦʪʨʝʙʦʚʘʣʦʩʴ ʫʩʪʘʥʦʚʠʪʴ 10 ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʩʪʦʠʤʦʩʪʴʶ $1,2 ʪʳʩ. ʢʘʞʜʘʷ. 

ɺ ʩʪʦʣʠʮʝ ʅʠʜʝʨʣʘʥʜʦʚ ʫʞʝ ʟʘʜʫʤʳʚʘʶʪʩʷ ʦ ʰʠʨʦʢʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʚʦʟʤʦʞʥʦʩʪʝʡ LoRaWAN. ʅʘʧʨʠʤʝʨ, ʧʝʨʝʧʦʣʥʝʥʥʳʝ ʫʤʥʳʝ ʤʫʩʦʨʥʳʝ ʙʘʢʠ ʩʤʦʛʫʪ 

ʦʧʦʚʝʱʘʪʴ ʢʦʤʤʫʥʘʣʴʥʳʝ ʩʣʫʞʙʳ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳʚʦʟʘ ʦʪʭʦʜʦʚ. ɸʚʪʦʤʦʙʠʣʠʩʪʳ 

ʧʦʣʫʯʘʪ ʦʧʦʚʝʱʝʥʠʷ ʥʘ ʧʨʠʜʦʨʦʞʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʪʘʙʣʦ ʦ ʙʝʩʧʣʘʪʥʳʭ ʧʘʨʢʦʚʢʘʭ ʠ 

ʟʘʨʷʜʥʳʭ ʩʪʘʥʮʠʷʭ ʜʣʷ ʵʣʝʢʪʨʦʢʘʨʦʚ ʧʦʙʣʠʟʦʩʪʠ. ɼʝʪʝʢʪʦʨʳ ʜʳʤʘ ʚ ʫʤʥʦʤ ʜʦʤʝ 

ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʦʧʦʚʝʩʪʷʪ ʚʣʘʜʝʣʴʮʘ ʩ ʧʦʤʦʱʴʶ ʩʤʘʨʪʬʦʥʘ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳʟʚʘʪʴ 

ʠʣʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʚʳʟʦʚʫʪ ʵʢʩʪʨʝʥʥʳʝ ʩʣʫʞʙʳ. 

ɻʦʨʦʜʘ ʤʦʛʫʪ ʩʪʘʪʴ ʥʘʩʪʦʣʴʢʦ ʫʤʥʳʤʠ, ʯʪʦ ʤʥʦʞʝʩʪʚʦ ʧʦʜʢʣʶʯʝʥʥʳʭ ʚʝʱʝʡ ï 

ʢʦʰʝʣʴʢʠ, ʟʦʥʪʠʢʠ, ʩʫʤʢʠ, ʙʨʝʣʦʢʠ ʩ ʢʣʶʯʘʤʠ ʚ ʩʣʫʯʘʝ ʧʦʪʝʨʠ ʠʣʠ ʢʨʘʞʠ ʩʦʦʙʱʘʪ 

ʚʣʘʜʝʣʴʮʘʤ ʦ ʩʚʦʝʤ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʠ. 

ʅʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ LoRa Alliance ʧʨʝʜʩʪʘʚʣʝʥ ʤʘʢʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʜʣʷ ʫʤʥʳʭ ʛʦʨʦʜʦʚ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. LoRaWAN ʜʣʷ ʩʦʟʜʘʥʠʷ ʫʤʥʳʭ ʛʦʨʦʜʦʚ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -39- 

 

ɺ ʛʦʨʦʜʝ ɻʣʘʟʛʦ ʩ ʧʦʤʦʱʴʶ ʜʘʪʯʠʢʦʚ, ʢʦʪʦʨʳʝ ʦʪʩʣʝʞʠʚʘʶʪ ʟʘʛʨʷʟʥʝʥʠʝ 

ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ, ʫʜʘʣʦʩʴ ʩʥʠʟʠʪʴ ʚʳʙʨʦʩʳ ʚʨʝʜʥʳʭ ʚʝʱʝʩʪʚ. ʉʪʘʮʠʦʥʘʨʥʳʝ ʧʫʥʢʪʳ 

ʤʦʥʠʪʦʨʠʥʛʘ, ʙʳʣʠ ʜʦʧʦʣʥʝʥʳ ʩʦʚʨʝʤʝʥʥʳʤʠ ʜʘʪʯʠʢʘʤʠ. ʉʪʘʥʮʠʠ ʧʦʩʪʦʷʥʥʦʛʦ ʢʦʥʪʨʦʣʷ 

ʩʪʦʷʪ ʦʯʝʥʴ ʜʦʨʦʛʦ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʤʦʙʠʣʴʥʳʝ ʩʠʩʪʝʤʳ ʥʘ ʦʩʥʦʚʝ LoRaWAN ʥʝ ʪʦʣʴʢʦ 

ʩʪʦʷʪ ʜʝʰʝʚʣʝ, ʥʦ ʠ ʤʦʛʫʪ ʙʳʪʴ ʨʘʟʚʸʨʥʫʪʳ ʚʦ ʤʥʦʛʠʭ ʪʦʯʢʘʭ ʛʦʨʦʜʘ. ɺʩʝ ʜʘʪʯʠʢʠ 

ʫʤʝʱʘʶʪʩʷ ʚ ʥʝʙʦʣʴʰʦʤ ʯʝʤʦʜʘʥʝ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʚʳʷʚʣʷʪʴ ʚ ɻʣʘʟʛʦ ʥʘʠʙʦʣʝʝ 

ʟʘʛʨʷʟʥʸʥʥʳʝ ʪʦʯʢʠ ʠ ʠʩʪʦʯʥʠʢʠ ʟʘʛʨʷʟʥʝʥʠʡ. 

ʄʦʙʠʣʴʥʘʷ ʩʝʪʴ ʢʘʯʝʩʪʚʘ ʚʦʟʜʫʭʘ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʢʣʶʯʝʚʳʭ ʢʦʤʧʦʥʝʥʪʦʚ: 

 ʩʝʥʩʦʨʳ, ʩʦʙʠʨʘʶʱʠʝ ʜʘʥʥʳʝ ʠ ʫʚʝʜʦʤʣʷʶʱʠʝ ʩʣʫʞʙʳ ʤʦʥʠʪʦʨʠʥʛʘ ʦ 

ʩʦʩʪʦʷʥʠʠ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ (ʫʨʦʚʝʥʴ ʫʛʘʨʥʦʛʦ ʛʘʟʘ, ʪʚʸʨʜʳʝ ʧʨʠʤʝʩʠ 

ʚ ʘʪʤʦʩʬʝʨʝ, ʪʝʤʧʝʨʘʪʫʨʘ, ʚʣʘʞʥʦʩʪʴ, ʜʘʚʣʝʥʠʝ); 

 ʭʘʙ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʠʥʬʦʨʤʘʮʠʷ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ ʜʘʪʯʠʢʦʚ 

ʦʪʧʨʘʚʣʷʝʪʩʷ ʚ ʦʙʣʘʯʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ; 

 ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʚʠʟʫʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ. 

ʇʝʨʚʳʝ ʪʘʢʠʝ ʤʦʙʠʣʴʥʳʝ ʪʦʯʢʠ ʢʦʥʪʨʦʣʷ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʢʨʳʰʝ ʦʜʥʦʛʦ ʠʟ 

ʛʦʨʦʜʩʢʠʭ ʫʥʠʚʝʨʩʠʪʝʪʦʚ. 

ʅʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ LoRa Alliance ʧʨʝʜʩʪʘʚʣʝʥ ʤʘʢʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʜʣʷ ʫʜʦʙʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʤʫʥʘʣʴʥʳʭ ʩʨʝʜʩʪʚ, ʯʪʦ 

ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 2.  

 

 
ʈʠʩʫʥʦʢ 2. LoRaWAN ʜʣʷ ʚʳʛʦʜʥʦʛʦ ʠ ʵʬʬʝʢʪʠʚʥʦʛʦ ʢʦʤʤʫʥʘʣʴʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ. 

 

ʂʦʤʧʘʥʠʠ Senet ʠ Sensoterra ʦʙʲʷʚʠʣʠ ʦ ʧʘʨʪʥʸʨʩʪʚʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʠʩʪʝʤʦʡ 

ʚʣʘʞʥʦʩʪʠ ʧʦʯʚʳ Sensoterra. ʉʠʩʪʝʤʘ ʦʩʥʦʚʘʥʘ ʥʘ ʩʝʪʠ IoT Senet ʠ LoRaWAN. 

ʂʦʥʪʨʦʣʴ ʚʣʘʞʥʦʩʪʠ ʧʦʯʚʳ ʧʦʟʚʦʣʷʝʪ ʬʝʨʤʝʨʘʤ ʵʬʬʝʢʪʠʚʥʦ ʨʘʩʭʦʜʦʚʘʪʴ ʚʦʜʫ. 

ʈʘʥʴʰʝ ʙʦʣʴʰʠʥʩʪʚʦ ʜʘʪʯʠʢʦʚ ʙʳʣʦ ʩʦʝʜʠʥʝʥʦ ʩ ʧʦʤʦʱʴʶ ʧʨʦʚʦʜʦʚ, ʯʪʦ ʜʝʣʘʣʦ 

ʨʘʟʚʸʨʪʳʚʘʥʠʝ ʨʝʰʝʥʠʡ ʜʦʨʦʛʠʤ. Sensoterra ʨʝʰʘʝʪ ʵʪʠ ʧʨʦʙʣʝʤʳ ʩ LoRaWAN 

ʈʝʰʝʥʠʷ Senet ʠ Sensoterra ʧʦʟʚʦʣʷʪ ʬʝʨʤʝʨʘʤ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʦ ʚʣʘʞʥʦʩʪʠ ʧʦʯʚʳ. ɼʘʪʯʠʢʠ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʚ ʪʝʯʝʥʠʝ 

ʩʯʠʪʘʥʥʳʭ ʤʠʥʫʪ. ɼʘʥʥʳʝ ʜʦʩʪʫʧʥʳ ʦʥʣʘʡʥ ʫʞʝ ʯʝʨʝʟ ʯʘʩ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩʝʥʩʦʨʳ 

ʩʤʦʥʪʠʨʦʚʘʥʳ. ɹʝʩʧʣʘʪʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʜʦʩʪʫʧʥʦ ʜʣʷ ʩʤʘʨʪʬʦʥʦʚ, ʥʦʫʪʙʫʢʦʚ ʠ 

ʧʣʘʥʰʝʪʦʚ.  

ʅʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ LoRa Alliance ʧʨʝʜʩʪʘʚʣʝʥ ʤʘʢʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʜʣʷ ʫʤʥʦʛʦ ʩʝʣʴʩʢʦʛʦ ʭʦʟʷʡʩʪʚʘ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 3.  



-40- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 3. LoRaWAN ʜʣʷ ʫʤʥʦʛʦ ʩʝʣʴʩʢʦʛʦ ʭʦʟʷʡʩʪʚʘ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʨʦʮʝʩʩʳ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ) ʚ ʈʦʩʩʠʠ. ʆʧʠʩʘʥʳ 

ʵʪʘʧʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ɻʦʩʉʆʇʂɸ ʠ ʨʦʣʴ ʅʂʎʂʀ ʚ ʢʦʦʨʜʠʥʘʮʠʠ ʟʘʱʠʪʳ ʂʀʀ ʦʪ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʧʝʨʝʜʘʯʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʠʥʮʠʜʝʥʪʘʭ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʝ, ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ, ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʂʀʀ, ɻʦʩʉʆʇʂɸ, ʅʂʎʂʀ, ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ. 

 

Abstract 

The article discusses the processes of categorization and security of critical information 

infrastructure (CII) facilities in Russia. The stages of interaction with GosSOPKA and the role of 

the NCC in coordinating the protection of CII from cyber incidents, as well as the requirements 

for transmitting information about computer incidents, are described. 

Keywords: categorization, critical infrastructure, CII security, GosSOPKA, NCC, cyber 

incidents. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -41- 

 

ʉʦʛʣʘʩʥʦ ʪʨʝʙʦʚʘʥʠʷʤ ʌɿ ˉ187, ʩʫʙʲʝʢʪʫ ʂʀʀ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʩʚʦʠʪʴ ʦʜʥʫ ʠʟ 

ʪʨʝʭ ʢʘʪʝʛʦʨʠʡ ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʘʤ ʂʀʀ. ʇʨʠ ʵʪʦʤ, ʝʩʣʠ ʦʙʲʝʢʪ ʂʀʀ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʧʦʢʘʟʘʪʝʣʷʤ ʢʨʠʪʝʨʠʝʚ, ʠʣʠ ʦʥʠ ʚʦʚʩʝ ʥʝ ʧʨʠʤʝʥʠʤʳ ʜʣʷ ʥʝʛʦ, ʝʤʫ ʥʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ 

ʢʘʪʝʛʦʨʠʷ. 

ɼʣʷ ʜʘʣʴʥʝʡʰʝʡ ʨʘʙʦʪʳ ʦʙʨʘʪʠʤʩʷ ʢ ʇʦʩʪʘʥʦʚʣʝʥʠʶ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʌ ˉ127 ʠ 

ʙʦʣʝʝ ʜʝʪʘʣʴʥʦ ʠʟʫʯʠʤ ʧʨʦʮʝʩʩ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ. 

ʇʝʨʝʜ ʦʩʫʱʝʩʪʚʣʝʥʠʝʤ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ, ʠʟ ʩʦʩʪʘʚʘ ʨʘʙʦʪʥʠʢʦʚ ʩʫʙʲʝʢʪʘ ʂʀʀ, 

ʜʦʣʞʥʘ ʙʳʪʴ ʩʬʦʨʤʠʨʦʚʘʥʘ ʢʦʤʠʩʩʠʷ ʧʦ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʶ ʦʙʲʝʢʪʦʚ ʂʀʀ. ʉʦʩʪʘʚ 

ʢʦʤʠʩʩʠʠ ʧʦ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʶ ʦʙʲʝʢʪʘ ʂʀʀ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. ʉʦʩʪʘʚ ʢʦʤʠʩʩʠʠ ʧʦ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʶ ʦʙʲʝʢʪʘ ʂʀʀ. 

 

ʉʘʤ ʧʨʦʮʝʩʩ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 6 ʦʩʥʦʚʥʳʭ ʧʨʦʮʝʜʫʨ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʥʘ ʨʠʩʫʥʢʝ 2. 

 

 
ʈʠʩʫʥʦʢ 2. ʇʨʦʮʝʩʩʳ ʚ ʭʦʜʝ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘ ʂʀʀ. 

 

ʈʝʟʫʣʴʪʘʪʦʤ ʨʘʙʦʪʳ ʢʦʤʠʩʩʠʠ ʷʚʣʷʝʪʩʷ ɸʢʪ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ, ʚ ʢʦʪʦʨʳʡ ʚʭʦʜʷʪ 

ʩʚʝʜʝʥʠʷ ʦʙ ʦʙʲʝʢʪʝ ʂʀʀ, ʘ ʪʘʢʞʝ ʩʚʝʜʝʥʠʷ ʦ ʧʨʠʩʚʦʝʥʥʦʡ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ, ʣʠʙʦ 



-42- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʦʪʩʫʪʩʪʚʠʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʝʝ ʧʨʠʩʚʦʝʥʠʷ. ɸʢʪ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʚʩʝʤʠ 

ʯʣʝʥʘʤʠ ʢʦʤʠʩʩʠʠ ʠ ʫʪʚʝʨʞʜʘʝʪʩʷ ʨʫʢʦʚʦʜʠʪʝʣʝʤ ʩʫʙʲʝʢʪʘ ʂʀʀ. 

ʇʦʩʣʝ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʧʨʦʮʝʜʫʨʳ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʩʫʙʲʝʢʪ ʂʀʀ ʜʦʣʞʝʥ ʥʘʧʨʘʚʠʪʴ 

ʩʚʝʜʝʥʠʷ ʚʦ ʌʉʊʕʂ ʈʦʩʩʠʠ ʚ ʪʝʯʝʥʠʝ 10 ʨʘʙʦʯʠʭ ʜʥʝʡ ʩʦ ʜʥʷ ʫʪʚʝʨʞʜʝʥʠʷ ɸʢʪʘ ʚ 

ʧʝʯʘʪʥʦʤ ʠ ʵʣʝʢʪʨʦʥʥʦʤ ʚʠʜʝ. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʂʀʀ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʨʘʙʦʪʘʪʴ ʦʙʱʠʡ 

ʧʣʘʥ ʤʝʨʦʧʨʠʷʪʠʡ, ʚʢʣʶʯʘʶʱʠʡ ʥʝʩʢʦʣʴʢʦ ʢʣʶʯʝʚʳʭ ʵʪʘʧʦʚ. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʩʣʝʜʫʝʪ 

ʧʨʦʚʝʩʪʠ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʝ ʦʙʲʝʢʪʘ, ʩʦʟʜʘʚ ʜʣʷ ʵʪʦʛʦ ʩʧʝʮʠʘʣʴʥʫʶ ʢʦʤʠʩʩʠʶ, ʢʦʪʦʨʘʷ 

ʦʩʫʱʝʩʪʚʠʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʦʮʝʩʩʳ ʠ ʧʨʠʩʚʦʠʪ ʦʙʲʝʢʪʫ ʢʘʪʝʛʦʨʠʶ ʟʥʘʯʠʤʦʩʪʠ ʠʣʠ 

ʦʧʨʝʜʝʣʠʪ ʝʝ ʦʪʩʫʪʩʪʚʠʝ. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʛʦʪʦʚʠʪʩʷ ʦʪʯʝʪ. 

ʉʣʝʜʫʶʱʠʡ ʵʪʘʧ ʩʚʷʟʘʥ ʩ ʦʨʛʘʥʠʟʘʮʠʝʡ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ɻʦʩʉʆʇʂɸ. ɺ ʨʘʤʢʘʭ 

ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʨʝʛʣʘʤʝʥʪ ʜʣʷ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ, ʥʘʣʘʞʠʚʘʝʪʩʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʅʂʎʂʀ, ʘ ʪʘʢʞʝ ʩʦʩʪʘʚʣʷʝʪʩʷ ʧʣʘʥ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, 

ʧʨʝʜʫʩʤʘʪʨʠʚʘʶʱʠʡ ʤʝʨʳ ʧʦ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʠʙʝʨʘʪʘʢ. 

ʆʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʩʦʟʜʘʥʠʶ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ. ɼʣʷ ʵʪʦʛʦ 

ʫʪʚʝʨʞʜʘʝʪʩʷ ʧʨʠʢʘʟ ʦ ʩʦʟʜʘʥʠʠ ʩʠʩʪʝʤʳ, ʛʦʪʦʚʠʪʩʷ ʪʝʭʥʠʯʝʩʢʦʝ ʟʘʜʘʥʠʝ, ʧʨʦʚʦʜʠʪʩʷ 

ʘʥʘʣʠʟ ʫʛʨʦʟ ʠ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʤʦʜʝʣʴ. ʇʦʩʣʝ ʵʪʦʛʦ ʩʦʟʜʘʝʪʩʷ 

ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ, ʧʨʦʝʢʪʠʨʫʝʪʩʷ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʠ ʥʘʩʪʨʘʠʚʘʝʪʩʷ 

ʦʙʦʨʫʜʦʚʘʥʠʝ, ʠ ʦʬʦʨʤʣʷʶʪʩʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦ-ʨʘʩʧʦʨʷʜʠʪʝʣʴʥʳʝ ʜʦʢʫʤʝʥʪʳ. ʇʝʨʝʜ 

ʚʚʦʜʦʤ ʚ ʵʢʩʧʣʫʘʪʘʮʠʶ ʧʨʦʚʦʜʷʪʩʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʝ ʠ ʧʨʠʝʤʦʯʥʳʝ ʠʩʧʳʪʘʥʠʷ, ʟʘʪʝʤ 

ʩʣʝʜʫʝʪ ʦʧʳʪʥʘʷ ʵʢʩʧʣʫʘʪʘʮʠʷ ʩ ʘʥʘʣʠʟʦʤ ʫʷʟʚʠʤʦʩʪʝʡ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʲʝʢʪ 

ʧʨʦʭʦʜʠʪ ʘʪʪʝʩʪʘʮʠʶ. 

ʇʨʠ ʵʪʦʤ ʘʪʪʝʩʪʘʮʠʷ ʦʙʲʝʢʪʦʚ ʂʀʀ ʧʨʦʚʦʜʠʪʩʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʤʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠʣʠ ʵʢʩʧʝʨʪʘʤʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʢʚʘʣʠʬʠʢʘʮʠʶ ʠ ʦʧʳʪ 

ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʈʝʟʫʣʴʪʘʪʳ ʘʪʪʝʩʪʘʮʠʠ ʦʙʳʯʥʦ ʬʠʢʩʠʨʫʶʪʩʷ ʚ 

ʩʧʝʮʠʘʣʴʥʳʭ ʦʪʯʝʪʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʧʦ 

ʫʣʫʯʰʝʥʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ. 

ɻʦʩʉʆʇʂɸ ï ʦʪʜʝʣʴʥʘʷ ʯʘʩʪʴ ʌʉɹ ʈʦʩʩʠʠ, ʦʩʫʱʝʩʪʚʣʷʶʱʘʷ ʦʙʥʘʨʫʞʝʥʠʝ, 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠ ʣʠʢʚʠʜʘʮʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥʮʠʜʝʥʪʳ. 

ʅʂʎʂʀ ï ʵʪʦ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ, ʚʭʦʜʷʱʘʷ ʚ ɻʦʩʉʆʇʂɸ, 

ʦʪʚʝʪʩʪʚʝʥʥʘʷ ʟʘ ʢʦʦʨʜʠʥʘʮʠʶ ʤʝʨ ʧʦ ʦʙʥʘʨʫʞʝʥʠʶ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ ʚ ʩʪʨʘʥʝ. ʅʂʎʂʀ ʦʙʳʯʥʦ ʩʦʙʠʨʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʤʘʩʰʪʘʙʝ ʠ ʭʘʨʘʢʪʝʨʝ 

ʢʠʙʝʨʫʛʨʦʟ, ʨʘʩʧʨʦʩʪʨʘʥʷʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʩʦʪʨʫʜʥʠʯʘʝʪ ʩ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʠ ʯʘʩʪʥʳʤʠ ʩʪʨʫʢʪʫʨʘʤʠ 

ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʩʪʨʘʥʳ. ʇʦʣʫʯʝʥʠʝ 

ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʅʂʎʂʀ ʧʦʟʚʦʣʷʝʪ ʫʯʨʝʞʜʝʥʠʷʤ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʧʦ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠ ʣʠʢʚʠʜʘʮʠʠ ʢʠʙʝʨʫʛʨʦʟ ʚ ʥʘʠʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʡ ʩʧʦʩʦʙ. 

ʉʚʷʟʴ ʩ ʌʉɹ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʢʘʢ ɻʦʩʉʆʇʂɸ, ʪʘʢ ʠ ʅʂʎʂʀ ʷʚʣʷʶʪʩʷ 

ʯʘʩʪʴʶ ʩʠʩʪʝʤʳ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʦʩʩʠʠ, ʢʦʪʦʨʫʶ ʢʦʦʨʜʠʥʠʨʫʝʪ ʠ 

ʢʦʥʪʨʦʣʠʨʫʝʪ ʌʝʜʝʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʌʉɹ ʠʛʨʘʝʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ 

ʦʙʝʩʧʝʯʝʥʠʠ ʟʘʱʠʪʳ ʩʪʨʘʥʳ ʦʪ ʨʘʟʣʠʯʥʳʭ ʫʛʨʦʟ, ʚʢʣʶʯʘʷ ʪʝʨʨʦʨʠʩʪʠʯʝʩʢʠʝ ʘʪʘʢʠ, 

ʢʠʙʝʨʫʛʨʦʟʳ ʠ ʢʦʥʪʨʦʣʴ ʟʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʘ ʪʘʢʞʝ ʚ ʢʦʦʨʜʠʥʘʮʠʠ 

ʜʝʡʩʪʚʠʡ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠʥʮʠʜʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʘ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ɻʦʩʉʆʇʂɸ ʠ ʅʂʎʂʀ ʚʳʧʦʣʥʷʶʪ ʚʘʞʥʳʝ ʟʘʜʘʯʠ ʚ ʨʘʤʢʘʭ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʦʩʩʠʠ, ʧʦʜʜʝʨʞʠʚʘʷ ʩʪʘʙʠʣʴʥʦʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ 

ʢʨʠʪʠʯʝʩʢʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨ ʠ ʦʙʝʩʧʝʯʠʚʘʷ ʟʘʱʠʪʫ ʦʪ ʚʥʝʰʥʠʭ ʠ 

ʚʥʫʪʨʝʥʥʠʭ ʫʛʨʦʟ. ʕʪʠ ʩʣʫʞʙʳ ʘʢʪʠʚʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʌʝʜʝʨʘʣʴʥʦʡ ʩʣʫʞʙʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʭ ʜʝʷʪʝʣʴʥʦʩʪʴ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʤʠʥʠʤʠʟʘʮʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʠʥʮʠʜʝʥʪʦʚ ʠ 

ʧʦʚʳʰʝʥʠʝ ʫʩʪʦʡʯʠʚʦʩʪʠ ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -43- 

 

ʆʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʅʂʎʂʀ ʚʢʣʶʯʘʶʪ ʢʦʦʨʜʠʥʘʮʠʶ ʠ ʫʧʨʘʚʣʝʥʠʝ 

ʢʦʤʧʴʶʪʝʨʥʳʤʠ ʠʥʮʠʜʝʥʪʘʤʠ, ʦʨʛʘʥʠʟʘʮʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʦ 

ʚʦʧʨʦʩʘʤ ʠʥʮʠʜʝʥʪʦʚ, ʤʝʪʦʜʠʯʝʩʢʦʝ ʩʦʧʨʦʚʦʞʜʝʥʠʝ, ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʦʙ ʫʛʨʦʟʘʭ ʠ 

ʤʝʪʦʜʘʭ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ, ʘ ʪʘʢʞʝ ʩʙʦʨ ʠ ʘʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢʘʭ ʠ ʜʨʫʛʠʭ ʠʥʮʠʜʝʥʪʘʭ. ʅʂʎʂʀ ʩʣʫʞʠʪ ʥʝ ʪʦʣʴʢʦ ʦʧʝʨʘʪʠʚʥʳʤ 

ʮʝʥʪʨʦʤ, ʥʦ ʠ ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʧʣʦʱʘʜʢʦʡ, ʛʜʝ ʦʮʝʥʠʚʘʶʪʩʷ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʛʨʦʟʳ ʠ 

ʨʘʟʨʘʙʘʪʳʚʘʶʪʩʷ ʨʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʆʨʛʘʥʠʟʘʮʠʷ ʦʙʷʟʘʥʘ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʚ ʅʂʎʂʀ ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʠʥʮʠʜʝʥʪʘʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʙʦʪʦʡ ʦʙʲʝʢʪʘ ʂʀʀ çɻʀʉè. ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʬʦʨʤʝ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʠʥʮʠʜʝʥʪʘʭ. ʉʚʝʜʝʥʠʷ ʥʘʧʨʘʚʣʷʶʪʩʷ ʚ ɻʦʩʉʆʇʂɸ (ʅʂʎʂʀ) ʯʝʨʝʟ ʪʝʭʥʠʯʝʩʢʫʶ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠʣʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʦʯʪʦʚʦʡ, ʬʘʢʩʠʤʠʣʴʥʦʡ ʣʠʙʦ ʵʣʝʢʪʨʦʥʥʦʡ ʩʚʷʟʠ, 

ʫʢʘʟʘʥʥʳʭ ʥʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ. ʇʦʣʥʳʡ ʩʧʠʩʦʢ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ ʚ 

ɻʦʩʉʆʇʂɸ (ʅʂʎʂʀ), ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 3 ʠ ʚʢʣʶʯʘʝʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʜʣʷ 

ʘʥʘʣʠʟʘ ʠʥʮʠʜʝʥʪʦʚ ʠ ʢʦʦʨʜʠʥʘʮʠʠ ʜʝʡʩʪʚʠʡ ʧʦ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ. 

 

 
ʈʠʩʫʥʦʢ 3. ʉʧʠʩʦʢ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʚ ɻʦʩʉʆʇʂɸ (ʅʂʎʂʀ). 

 

ʉʚʝʜʝʥʠʷ ʦʙ ʠʥʮʠʜʝʥʪʝ ʜʦʣʞʥʳ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʚ ʅʂʎʂʀ ʚ ʪʝʯʝʥʠʝ 24 ʯʘʩʦʚ ʩ 

ʤʦʤʝʥʪʘ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ. ɽʩʣʠ ʞʝ ʢʦʤʧʴʶʪʝʨʥʳʡ ʠʥʮʠʜʝʥʪ ʩʚʷʟʘʥ ʩ ɿʆ ʂʀʀ, 

ʠʥʬʦʨʤʘʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʧʨʘʚʣʝʥʘ ʥʝ ʧʦʟʜʥʝʝ 3-ʭ ʯʘʩʦʚ ʩ ʤʦʤʝʥʪʘ ʝʛʦ ʦʙʥʘʨʫʞʝʥʠʷ, 

ʧʦʩʣʝ ʯʝʛʦ, ʚ ʪʝʯʝʥʠʝ 24 ʯʘʩʦʚ ʩ ʤʦʤʝʥʪʘ ʧʦʣʫʯʝʥʠʷ ʩʚʝʜʝʥʠʡ, ʅʂʎʂʀ ʦʙʷʟʘʥʦ ʫʚʝʜʦʤʠʪʴ 

ʦ ʧʦʣʫʯʝʥʠʠ ʠʥʬʦʨʤʘʮʠʠ. 



-44- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʀʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʧʨʘʚʣʝʥʘ ʚ ʅʂʎʂʀ ʚ ʩʨʦʢʠ, ʜʦʩʪʘʪʦʯʥʳʝ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨʦʧʨʠʷʪʠʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʦʙʥʘʨʫʞʝʥʠʝ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠ ʣʠʢʚʠʜʘʮʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʘ ʪʘʢʞʝ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥʮʠʜʝʥʪʳ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝʭʥʦʣʦʛʠʠ NB-IoT, ʚʢʣʶʯʘʷ ʥʠʟʢʦʝ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʘʣʴʥʠʡ ʨʘʜʠʫʩ ʜʝʡʩʪʚʠʷ. ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʝʝ 

ʦʩʥʦʚʥʳʝ ʦʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ: ʜʠʩʪʘʥʮʠʦʥʥʳʡ ʩʙʦʨ ʜʘʥʥʳʭ, ʢʣʠʤʘʪ-ʢʦʥʪʨʦʣʴ ʚ ʟʜʘʥʠʷʭ, 

ʫʤʥʳʡ ʛʦʨʦʜ ʠ ʩʝʣʴʩʢʦʝ ʭʦʟʷʡʩʪʚʦ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: NB-IoT, ʀʥʪʝʨʥʝʪ ʚʝʱʝʡ, Cat NB1, Cat NB2, ʫʤʥʳʡ ʛʦʨʦʜ, 

ʥʠʟʢʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ. 

 

Abstract 

The article presents the features of NB-IoT technology, including low power 

consumption, safety and long range. Its main applications are considered: remote data collection, 

climate control in buildings, smart city and agriculture. 

Keywords: NB-IoT, Internet of Things, Cat NB1, Cat NB2, smart city, low power 

consumption. 

 

NB-IoT (Narrow Band Internet of Things) ð ʵʪʦ ʧʨʦʪʦʢʦʣ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʚʷʟʠ, 

ʢʦʪʦʨʳʡ ʦʩʥʦʚʘʥ ʥʘ ʪʝʭʥʦʣʦʛʠʠ LTE ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʨʘʜʠʦʩʝʪʝʡ ʩ ʥʠʟʢʠʤ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ (LPWAN) ʠ ʙʦʣʴʰʠʤ ʨʘʜʠʫʩʦʤ ʜʝʡʩʪʚʠʷ. 

ʊʝʭʥʦʣʦʛʠʷ ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʢʦʥʩʦʨʮʠʫʤʦʤ 3GPP. NB-IoT ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ ʚ 

ʣʠʮʝʥʟʠʨʫʝʤʳʭ ʜʠʘʧʘʟʦʥʘʭ ʨʘʜʠʦʯʘʩʪʦʪ. 

ʉʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ NB-IoT ʠʤʝʝʪ ʩʣʝʜʫʶʱʫʶ ʩʪʨʫʢʪʫʨʫ: 

ʊʝʨʤʠʥʘʣʳ. ʆʢʦʥʝʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʩ ʥʠʟʢʠʤ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ: ʥʘʧʨʠʤʝʨ, ʩʯʝʪʯʠʢʠ ʠʤʧʫʣʴʩʦʚ. ʆʥʠ ʤʦʛʫʪ ʙʳʪʴ ʨʘʟʤʝʱʝʥʳ ʛʜʝ 

ʫʛʦʜʥʦ - ʚ ʫʤʥʳʭ ʜʦʤʘʭ, ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚʘʭ, ʟʜʘʥʠʷʭ, ʧʨʦʤʳʰʣʝʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʷʭ 

ʠ ʪ.ʜ. 

ɹʘʟʦʚʘʷ ʩʪʘʥʮʠʷ. ʉʣʫʞʠʪ ʮʝʥʪʨʘʣʴʥʦʡ ʪʦʯʢʦʡ ʜʣʷ ʩʚʷʟʠ ʩ ʙʝʩʧʨʦʚʦʜʥʳʤʠ 

ʫʩʪʨʦʡʩʪʚʘʤʠ. ʆʥʘ ʧʦʜʢʣʶʯʘʝʪ ʪʝʨʤʠʥʘʣ ʢ ʜʨʫʛʠʤ ʩʝʪʷʤ ʠʣʠ ʦʙʦʨʫʜʦʚʘʥʠʶ, ʢʘʢ ʧʨʘʚʠʣʦ, 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -45- 

 

ʢ ʩʝʨʚʝʨʘʤ. ɼʣʷ NB-IoT ʚ ʢʘʯʝʩʪʚʝ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʚʳʩʪʫʧʘʶʪ ʚʳʰʢʠ ʩʦʪʦʚʦʡ ʩʚʷʟʠ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʢʘʢ ʧʝʨʝʜʘʚʘʪʴ, ʪʘʢ ʠ ʧʨʠʥʠʤʘʪʴ ʩʠʛʥʘʣʳ. 

ʉʝʨʚʝʨ. ʇʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʩʙʦʨʘ, ʦʙʨʘʙʦʪʢʠ ʠ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʦʪ 

ʫʩʪʨʦʡʩʪʚ. ʆʥ ʧʦʟʚʦʣʷʝʪ ʦʙʣʘʯʥʦʡ ʧʣʘʪʬʦʨʤʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʬʫʥʢʮʠʠ: 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʩʝʪʝʚʳʝ ʩʣʫʞʙʳ, ʜʦʩʪʫʧ ʢ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʠʣʠ ʙʘʟʝ 

ʜʘʥʥʳʭ. 

ʆʙʣʘʯʥʘʷ ʧʣʘʪʬʦʨʤʘ. ʆʙʨʘʙʘʪʳʚʘʝʪ, ʭʨʘʥʠʪ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʫʩʪʨʦʡʩʪʚʘʭ ʚ ʫʜʦʙʥʦʡ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʬʦʨʤʝ. 

ʉʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ NB-IoT ʨʘʙʦʪʘʝʪ ʧʦ ʪʦʧʦʣʦʛʠʠ "ʟʚʝʟʜʘ", ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ 

ʨʠʩʫʥʢʝ 9, ʩ ʝʜʠʥʳʤ ʮʝʥʪʨʦʤ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʘʶʪʩʷ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ. ʊʘʢʘʷ ʪʦʧʦʣʦʛʠʷ 

ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʜʦʩʪʦʠʥʩʪʚʘ: 

ʉʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ NB-IoT ʨʘʙʦʪʘʝʪ ʧʦ ʪʦʧʦʣʦʛʠʠ "ʟʚʝʟʜʘ", ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ 

ʨʠʩʫʥʢʝ 1, ʩ ʝʜʠʥʳʤ ʮʝʥʪʨʦʤ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʘʶʪʩʷ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ. 

 

 
ʈʠʩʫʥʦʢ 1. ʉʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ NB-IoT. 

 

NB-IoT (LTE Cat-NB) ð ʵʪʦ ʦʜʥʘ ʠʟ ʚʝʪʚʝʡ ʪʝʭʥʦʣʦʛʠʠ LTE, ʢʦʪʦʨʘʷ ʫʥʘʩʣʝʜʦʚʘʣʘ 

ʦʪ ʥʝʝ ʤʥʦʛʠʝ ʦʩʦʙʝʥʥʦʩʪʠ, ʥʘʯʠʥʘʷ ʦʪ ʧʨʠʥʮʠʧʦʚ ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʦʚ ʠ ʟʘʢʘʥʯʠʚʘʷ 

ʘʨʭʠʪʝʢʪʫʨʦʡ ʩʝʪʠ. ɼʘʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʵʢʦʥʦʤʠʯʥʦʝ ʠ ʵʥʝʨʛʦʵʬʬʝʢʪʠʚʥʦʝ 

ʩʨʝʜʩʪʚʦ ʜʣʷ ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʩʙʦʨʘ ʜʘʥʥʳʭ, ʯʪʦ ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʫʩʪʨʦʡʩʪʚ ʩ 

ʜʣʠʪʝʣʴʥʳʤ ʩʨʦʢʦʤ ʘʚʪʦʥʦʤʥʦʡ ʨʘʙʦʪʳ, ʪʘʢʠʭ ʢʘʢ ʩʯʝʪʯʠʢʠ ʠ ʜʘʪʯʠʢʠ ʚ ʫʤʥʳʭ ʩʠʩʪʝʤʘʭ. 

ɺ ʦʪʣʠʯʠʝ ʦʪ ʥʝʢʦʪʦʨʳʭ ʜʨʫʛʠʭ ʪʝʭʥʦʣʦʛʠʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, NB-IoT ʥʝ ʪʨʝʙʫʝʪ ʰʣʶʟʦʚ 

(gateway), ʯʪʦ ʩʥʠʞʘʝʪ ʟʘʪʨʘʪʳ ʥʘ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠ ʫʧʨʦʱʘʝʪ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʩʝʪʠ. 

ʉʧʝʮʠʬʠʢʘʮʠʷ NB-IoT ʙʳʣʘ ʚʧʝʨʚʳʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ 2016 ʛʦʜʫ ʧʦʜ ʦʙʦʟʥʘʯʝʥʠʝʤ 

LTE Cat-NB1 ʠʣʠ ʧʨʦʩʪʦ Cat N1. ʇʦʟʜʥʝʝ ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʘʷ ʚʝʨʩʠʷ ð 

LTE Cat-NB2 ʠʣʠ Cat N2, ʦʪʣʠʯʘʶʱʘʷʩʷ ʫʣʫʯʰʝʥʥʳʤʠ ʪʝʭʥʠʯʝʩʢʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ ʫʚʝʣʠʯʝʥʥʳʝ ʩʢʦʨʦʩʪʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʧʦʜʜʝʨʞʢʘ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ 

ʜʠʘʧʘʟʦʥʘ ʤʦʱʥʦʩʪʝʡ. ʅʘ ʨʠʩʫʥʢʝ 2 ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʘ, ʩʨʘʚʥʠʚʘʶʱʘʷ ʢʣʶʯʝʚʳʝ 

ʧʘʨʘʤʝʪʨʳ LTE Cat NB1 ʠ Cat NB2. ʆʥʘ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʪʘʢʠʝ ʧʦʢʘʟʘʪʝʣʠ, ʢʘʢ ʧʠʢʦʚʘʷ 

ʥʠʩʭʦʜʷʱʘʷ ʠ ʚʦʩʭʦʜʷʱʘʷ ʩʢʦʨʦʩʪʴ, ʟʘʜʝʨʞʢʘ, ʜʫʧʣʝʢʩʥʳʡ ʨʝʞʠʤ ʠ ʤʦʱʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʫʩʪʨʦʡʩʪʚʘ. 

ɼʣʷ Cat NB1 ʤʘʢʩʠʤʘʣʴʥʘʷ ʥʠʩʭʦʜʷʱʘʷ ʩʢʦʨʦʩʪʴ ʩʦʩʪʘʚʣʷʝʪ 26 ʢʙʠʪ/ʩ, ʘ 

ʚʦʩʭʦʜʷʱʘʷ ð 16,9 ʢʙʠʪ/ʩ, ʪʦʛʜʘ ʢʘʢ Cat NB2 ʧʦʜʜʝʨʞʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ, 

ʜʦʩʪʠʛʘʷ 127 ʢʙʠʪ/ʩ ʧʨʠ ʥʠʩʭʦʜʷʱʝʡ ʠ 159 ʢʙʠʪ/ʩ ʧʨʠ ʚʦʩʭʦʜʷʱʝʡ ʧʝʨʝʜʘʯʝ. ʆʙʘ 

ʩʪʘʥʜʘʨʪʘ ʠʤʝʶʪ ʟʘʜʝʨʞʢʫ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1,6 ʜʦ 10 ʩʝʢʫʥʜ ʠ ʠʩʧʦʣʴʟʫʶʪ ʧʦʣʫʜʫʧʣʝʢʩʥʳʡ 

ʨʝʞʠʤ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʧʨʠʝʤʘ ʫʩʪʨʦʡʩʪʚʘ ʚ ʦʙʦʠʭ ʩʣʫʯʘʷʭ 

ʩʦʩʪʘʚʣʷʝʪ 180 ʢɻʮ, ʘ ʫʩʪʨʦʡʩʪʚʘ ʦʩʥʘʱʝʥʳ ʦʜʥʦʡ ʘʥʪʝʥʥʦʡ (1 SISO). ʄʦʱʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʜʣʷ Cat NB1 ʚʘʨʴʠʨʫʝʪʩʷ ʦʪ 20 ʜʦ 23 ʜɹʤ, ʪʦʛʜʘ ʢʘʢ ʜʣʷ Cat NB2 ʜʠʘʧʘʟʦʥ ʥʝʩʢʦʣʴʢʦ 



-46- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʨʘʩʰʠʨʝʥ ð 14, 20 ʠ 23 ʜɹʤ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ ʙʦʣʝʝ ʛʠʙʢʠʤ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʫʩʣʦʚʠʡ 

ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ʕʪʠ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʜʝʣʘʶʪ NB-IoT ʠʜʝʘʣʴʥʳʤ ʚʳʙʦʨʦʤ ʜʣʷ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ, ʦʩʦʙʝʥʥʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʚʳʩʦʢʘʷ ʵʥʝʨʛʦʵʬʬʝʢʪʠʚʥʦʩʪʴ, ʜʘʣʴʥʠʡ 

ʨʘʜʠʫʩ ʜʝʡʩʪʚʠʷ ʠ ʥʘʜʝʞʥʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚ ʫʩʣʦʚʠʷʭ ʩʣʘʙʦʛʦ ʩʠʛʥʘʣʘ, ʥʘʧʨʠʤʝʨ, 

ʚʥʫʪʨʠ ʟʜʘʥʠʡ ʠʣʠ ʚ ʫʜʘʣʝʥʥʳʭ ʨʘʡʦʥʘʭ. 

 

 
ʈʠʩʫʥʦʢ 2. ʆʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʫʩʪʨʦʡʩʪʚ Cat N2 ʠ CAT NB2. 

 

ʇʨʝʠʤʫʱʝʩʪʚʘ NB-IoT ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʝʛʦ ʩʧʦʩʦʙʥʦʩʪʠ ʦʙʝʩʧʝʯʠʪʴ ʧʦʚʩʝʤʝʩʪʥʦʝ 

ʧʦʢʨʳʪʠʝ ʠ ʩʚʷʟʴ, ʧʦʜʜʝʨʞʠʚʘʷ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʠʡ ʠ ʧʦʜʢʣʶʯʘʷ 

ʤʠʣʣʠʘʨʜʳ ʫʩʪʨʦʡʩʪʚ ʢʘʢ ʚʥʫʪʨʠ ʧʦʤʝʱʝʥʠʡ, ʪʘʢ ʠ ʥʘ ʫʣʠʮʝ. ʕʪʘ ʪʝʭʥʦʣʦʛʠʷ ʪʘʢʞʝ 

ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʥʠʟʢʠʤ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ ʙʣʘʛʦʜʘʨʷ ʚʦʟʤʦʞʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ 

ʧʝʨʝʭʦʜʠʪʴ ʚ ʩʧʷʱʠʡ ʨʝʞʠʤ, ʢʦʛʜʘ ʜʘʥʥʳʝ ʥʝ ʧʝʨʝʜʘʶʪʩʷ, ʯʪʦ ʜʝʣʘʝʪ NB-IoT ʙʦʣʝʝ 

ʵʥʝʨʛʦʵʬʬʝʢʪʠʚʥʳʤ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫʛʠʤʠ ʩʦʪʦʚʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ. ʂʨʦʤʝ ʪʦʛʦ, ʦʥʘ 

ʦʪʣʠʯʘʝʪʩʷ ʥʠʟʢʦʡ ʩʪʦʠʤʦʩʪʴʶ ʦʙʦʨʫʜʦʚʘʥʠʷ ʟʘ ʩʯʝʪ ʤʝʥʴʰʝʡ ʩʣʦʞʥʦʩʪʠ, ʚ ʩʨʘʚʥʝʥʠʠ ʩ 

ʜʨʫʛʠʤʠ ʙʝʩʧʨʦʚʦʜʥʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ. ʄʠʥʠʤʘʣʴʥʳʡ ʨʘʩʭʦʜ ʟʘʨʷʜʘ ʚ ʨʝʞʠʤʝ ʦʞʠʜʘʥʠʷ 

ʧʦʟʚʦʣʷʝʪ ʫʟʣʘʤ NB-IoT ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʘʚʪʦʥʦʤʥʦ ʚ ʪʝʯʝʥʠʝ ʜʣʠʪʝʣʴʥʦʛʦ ʧʝʨʠʦʜʘ, 

ʚʧʣʦʪʴ ʜʦ 10 ʣʝʪ ʥʘ ʦʜʥʦʡ ʙʘʪʘʨʝʡʢʝ. ʊʝʭʥʦʣʦʛʠʷ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʣʘʛʦʜʘʨʷ ʦʙʰʠʨʥʳʤ ʤʝʭʘʥʠʟʤʘʤ ʟʘʱʠʪʳ: ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʜʣʷ ʚʭʦʜʘ ʭʨʘʥʠʪʩʷ ʥʘ SIM-ʢʘʨʪʝ, ʘ ʧʝʨʝʜʘʚʘʝʤʳʝ ʜʘʥʥʳʝ ʰʠʬʨʫʶʪʩʷ, ʧʨʝʜʦʪʚʨʘʱʘʷ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʠ ʤʘʥʠʧʫʣʷʮʠʠ. ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ ʤʦʞʥʦ ʦʙʥʦʚʣʷʪʴ ʯʝʨʝʟ NB-IoT, ʯʪʦ ʧʦʟʚʦʣʷʝʪ 

ʫʩʪʨʘʥʷʪʴ ʚʦʟʤʦʞʥʳʝ ʫʷʟʚʠʤʦʩʪʠ. 

ʉʬʝʨʳ ʧʨʠʤʝʥʝʥʠʷ NB-IoT ʚʢʣʶʯʘʶʪ ʜʠʩʪʘʥʮʠʦʥʥʳʡ ʩʲʝʤ ʧʦʢʘʟʘʥʠʡ ʩʯʝʪʯʠʢʦʚ, 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʫʩʪʨʦʡʩʪʚʘʤ ʧʝʨʝʜʘʚʘʪʴ ʜʘʥʥʳʝ ʦ ʧʦʪʨʝʙʣʝʥʠʠ ʥʘ ʮʝʥʪʨʘʣʴʥʳʡ ʩʝʨʚʝʨ 

ʢʦʤʤʫʥʘʣʴʥʳʭ ʩʣʫʞʙ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʨʫʯʥʦʛʦ ʩʯʠʪʳʚʘʥʠʷ, ʦʙʝʩʧʝʯʠʚʘʷ ʤʥʦʛʦʣʝʪʥʶʶ 

ʘʚʪʦʥʦʤʥʫʶ ʨʘʙʦʪʫ ʥʘ ʙʘʪʘʨʝʡʢʘʭ. ʊʝʭʥʦʣʦʛʠʷ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʣʠʤʘʪ-ʢʦʥʪʨʦʣʷ 

ʠ ʫʧʨʘʚʣʝʥʠʷ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ ʚ ʟʜʘʥʠʷʭ: ʢʦʤʧʘʢʪʥʳʝ ʠ ʥʝʟʘʤʝʪʥʳʝ ʜʘʪʯʠʢʠ 

ʤʦʥʠʪʦʨʠʥʛʘ ʧʝʨʝʜʘʶʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʩʚʝʱʝʥʠʠ, ʦʪʦʧʣʝʥʠʠ, ʚʝʥʪʠʣʷʮʠʠ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʧʨʷʤʫʶ ʚ ʫʜʘʣʝʥʥʳʡ ʮʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ, ʟʘʪʨʫʜʥʷʷ ʠʭ ʦʙʥʘʨʫʞʝʥʠʝ ʠ 

ʦʪʢʣʶʯʝʥʠʝ. ɺ ʨʘʤʢʘʭ ʫʤʥʦʛʦ ʛʦʨʦʜʘ NB-IoT ʦʙʲʝʜʠʥʷʝʪ ʵʣʝʤʝʥʪʳ ʛʦʨʦʜʩʢʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚ ʝʜʠʥʫʶ ʩʝʪʴ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʫʣʠʯʥʳʤ ʦʩʚʝʱʝʥʠʝʤ ʠ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -47- 

 

ʢʦʥʪʨʦʣʷ ʟʘ ʩʦʩʪʦʷʥʠʝʤ ʤʫʩʦʨʥʳʭ ʙʘʢʦʚ ʠ ʢʘʯʝʩʪʚʘ ʚʦʟʜʫʭʘ. ɺ ʣʦʛʠʩʪʠʢʝ NB-IoT 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʛʨʫʟʦʚ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʢʦʛʜʘ ʥʝʧʨʝʨʳʚʥʳʡ ʤʦʥʠʪʦʨʠʥʛ 

ʥʝ ʪʨʝʙʫʝʪʩʷ, ʦʙʝʩʧʝʯʠʚʘʷ ʙʝʟʦʧʘʩʥʳʡ ʠ ʵʢʦʥʦʤʠʯʥʳʡ ʩʧʦʩʦʙ ʦʪʩʣʝʞʠʚʘʥʠʷ. ɺ ʩʝʣʴʩʢʦʤ 

ʭʦʟʷʡʩʪʚʝ NB-IoT ʧʦʟʚʦʣʷʝʪ ʤʦʥʠʪʦʨʠʪʴ ʜʦʤʘʰʥʠʡ ʩʢʦʪ, ʠʟʤʝʨʷʪʴ ʧʦʛʦʜʥʳʝ ʫʩʣʦʚʠʷ ʠ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʫʨʦʚʝʥʴ ʚʦʜʳ ʚ ʠʨʨʠʛʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʚ ʦʪʜʘʣʝʥʥʳʭ ʤʝʩʪʘʭ ʩ 

ʦʛʨʘʥʠʯʝʥʥʳʤ ʧʦʢʨʳʪʠʝʤ ʦʙʳʯʥʦʡ ʩʦʪʦʚʦʡ ʩʝʪʠ ʠ ʙʝʟ ʜʦʩʪʫʧʘ ʢ ʚʥʝʰʥʝʤʫ ʧʠʪʘʥʠʶ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʘʥʘʣʠʟʠʨʫʶʪʩʷ ʢʣʶʯʝʚʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝʭʥʦʣʦʛʠʡ LPWAN ʠ ʠʭ 

ʟʥʘʯʠʤʦʩʪʴ ʜʣʷ ʵʢʦʩʠʩʪʝʤʳ IoT, ʚʢʣʶʯʘʷ ʥʠʟʢʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ ʠ ʰʠʨʦʢʦʝ ʧʦʢʨʳʪʠʝ. 

ʈʘʩʩʤʦʪʨʝʥʳ ʠʭ ʧʨʠʤʝʥʝʥʠʝ ʚ ʫʜʘʣʝʥʥʦʤ ʤʦʥʠʪʦʨʠʥʛʝ, ʫʤʥʳʭ ʛʦʨʦʜʘʭ ʠ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʆʙʩʫʞʜʘʶʪʩʷ 

ʦʛʨʘʥʠʯʝʥʠʷ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʠ ʯʘʩʪʦʪʥʦʛʦ ʜʠʘʧʘʟʦʥʘ LPWAN, ʯʪʦ ʩʦʟʜʘʝʪ 

ʚʳʟʦʚʳ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠ ʦʧʝʨʘʪʦʨʦʚ ʩʝʪʝʡ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: LPWAN, IoT, ʥʠʟʢʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ, ʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʫʤʥʳʡ ʛʦʨʦʜ. 

 

Abstract 

The article analyzes the key features of LPWAN technologies and their importance for 

the IoT ecosystem, including low power consumption and wide coverage. Their application in 

remote monitoring, smart cities and industry, as well as security and privacy issues are 

considered. The limitations of LPWAN bandwidth and frequency range are discussed, which 

creates challenges for developers and network operators. 

Keywords: LPWAN, IoT, low power consumption, security, privacy, smart city. 

 

ʊʝʭʥʦʣʦʛʠʠ LPWAN (Low Power Wide Area Network) ʦʢʘʟʘʣʠ ʩʫʱʝʩʪʚʝʥʥʦʝ 

ʚʣʠʷʥʠʝ ʥʘ ʵʢʦʩʠʩʪʝʤʫ ʩʚʷʟʠ, ʦʩʦʙʝʥʥʦ ʚ ʢʦʥʪʝʢʩʪʝ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT). ɹʣʘʛʦʜʘʨʷ 

ʩʚʦʠʤ ʫʥʠʢʘʣʴʥʳʤ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤ, ʪʘʢʠʤ ʢʘʢ ʥʠʟʢʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ, ʰʠʨʦʢʦʝ 

ʧʦʢʨʳʪʠʝ ʠ ʩʧʦʩʦʙʥʦʩʪʴ ʧʦʜʢʣʶʯʘʪʴ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʫʩʪʨʦʡʩʪʚ, LPWAN ʩʪʘʣʠ 

ʥʝʟʘʤʝʥʠʤʳʤʠ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʩʝʪʝʡ ʩʚʷʟʠ ʚ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʩʝʣʴʩʢʦʤ ʭʦʟʷʡʩʪʚʝ, 

ʛʦʨʦʜʩʢʠʭ ʠ ʜʨʫʛʠʭ ʩʬʝʨʘʭ. ʆʥʠ ʦʪʢʨʳʣʠ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʚʥʝʜʨʝʥʠʷ IoT-

ʫʩʪʨʦʡʩʪʚ ʚ ʫʜʘʣʝʥʥʳʭ ʠ ʪʨʫʜʥʦʜʦʩʪʫʧʥʳʭ ʤʝʩʪʘʭ, ʛʜʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʨʘʜʠʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʙʳʣʦ ʙʳ ʥʝʮʝʣʝʩʦʦʙʨʘʟʥʳʤ ʠʣʠ ʩʣʠʰʢʦʤ ʟʘʪʨʘʪʥʳʤ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 



-48- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʫʩʪʨʦʡʩʪʚʘʤ ʨʘʙʦʪʘʪʴ ʘʚʪʦʥʦʤʥʦ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʤʥʦʛʠʭ ʣʝʪ ʙʝʟ ʟʘʤʝʥʳ ʙʘʪʘʨʝʡ, ʯʪʦ 

ʦʩʦʙʝʥʥʦ ʧʦʣʝʟʥʦ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʚ ʩʝʣʴʩʢʦʤ ʭʦʟʷʡʩʪʚʝ, ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ ʠ 

ʵʢʦʩʠʩʪʝʤʘʭ ʫʤʥʳʭ ʛʦʨʦʜʦʚ. 

LPWAN ʪʘʢʞʝ ʠʛʨʘʶʪ ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʨʘʟʚʠʪʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʫʤʥʳʭ ʛʦʨʦʜʦʚ, 

ʛʜʝ ʦʥʠ ʧʦʟʚʦʣʷʶʪ ʧʦʜʢʣʶʯʘʪʴ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʜʘʪʯʠʢʠ ʜʣʷ 

ʤʦʥʠʪʦʨʠʥʛʘ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ, ʫʧʨʘʚʣʝʥʠʷ ʦʩʚʝʱʝʥʠʝʤ, ʢʦʥʪʨʦʣʷ ʜʚʠʞʝʥʠʷ 

ʪʨʘʥʩʧʦʨʪʘ ʠ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʤʫʥʘʣʴʥʳʤʠ ʩʣʫʞʙʘʤʠ. ɺʩʸ ʵʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʛʦʨʦʜʩʢʠʭ ʨʝʩʫʨʩʦʚ ʠ ʫʣʫʯʰʝʥʠʶ ʢʘʯʝʩʪʚʘ ʞʠʟʥʠ. ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ 

ʜʦʩʪʦʠʥʩʪʚ LPWAN ʷʚʣʷʝʪʩʷ ʩʥʠʞʝʥʠʝ ʟʘʪʨʘʪ ʥʘ ʩʚʷʟʴ, ʯʪʦ ʜʝʣʘʝʪ ʠʭ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤʠ 

ʜʣʷ ʤʘʣʦʛʦ ʙʠʟʥʝʩʘ ʠ ʩʪʘʨʪʘʧʦʚ. ʕʪʠ ʪʝʭʥʦʣʦʛʠʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʵʢʦʥʦʤʠʯʝʩʢʠ ʚʳʛʦʜʥʳʝ 

ʨʝʰʝʥʠʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʧʦʟʚʦʣʷʷ ʢʦʤʧʘʥʠʷʤ, ʢʦʪʦʨʳʤ ʨʘʥʴʰʝ ʙʳʣʠ ʥʝʜʦʩʪʫʧʥʳ 

ʜʦʨʦʛʠʝ ʪʝʭʥʦʣʦʛʠʠ, ʚʥʝʜʨʷʪʴ IoT-ʨʝʰʝʥʠʷ ʠ ʨʘʟʚʠʚʘʪʴ ʩʚʦʠ ʧʨʦʝʢʪʳ. 

ʂʨʦʤʝ ʪʦʛʦ, LPWAN ʥʘʭʦʜʷʪ ʰʠʨʦʢʦʝ ʧʨʠʤʝʥʝʥʠʝ ʚ ʨʘʟʣʠʯʥʳʭ ʦʪʨʘʩʣʷʭ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʩʧʦʩʦʙʩʪʚʫʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ, ʫʜʘʣʝʥʥʦʤʫ ʢʦʥʪʨʦʣʶ ʟʘ ʦʙʦʨʫʜʦʚʘʥʠʝʤ ʠ 

ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʶ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ 

ʧʨʦʮʝʩʩʳ ʠ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʩʪʦʠ. ʕʪʠ ʩʝʪʠ ʪʘʢʞʝ ʠʤʝʶʪ ʧʦʣʦʞʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ ʠ ʵʢʦʣʦʛʠʯʝʩʢʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ, ʪʘʢ ʢʘʢ ʫʩʪʨʦʡʩʪʚʘ, ʨʘʙʦʪʘʶʱʠʝ ʥʘ 

LPWAN, ʧʦʪʨʝʙʣʷʶʪ ʟʥʘʯʠʪʝʣʴʥʦ ʤʝʥʴʰʝ ʵʥʝʨʛʠʠ ʠ ʤʦʛʫʪ ʨʘʙʦʪʘʪʴ ʥʘ ʙʘʪʘʨʝʷʭ ʚ 

ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ, ʯʪʦ ʩʥʠʞʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʯʘʩʪʦʡ ʟʘʤʝʥʳ ʠ ʫʪʠʣʠʟʘʮʠʠ ʙʘʪʘʨʝʡ. 

ʉʪʘʥʜʘʨʪʠʟʘʮʠʷ LPWAN ʩʪʠʤʫʣʠʨʦʚʘʣʘ ʛʣʦʙʘʣʴʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʤʝʞʜʫ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ, ʦʧʝʨʘʪʦʨʘʤʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. ʈʘʟʨʘʙʦʪʢʘ ʪʘʢʠʭ ʩʪʘʥʜʘʨʪʦʚ, ʢʘʢ 

LoRaWAN, NB-IoT ʠ Sigfox, ʧʨʠʚʝʣʘ ʢ ʩʦʟʜʘʥʠʶ ʝʜʠʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʧʨʦʪʦʢʦʣʦʚ, 

ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʩʪʚʫʶʪ ʨʘʟʚʠʪʠʶ ʤʝʞʜʫʥʘʨʦʜʥʦʡ IoT-ʵʢʦʩʠʩʪʝʤʳ ʠ ʨʘʩʰʠʨʝʥʠʶ 

ʧʨʠʤʝʥʝʥʠʷ LPWAN ʥʘ ʛʣʦʙʘʣʴʥʦʤ ʫʨʦʚʥʝ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʥʘʨʷʜʫ ʩ ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ, 

LPWAN ʩʦʟʜʘʶʪ ʠ ʥʦʚʳʝ ʨʠʩʢʠ, ʧʦʩʢʦʣʴʢʫ ʦʛʨʘʥʠʯʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʰʠʬʨʦʚʘʥʠʷ 

ʜʘʥʥʳʭ ʤʦʛʫʪ ʦʪʢʨʳʚʘʪʴ ʫʷʟʚʠʤʦʩʪʠ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ɺʦʧʨʦʩʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʩʪʘʶʪʩʷ ʘʢʪʫʘʣʴʥʳʤʠ ʠ ʪʨʝʙʫʶʪ ʜʘʣʴʥʝʡʰʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʫʣʫʯʰʝʥʠʡ ʪʝʭʥʦʣʦʛʠʡ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, LPWAN ʢʘʨʜʠʥʘʣʴʥʦ ʪʨʘʥʩʬʦʨʤʠʨʫʶʪ ʵʢʦʩʠʩʪʝʤʫ ʩʚʷʟʠ, 

ʧʦʟʚʦʣʷʷ ʩʦʟʜʘʚʘʪʴ ʛʠʙʢʠʝ, ʵʢʦʥʦʤʠʯʝʩʢʠ ʚʳʛʦʜʥʳʝ ʠ ʵʢʦʣʦʛʠʯʝʩʢʠ ʫʩʪʦʡʯʠʚʳʝ ʩʠʩʪʝʤʳ. 

ʕʪʠ ʩʝʪʠ ʩʧʦʩʦʙʥʳ ʧʦʜʜʝʨʞʠʚʘʪʴ ʟʥʘʯʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʫʩʪʨʦʡʩʪʚ ʥʘ ʙʦʣʴʰʠʭ 

ʪʝʨʨʠʪʦʨʠʷʭ, ʩʦʟʜʘʚʘʷ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʩʫʨʩʦʚ ʠ 

ʫʣʫʯʰʝʥʠʷ ʢʘʯʝʩʪʚʘ ʞʠʟʥʠ. ʉ ʜʘʣʴʥʝʡʰʠʤ ʨʘʟʚʠʪʠʝʤ ʩʪʘʥʜʘʨʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʦʞʠʜʘʪʴ ʝʱʸ ʙʦʣʴʰʝʛʦ ʨʦʩʪʘ ʧʨʠʤʝʥʝʥʠʷ LPWAN ʠ ʧʦʷʚʣʝʥʠʷ 

ʥʦʚʳʭ ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ. 

ʇʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʩʝʪʷʭ LPWAN (Low Power Wide 

Area Network) ʚʳʟʳʚʘʶʪ ʚʩʸ ʙʦʣʴʰʝ ʚʥʠʤʘʥʠʷ, ʪʘʢ ʢʘʢ ʵʪʠ ʩʝʪʠ ʥʘʭʦʜʷʪ ʰʠʨʦʢʦʝ 

ʧʨʠʤʝʥʝʥʠʝ ʚ ʩʬʝʨʝ IoT ʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ 

ʫʩʪʨʦʡʩʪʚ ʥʘ ʟʥʘʯʠʪʝʣʴʥʳʭ ʨʘʩʩʪʦʷʥʠʷʭ. ʅʝʩʤʦʪʨʷ ʥʘ ʧʨʝʠʤʫʱʝʩʪʚʘ ʚ ʚʠʜʝ ʥʠʟʢʦʛʦ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʠ ʜʣʠʪʝʣʴʥʦʛʦ ʩʨʦʢʘ ʩʣʫʞʙʳ ʫʩʪʨʦʡʩʪʚ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʩʪʘʸʪʩʷ ʦʜʥʦʡ 

ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʦʙʣʝʤ ʚ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ʆʜʥʦʡ ʠʟ ʩʝʨʴʸʟʥʳʭ ʫʛʨʦʟ ʷʚʣʷʝʪʩʷ ʦʛʨʘʥʠʯʝʥʥʘʷ ʟʘʱʠʪʘ ʜʘʥʥʳʭ ʧʨʠ ʧʝʨʝʜʘʯʝ. 

LPWAN-ʩʝʪʠ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪ ʥʝʙʦʣʴʰʫʶ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʠ ʠʤʝʶʪ 

ʦʛʨʘʥʠʯʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʦʙʨʘʙʦʪʢʝ ʜʘʥʥʳʭ, ʯʪʦ ʜʝʣʘʝʪ ʚʥʝʜʨʝʥʠʝ ʩʣʦʞʥʳʭ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʤʝʭʘʥʠʟʤʦʚ ʟʘʪʨʫʜʥʠʪʝʣʴʥʳʤ. ɼʣʷ ʤʥʦʛʠʭ ʧʨʦʪʦʢʦʣʦʚ, ʪʘʢʠʭ ʢʘʢ 

LoRaWAN ʠʣʠ Sigfox, ʧʨʝʜʣʘʛʘʶʪʩʷ ʙʘʟʦʚʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ, ʦʜʥʘʢʦ ʦʥʠ ʤʦʛʫʪ 

ʥʝ ʦʙʝʩʧʝʯʠʪʴ ʧʦʣʥʦʮʝʥʥʫʶ ʟʘʱʠʪʫ ʦʪ ʙʦʣʝʝ ʩʣʦʞʥʳʭ ʘʪʘʢ. ʅʘʧʨʠʤʝʨ, ʥʝʜʦʩʪʘʪʦʯʥʘʷ 

ʜʣʠʥʘ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ ʠ ʩʣʘʙʳʝ ʤʝʪʦʜʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʩʝʪʴ ʫʷʟʚʠʤʦʡ 

ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʜʘʥʥʳʭ ʠ ʧʦʜʜʝʣʢʠ ʧʘʢʝʪʦʚ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʨʦʙʣʝʤʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ LPWAN ʪʘʢʞʝ ʩʚʷʟʘʥʘ ʩ 

ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʪʩʣʝʞʠʚʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʧʦ ʝʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ. ʇʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ 

ʫʩʪʨʦʡʩʪʚʘ IoT ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʠʣʠ ʠʩʧʦʣʴʟʫʶʪ ʩʪʘʪʠʯʝʩʢʠʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʦʧʨʝʜʝʣʷʪʴ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ, 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -49- 

 

ʦʪʩʣʝʞʠʚʘʪʴ ʝʛʦ ʧʝʨʝʜʚʠʞʝʥʠʷ ʠʣʠ ʩʦʙʠʨʘʪʴ ʜʘʥʥʳʝ ʦ ʝʛʦ ʘʢʪʠʚʥʦʩʪʠ. ʕʪʦ ʩʦʟʜʘʸʪ ʨʠʩʢ 

ʥʘʨʫʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʢʘʢ ʜʣʷ ʩʘʤʠʭ ʫʩʪʨʦʡʩʪʚ, ʪʘʢ ʠ ʜʣʷ ʠʭ ʚʣʘʜʝʣʴʮʝʚ, 

ʦʩʦʙʝʥʥʦ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʚ ʯʘʩʪʥʦʡ ʩʬʝʨʝ, 

ʥʘʧʨʠʤʝʨ, ʚ ʫʤʥʳʭ ʜʦʤʘʭ ʠʣʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʥʦʩʠʤʳʭ ʫʩʪʨʦʡʩʪʚʘʭ. 

ɸʪʘʢʠ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʩʝʪʠ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʟʥʘʯʠʪʝʣʴʥʫʶ ʫʛʨʦʟʫ. 

LPWAN-ʫʩʪʨʦʡʩʪʚʘ ʯʘʩʪʦ ʨʘʟʤʝʱʘʶʪʩʷ ʚ ʪʨʫʜʥʦʜʦʩʪʫʧʥʳʭ ʤʝʩʪʘʭ ʠ ʨʘʙʦʪʘʶʪ ʚ 

ʘʚʪʦʥʦʤʥʦʤ ʨʝʞʠʤʝ, ʯʪʦ ʟʘʪʨʫʜʥʷʝʪ ʠʭ ʨʝʛʫʣʷʨʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʠ ʦʙʥʦʚʣʝʥʠʝ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʕʪʦ ʜʝʣʘʝʪ ʫʩʪʨʦʡʩʪʚʘ ʫʷʟʚʠʤʳʤʠ ʢ ʘʪʘʢʘʤ ʥʘ ʬʠʟʠʯʝʩʢʦʤ 

ʫʨʦʚʥʝ, ʪʘʢʠʤ ʢʘʢ ʧʦʜʤʝʥʘ ʫʩʪʨʦʡʩʪʚ, ʘ ʪʘʢʞʝ ʢ ʫʷʟʚʠʤʦʩʪʷʤ, ʚʦʟʥʠʢʘʶʱʠʤ ʠʟ-ʟʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʩʪʘʨʝʚʰʝʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʆʙʥʦʚʣʝʥʠʝ ʠ ʧʘʪʯʠʥʛ LPWAN-

ʫʩʪʨʦʡʩʪʚ ʩʣʦʞʥʳ ʠʟ-ʟʘ ʠʭ ʥʠʟʢʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʠ ʦʛʨʘʥʠʯʝʥʥʦʡ 

ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʦʱʥʦʩʪʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʟʚʝʩʪʥʳʝ 

ʫʷʟʚʠʤʦʩʪʠ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘ ʠ ʩʝʪʴ ʚ ʮʝʣʦʤ. 

ʆʪʜʝʣʴʥʦ ʩʪʦʠʪ ʦʪʤʝʪʠʪʴ ʧʨʦʙʣʝʤʫ ʦʛʨʘʥʠʯʝʥʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʚʪʦʨʠʟʘʮʠʠ 

ʚ LPWAN. ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʫʩʪʨʦʡʩʪʚʘ ʣʠʙʦ ʥʝ ʪʨʝʙʫʶʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʣʠʙʦ 

ʠʩʧʦʣʴʟʫʶʪ ʩʣʘʙʳʝ ʤʝʪʦʜʳ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ ʩʪʘʪʠʯʝʩʢʠʝ ʧʘʨʦʣʠ ʠʣʠ 

ʦʜʥʦʫʨʦʚʥʝʚʳʝ ʢʣʶʯʠ. ʕʪʦ ʫʧʨʦʱʘʝʪ ʜʦʩʪʫʧ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʢ ʫʩʪʨʦʡʩʪʚʫ ʠ ʦʪʢʨʳʚʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʘʪʘʢ ʥʘ ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ, ʟʘʭʚʘʪʘ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʦʜʜʝʣʢʠ ʢʦʤʘʥʜ. ɺ 

ʨʝʟʫʣʴʪʘʪʝ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʣʝʛʢʦ ʚʤʝʰʠʚʘʪʴʩʷ ʚ ʨʘʙʦʪʫ ʩʠʩʪʝʤʳ, ʧʦʩʳʣʘʷ 

ʣʦʞʥʳʝ ʢʦʤʘʥʜʳ ʠʣʠ ʚʳʚʦʜʷ ʫʩʪʨʦʡʩʪʚʦ ʠʟ ʩʪʨʦʷ. 

ʅʘʢʦʥʝʮ, LPWAN ʠʩʧʳʪʳʚʘʶʪ ʧʨʦʙʣʝʤʳ ʩ ʫʧʨʘʚʣʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, 

ʩʚʷʟʘʥʥʳʤʠ ʩ ʨʘʩʧʨʝʜʝʣʸʥʥʦʡ ʠ ʤʘʩʰʪʘʙʠʨʫʝʤʦʡ ʧʨʠʨʦʜʦʡ ʩʝʪʠ. ʇʦʩʢʦʣʴʢʫ ʪʘʢʠʝ ʩʝʪʠ 

ʤʦʛʫʪ ʦʭʚʘʪʳʚʘʪʴ ʦʛʨʦʤʥʳʝ ʪʝʨʨʠʪʦʨʠʠ ʠ ʚʢʣʶʯʘʪʴ ʪʳʩʷʯʠ ʫʩʪʨʦʡʩʪʚ, ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ 

ʫʧʨʘʚʣʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʩʪʘʥʦʚʠʪʩʷ ʤʝʥʝʝ ʵʬʬʝʢʪʠʚʥʳʤ. ʕʪʦ ʪʨʝʙʫʝʪ ʚʥʝʜʨʝʥʠʷ 

ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʨʝʰʝʥʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ 

ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ ʟʘʱʠʱʘʪʴ ʜʘʥʥʳʝ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ. 

ɺ ʠʪʦʛʝ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʦʩʪʘʶʪʩʷ ʩʫʱʝʩʪʚʝʥʥʳʤʠ ʚʳʟʦʚʘʤʠ 

ʜʣʷ LPWAN. ʕʪʠ ʧʨʦʙʣʝʤʳ ʪʨʝʙʫʶʪ ʢʘʢ ʪʝʭʥʠʯʝʩʢʠʭ, ʪʘʢ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ, 

ʚʢʣʶʯʘʷ ʨʘʟʨʘʙʦʪʢʫ ʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʳʭ ʧʨʦʪʦʢʦʣʦʚ ʰʠʬʨʦʚʘʥʠʷ, ʨʝʘʣʠʟʘʮʠʶ 

ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʰʠʚʦʢ ʠ ʩʦʟʜʘʥʠʝ ʥʦʚʳʭ 

ʤʦʜʝʣʝʡ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʊʦʣʴʢʦ ʪʘʢ ʤʦʞʥʦ ʦʙʝʩʧʝʯʠʪʴ ʥʘʜʸʞʥʫʶ ʟʘʱʠʪʫ 

ʜʘʥʥʳʭ ʠ ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʚ ʫʩʣʦʚʠʷʭ ʨʦʩʪʘ ʠ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʩʝʪʠ 

LPWAN. 

ʉʝʪʠ LPWAN, ʥʝʩʤʦʪʨʷ ʥʘ ʩʚʦʠ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ, ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʩʫʱʝʩʪʚʝʥʥʳʤʠ ʦʛʨʘʥʠʯʝʥʠʷʤʠ ʧʦ ʯʘʩʪʦʪʥʳʤ ʜʠʘʧʘʟʦʥʘʤ ʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ. 

ɹʦʣʴʰʠʥʩʪʚʦ LPWAN-ʪʝʭʥʦʣʦʛʠʡ ʬʫʥʢʮʠʦʥʠʨʫʶʪ ʚ ʥʝʣʠʮʝʥʟʠʨʫʝʤʳʭ ISM-ʜʠʘʧʘʟʦʥʘʭ, 

ʪʘʢʠʭ ʢʘʢ 433, 868, ʠ 915 ʄɻʮ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʣʠʮʝʥʟʠʨʫʝʤʳʭ ʯʘʩʪʦʪ ʩʥʠʞʘʝʪ ʟʘʪʨʘʪʳ 

ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ ʠ ʫʧʨʦʱʘʝʪ ʨʘʟʚʝʨʪʳʚʘʥʠʝ, ʦʜʥʘʢʦ ʦʥʦ ʩʦʧʨʦʚʦʞʜʘʝʪʩʷ ʦʧʨʝʜʝʣʸʥʥʳʤʠ 

ʦʛʨʘʥʠʯʝʥʠʷʤʠ. ʕʪʠ ʜʠʘʧʘʟʦʥʳ ʯʘʩʪʦ ʧʦʜʚʝʨʞʝʥʳ ʠʥʪʝʨʬʝʨʝʥʮʠʠ ʠʟ-ʟʘ ʚʳʩʦʢʦʡ 

ʟʘʛʨʫʞʝʥʥʦʩʪʠ ʦʪ ʤʥʦʞʝʩʪʚʘ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ, ʪʘʢʠʭ ʢʘʢ Wi-Fi ʠ Bluetooth. ʕʪʦ 

ʦʛʨʘʥʠʯʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʠ ʧʦʚʳʰʘʝʪ ʨʠʩʢ ʧʦʪʝʨʠ ʩʠʛʥʘʣʘ, 

ʦʩʦʙʝʥʥʦ ʚ ʫʩʣʦʚʠʷʭ ʛʦʨʦʜʩʢʦʡ ʟʘʩʪʨʦʡʢʠ ʠʣʠ ʧʨʠ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʧʦʜʢʣʶʯʸʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ. 

ʇʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ LPWAN ʪʘʢʞʝ ʦʛʨʘʥʠʯʝʥʘ, ʯʪʦ ʦʪʨʘʞʘʝʪʩʷ ʥʘ ʦʙʲʸʤʝ 

ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴ ʚ ʩʝʪʠ. LPWAN-ʩʝʪʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ 

ʧʝʨʝʜʘʯʠ ʥʝʙʦʣʴʰʠʭ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ, ʯʪʦ ʜʝʣʘʝʪ ʠʭ ʧʦʜʭʦʜʷʱʠʤʠ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʛʜʝ 

ʪʨʝʙʫʝʪʩʷ ʥʠʟʢʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʠ ʤʠʥʠʤʘʣʴʥʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ, ʪʘʢʠʭ ʢʘʢ 

ʫʜʘʣʝʥʥʳʡ ʩʙʦʨ ʜʘʥʥʳʭ ʩ ʩʝʥʩʦʨʦʚ ʠʣʠ ʤʦʥʠʪʦʨʠʥʛ. ʆʜʥʘʢʦ ʵʪʦ ʞʝ ʦʛʨʘʥʠʯʝʥʠʝ ʜʝʣʘʝʪ 

LPWAN ʤʝʥʝʝ ʧʦʜʭʦʜʷʱʠʤʠ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʪʨʝʙʫʶʱʠʭ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʩʢʦʨʦʩʪʠ 



-50- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʧʝʨʝʜʘʯʠ ʠ ʦʙʲʝʤʘ ʜʘʥʥʳʭ, ʪʘʢʠʭ ʢʘʢ ʧʦʪʦʢʦʚʦʝ ʚʠʜʝʦ ʠʣʠ ʦʙʤʝʥ ʙʦʣʴʰʠʤʠ ʦʙʲʸʤʘʤʠ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ʆʛʨʘʥʠʯʝʥʥʘʷ ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʚʳʥʫʞʜʘʝʪ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʪʠ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʧʝʨʝʛʨʫʟʦʢ ʠ 

ʦʙʝʩʧʝʯʠʪʴ ʩʪʘʙʠʣʴʥʫʶ ʨʘʙʦʪʫ ʚ ʨʘʤʢʘʭ ʟʘʜʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʦʛʨʘʥʠʯʝʥʠʷ ʧʦ ʯʘʩʪʦʪʥʳʤ ʜʠʘʧʘʟʦʥʘʤ ʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʪʨʝʙʫʶʪ ʦʪ ʦʧʝʨʘʪʦʨʦʚ 

ʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʪʱʘʪʝʣʴʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ ʩʝʪʠ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʵʬʬʝʢʪʠʚʥʫʶ ʨʘʙʦʪʫ 

LPWAN ʠ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʚʣʠʷʥʠʝ ʚʥʝʰʥʠʭ ʧʦʤʝʭ ʠ ʫʟʢʠʭ ʤʝʩʪ ʚ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʪʝʦʨʝʪʠʯʝʩʢʠʝ ʘʩʧʝʢʪʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ) ʚ ʈʦʩʩʠʠ. 

ɸʥʘʣʠʟʠʨʫʶʪʩʷ ʢʣʶʯʝʚʳʝ ʧʦʣʦʞʝʥʠʷ ʟʘʢʦʥʘ, ʨʝʛʫʣʠʨʫʶʱʝʛʦ ʟʘʱʠʪʫ ʂʀʀ, ʚʢʣʶʯʘʷ 

ʧʦʥʷʪʠʷ, ʧʨʦʮʝʩʩʳ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʠ ʦʩʥʦʚʥʳʝ ʦʙʷʟʘʥʥʦʩʪʠ ʩʫʙʲʝʢʪʦʚ. ʆʩʦʙʦʝ ʚʥʠʤʘʥʠʝ 

ʫʜʝʣʝʥʦ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʳʤ ʘʢʪʘʤ, ʢʦʪʦʨʳʝ ʜʝʪʘʣʠʟʠʨʫʶʪ ʪʨʝʙʦʚʘʥʠʷ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʫʩʪʦʡʯʠʚʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʦʚ ʂʀʀ ʚ 

ʫʩʣʦʚʠʷʭ ʢʠʙʝʨʫʛʨʦʟ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, 
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Abstract 

The article discusses the theoretical aspects of ensuring the security of critical 

information infrastructure (CII) facilities in Russia. The key provisions of the law regulating the 
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subjects, are analyzed. Special attention is paid to regulatory legal acts that detail the security 

requirements necessary for the sustainable operation of CII facilities in the face of cyber threats. 
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ɺ ʩʦʚʨʝʤʝʥʥʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʦʙʱʝʩʪʚʝ, ʛʜʝ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʧʨʦʥʠʢʘʶʪ 

ʚʦ ʚʩʝ ʩʬʝʨʳ ʥʘʰʝʡ ʞʠʟʥʠ, ʚʦʧʨʦʩ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ 

ʙʦʣʝʝ ʘʢʪʫʘʣʴʥʳʤ ʠ ʥʝʦʪʲʝʤʣʝʤʳʤ ʘʩʧʝʢʪʦʤ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʩʦʚʨʝʤʝʥʥʦʛʦ ʤʠʨʘ. 

ɹʫʜʫʯʠ ʫʷʟʚʠʤʳʤ ʠ ʮʝʥʥʳʤ ʘʢʪʠʚʦʤ, ʜʘʥʥʳʝ ʚ ʩʝʪʠ ʦʙʷʟʘʥʳ ʙʳʪʴ ʟʘʱʠʱʝʥʳ ʦʪ 

ʥʝʞʝʣʘʪʝʣʴʥʦʛʦ ʜʦʩʪʫʧʘ, ʢʨʘʞʠ ʠ ʠʩʢʘʞʝʥʠʷ. ʕʪʦ ʚʳʟʳʚʘʝʪ ʠʥʪʝʨʝʩ ʢ ʠʟʫʯʝʥʠʶ ʤʝʨ ʠ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -51- 

 

ʤʝʭʘʥʠʟʤʦʚ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʚʥʝʜʨʝʥʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʘʜʝʢʚʘʪʥʦʡ ʩʪʝʧʝʥʠ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʦʭʨʘʥʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ ʠ 

ʜʦʩʪʫʧʥʦʩʪʠ ʜʘʥʥʳʭ. 
ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚʩʝʛʜʘ ʠʤʝʣʦ ʙʦʣʴʰʦʝ 

ʟʥʘʯʝʥʠʝ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʘ, ʧʦʩʢʦʣʴʢʫ ʜʘʥʥʳʡ ʘʩʧʝʢʪ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʬʘʢʪʦʨʦʤ ʜʣʷ 
ʧʦʜʜʝʨʞʘʥʠʷ ʝʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. ʀʤʝʥʥʦ ʧʦʵʪʦʤʫ ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʠ 
ʠʤʝʝʪ ʪʘʢʦʝ ʥʘʟʚʘʥʠʝ, ʪʘʢ ʢʘʢ ʦʪʨʘʩʣʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʥʝʡ, ʜʦʣʞʥʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ 
ʙʝʟʦʪʢʘʟʥʦ ʠ ʚ ʥʝʧʨʝʨʳʚʥʦʤ ʨʝʞʠʤʝ. ʈʘʙʦʪʘ ʪʨʘʥʩʧʦʨʪʘ, ʧʨʝʜʧʨʠʷʪʠʡ ʩʬʝʨʳ ʵʥʝʨʛʝʪʠʢʠ, 
ʚʦʜʦʩʥʘʙʞʝʥʠʷ, ʦʙʝʩʧʝʯʝʥʠʝ ʵʣʝʢʪʨʠʯʝʩʪʚʦʤ, ʜʝʷʪʝʣʴʥʦʩʪʴ ʬʠʥʘʥʩʦʚʦʡ ʩʬʝʨʳ ʠ ʧʨʦʯʠʝ 
ʢʨʠʪʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ ʥʝ ʤʦʛʫʪ ʧʨʝʢʨʘʱʘʪʴ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʥʠ ʧʨʠ ʢʘʢʠʭ 
ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʥʝʧʨʝʤʝʥʥʦ ʧʦʚʣʝʯʝʪ ʟʘ ʩʦʙʦʡ ʦʛʨʦʤʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʇʨʠ ʵʪʦʤ, ʩʝʡʯʘʩ ʫʞʝ ʥʝʚʦʟʤʦʞʥʦ ʧʨʝʜʩʪʘʚʠʪʴ ʦʙʝʩʧʝʯʝʥʠʝ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʙʝʟ ʠʥʪʝʛʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. ʈʘʟʫʤʝʝʪʩʷ, ʩ 

ʠʭ ʧʦʷʚʣʝʥʠʝʤ, ʚʦʟʥʠʢʣʠ ʥʦʚʳʝ ʪʨʫʜʥʦʩʪʠ ʠ ʫʛʨʦʟʳ, ʥʘʯʠʥʘʷ ʦʪ ʚʦʟʤʦʞʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ 

ʧʨʦʙʣʝʤ, ʟʘʢʘʥʯʠʚʘʷ ʧʨʦʚʝʜʝʥʠʝʤ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, ʠʤʝʶʱʠʭ 

ʨʘʟʣʠʯʥʳʝ ʮʝʣʠ. ʆʜʥʘʢʦ ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ, ʩ ʧʦʤʦʱʴʶ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝ ʧʨʦʮʝʩʩʳ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʫʧʨʘʚʣʝʥʠʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʧʨʦʮʝʩʩʦʤ, ʘ ʟʥʘʯʠʪ ʝʜʠʥʩʪʚʝʥʥʳʤ ʚʳʭʦʜʦʤ ʷʚʣʷʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʚʩʝʭ ʩʚʷʟʘʥʥʳʭ ʩ ʥʝʡ ʧʨʦʮʝʩʩʦʚ. 

ʇʦʥʷʪʠʝ ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʚ ʈʦʩʩʠʡʩʢʦʤ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ ʧʦʷʚʠʣʦʩʴ ʜʦʩʪʘʪʦʯʥʦ ʥʝʜʘʚʥʦ. ɺʧʝʨʚʳʝ ʦʥʦ ʙʳʣʦ ʚʚʝʜʝʥʦ 

ʬʝʜʝʨʘʣʴʥʳʤ ʟʘʢʦʥʦʤ ˉ187 ʦʪ 26 ʠʶʣʷ 2017 ʛʦʜʘ çʆ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè, ʨʘʟʨʘʙʦʪʘʥʥʳʤ ʌʉʊʕʂ 

ʈʦʩʩʠʠ. ʂʨʠʪʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʲʝʢʪʳ, ʩʠʩʪʝʤʳ 

ʠ ʩʝʪʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ ʛʨʘʞʜʘʥ ʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʘ. ɿʘʢʦʥ ʥʘʧʨʘʚʣʝʥ ʥʘ 

ʟʘʱʠʪʫ ʵʪʠʭ ʦʙʲʝʢʪʦʚ ʦʪ ʢʠʙʝʨʘʪʘʢ ʠ ʜʨʫʛʠʭ ʫʛʨʦʟ. ʇʦʤʠʤʦ ʵʪʦʛʦ, ʟʘʢʦʥ ʦʧʨʝʜʝʣʷʝʪ 

ʧʨʘʚʦʚʳʝ ʦʩʥʦʚʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ, ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʪʨʝʙʦʚʘʥʠʷ ʢ 

ʦʨʛʘʥʠʟʘʮʠʷʤ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʠʤ ʢʨʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʠ 

ʦʧʨʝʜʝʣʷʝʪ ʤʝʨʳ ʧʦ ʟʘʱʠʪʝ ʦʪ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ. ʊʘʢʞʝ ʜʘʥʥʳʡ ʟʘʢʦʥ 

ʦʙʷʟʳʚʘʝʪ ʦʨʛʘʥʠʟʘʮʠʠ, ʵʢʩʧʣʫʘʪʠʨʫʶʱʠʝ ʢʨʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʧʨʠʥʠʤʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʦʚʦʜʠʪʴ 

ʘʥʘʣʠʟ ʠ ʦʮʝʥʢʫ ʨʠʩʢʦʚ ʠ ʦʙʫʯʘʪʴ ʧʝʨʩʦʥʘʣ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʌɿ ˉ187 ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ 

ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ʩʪʨʘʥʳ ʠ ʟʘʱʠʪʳ ʥʘʮʠʦʥʘʣʴʥʳʭ 

ʠʥʪʝʨʝʩʦʚ ʦʪ ʫʛʨʦʟ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʝʨʚʠʯʥʦ, ʨʘʟʙʝʨʝʤ ʪʝʦʨʝʪʠʯʝʩʢʠʝ ʘʩʧʝʢʪʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ 

ʂʀʀ ʥʘ ʦʩʥʦʚʝ ʬʝʜʝʨʘʣʴʥʦʛʦ ʟʘʢʦʥʘ ˉ187, ʧʦʩʢʦʣʴʢʫ ʠʤʝʥʥʦ ʚ ʥʝʤ ʦʧʠʩʘʥʳ ʦʩʥʦʚʥʳʝ 

ʪʝʨʤʠʥʳ ʠ ʦʧʨʝʜʝʣʝʥʠʷ ʜʘʥʥʦʡ ʦʙʣʘʩʪʠ. 

ʂʨʠʪʠʯʝʩʢʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ï ʵʪʦ ʦʙʲʝʢʪʳ ʂʀʀ ʠ ʩʝʪʠ 

ʵʣʝʢʪʨʦʩʚʷʟʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʵʪʠʭ ʦʙʲʝʢʪʦʚ; 

ʆʙʲʝʢʪʳ ʂʀʀ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. ʆʙʲʝʢʪʳ ʂʀʀ. 



-52- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʵʪʠʭ ʦʙʲʝʢʪʦʚ ʠʤʝʝʪ ʚʳʩʰʠʡ ʧʨʠʦʨʠʪʝʪ ʚ ʩʚʷʟʠ ʩ 

ʧʦʪʝʥʮʠʘʣʴʥʳʤʠ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʠ ʙʦʣʴʰʠʤ ʚʣʠʷʥʠʝʤ ʥʘ ʦʙʱʝʩʪʚʦ ʚ 

ʮʝʣʦʤ. 

ʊʝʧʝʨʴ ʦʧʨʝʜʝʣʠʤ, ʢʪʦ ʧʦʧʘʜʘʝʪ ʧʦʜ ʜʝʡʩʪʚʠʝ ʟʘʢʦʥʘ, ʪʦ ʝʩʪʴ, ʢʪʦ ʷʚʣʷʝʪʩʷ 

ʩʫʙʲʝʢʪʦʤ ʂʀʀ. ʉʫʙʲʝʢʪʳ ʂʀʀ ï ʛʦʩ. ʦʨʛʘʥʳ, ʛʦʩ. ʫʯʨʝʞʜʝʥʠʷ, ʨʦʩʩʠʡʩʢʠʝ ʶʨ. ʣʠʮʘ ʠ 

(ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʧʨʠʥʠʤʘʪʝʣʠ, ʢʦʪʦʨʳʤ ʥʘ ʟʘʢʦʥʥʦʤ ʦʩʥʦʚʘʥʠʠ ʧʨʠʥʘʜʣʝʞʘʪ 

ʦʙʲʝʢʪʳ ʂʀʀ, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʝ ʚ ʦʜʥʦʡ ʠʟ 14 ʩʬʝʨ. ʉʬʝʨʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʫʙʲʝʢʪʘʤ 

ʂʀʀ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 2. 

 

 
ʈʠʩʫʥʦʢ 2. ʉʬʝʨʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʫʙʲʝʢʪʘʤ ʂʀʀ. 

 

ʉʦʛʣʘʩʥʦ ʩʪʘʪʴʝ 4 ʌɿ ˉ187, ʩʫʱʝʩʪʚʫʝʪ 3 ʦʩʥʦʚʥʳʭ ʧʨʠʥʮʠʧʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ʇʨʠʥʮʠʧʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ. 

 

ɺ ʩʪʘʪʴʝ 9 ʦʧʠʩʳʚʘʶʪʩʷ ʦʩʥʦʚʥʳʝ ʧʨʘʚʘ ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʩʫʙʲʝʢʪʦʚ ʂʀʀ, ʦʩʥʦʚʥʳʝ 

ʠʟ ʢʦʪʦʨʳʭ ʚʳʜʝʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 4. 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ʚ ʌɿ ˉ187 ʦʧʠʩʘʥʳ ʦʩʥʦʚʥʳʝ ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʝ ʜʦʣʞʝʥ 

ʚʳʧʦʣʥʠʪʴ ʩʫʙʲʝʢʪ ʂʀʀ ʜʣʷ ʙʝʟʦʧʘʩʥʦʡ ʠ ʟʘʢʦʥʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ ʦʙʲʝʢʪʘ. ʊʘʢ, ʚ ʩʪʘʪʴʝ 7 

ʦʧʠʩʘʥ ʧʨʦʮʝʩʩ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʦʚ ʂʀʀ. 

ʉʦʛʣʘʩʥʦ ʦʧʨʝʜʝʣʝʥʠʶ, ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʝ ʦʙʲʝʢʪʘ ʂʀʀ ï ʵʪʦ ʫʩʪʘʥʦʚʣʝʥʠʝ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʦʙʲʝʢʪʘ ʧʦʢʘʟʘʪʝʣʷʤ ʠʭ ʟʥʘʯʠʤʦʩʪʠ, ʩʦʛʣʘʩʥʦ ʤʝʪʦʜʠʢʝ ʌʉʊʕʂ ʈʦʩʩʠʠ, 

ʟʘʪʝʤ, ʫʩʪʘʥʦʚʣʝʥʠʝ ʦʜʥʦʡ ʠʟ ʢʘʪʝʛʦʨʠʡ ʟʥʘʯʠʤʦʩʪʠ ʠ ʧʨʦʚʝʨʢʘ ʩʚʝʜʝʥʠʡ ʥʘ ʧʨʘʚʠʣʴʥʦʩʪʴ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʚʩʝʭ ʤʝʨʦʧʨʠʷʪʠʡ. 

 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -53- 

 

 
ʈʠʩʫʥʦʢ 4. ʇʨʘʚʘ ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʩʫʙʲʝʢʪʦʚ ʂʀʀ. 

 

ʇʨʠ ʵʪʦʤ ʧʨʦʮʝʩʩ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʠʩʭʦʜʷ ʠʟ ʝʛʦ ʟʥʘʯʠʤʦʩʪʠ. 

ɺʠʜʳ ʟʥʘʯʠʤʦʩʪʝʡ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 5. 

 

 
ʈʠʩʫʥʦʢ 5. ɺʠʜʳ ʟʥʘʯʠʤʦʩʪʝʡ ʦʙʲʝʢʪʦʚ ʂʀʀ. 

 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʧʨʦʮʝʩʩ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʧʠʩʘʥ ʚ ʇʦʩʪʘʥʦʚʣʝʥʠʠ ʇʨʘʚʠʪʝʣʴʩʪʚʘ 

ʈʌ ˉ127, ʛʜʝ ʚ ʜʦʧʦʣʥʝʥʠʝ, ʠʤʝʝʪʩʷ ʧʨʠʣʦʞʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʧʝʨʝʯʝʥʴ ʢʨʠʪʝʨʠʝʚ 

ʟʥʘʯʠʤʦʩʪʠ ʩ ʠʭ ʟʥʘʯʝʥʠʷʤʠ. 

ʂʨʦʤʝ ʵʪʦʛʦ, ʧʫʥʢʪʝ 1, ʩʪʘʪʴʠ 10 ʫʢʘʟʘʥʦ, ʯʪʦ ʩʫʙʲʝʢʪ ʂʀʀ ʩʦʟʜʘʝʪ ʩʠʩʪʝʤʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩʦʛʣʘʩʥʦ ʪʨʝʙʦʚʘʥʠʷʤ ʩʠʩʪʝʤ 



-54- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ɿʆ ʂʀʀ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʙ ʵʪʦʤ 

ʦʧʠʩʘʥʦ ʚ ʇʨʠʢʘʟʝ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ235. 

ʊʘʢʞʝ, ʚ ʩʪʘʪʴʝ 11 ʢʨʘʪʢʦ ʦʧʠʩʳʚʘʶʪʩʷ ʦʩʥʦʚʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ɿʆ 

ʂʀʀ, ʦ ʯʝʤ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʦ ʚ ʇʨʠʢʘʟʝ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ239. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʠʟʫʯʠʚ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʌɿ ˉ187, ʤʦʞʥʦ ʧʦʜʪʚʝʨʜʠʪʴ ʬʘʢʪ, ʯʪʦ 

ʜʘʥʥʳʡ ʟʘʢʦʥ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʦʧʦʣʘʛʘʶʱʠʤ ʚ ʩʬʝʨʝ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ, 

ʦʧʠʩʳʚʘʶʱʠʤ ʦʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ, ʘ ʪʘʢʞʝ ʩʩʳʣʘʶʱʠʡʩʷ ʥʘ ʠʥʳʝ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʳʝ 

ʘʢʪʳ, ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʙʲʷʩʥʷʶʱʠʡ ʪʦʥʢʦʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʙʲʝʢʪʘʭ 

ʂʀʀ.  

***  

1. ɻʝʣʴʬʘʥʜ ɸ. ʄ., ʉʠʛʘʯʝʚʘ ɺ. ɺ., ɸʨʭʠʧʦʚ ɸ. ɺ., ʉʠʨʦʪʠʥʘ ʃ. ʂ. "ɸʥʘʣʠʟ ʠ ʫʧʨʘʚʣʝʥʠʝ ʨʠʩʢʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ" 

2. ʄʠʥʷʝʚ ɸ. ɸ. "ʄʝʪʦʜ ʦʮʝʥʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ-

ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ" // ɸʢʪʫʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ 

ʠʥʬʦʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʚ ʥʘʫʢʝ ʠ ʦʙʨʘʟʦʚʘʥʠʠ. ï 2020. ï ʉ. 716-719. 

3. ɺʦʣʢʦʛʦʥʦʚ ɺ. ʅ. ʠ ʜʨ. "ʇʨʠʤʝʥʝʥʠʝ ʬʠʟʠʯʝʩʢʠ ʥʝʢʣʦʥʠʨʫʝʤʳʭ ʬʫʥʢʮʠʡ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʨʝʜʝ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ" // ɸʢʪʫʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ ʠʥʬʦʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʚ ʥʘʫʢʝ ʠ 

ʦʙʨʘʟʦʚʘʥʠʠ. ï 2021. ï ʉ. 409-414. 

4. ʉʠʥʝʣʴʱʠʢʦʚ ɺ. ʉ., ʎʚʝʪʢʦʚ ɸ. ʖ. "ɿʘʱʠʪʘ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ" // ɸʢʪʫʘʣʴʥʳʝ 

ʧʨʦʙʣʝʤʳ ʠʥʬʦʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʚ ʥʘʫʢʝ ʠ ʦʙʨʘʟʦʚʘʥʠʠ. ï 2021. ï ʉ. 653-657. 

ɻʦʨʝʣʠʢ ʂ.ɹ. 

ɺʳʙʦʨ ʬʦʨʤʘʪʘ ʦʨʛʘʥʠʟʘʮʠʠ SOC 

ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ 

ʠʤ. ʧʨʦʬ. ʄ.ɸ. ɹʦʥʯ-ɹʨʫʝʚʠʯʘ 

(ʈʦʩʩʠʷ, ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛ) 

doi: 10.18411/trnio-11-2024-696 

 

ɸʥʥʦʪʘʮʠʷ 

ɺ ʫʩʣʦʚʠʷʭ ʨʘʩʪʫʱʠʭ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʩʦʟʜʘʥʠʷ ʵʬʬʝʢʪʠʚʥʳʭ ʩʠʩʪʝʤ ʟʘʱʠʪʳ. ʎʝʥʪʨʳ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ (SOC) ʩʪʘʥʦʚʷʪʩʷ ʚʘʞʥʳʤ ʵʣʝʤʝʥʪʦʤ ʚ ʩʪʨʘʪʝʛʠʠ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʦʜʭʦʜʳ ʢ ʩʦʟʜʘʥʠʶ SOC 

ʢʘʢ ʥʘ ʙʘʟʝ Open Source ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢ ʠ ʩ ʧʨʠʦʙʨʝʪʝʥʠʝʤ ʛʦʪʦʚʳʭ ʨʝʰʝʥʠʡ, ʘ ʪʘʢʞʝ ʠʭ 

ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʤʦʜʝʣʴ SOC, ʩʦʟʜʘʥʠʝ SOC, ʎʝʥʪʨ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, SIEM, ʦʪʢʨʳʪʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. 

 

Abstract 

In the face of growing threats to cybersecurity, organizations are faced with the need to 

create effective protection systems. Security Operation Centers (SOC) are becoming an 

important element in the security strategy. This article discusses approaches to creating SOC 

based on Open Source technologies and purchase of ready-made solutions, as well as their 

advantages and disadvantages. 

Keywords: SOC model, building SOC, Information Security Management Center, 

SIEM, Open Source software. 

 

ɺʚʝʜʝʥʠʝ. ɺ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʟʥʘʯʠʪʝʣʴʥʦ ʚʦʟʨʦʩʣʦ ʢʦʣʠʯʝʩʪʚʦ ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ, 

ʢʦʪʦʨʳʝ ʧʨʠ ʵʪʦʤ ʩʪʘʣʠ ʙʦʣʝʝ ʠʟʦʱʨʸʥʥʳʤʠ ʠ ʭʦʨʦʰʦ ʩʧʣʘʥʠʨʦʚʘʥʥʳʤʠ. ʅʘ ʪʝʢʫʱʠʡ 

ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ ʧʦʚʣʠʷʣʠ ʧʦʣʠʪʠʯʝʩʢʠʝ ʢʦʥʬʣʠʢʪʳ ʤʝʞʜʫ ʩʪʨʘʥʘʤʠ ʠ ʦʙʱʠʡ ʨʦʩʪ 

ʮʠʬʨʦʚʠʟʘʮʠʠ. ʄʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʧʦʥʝʩʣʠ ʬʠʥʘʥʩʦʚʳʝ ʠ ʨʝʧʫʪʘʮʠʦʥʥʳʝ 

ʧʦʪʝʨʠ ʠʟ-ʟʘ ʫʩʧʝʰʥʦ ʨʝʘʣʠʟʦʚʘʥʥʳʭ ʢʠʙʝʨʘʪʘʢ, ʘ ʜʘʥʥʳʝ ʤʥʦʞʝʩʪʚʘ ʢʣʠʝʥʪʦʚ ʠ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -55- 

 

ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʡ ʦʢʘʟʘʣʠʩʴ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ, ʯʪʦ ʪʘʢ ʞʝ ʩʜʝʣʘʣʦ ʠʭ ʙʦʣʝʝ 

ʜʦʩʪʫʧʥʦʡ ʤʠʰʝʥʴʶ ʜʣʷ ʭʘʢʝʨʦʚ. 

ʅʘ ʦʩʥʦʚʘʥʠʠ ɸʥʘʣʠʪʠʯʝʩʢʦʛʦ ʦʪʯʸʪʘ ʦʙ ʘʢʪʫʘʣʴʥʳʭ ʫʛʨʦʟʘʭ ʦʪ ʢʦʤʧʘʥʠʠ Positive 

Technologies ʚ ʵʪʦʤ ʛʦʜʫ ʙʳʣʦ ʟʘʬʠʢʩʠʨʦʚʘʥʦ ʚʜʚʦʝ ʙʦʣʴʰʝ ʘʪʘʢ ʥʘ ʩʝʛʤʝʥʪ ʉʅɻ ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ 2023 ʛʦʜʦʤ (ʈʠʩʫʥʦʢ 1).  

 

 
ʈʠʩʫʥʦʢ 1. ʂʠʙʝʨʘʪʘʢʠ ʚ ʨʘʟʥʳʭ ʢʚʘʨʪʘʣʘʭ ʧʦʩʣʝʜʥʠʭ ʜʚʫʭ ʣʝʪ. 

 

ɺ ʮʝʣʷʭ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʭʨʘʥʥʦʩʪʠ ʩʚʦʝʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʟʘʱʠʪʝ. ʊʘʢʦʡ ʧʦʜʭʦʜ 

ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥ ʧʦʩʨʝʜʩʪʚʦʤ ʎʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ï Security Operation Center (ʜʘʣʝʝ - SOC). 

ʆʧʨʝʜʝʣʝʥʠʝ ʠ ʬʫʥʢʮʠʦʥʘʣ SOC. SOC ʦʙʲʝʜʠʥʷʝʪ ʚ ʩʝʙʝ ʪʨʠ ʥʝʦʪʲʝʤʣʝʤʳʭ 

ʢʦʤʧʦʥʝʥʪʘ: ʣʶʜʠ, ʪʝʭʥʦʣʦʛʠʠ ʠ ʧʨʦʮʝʩʩʳ. ɻʨʘʤʦʪʥʦ ʚʳʩʪʨʦʝʥʥʳʝ ʧʨʦʮʝʩʩʳ 

ʦʙʝʩʧʝʯʠʚʘʶʪ ʵʬʬʝʢʪʠʚʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʢʦʤʘʥʜʳ ʩʧʝʮʠʘʣʠʩʪʦʚ SOC ʠ ʪʝʭʥʦʣʦʛʠʡ, 

ʢʦʪʦʨʳʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʚ ʨʘʙʦʪʝ. ʅʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʜʣʷ ʥʝʢʦʪʦʨʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʩʦʟʜʘʥʠʝ SOC ʷʚʣʷʝʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤ ʥʦʨʤʘʪʠʚʥʳʤ ʪʨʝʙʦʚʘʥʠʝʤ. ʇʦʜ ʵʪʦʛʦ 

ʪʨʝʙʦʚʘʥʠʷ ʧʦʧʘʜʘʶʪ ʦʙʲʝʢʪʳ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʜʘʣʝʝ ï 

ʂʀʀ) ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ˉ 187-ʌɿ, ʧʨʠʢʘʟʦʤ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ 17 ʠ ʧʨʠʢʘʟʦʤ ʌʉʊʕʂ 

ʈʦʩʩʠʠ ˉ 239. ʆʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ SOC ʚʢʣʶʯʘʶʪ: ʧʦʩʪʦʷʥʥʳʡ ʘʥʘʣʠʟ ʩʦʙʳʪʠʡ ʠ 

ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʷʚʣʝʥʠʝ ʠ ʦʮʝʥʢʘ ʠʥʮʠʜʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʠʭ ʧʦʩʣʝʜʩʪʚʠʡ, 

ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʧʨʠʥʷʪʠʝ ʤʝʨ ʧʦ ʫʩʪʨʘʥʝʥʠʶ ʫʛʨʦʟ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ 

ʩʠʩʪʝʤ, ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʫʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʠʩʪʝʤʘʭ. 

ɺ ʎʝʥʪʨʝ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʤʥʦʞʝʩʪʚʦ ʨʘʟʥʦʦʙʨʘʟʥʳʭ ʩʠʩʪʝʤ ʟʘʱʠʪʳ, ʦʜʥʘʢʦ ʦʩʥʦʚʥʦʡ ʷʚʣʷʝʪʩʷ ʩʠʩʪʝʤʘ ʩʙʦʨʘ, 

ʭʨʘʥʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʦʙʳʪʠʷʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (Security Information 

and Event Management, ʜʘʣʝʝ ï SIEM). ʊʘʢʞʝ SOC ʚʢʣʶʯʘʝʪ ʠ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ, ʦʩʥʦʚʥʳʝ 

ʠʟ ʥʠʭ ʧʨʠʚʝʜʸʥʥʳʝ ʚ ʪʘʙʣʠʮʝ (ʊʘʙʣʠʮʘ 1).  

ʊʘʙʣʠʮʘ 1 

ʆʩʥʦʚʥʳʝ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ, ʚʭʦʜʷʱʠʝ ʚ ʩʦʩʪʘʚ SOC. 
ʉʠʩʪʝʤʘ ʟʘʱʠʪʳ ʌʫʥʢʮʠʦʥʘʣ ʩʠʩʪʝʤʳ 

SIEM 
ʉʙʦʨ ʠ ʭʨʘʥʝʥʠʝ ʩʦʙʳʪʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʥʦʨʤʘʣʠʟʘʮʠʠ ʠ ʢʦʨʨʝʣʷʮʠʠ   

IPS ɸʥʘʣʠʟ ʪʨʘʬʠʢʘ ʥʘ ʧʝʨʠʤʝʪʨʝ ʠ ʚʥʫʪʨʠ ʩʝʪʠ 

IRP ʈʝʘʛʠʨʦʚʘʥʠʝ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ 

 

ʄʝʞʜʫ ʚʩʝʤʠ ʩʠʩʪʝʤʘʤʠ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʠʥʪʝʛʨʘʮʠʷ ʜʣʷ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʠ ʵʬʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʪʦʡ. 

ʉʨʘʚʥʝʥʠʝ ʧʦʜʭʦʜʦʚ ʢ ʦʨʛʘʥʠʟʘʮʠʠ SOC. ɺ ʩʚʷʟʠ ʩ ʦʙʦʩʪʨʝʥʠʝʤ ʧʦʣʠʪʠʯʝʩʢʦʡ 

ʩʠʪʫʘʮʠʠ ʚ ʤʠʨʝ, ʠʟ ʈʦʩʩʠʠ ʫʰʣʠ ʤʥʦʛʠʝ ʚʝʥʜʦʨʳ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ SOC. ɺ ʫʩʣʦʚʠʷʭ ʠʤʧʦʨʪʦʟʘʤʝʱʝʥʠʷ 

ʧʝʨʝʜ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʚʩʪʘʸʪ ʜʚʘ ʧʫʪʠ ʚʦʟʤʦʞʥʳʭ ʜʝʡʩʪʚʠʡ. ʇʝʨʚʳʡ ʠʟ ʥʠʭ ï ʦʙʨʘʪʠʪʴʩʷ ʢ 

ʦʪʝʯʝʩʪʚʝʥʥʳʤ ʧʦʩʪʘʚʱʠʢʘʤ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ɺʪʦʨʦʡ ʧʫʪʴ ʧʦʜʨʘʟʫʤʝʚʘʝʪ 



-56- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʝ ʧʨʦʝʢʪʠʨʦʚʘʥʠʝ ʠ ʨʝʘʣʠʟʘʮʠʶ ʎʝʥʪʨʘ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʥʘ ʙʘʟʝ ʧʨʦʜʫʢʪʦʚ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ (Open 

Source). ʆʙʘ ʧʫʪʠ ʠʤʝʶʪ ʩʚʦʠ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʨʘʩʩʤʦʪʨʝʥʳ 

ʜʘʣʝʝ. 

ʇʨʠʦʙʨʝʪʝʥʠʝ ʛʦʪʦʚʳʭ ʨʝʰʝʥʠʡ ʜʣʷ ʩʦʟʜʘʥʠʷ ʎʝʥʪʨʘ ʫʧʨʘʚʣʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʢ ʧʨʠʤʝʨʫ, SIEM ʢʘʢ ʦʩʥʦʚʫ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʙʦʣʝʝ ʙʳʩʪʨʳʡ ʠ ʫʜʦʙʥʳʡ ʚʘʨʠʘʥʪ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʡ 

ʨʝʘʣʠʟʘʮʠʝʡ. ʂʦʛʜʘ ʢʦʤʧʘʥʠʷ ʚʳʙʠʨʘʝʪ ʛʦʪʦʚʦʝ ʨʝʰʝʥʠʝ, ʦʥʘ ʧʦʣʫʯʘʝʪ ʥʝ ʪʦʣʴʢʦ ʧʨʦʜʫʢʪ, 

ʥʦ ʠ ʢʦʤʘʥʜʫ ʩʧʝʮʠʘʣʠʩʪʦʚ, ʢʦʪʦʨʳʝ ʙʝʨʫʪ ʥʘ ʩʝʙʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʚʳʧʦʣʥʝʥʠʝ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʢʘʟʘʪʝʣʝʡ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʫ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦʷʚʣʷʝʪʩʷ ʦʪʚʝʪʩʪʚʝʥʥʦʝ 

ʣʠʮʦ ʩʦ ʩʪʦʨʦʥʳ ʠʩʧʦʣʥʠʪʝʣʷ, ʢʦʪʦʨʦʝ ʛʘʨʘʥʪʠʨʫʝʪ ʨʝʟʫʣʴʪʘʪ ʠ ʛʦʪʦʚʦ ʧʦʜʜʝʨʞʠʚʘʪʴ 

ʩʠʩʪʝʤʫ ʚ ʨʘʙʦʯʝʤ ʩʦʩʪʦʷʥʠʠ. 

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ SOC ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʛʦʪʦʚʦʛʦ ʨʝʰʝʥʠʷ ʧʦʪʨʝʙʫʝʪʩʷ ʤʝʥʝʝ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʡ ʰʪʘʪ ʩʦʪʨʫʜʥʠʢʦʚ. ʕʪʦ ʩʚʷʟʘʥʦ 

ʩ ʪʝʤ, ʯʪʦ ʛʦʪʦʚʳʝ ʨʝʰʝʥʠʷ ʯʘʩʪʦ ʠʤʝʶʪ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʳʡ ʠʥʪʝʨʬʝʡʩ ʠ ʚʩʪʨʦʝʥʥʳʝ 

ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ, ʯʪʦ ʩʥʠʞʘʝʪ ʪʨʝʙʦʚʘʥʠʷ ʢ ʫʨʦʚʥʶ ʢʚʘʣʠʬʠʢʘʮʠʠ 

ʧʝʨʩʦʥʘʣʘ. ʆʜʥʘʢʦ, ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʧʦʢʫʧʢʘ ʛʦʪʦʚʦʛʦ ʨʝʰʝʥʠʷ ʪʨʝʙʫʝʪ 

ʟʥʘʯʠʪʝʣʴʥʳʭ ʬʠʥʘʥʩʦʚʳʭ ʚʣʦʞʝʥʠʡ. ʀʥʪʝʛʨʘʮʠʷ ʥʦʚʳʭ ʩʠʩʪʝʤ, ʨʘʩʰʠʨʝʥʠʝ 

ʬʫʥʢʮʠʦʥʘʣʘ ʠ ʧʦʜʜʝʨʞʢʘ ʤʦʛʫʪ ʧʦʪʨʝʙʦʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʟʘʪʨʘʪ, ʢʦʪʦʨʳʝ ʚʳʭʦʜʷʪ ʟʘ 

ʨʘʤʢʠ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʩʪʦʠʤʦʩʪʠ ʧʨʦʜʫʢʪʘ. 

ʉʨʝʜʠ ʛʦʪʦʚʳʭ ʨʝʰʝʥʠʡ ʢʣʘʩʩʘ SIEM ʨʦʩʩʠʡʩʢʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ MaxPatrol SIEM, KUMA, Ankey SIEM, R-Vision SIEM, RuSIEM, ʂʆʄʈɸɼ, 

SearchInform SIEM, Security Capsule SIEM, UserGate SIEM, ʇʣʘʪʬʦʨʤʘ ʈʘʜʘʨ. ɼʣʷ 

ʬʫʥʢʮʠʡ IRP ï Jet Signal, R-Vision Incident Response Platform, Security Vision Incident 

Response Platform. ɼʣʷ ʩʠʩʪʝʤ IPS/IDS ʧʦʜʦʡʜʫʪ Traffic Inspector Next Generation, ViPNet 

IDS 3, çɸʨʛʫʩè, çʉʆɺ ʂʦʥʪʠʥʝʥʪè, çʈʫʙʠʢʦʥè, çʉ-ʊʝʨʨʘ ʉʆɺè. 
ɽʩʣʠ ʞʝ ʢʦʤʧʘʥʠʷ ʨʝʰʘʝʪ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʨʝʘʣʠʟʦʚʘʪʴ SOC, ʥʘʯʘʣʴʥʳʝ ʟʘʪʨʘʪʳ 

ʤʦʛʫʪ ʙʳʪʴ ʟʥʘʯʠʪʝʣʴʥʦ ʥʠʞʝ. ʆʜʥʘʢʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʪʨʝʙʫʝʪʩʷ ʫʯʝʩʪʴ ʨʘʩʭʦʜʳ ʥʘ 
ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʤʦʱʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʟʘʪʨʘʪʳ ʥʘ ʬʦʥʜ ʦʧʣʘʪʳ ʪʨʫʜʘ. ɺʘʞʥʳʤ ʘʩʧʝʢʪʦʤ 
ʟʜʝʩʴ ʷʚʣʷʝʪʩʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʠʚʣʝʯʝʥʠʷ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ, 
ʦʙʣʘʜʘʶʱʝʛʦ ʦʧʳʪʦʤ ʥʘʩʪʨʦʡʢʠ ʧʦʜʦʙʥʳʭ ʩʠʩʪʝʤ. ʕʪʦ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʜʦʚʦʣʴʥʦ 
ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ, ʦʩʦʙʝʥʥʦ ʚ ʫʩʣʦʚʠʷʭ ʜʝʬʠʮʠʪʘ ʩʧʝʮʠʘʣʠʩʪʦʚ ʚ ʦʙʣʘʩʪʠ 
ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʡ ʨʝʘʣʠʟʘʮʠʠ SOC ʚʩʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʩʦʦʪʚʝʪʩʪʚʠʝ 
ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʠʩʪʝʤʳ ʟʘʜʘʥʥʦʤʫ ʪʝʭʥʠʯʝʩʢʦʤʫ ʟʘʜʘʥʠʶ ʣʦʞʠʪʩʷ ʥʘ ʧʣʝʯʠ ʢʦʤʘʥʜʳ 
ʨʘʟʨʘʙʦʪʢʠ. ʕʪʦ ʩʦʟʜʘʝʪ ʦʧʨʝʜʝʣʝʥʥʳʝ ʨʠʩʢʠ, ʪʘʢ ʢʘʢ ʣʶʙʳʝ ʦʰʠʙʢʠ ʠʣʠ ʥʝʜʦʯʝʪʳ ʤʦʛʫʪ 
ʧʨʠʚʝʩʪʠ ʢ ʩʝʨʴʝʟʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. Open Source ʨʝʰʝʥʠʷ 
ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʫʷʟʚʠʤʦʩʪʠ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ ʩʣʝʜʠʪʴ ʟʘ ʦʙʥʦʚʣʝʥʠʷʤʠ ʠ ʧʘʪʯʘʤʠ. ʉ 
ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʠʥʪʝʛʨʠʨʦʚʘʪʴ 
ʨʘʟʣʠʯʥʳʝ ʠʩʪʦʯʥʠʢʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʛʝʥʝʨʠʨʫʶʪ ʣʦʛʠ ʠʣʠ ʜʨʫʛʠʝ ʩʦʙʳʪʠʷ. ʕʪʦ 
ʦʪʢʨʳʚʘʝʪ ʰʠʨʦʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʜʘʰʙʦʨʜʦʚ, ʘʥʘʣʠʪʠʢʠ ʠ 
ʦʪʯʝʪʥʦʩʪʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʢʦʥʢʨʝʪʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ ʠ ʟʘʜʘʯʘʤ ʙʠʟʥʝʩʘ. 

ɽʱʝ ʦʜʥʠʤ ʟʥʘʯʠʪʝʣʴʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʡ ʨʝʘʣʠʟʘʮʠʠ ʷʚʣʷʝʪʩʷ 
ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʢʚʘʣʠʬʠʢʘʮʠʠ ʩʦʪʨʫʜʥʠʢʦʚ SOC. ʇʦʩʢʦʣʴʢʫ ʦʥʠ ʩʘʤʠ 
ʧʨʦʝʢʪʠʨʦʚʘʣʠ ʠ ʩʦʟʜʘʚʘʣʠ ʩʠʩʪʝʤʫ ʩ ʥʫʣʷ, ʦʥʠ ʣʫʯʰʝ ʧʦʥʠʤʘʶʪ ʝʝ ʚʥʫʪʨʝʥʥʠʝ 
ʤʝʭʘʥʠʟʤʳ ʠ ʤʦʛʫʪ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʥʮʠʜʝʥʪʳ. ʊʘʢʦʡ ʦʧʳʪ ʤʦʞʝʪ 
ʩʪʘʪʴ ʚʘʞʥʳʤ ʘʢʪʠʚʦʤ ʜʣʷ ʢʦʤʧʘʥʠʠ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ. 

ʉʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʘʷ ʨʝʘʣʠʟʘʮʠʷ SOC ʪʨʝʙʫʝʪ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʠ 
ʫʩʠʣʠʡ. ʇʨʦʝʢʪ ʤʦʞʝʪ ʟʘʪʷʥʫʪʴʩʷ ʥʘ ʛʦʜʳ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʢʦʤʘʥʜʘ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ 
ʥʝʧʨʝʜʚʠʜʝʥʥʳʤʠ ʪʨʫʜʥʦʩʪʷʤʠ. ʂʨʦʤʝ ʪʦʛʦ, ʦʪʩʫʪʩʪʚʠʝ ʩʝʨʪʠʬʠʢʘʮʠʠ ʩʦʦʪʚʝʪʩʪʚʠʷ 
ʤʦʞʝʪ ʩʪʘʪʴ ʩʝʨʴʝʟʥʳʤ ʧʨʝʧʷʪʩʪʚʠʝʤ, ʦʩʦʙʝʥʥʦ ʜʣʷ ʢʦʤʧʘʥʠʡ, ʨʘʙʦʪʘʶʱʠʭ ʚ ʩʪʨʦʛʦ 
ʨʝʛʫʣʠʨʫʝʤʳʭ ʦʪʨʘʩʣʷʭ.  

ɼʣʷ ʩʦʟʜʘʥʠʷ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ SOC ʥʘ ʙʘʟʝ Open Source ʤʦʞʥʦ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʡ ʨʷʜ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ: ʚ ʢʘʯʝʩʪʚʝ SIEM - ELK Stack 
(Elasticsearch, Logstash, Kibana) ʠʣʠ Graylog. ɼʣʷ ʬʫʥʢʮʠʡ IPS ï Suricata ʠʣʠ Zeek. ɼʣʷ 
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ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʧʦʜʦʡʜʫʪ TheHive ʠ TheIRIS. ɺ ʵʪʘʧʳ ʩʦʟʜʘʥʠʷ 
SOC ʥʘ ʙʘʟʝ Open Source ʚʭʦʜʷʪ: ʦʮʝʥʢʘ ʧʦʪʨʝʙʥʦʩʪʝʡ ʦʨʛʘʥʠʟʘʮʠʠ (ʫʨʦʚʝʥʴ ʫʛʨʦʟ ʠ 
ʫʷʟʚʠʤʦʩʪʝʡ, ʪʨʝʙʦʚʘʥʠʷ ʢ ʤʦʥʠʪʦʨʠʥʛʫ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ, ʨʝʩʫʨʩʳ, ʜʦʩʪʫʧʥʳʝ ʜʣʷ 
ʩʦʟʜʘʥʠʷ SOC), ʚʳʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʨʝʙʦʚʘʥʠʷʤ ʦʨʛʘʥʠʟʘʮʠʠ, 
ʥʘʩʪʨʦʡʢʘ ʠ ʠʥʪʝʛʨʘʮʠʷ, ʦʙʫʯʝʥʠʝ ʧʝʨʩʦʥʘʣʘ, ʪʝʩʪʠʨʦʚʘʥʠʝ ʠ ʦʧʪʠʤʠʟʘʮʠʷ (ʚʢʣʶʯʘʷ 
ʩʠʤʫʣʷʮʠʶ ʠʥʮʠʜʝʥʪʦʚ ʠ ʘʥʘʣʠʟ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ). 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʳʙʦʨ ʤʝʞʜʫ ʛʦʪʦʚʳʤ ʨʝʰʝʥʠʝʤ ʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʡ ʨʝʘʣʠʟʘʮʠʝʡ 

SOC ʟʘʚʠʩʠʪ ʦʪ ʤʥʦʞʝʩʪʚʘ ʬʘʢʪʦʨʦʚ, ʚʢʣʶʯʘʷ ʙʶʜʞʝʪ, ʜʦʩʪʫʧʥʳʝ ʨʝʩʫʨʩʳ, 

ʢʚʘʣʠʬʠʢʘʮʠʶ ʧʝʨʩʦʥʘʣʘ ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ ʮʝʣʠ ʙʠʟʥʝʩʘ. ʇʨʠ ʥʘʣʠʯʠʠ ʙʶʜʞʝʪʘ ʠ ʩʞʘʪʳʭ 

ʩʨʦʢʘʭ ʮʝʣʝʩʦʦʙʨʘʟʥʦ ʧʨʠʦʙʨʝʩʪʠ ʛʦʪʦʚʦʝ ʨʝʰʝʥʠʝ ʨʦʩʩʠʡʩʢʦʛʦ ʧʨʦʠʟʚʦʜʩʪʚʘ. ɽʩʣʠ 

ʢʦʤʧʘʥʠʷ ʥʝ ʨʘʩʧʦʣʘʛʘʝʪ ʬʠʥʘʥʩʦʚʳʤʠ ʨʝʩʫʨʩʘʤʠ ʠʣʠ ʠʤʝʝʪ ʩʚʦʠ ʩʧʝʮʠʬʠʯʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ, ʩʪʦʠʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ Open Source ʩʠʩʪʝʤʘʤʠ. ɺʘʞʥʦ ʟʘʨʘʥʝʝ ʦʮʝʥʠʪʴ ʨʠʩʢʠ 

ʠ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʚʳʛʦʜʳ ʢʘʞʜʦʛʦ ʧʦʜʭʦʜʘ, ʯʪʦʙʳ ʚʳʙʨʘʪʴ ʥʘʠʙʦʣʝʝ ʧʦʜʭʦʜʷʱʠʡ ʜʣʷ 

ʢʦʥʢʨʝʪʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʚʘʨʠʘʥʪ.  
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʨʘʙʦʪʝ ʘʚʪʦʨ ʘʥʘʣʠʟʠʨʫʝʪ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʚʳʟʦʚʳ, ʩ ʢʦʪʦʨʳʤʠ 

ʩʪʘʣʢʠʚʘʶʪʩʷ ʢʦʤʧʘʥʠʠ ʧʨʠ ʚʥʝʜʨʝʥʠʠ IT-ʪʝʭʥʦʣʦʛʠʡ ʚ ʩʚʦʶ ʜʝʷʪʝʣʴʥʦʩʪʴ. 

ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʨʘʟʣʠʯʥʳʝ ʘʩʧʝʢʪʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ 

ʦʧʪʠʤʠʟʘʮʠʠ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʫʣʫʯʰʝʥʠʷ ʢʦʤʤʫʥʠʢʘʮʠʠ ʚʥʫʪʨʠ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ ʨʝʰʝʥʠʡ.  

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: IT-ʪʝʭʥʦʣʦʛʠʠ, ʫʧʨʘʚʣʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʮʠʬʨʦʚʠʟʘʮʠʷ, 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ, ʘʥʘʣʠʪʠʢʘ ʜʘʥʥʳʭ, ʫʣʫʯʰʝʥʠʝ ʵʬʬʝʢʪʠʚʥʦʩʪʠ.  
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Abstract 
In this paper, the author analyzes the advantages and challenges faced by companies 

when implementing IT technologies in their activities. Various aspects of the use of information 

technology to optimize business processes, improve communication within the organization, and 

improve the effectiveness of management decisions are considered.  

Keywords: IT technologies, organization management, digitalization, automation of 

business processes, data analytics, efficiency improvement.  

 

ɺ ʩʦʚʨʝʤʝʥʥʦʤ ʤʠʨʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ IT-ʪʝʭʥʦʣʦʛʠʡ ʚ ʫʧʨʘʚʣʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ 

ʩʪʘʣʦ ʢʣʶʯʝʚʳʤ ʬʘʢʪʦʨʦʤ, ʦʧʨʝʜʝʣʷʶʱʠʤ ʠʭ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴ. 

ʀʥʥʦʚʘʮʠʦʥʥʳʝ ʨʝʰʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʧʦʟʚʦʣʷʶʪ 

ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ, ʫʣʫʯʰʠʪʴ ʢʦʤʤʫʥʠʢʘʮʠʶ ʠ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ 

ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ. ɹʣʘʛʦʜʘʨʷ ʠʥʪʝʛʨʘʮʠʠ ʮʠʬʨʦʚʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʫʧʨʘʚʣʝʥʠʝ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʩʪʘʥʦʚʠʪʩʷ ʙʦʣʝʝ ʛʠʙʢʠʤ ʠ ʘʜʘʧʪʠʚʥʳʤ ʢ ʙʳʩʪʨʦ ʤʝʥʷʶʱʠʤʩʷ ʫʩʣʦʚʠʷʤ 

ʨʳʥʢʘ.  

ɸʢʪʫʘʣʴʥʦʩʪʴ ʜʘʥʥʦʡ ʨʘʙʦʪʳ ʦʙʫʩʣʦʚʣʝʥʘ ʪʝʤ, ʯʪʦ ʨʘʟʚʠʪʠʝ ʮʠʬʨʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ, big data ʘʥʘʣʠʪʠʢʘ, ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ 

ʠʥʪʝʨʥʝʪ ʚʝʱʝʡ, ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʢʦʤʧʘʥʠʷʤ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ 

ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ, ʧʨʝʜʩʢʘʟʘʥʠʷ ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʣʠʝʥʪʦʚ, ʘʥʘʣʠʟʘ ʨʳʥʢʘ ʠ ʫʣʫʯʰʝʥʠʷ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʙʠʟʥʝʩʘ ʚ ʮʝʣʦʤ [1].   

ɺ ʫʩʣʦʚʠʷʭ ʙʳʩʪʨʦ ʤʝʥʷʶʱʝʡʩʷ ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʩʨʝʜʳ ʠ ʨʦʩʪʘ ʢʦʥʢʫʨʝʥʮʠʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ IT-ʪʝʭʥʦʣʦʛʠʡ ʧʦʤʦʛʘʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʙʳʪʴ ʛʠʙʢʠʤʠ, ʙʳʩʪʨʳʤʠ ʠ 

ʚʥʝʜʨʷʪʴ ʠʥʥʦʚʘʮʠʠ ʥʘ ʨʳʥʢʝ, ʧʦʵʪʦʤʫ ʤʥʦʛʠʝ ʘʚʪʦʨʳ ʨʘʩʩʤʘʪʨʠʚʘʣʠ ʜʘʥʥʫʶ ʪʝʤʫ ʚ 

ʩʚʦʠʭ ʨʘʙʦʪʘʭ: ʉʫʣʫʤʦʚ ʉ.ʍ., ɽʚʪʝʝʚʘ ɽ.ɺ., ʍʠʤʠʥ ɽ.ɹ. ʇʦ ʤʥʝʥʠʶ ɽʚʪʝʝʚʦʡ ɽ.ɺ., 

ʧʨʦʚʝʜʝʥʠʝ ʜʝʪʘʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʫʧʨʘʚʣʷʝʤʦʛʦ ʦʙʲʝʢʪʘ ʧʝʨʝʜ ʚʥʝʜʨʝʥʠʝʤ ʥʦʚʝʡʰʠʭ 

ʪʝʭʥʦʣʦʛʠʡ ʷʚʣʷʝʪʩʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ ʵʪʘʧʦʤ (ʪʘʙʣʠʮʘ 1):  

ʊʘʙʣʠʮʘ 1 

ʕʪʘʧʳ ʘʥʘʣʠʟʘ ʫʧʨʘʚʣʷʝʤʦʛʦ ʦʙʲʝʢʪʘ. 
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ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʙʳʣʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʳ ʮʝʣʠ, ʜʣʷ ʨʝʰʝʥʠʷ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ 

ʚʥʝʜʨʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʚʳʙʦʨ ʪʝʭʥʦʣʦʛʠʡ [2].  

ʇʦ ʜʘʥʥʳʤ Big Data Analytics News, ʥʘ ʩʦʚʨʝʤʝʥʥʦʤ ʤʠʨʦʚʦʤ ʨʳʥʢʝ ʧʨʝʜʩʪʘʚʣʝʥʦ 

ʪʨʠ ʪʠʧʘ IT-ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʝʡ [3]:  

ʉʠʩʪʝʤʘ ERP (Enterprise Resource Planning) ð ʵʪʦ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʨʝʰʝʥʠʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʚ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʪʘʢʠʭ ʢʘʢ ʬʠʥʘʥʩʳ, ʧʨʦʠʟʚʦʜʩʪʚʦ, ʧʨʦʜʘʞʠ, ʟʘʧʘʩʳ ʠ ʢʘʜʨʦʚʳʡ ʫʯʝʪ. ʊʘʢ, 

ʧʨʦʛʨʘʤʤʘ ʦʙʲʝʜʠʥʷʝʪ ʜʘʥʥʳʝ ʠ ʬʫʥʢʮʠʠ ʨʘʟʣʠʯʥʳʭ ʦʪʜʝʣʦʚ ʚ ʝʜʠʥʫʶ ʧʣʘʪʬʦʨʤʫ, ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʫʣʫʯʰʠʪʴ ʢʦʦʨʜʠʥʘʮʠʶ, ʧʦʚʳʩʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ, ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʦʰʠʙʢʠ ʠ 

ʩʦʢʨʘʪʠʪʴ ʚʨʝʤʷ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʦʧʝʨʘʮʠʡ. ERP-ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʜʦʩʪʫʧ ʢ 

ʘʢʪʫʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʙʦʣʝʝ ʦʙʦʩʥʦʚʘʥʥʦʤʫ 

ʧʨʠʥʷʪʠʶ ʨʝʰʝʥʠʡ ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʦʤʫ ʧʣʘʥʠʨʦʚʘʥʠʶ;  

ʉʠʩʪʝʤʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʧʦʜʜʝʨʞʢʠ ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ (Business 

Intelligence, BI) ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʩʙʦʨʘ, 

ʦʙʨʘʙʦʪʢʠ, ʘʥʘʣʠʟʘ ʠ ʚʠʟʫʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʙʦʣʝʝ ʦʙʦʩʥʦʚʘʥʥʦʤʫ 

ʧʨʠʥʷʪʠʶ ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ ʨʝʰʝʥʠʡ. BIʩʠʩʪʝʤʳ ʧʦʤʦʛʘʶʪ ʚʳʷʚʣʷʪʴ ʪʨʝʥʜʳ ʠ ʘʥʦʤʘʣʠʠ ʚ 

ʜʘʥʥʳʭ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʵʬʬʝʢʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʟʤʝʥʝʥʠʷ, 

ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩʳ ʠ ʫʣʫʯʰʘʪʴ ʩʪʨʘʪʝʛʠʯʝʩʢʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ.  

ʉʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʷʤʠ ʩ ʢʣʠʝʥʪʘʤʠ (CRM) ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ 

ʧʨʦʛʨʘʤʤʥʳʝ ʨʝʰʝʥʠʷ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʫʧʨʘʚʣʷʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝʤ ʩ 

ʢʣʠʝʥʪʘʤʠ, ʘ ʪʘʢʞʝ ʩʦʙʠʨʘʪʴ, ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʦ ʢʣʠʝʥʪʘʭ ʜʣʷ 

ʫʣʫʯʰʝʥʠʷ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʫʜʦʚʣʝʪʚʦʨʝʥʥʦʩʪʠ ʢʣʠʝʥʪʦʚ.   

ʅʝʩʤʦʪʨʷ ʥʘ ʮʠʬʨʦʚʫʶ ʪʨʘʥʩʬʦʨʤʘʮʠʶ ʦʙʱʝʩʪʚʘ, ʩʦʭʨʘʥʷʶʪʩʷ ʧʨʦʙʣʝʤʳ 

ʚʥʝʜʨʝʥʠʷ ʧʝʨʝʜʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʩʬʝʨʫ ʫʧʨʘʚʣʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʝʡ (ʨʠʩʫʥʦʢ 2).  

ɸʥʜʨʝʡ ʌʠʣʘʪʦʚ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ SAP CIS, ʦʪʤʝʯʘʝʪ, ʯʪʦ ʦʜʥʠʤ ʠʟ ʥʘʠʙʦʣʝʝ 

ʧʦʧʫʣʷʨʥʳʭ ʤʝʪʦʜʦʚ ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʷʚʣʷʝʪʩʷ 

ʤʠʢʨʦʩʝʨʚʠʩʥʘʷ ʘʨʭʠʪʝʢʪʫʨʘ. ʕʪʦʪ ʧʦʜʭʦʜ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʜʝʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʷ ʥʘ 

ʥʝʙʦʣʴʰʠʝ, ʥʝʟʘʚʠʩʠʤʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʙʦʣʝʝ ʛʠʙʢʦ ʠ ʯʘʩʪʦ 

ʚʥʦʩʠʪʴ ʦʙʥʦʚʣʝʥʠʷ, ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʠʨʫʷ ʥʘ ʠʟʤʝʥʝʥʠʷ ʨʳʥʦʯʥʦʡ ʩʨʝʜʳ. 

ʄʠʢʨʦʩʝʨʚʠʩʥʘʷ ʘʨʭʠʪʝʢʪʫʨʘ ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʘ ʜʣʷ ʦʙʣʘʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʠ ʪʨʫʜʥʦ 

ʧʨʝʜʩʪʘʚʠʪʴ ʝʝ ʨʝʘʣʠʟʘʮʠʶ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ [4].  

ʅʦ ʫ ʥʝʢʦʪʦʨʳʭ ʨʦʩʩʠʡʩʢʠʭ ʢʦʤʧʘʥʠʡ, ʦʩʦʙʝʥʥʦ ʢʨʫʧʥʳʭ ʠʣʠ ʩʦ ʩʣʦʞʥʦʡ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʪʨʫʢʪʫʨʦʡ, ʝʩʪʴ ʩʝʨʴʝʟʥʳʝ ʧʨʦʙʣʝʤʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʙʣʘʢʦʚ. 

ʉʪʘʥʜʘʨʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʫʶʪ ʚ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʷʭ, ʥʝ ʜʘʶʪ ʧʦʣʥʦʮʝʥʥʦ 

ʧʨʠʤʝʥʷʪʴ cloud-ʪʝʭʥʦʣʦʛʠʠ.   

 

 
ʈʠʩʫʥʦʢ 1. ʊʨʫʜʥʦʩʪʠ ʚʥʝʜʨʝʥʠʷ IT-ʪʝʭʥʦʣʦʛʠʡ ʚ ʫʧʨʘʚʣʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʝʡ. 

 

ʍʠʤʠʥ ɽ. ɹ. ʚʳʜʝʣʷʝʪ ʩʣʝʜʫʶʱʠʝ ʧʫʪʠ ʨʝʰʝʥʠʷ ʜʘʥʥʳʭ ʧʨʦʙʣʝʤ [5]:  

ʆʧʨʝʜʝʣʝʥʠʝ ʮʝʣʠ ʠ ʩʪʨʘʪʝʛʠʠ (ʜʘʥʥʳʡ ʰʘʛ ʧʦʤʦʞʝʪ ʚʩʝʤ ʩʦʪʨʫʜʥʠʢʘʤ ʧʦʥʷʪʴ, 

ʧʦʯʝʤʫ ʠʟʤʝʥʝʥʠʷ ʥʫʞʥʳ ʠ ʢʘʢ ʵʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʜʦʩʪʠʞʝʥʠʶ ʧʦʩʪʘʚʣʝʥʥʳʭ ʮʝʣʝʡ);  

  



-60- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʆʙʫʯʝʥʠʝ ʧʝʨʩʦʥʘʣʘ (ʠʛʨʘʝʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʫʩʧʝʰʥʦʤ ʚʥʝʜʨʝʥʠʠ ʥʦʚʳʭ ʩʠʩʪʝʤ 

ʠ ʧʨʦʮʝʩʩʦʚ ʚ ʦʨʛʘʥʠʟʘʮʠʠ);  

ʋʯʘʩʪʠʝ ʩʦʪʨʫʜʥʠʢʦʚ (ʚʦʚʣʝʯʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʧʨʦʮʝʩʩ ʚʥʝʜʨʝʥʠʷ ʠʥʥʦʚʘʮʠʡ 

ʤʦʞʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʧʦʚʳʩʠʪʴ ʠʭ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʧʨʠʥʷʪʠʝ. ʇʦʩʪʘʨʘʡʪʝʩʴ ʩʦʟʜʘʪʴ 

ʢʦʤʘʥʜʫ ʠʣʠ ʨʘʙʦʯʫʶ ʛʨʫʧʧʫ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʦʪʚʝʪʩʪʚʝʥʥʘ ʟʘ ʚʥʝʜʨʝʥʠʝ ʥʦʚʳʭ ʩʠʩʪʝʤ ʠ 

ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʥʘʜ ʠʭ ʫʣʫʯʰʝʥʠʝʤ);  

ʆʮʝʥʢʘ ʠ ʘʥʘʣʠʟ ʨʝʟʫʣʴʪʘʪʦʚ (ʧʦʩʣʝ ʚʥʝʜʨʝʥʠʷ ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʚʘʞʥʦ 

ʧʨʦʚʝʩʪʠ ʢʦʤʧʣʝʢʩʥʳʡ ʘʥʘʣʠʟ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʧʦʥʷʪʴ, ʥʘʩʢʦʣʴʢʦ ʫʩʧʝʰʥʦ ʧʨʦʰʝʣ ʧʨʦʮʝʩʩ 

ʧʝʨʝʭʦʜʘ ʥʘ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠ ʢʘʢʠʝ ʘʩʧʝʢʪʳ ʤʦʞʥʦ ʧʨʦʨʘʙʦʪʘʪʴ);  

ʅʝʧʨʝʨʳʚʥʦʝ ʫʣʫʯʰʝʥʠʝ (ʠʥʥʦʚʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʪʨʝʙʫʶʪ ʧʦʩʪʦʷʥʥʦʛʦ 

ʦʙʥʦʚʣʝʥʠʷ ʠ ʫʣʫʯʰʝʥʠʷ. ʇʦʩʪʦʷʥʥʦʝ ʦʪʩʣʝʞʠʚʘʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ ʦʪʨʘʩʣʠ ʠ ʪʝʭʥʦʣʦʛʠʷʭ, 

ʯʪʦʙʳ ʙʳʪʴ ʚ ʢʫʨʩʝ ʥʦʚʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʨʘʟʚʠʪʠʷ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ).  

ɺ ʩʦʚʨʝʤʝʥʥʳʭ ʫʩʣʦʚʠʷʭ ʤʥʦʛʠʝ ʦʪʨʘʩʣʠ ʧʝʨʝʭʦʜʷʪ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʮʠʬʨʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ. ʆʩʥʦʚʥʳʤʠ ʧʨʠʯʠʥʘʤʠ ʷʚʣʷʶʪʩʷ: ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʴ, ʫʚʝʣʠʯʝʥʠʝ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʨʘʙʦʪʳ, ʩʦʭʨʘʥʝʥʠʝ ʙʦʣʴʰʦʛʦ ʦʙʲʝʤʘ ʜʘʥʥʳʭ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʛʨʘʤʤ, 

ʫʧʨʘʚʣʝʥʠʝ ʩʠʩʪʝʤʦʡ ʧʨʦʪʠʚ ʨʠʩʢʦʚ.  

 

 
ʈʠʩʫʥʦʢ 2. ʆʪʨʘʩʣʠ, ʛʜʝ ʚʥʝʜʨʝʥʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ. 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ IT-ʪʝʭʥʦʣʦʛʠʡ ʚ ʫʧʨʘʚʣʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠʛʨʘʝʪ 

ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʧʦʚʳʰʝʥʠʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʙʠʟʥʝʩʘ. 

ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ, ʮʝʥʪʨʘʣʠʟʘʮʠʷ ʜʘʥʥʳʭ, ʫʣʫʯʰʝʥʠʝ ʢʦʤʤʫʥʠʢʘʮʠʠ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ ʧʦʟʚʦʣʷʶʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʙʳʩʪʨʦ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʠʟʤʝʥʷʶʱʠʤʩʷ 

ʫʩʣʦʚʠʷʤ ʨʳʥʢʘ ʠ ʧʨʠʥʠʤʘʪʴ ʦʙʦʩʥʦʚʘʥʥʳʝ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ ʨʝʰʝʥʠʷ.  
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚʦʧʨʦʩʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʡ LoRaWAN. ʆʩʦʙʦʝ 

ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʨʘʟʣʠʯʥʳʤ ʤʝʪʦʜʘʤ ʘʢʪʠʚʘʮʠʠ ʫʩʪʨʦʡʩʪʚ, ʪʘʢʠʤ ʢʘʢ Over-The-Air 

Activation (OTAA) ʠ Activation by Personalization (ABP). ʇʨʝʜʩʪʘʚʣʝʥʳ ʦʩʥʦʚʥʳʝ ʢʣʶʯʠ 

ʰʠʬʨʦʚʘʥʠʷ ʠ ʩʧʦʩʦʙʳ ʠʭ ʧʨʠʤʝʥʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: LoRaWAN, ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ, IoT, ABP, ʩʝʪʝʚʳʝ ʢʣʶʯʠ, 

Over-The-Air Activation. 

 

Abstract 

This article discusses the security issues of LoRaWAN networks. Special attention is 

paid to various device activation methods such as Over-The-Air Activation (OTAA) and 

Activation by Personalization (ABP). The main encryption keys and how they can be used to 

protect data are presented. 

Keywords: LoRaWAN, Data Encryption, IoT, ABP, Network Keys, Over-The-Air 

Activation. 

 

ʉ ʨʦʩʪʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʪʝʡ LoRaWAN ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʤʝʞʜʫ 

ʫʩʪʨʦʡʩʪʚʘʤʠ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT) ʚʩʸ ʙʦʣʴʰʝʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʚʦʧʨʦʩʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʯʝʨʝʟ ʪʘʢʠʝ ʩʝʪʠ ʪʨʝʙʫʝʪ ʥʘʜʸʞʥʳʭ ʤʝʭʘʥʠʟʤʦʚ ʟʘʱʠʪʳ, 

ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʠ ʟʘʱʠʪʠʪʴ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʆʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ ʦʩʦʙʝʥʥʦʩʪʝʡ LoRaWAN ʷʚʣʷʝʪʩʷ ʝʸ ʩʧʦʩʦʙʥʦʩʪʴ ʧʦʜʜʝʨʞʠʚʘʪʴ 

ʨʘʟʥʳʝ ʤʝʪʦʜʳ ʘʢʪʠʚʘʮʠʠ ʫʩʪʨʦʡʩʪʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ 

ʠʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ. 

ʇʨʠ ʘʢʪʠʚʘʮʠʠ ʯʝʨʝʟ ʨʘʜʠʦʢʘʥʘʣ ʫʩʪʨʦʡʩʪʚʘ LoRa ʥʝ ʧʨʠʚʷʟʘʥʳ ʢ ʢʦʥʢʨʝʪʥʦʡ 

ʩʝʪʠ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 1. ʅʘ ʢʘʞʜʦʤ ʫʩʪʨʦʡʩʪʚʝ ʧʨʦʧʠʩʳʚʘʶʪʩʷ ʫʥʠʢʘʣʴʥʳʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ, ʪʘʢʠʝ ʢʘʢ DevEUI (ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʨʦʡʩʪʚʘ) ʠ AppEUI 

(ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʠʣʦʞʝʥʠʷ), ʘ ʪʘʢʞʝ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ AppKey. ɺʦ ʚʨʝʤʷ ʘʢʪʠʚʘʮʠʠ 

ʫʩʪʨʦʡʩʪʚʦ ʠʥʠʮʠʠʨʫʝʪ ʧʨʦʮʝʜʫʨʫ JOIN, ʧʨʠ ʢʦʪʦʨʦʡ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ AppSKey ʠ 

NwkSKey, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʚʳʯʠʩʣʷʶʪʩʷ ʩʘʤʠʤ ʫʩʪʨʦʡʩʪʚʦʤ. ʕʪʦʪ 

ʤʝʪʦʜ ʘʢʪʠʚʘʮʠʠ ʨʝʢʦʤʝʥʜʦʚʘʥ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ, ʪʘʢ ʢʘʢ ʦʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʩʦʢʠʡ 

ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʱʸʥʥʦʩʪʠ ʧʝʨʝʜʘʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 

 
ʈʠʩʫʥʦʢ 1. ɸʢʪʠʚʘʮʠʷ ʧʦ ʚʦʟʜʫʭʫ ï Over-The-Air Activation. 



-62- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʙʳʣʘ ʨʘʩʩʤʦʪʨʝʥʘ ʘʢʪʠʚʘʮʠʷ ʧʦ ʚʦʟʜʫʭʫ, ʩʪʦʠʪ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦ 

ʦʙʩʫʜʠʪʴ ʝʸ ʚʘʞʥʝʡʰʠʡ ʘʩʧʝʢʪ ð ʙʝʟʦʧʘʩʥʦʩʪʴ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʪʦʜʘ Over-The-Air 

Activation (OTAA) ʧʨʦʮʝʩʩ ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʢ ʩʝʪʠ ʧʨʦʠʩʭʦʜʠʪ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ 

ʚʠʜʝ. ʕʪʦ ʟʥʘʯʠʪʝʣʴʥʦ ʧʦʚʳʰʘʝʪ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ. ɺʦ 

ʚʨʝʤʷ ʧʨʦʮʝʜʫʨʳ JOIN ʫʩʪʨʦʡʩʪʚʦ ʠ ʩʝʨʚʝʨ ʦʙʤʝʥʠʚʘʶʪʩʷ ʩʝʩʩʠʦʥʥʳʤʠ ʢʣʶʯʘʤʠ ð 

Network Session Key (NwkSKey) ʠ Application Session Key (AppSKey). ʕʪʠ ʢʣʶʯʠ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʘʢ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ, ʪʘʢ ʠ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʝʨʝʜʘʚʘʝʤʳʭ 

ʩʦʦʙʱʝʥʠʡ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʥʝ ʪʦʣʴʢʦ ʛʘʨʘʥʪʠʨʫʝʪ ʚʳʩʦʢʫʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ, 

ʥʦ ʠ ʟʘʱʠʱʘʝʪ ʩʚʷʟʴ ʦʪ ʚʦʟʤʦʞʥʳʭ ʘʪʘʢ, ʪʘʢʠʭ ʢʘʢ ʧʦʜʤʝʥʘ ʠʣʠ ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʜʘʥʥʳʝ, 

ʯʪʦ ʜʝʣʘʝʪ LoRaWAN ʥʘʜʸʞʥʦʡ ʪʝʭʥʦʣʦʛʠʝʡ ʜʣʷ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT). 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʪʦʜʘ ʘʢʪʠʚʘʮʠʠ ʧʦ ʧʝʨʩʦʥʘʣʠʟʘʮʠʠ, 

ʫʩʪʨʦʡʩʪʚʘ ʞʝʩʪʢʦ ʧʨʠʚʷʟʳʚʘʶʪʩʷ ʢ ʢʦʥʢʨʝʪʥʦʡ ʩʝʪʠ ʦʧʝʨʘʪʦʨʘ, ʯʪʦ ʜʝʤʦʥʩʪʨʠʨʫʝʪʩʷ ʥʘ 

ʨʠʩʫʥʢʝ 2. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʢʦʥʝʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʨʦʰʠʚʘʶʪʩʷ ʩ ʬʠʢʩʠʨʦʚʘʥʥʳʤʠ 

ʢʣʶʯʘʤʠ ð NwkSKey ʠ AppSKey. ʆʜʥʘʢʦ ʵʪʦʪ ʤʝʪʦʜ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʢʦʤʤʝʨʯʝʩʢʠʭ ʩʝʪʷʭ. ʆʩʥʦʚʥʘʷ ʧʨʠʯʠʥʘ ð ʙʦʣʝʝ ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʠ ʪʨʫʜʥʦʩʪʠ ʩ ʝʛʦ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝʤ ʠ ʫʧʨʘʚʣʝʥʠʝʤ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ 

ʤʝʥʝʝ ʧʦʜʭʦʜʷʱʠʤ ʜʣʷ ʩʝʨʴʸʟʥʳʭ ʧʨʦʝʢʪʦʚ, ʛʜʝ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʠʛʨʘʝʪ ʟʘʱʠʪʘ 

ʠʥʬʦʨʤʘʮʠʠ. 

 

 
ʈʠʩʫʥʦʢ 2. ɸʢʪʠʚʘʮʠʷ ʧʝʨʩʦʥʘʣʠʟʘʮʠʝʡ ï Activation by Personalization. 

 

ʍʦʪʷ ʤʝʪʦʜ ʘʢʪʠʚʘʮʠʠ ʧʦ ʧʝʨʩʦʥʘʣʠʟʘʮʠʠ (Activation by Personalization, ABP) 

ʩʯʠʪʘʝʪʩʷ ʙʦʣʝʝ ʧʨʦʩʪʳʤ ʚ ʨʝʘʣʠʟʘʮʠʠ, ʦʥ ʠʤʝʝʪ ʩʝʨʴʸʟʥʳʝ ʨʠʩʢʠ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʦʙʣʝʤ ʷʚʣʷʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ ʜʠʥʘʤʠʯʝʩʢʦʡ ʨʦʪʘʮʠʠ ʢʣʶʯʝʡ ʩʝʩʩʠʠ, 

ʪʘʢʠʭ ʢʘʢ NwkSKey ʠ AppSKey. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ABP ʢʣʶʯʠ 

ʦʩʪʘʶʪʩʷ ʥʝʠʟʤʝʥʥʳʤʠ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʚʨʝʤʝʥʠ ʨʘʙʦʪʳ ʫʩʪʨʦʡʩʪʚʘ, ʯʪʦ ʫʚʝʣʠʯʠʚʘʝʪ 

ʨʠʩʢ ʠʭ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʨʠ ʜʣʠʪʝʣʴʥʦʤ ʧʨʠʤʝʥʝʥʠʠ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʤʝʪʦʜʘ OTAA, ʛʜʝ 

ʢʣʶʯʠ ʦʙʥʦʚʣʷʶʪʩʷ ʧʨʠ ʢʘʞʜʦʤ ʥʦʚʦʤ ʩʝʘʥʩʝ ʧʦʜʢʣʶʯʝʥʠʷ, ABP ʜʝʣʘʝʪ ʫʩʪʨʦʡʩʪʚʘ 

ʙʦʣʝʝ ʫʷʟʚʠʤʳʤʠ ʢ ʘʪʘʢʘʤ. ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ ʜʘʥʥʳʡ ʤʝʪʦʜ ʯʘʱʝ ʚʩʝʛʦ ʧʨʠʤʝʥʷʝʪʩʷ ʚ 

ʟʘʢʨʳʪʳʭ ʯʘʩʪʥʳʭ ʩʝʪʷʭ ʠʣʠ ʜʣʷ ʥʝʙʦʣʴʰʠʭ ʧʠʣʦʪʥʳʭ ʧʨʦʝʢʪʦʚ, ʛʜʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʷʚʣʷʝʪʩʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ. 

ɺ ʩʝʪʷʭ LoRaWAN ʟʘʱʠʪʘ ʜʘʥʥʳʭ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʢʘʢ ʥʘ ʩʝʪʝʚʦʤ ʫʨʦʚʥʝ, ʪʘʢ ʠ ʥʘ 

ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʥʘ ʨʠʩʫʥʢʝ 3. ʅʘ ʩʝʪʝʚʦʤ ʫʨʦʚʥʝ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʜʦʩʪʠʛʘʝʪʩʷ ʧʫʪʸʤ ʘʚʪʦʨʠʟʘʮʠʠ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ ʧʨʠ ʠʭ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʪʠ, ʘ ʪʘʢʞʝ 

ʧʨʦʚʝʨʢʦʡ ʧʦʜʣʠʥʥʦʩʪʠ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ ʥʘ ʩʪʦʨʦʥʝ ʢʘʢ ʢʦʥʝʯʥʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ, ʪʘʢ ʠ ʩʝʪʝʚʦʛʦ ʩʝʨʚʝʨʘ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʜʘʥʥʳʝ ʚ ʧʘʢʝʪʝ ʦʩʪʘʶʪʩʷ 

ʟʘʱʠʱʸʥʥʳʤʠ ʥʘ ʚʩʝʭ ʩʪʘʜʠʷʭ ʧʝʨʝʜʘʯʠ, ʠ ʠʭ ʩʦʜʝʨʞʠʤʦʝ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʦʪʧʨʘʚʠʪʝʣʶ 

(ʢʦʥʝʯʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ) ʠ ʧʦʣʫʯʘʪʝʣʶ (ʧʨʠʣʦʞʝʥʠʶ), ʢʦʪʦʨʦʤʫ ʧʨʝʜʥʘʟʥʘʯʘʝʪʩʷ 

ʧʝʨʝʜʘʯʘ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -63- 

 

 

 
ʈʠʩʫʥʦʢ 3. ɹʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ LoRaWAN 

 
ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘ ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʡ ʚ ʩʝʪʠ LoRaWAN ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ 

ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʚ ʧʘʢʝʪʘʭ, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʛʦʨʠʪʤʘ AES ʠ 128-
ʙʠʪʥʳʭ ʢʣʶʯʝʡ. ʕʪʠ ʢʣʶʯʠ ʤʦʛʫʪ ʙʳʪʴ ʢʘʢ ʩʪʘʪʠʯʝʩʢʠʤʠ, ʟʘʨʘʥʝʝ ʟʘʛʨʫʞʝʥʥʳʤʠ ʥʘ 
ʢʦʥʝʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠ ʩʝʪʝʚʦʡ ʩʝʨʚʝʨ, ʪʘʢ ʠ ʜʠʥʘʤʠʯʝʩʢʠʤʠ, ʩʦʟʜʘʚʘʝʤʳʤʠ ʚ ʤʦʤʝʥʪ 
ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʢ ʩʝʪʠ. ʕʪʦ ʨʘʟʜʝʣʝʥʠʝ ʧʦʟʚʦʣʷʝʪ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʟʘʱʠʪʠʪʴ 
ʧʝʨʝʜʘʚʘʝʤʳʝ ʜʘʥʥʳʝ ʜʘʞʝ ʦʪ ʦʧʝʨʘʪʦʨʘ ʩʝʪʠ, ʯʪʦ ʜʦʙʘʚʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʫʨʦʚʝʥʴ 
ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʝʪʠ LoRaWAN ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 
ʪʠʧʘ ʢʣʶʯʝʡ, ʢʘʢ ʙʳʣʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 2. ʂʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ 
(AppKey) ʭʨʘʥʠʪʩʷ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʘ ʢʦʥʝʯʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʠ ʩʝʨʚʝʨʝ ʧʨʠʣʦʞʝʥʠʡ. ɽʩʣʠ 
ʫʩʪʨʦʡʩʪʚʦ ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʩʝʪʠ ʯʝʨʝʟ ʤʝʪʦʜ Over-The-Air-Activation (OTAA), AppKey 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʜʚʫʭ ʜʨʫʛʠʭ ʢʣʶʯʝʡ ð ʩʝʪʝʚʦʛʦ ʢʣʶʯʘ (NwkSKey) ʠ ʢʣʶʯʘ 
ʧʨʠʣʦʞʝʥʠʷ (AppSKey). 

NwkSKey ʠʟʚʝʩʪʝʥ ʢʘʢ ʩʝʪʝʚʦʤʫ ʩʝʨʚʝʨʫ, ʪʘʢ ʠ ʢʦʥʝʯʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ, ʠ ʠʛʨʘʝʪ 
ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʮʝʣʦʩʪʥʦʩʪʠ ʢʘʞʜʦʛʦ ʩʦʦʙʱʝʥʠʷ. ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 
ʜʘʥʥʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʠʥʪʝʛʨʘʣʴʥʦʩʪʠ ʩʦʦʙʱʝʥʠʷ (Message Integrity 
Code, MIC), ʢʦʪʦʨʳʡ ʚʳʯʠʩʣʷʝʪʩʷ ʧʦ ʘʣʛʦʨʠʪʤʫ AES-CMAC. ʕʪʦʪ ʤʝʭʘʥʠʟʤ ʩʭʦʞ ʩ 
ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʦʡ, ʥʦ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʦʪ ʧʦʜʜʝʣʢʠ ʜʘʥʥʳʭ. ɺ ʩʚʦʶ 
ʦʯʝʨʝʜʴ, AppSKey ʦʪʚʝʯʘʝʪ ʟʘ ʰʠʬʨʦʚʘʥʠʝ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʜʘʥʥʳʭ ʤʝʞʜʫ ʢʦʥʝʯʥʳʤ 
ʫʩʪʨʦʡʩʪʚʦʤ ʠ ʩʝʨʚʝʨʦʤ ʧʨʠʣʦʞʝʥʠʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʛʦʨʠʪʤʘ AES-128, ʯʪʦ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʩʦʢʫʶ ʩʪʝʧʝʥʴ ʟʘʱʠʪʳ ʧʝʨʝʜʘʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʅʘ ʦʩʥʦʚʝ ʧʨʦʚʝʜʝʥʥʦʛʦ ʘʥʘʣʠʟʘ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ ʪʝʭʥʦʣʦʛʠʷ LoRaWAN 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʳʩʦʢʠʝ ʩʪʘʥʜʘʨʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚ ʩʝʪʷʭ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ. ʆʜʥʘʢʦ ʚʳʙʦʨ ʤʝʪʦʜʦʚ ʘʢʪʠʚʘʮʠʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʢʣʶʯʘʤʠ ʩʫʱʝʩʪʚʝʥʥʦ ʚʣʠʷʝʪ ʥʘ 

ʦʙʱʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʱʝʥʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɺ ʯʘʩʪʥʦʩʪʠ, ʘʢʪʠʚʘʮʠʷ ʧʦ ʧʝʨʩʦʥʘʣʠʟʘʮʠʠ, 

ʥʝʩʤʦʪʨʷ ʥʘ ʩʚʦʶ ʧʨʦʩʪʦʪʫ, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʝʨʴʝʟʥʳʝ ʨʠʩʢʠ ʜʣʷ ʜʦʣʛʦʩʨʦʯʥʦʡ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʩʪʨʦʡʩʪʚ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʢʪʠʚʘʮʠʠ ʧʦ ʚʦʟʜʫʭʫ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʣʘʛʦʜʘʨʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʨʦʪʘʮʠʠ 

ʢʣʶʯʝʡ ʠ ʰʠʬʨʦʚʘʥʠʶ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʜʣʷ ʢʦʤʤʝʨʯʝʩʢʠʭ ʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʠʩʪʝʤ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʥʝʜʨʝʥʠʝ ʨʝʰʝʥʠʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʢʪʠʚʘʮʠʠ ʧʦ ʚʦʟʜʫʭʫ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʟʘʱʠʪʳ ʜʘʥʥʳʭ. 
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ɸʥʥʦʪʘʮʠʷ 

ʉʪʘʪʴʷ ʘʥʘʣʠʟʠʨʫʝʪ ʢʣʶʯʝʚʳʝ ʬʘʢʪʦʨʳ, ʚʣʠʷʶʱʠʝ ʥʘ ʨʘʙʦʪʫ ʩʝʪʝʡ LoRaWAN, ʩ 

ʘʢʮʝʥʪʦʤ ʥʘ ʨʝʛʠʦʥʘʣʴʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ, ʢʦʣʠʯʝʩʪʚʦ ʨʘʜʠʦʢʘʥʘʣʦʚ ʠ ʤʦʱʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʩʠʛʥʘʣʘ. ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʪʝʭʥʠʯʝʩʢʠʝ ʘʩʧʝʢʪʳ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʠ ʨʘʟʤʝʱʝʥʠʷ ʘʥʪʝʥʥ, 

ʢʦʪʦʨʳʝ ʦʧʨʝʜʝʣʷʶʪ ʢʘʯʝʩʪʚʦ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʚʝʨʦʷʪʥʦʩʪʴ ʢʦʣʣʠʟʠʡ ʚ ʩʝʪʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: LoRaWAN, ʨʘʜʠʦʢʘʥʘʣʳ, ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ, ʤʦʱʥʦʩʪʴ ʧʝʨʝʜʘʯʠ, 

ʢʦʣʣʠʟʠʠ ʜʘʥʥʳʭ, ʦʧʪʠʤʠʟʘʮʠʷ ʩʝʪʠ. 

 

Abstract 

The article analyzes the key factors affecting the operation of LoRaWAN networks, with 

an emphasis on regional characteristics, the number of radio channels and signal transmission 

power. The technical aspects of base stations and antenna placement, which determine the 

quality of data transmission and the likelihood of collisions in the network, are considered. 

Keywords: LoRaWAN, radio channels, base stations, transmission power, data 

collisions, network optimization. 

 

ʉʝʪʠ LoRaWAN ʟʘʨʝʢʦʤʝʥʜʦʚʘʣʠ ʩʝʙʷ ʢʘʢ ʠʜʝʘʣʴʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʩʙʦʨʘ ʜʘʥʥʳʭ ʚ 

ʪʘʢʠʭ ʩʬʝʨʘʭ, ʢʘʢ ʛʦʨʦʜʩʢʦʝ ʭʦʟʷʡʩʪʚʦ, ʩʝʣʴʩʢʦʝ ʭʦʟʷʡʩʪʚʦ ʠ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ. ʕʪʠ ʩʝʪʠ 

ʦʩʦʙʝʥʥʦ ʧʦʣʝʟʥʳ ʪʘʤ, ʛʜʝ ʪʨʝʙʫʝʪʩʷ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʥʘ ʙʦʣʴʰʠʝ ʨʘʩʩʪʦʷʥʠʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʩʪʨʦʡʩʪʚ, ʨʘʙʦʪʘʶʱʠʭ ʥʘ ʘʚʪʦʥʦʤʥʦʤ ʧʠʪʘʥʠʠ. ɹʣʘʛʦʜʘʨʷ 

ʩʠʤʤʝʪʨʠʯʥʦʡ ʜʚʫʥʘʧʨʘʚʣʝʥʥʦʡ ʧʝʨʝʜʘʯʝ LoRaWAN ʥʝ ʪʦʣʴʢʦ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʵʬʬʝʢʪʠʚʥʳʡ ʩʙʦʨ ʜʘʥʥʳʭ, ʥʦ ʠ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʨʘʟʣʠʯʥʳʤʠ ʦʙʲʝʢʪʘʤʠ, ʫʜʘʣʝʥʥʦ 

ʠʟʤʝʥʷʪʴ ʠʭ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʦʙʥʦʚʣʷʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

ʆʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʧʨʝʠʤʫʱʝʩʪʚ LoRaWAN ʷʚʣʷʝʪʩʷ ʝʸ ʫʥʠʚʝʨʩʘʣʴʥʦʩʪʴ, ʢʦʪʦʨʘʷ 

ʧʦʟʚʦʣʷʝʪ ʧʨʠʤʝʥʷʪʴ ʩʝʪʴ ʚ ʩʘʤʳʭ ʨʘʟʥʳʭ ʦʪʨʘʩʣʷʭ. ɺ ʯʘʩʪʥʦʩʪʠ, ʦʥʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʩʯʠʪʳʚʘʥʠʷ ʧʦʢʘʟʘʥʠʡ ʩʯʸʪʯʠʢʦʚ ʧʦʪʨʝʙʣʝʥʠʷ ʨʝʩʫʨʩʦʚ, ʪʘʢʠʭ ʢʘʢ ʚʦʜʘ, 

ʛʘʟ ʠ ʵʣʝʢʪʨʠʯʝʩʪʚʦ. ʂʨʦʤʝ ʪʦʛʦ, ʩʝʪʠ LoRaWAN ʥʘʰʣʠ ʩʚʦʸ ʧʨʠʤʝʥʝʥʠʝ ʚ ʤʦʥʠʪʦʨʠʥʛʝ 

ʫʤʥʳʭ ʵʣʝʢʪʨʦʩʝʪʝʡ, ʦʪʩʣʝʞʠʚʘʥʠʠ ʪʨʘʥʩʧʦʨʪʘ ʠ ʛʨʫʟʦʚ, ʢʦʥʪʨʦʣʝ ʩʦʩʪʦʷʥʠʷ ʸʤʢʦʩʪʝʡ ʩ 

ʦʧʘʩʥʳʤʠ ʚʝʱʝʩʪʚʘʤʠ ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʦʙʲʝʢʪʘʭ. ʇʨʦʤʳʰʣʝʥʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ 

ʠʩʧʦʣʴʟʫʶʪ ʵʪʫ ʪʝʭʥʦʣʦʛʠʶ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʩʥʠʟʠʪʴ ʨʠʩʢ ʧʦʣʦʤʦʢ. 

ɼʨʫʛʠʝ ʧʦʧʫʣʷʨʥʳʝ ʧʨʠʤʝʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ LoRaWAN ʚʢʣʶʯʘʶʪ ʤʦʥʠʪʦʨʠʥʛ 

ʧʘʨʢʦʚʦʯʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ, ʩʠʩʪʝʤʳ ʫʤʥʦʛʦ ʫʣʠʯʥʦʛʦ ʦʩʚʝʱʝʥʠʷ, ʘʚʪʦʤʘʪʠʟʘʮʠʶ 

ʟʜʘʥʠʡ, ʘ ʪʘʢʞʝ ʤʦʥʠʪʦʨʠʥʛ ʧʦʛʦʜʥʳʭ ʫʩʣʦʚʠʡ. ʊʝʭʥʦʣʦʛʠʷ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʧʦʞʘʨʥʳʭ ʠ ʦʭʨʘʥʥʳʭ ʩʠʛʥʘʣʠʟʘʮʠʡ, ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʩʙʦʨʘ ʜʘʥʥʳʭ ʩ 

ʩʝʣʴʩʢʦʭʦʟʷʡʩʪʚʝʥʥʳʭ ʫʛʦʜʠʡ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʫʣʫʯʰʠʪʴ ʫʧʨʘʚʣʝʥʠʝ ʨʝʩʫʨʩʘʤʠ ʠ ʧʦʚʳʩʠʪʴ 

ʫʨʦʞʘʡʥʦʩʪʴ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʧʨʠʤʝʥʝʥʠʷ, ʧʨʠ ʧʦʩʪʨʦʝʥʠʠ ʩʝʪʠ LoRaWAN ʚʘʞʥʦ 

ʫʯʠʪʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʢʣʶʯʝʚʳʭ ʬʘʢʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʚʳʙʦʨ ʯʘʩʪʦʪʥʦʛʦ ʜʠʘʧʘʟʦʥʘ, 

ʧʣʦʪʥʦʩʪʴ ʨʘʟʤʝʱʝʥʠʷ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ, ʘ ʪʘʢʞʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠ 

ʵʥʝʨʛʝʪʠʯʝʩʢʦʡ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. 

ʇʝʨʚʳʤ ʠʟ ʢʣʶʯʝʚʳʭ ʬʘʢʪʦʨʦʚ, ʚʣʠʷʶʱʠʭ ʥʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʩʝʪʠ 

LoRaWAN, ʷʚʣʷʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʨʘʜʠʦʢʘʥʘʣʦʚ, ʢʦʪʦʨʦʝ ʟʘʚʠʩʠʪ ʦʪ 

ʨʝʛʠʦʥʘʣʴʥʳʭ ʦʩʦʙʝʥʥʦʩʪʝʡ ʠ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ. ʉʯʸʪʯʠʢʠ ʜʘʥʥʳʭ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -65- 

 

ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʝʡ ʧʦ ʨʘʜʠʦʢʘʥʘʣʫ, ʧʝʨʝʜʘʚʘʷ ʠʥʬʦʨʤʘʮʠʶ. ʆʜʥʘʢʦ ʧʦ 

ʦʜʥʦʤʫ ʨʘʜʠʦʢʘʥʘʣʫ ʙʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʜʘʥʥʳʝ ʪʦʣʴʢʦ ʦʪ ʦʜʥʦʛʦ ʩʯʸʪʯʠʢʘ 

ʚ ʝʜʠʥʠʮʫ ʚʨʝʤʝʥʠ. ɽʩʣʠ ʜʚʘ ʠ ʙʦʣʝʝ ʫʩʪʨʦʡʩʪʚ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʧʦ 

ʦʜʥʦʤʫ ʢʘʥʘʣʫ, ʚʦʟʥʠʢʘʝʪ ʢʦʣʣʠʟʠʷ, ʠ ʙʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʥʝ ʩʤʦʞʝʪ ʧʨʠʥʷʪʴ ʠʥʬʦʨʤʘʮʠʶ 

ʥʠ ʦʪ ʦʜʥʦʛʦ ʠʟ ʥʠʭ. ʇʦ ʤʝʨʝ ʫʚʝʣʠʯʝʥʠʷ ʯʠʩʣʘ ʫʩʪʨʦʡʩʪʚ, ʧʦʜʢʣʶʯʸʥʥʳʭ ʢ ʩʝʪʠ, 

ʚʝʨʦʷʪʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʪʘʢʠʭ ʢʦʣʣʠʟʠʡ ʚʦʟʨʘʩʪʘʝʪ, ʯʪʦ ʩʥʠʞʘʝʪ ʢʘʯʝʩʪʚʦ ʧʨʠʸʤʘ 

ʜʘʥʥʳʭ. ɼʣʷ ʨʝʰʝʥʠʷ ʵʪʦʡ ʧʨʦʙʣʝʤʳ ʪʝʭʥʦʣʦʛʠʷ LoRaWAN ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʨʘʜʠʦʢʘʥʘʣʦʚ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʢʦʣʣʠʟʠʡ ʠ ʫʣʫʯʰʠʪʴ 

ʢʘʯʝʩʪʚʦ ʩʚʷʟʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʧʦʩʦʙʥʦʩʪʴ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʙʩʣʫʞʠʚʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ ʧʦ ʨʘʟʥʳʤ ʢʘʥʘʣʘʤ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʧʨʠ ʦʨʛʘʥʠʟʘʮʠʠ 

ʩʝʪʠ. 

ɺ ʨʘʟʥʳʭ ʩʪʨʘʥʘʭ ʜʦʩʪʫʧʝʥ ʨʘʟʣʠʯʥʳʡ ʥʘʙʦʨ ʨʘʜʠʦʯʘʩʪʦʪʥʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʨʘʙʦʪʳ 

LoRaWAN. ʅʘʧʨʠʤʝʨ, ʚ ʉʐɸ, ʛʜʝ ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʵʪʘ ʪʝʭʥʦʣʦʛʠʷ, ʥʝʨʝʛʫʣʠʨʫʝʤʳʡ 

ʜʠʘʧʘʟʦʥ ʯʘʩʪʦʪ ʜʣʷ LoRaWAN ʩʦʩʪʘʚʣʷʝʪ 902ï928 ʄɻʮ. ɺ ʵʪʦʤ ʜʠʘʧʘʟʦʥʝ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʩʝ 64 ʢʘʥʘʣʘ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʝ ʪʝʭʥʠʯʝʩʢʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ. ʅʘ 

ʨʠʩʫʥʢʝ 1 ʧʨʝʜʩʪʘʚʣʝʥʦ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʵʪʠʭ ʢʘʥʘʣʦʚ: 64 ʫʟʢʦʧʦʣʦʩʥʳʭ ʢʘʥʘʣʘ ʧʦʢʘʟʘʥʳ 

ʟʝʣyʥʳʤ ʮʚʝʪʦʤ, 8 ʰʠʨʦʢʦʧʦʣʦʩʥʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʧʝʨʝʜʘʯʠ ð ʛʦʣʫʙʳʤ, ʘ 8 

ʰʠʨʦʢʦʧʦʣʦʩʥʳʭ ʢʘʥʘʣʦʚ ʜʣʷ ʧʨʠʸʤʘ ð ʦʨʘʥʞʝʚʳʤ. 

 

 
ʈʠʩʫʥʦʢ 1. ʈʘʜʠʦʯʘʩʪʦʪʥʳʡ ʩʧʝʢʪʨ ʩʝʪʠ LoRaWAN ʚ ʉʐɸ 

 

ɺ ʈʦʩʩʠʠ ʢʦʣʠʯʝʩʪʚʦ ʜʦʩʪʫʧʥʳʭ ʜʣʷ LoRaWAN ʢʘʥʘʣʦʚ ʟʥʘʯʠʪʝʣʴʥʦ ʦʛʨʘʥʠʯʝʥʦ ʚ 

ʩʨʘʚʥʝʥʠʠ ʩ ʉʐɸ. ɿʜʝʩʴ ʪʝʭʥʦʣʦʛʠʷ ʨʘʙʦʪʘʝʪ ʚ ʜʠʘʧʘʟʦʥʘʭ ʯʘʩʪʦʪ 864.0ï865.0 ʄɻʮ, 

866.0ï868.0 ʄɻʮ ʠ 868,7ï869,2 ʄɻʮ. ɺ ʨʝʟʫʣʴʪʘʪʝ, ʩ ʫʯʸʪʦʤ ʰʠʨʠʥʳ ʦʜʥʦʛʦ ʢʘʥʘʣʘ ʚ 125 

ʢɻʮ, ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʩʪʘʶʪʩʷ ʚʩʝʛʦ 15 ʢʘʥʘʣʦʚ. ʕʪʦ ʩʦʟʜʘʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʨʫʜʥʦʩʪʠ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʠ ʩ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʫʩʪʨʦʡʩʪʚ, ʪʘʢ 

ʢʘʢ ʚʦʟʨʘʩʪʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʢʦʣʣʠʟʠʡ ʠ ʩʥʠʞʘʝʪʩʷ ʦʙʱʘʷ ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ. 

ʅʘ ʨʠʩʫʥʢʝ 2 ʧʨʝʜʩʪʘʚʣʝʥʘ ʩʭʝʤʘ, ʠʣʣʶʩʪʨʠʨʫʶʱʘʷ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦ ʢʦʣʠʯʝʩʪʚʫ 

ʢʘʥʘʣʦʚ ʚ ʨʘʟʣʠʯʥʳʭ ʫʩʣʦʚʠʷʭ. ʎʠʬʨʘ 1 ʦʙʦʟʥʘʯʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʢʘʥʘʣʦʚ, 

ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ ʩʘʤʦʡ ʪʝʭʥʦʣʦʛʠʝʡ LoRaWAN, ʮʠʬʨʘ 2 ʧʦʢʘʟʳʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʢʘʥʘʣʦʚ, ʜʦʩʪʫʧʥʳʭ ʚ ʥʝʣʠʮʝʥʟʠʨʫʝʤʦʤ ʜʠʘʧʘʟʦʥʝ ʯʘʩʪʦʪ ʚ ʈʦʩʩʠʠ, ʘ ʮʠʬʨʘ 3 

ʦʪʨʘʞʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʢʘʥʘʣʦʚ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʙʘʟʦʚʦʡ 

ʩʪʘʥʮʠʠ ʩ ʦʜʥʦʡ ʩʭʝʤʦʡ SX1301. 

 

 
ʈʠʩʫʥʦʢ 2. ʆʛʨʘʥʠʯʝʥʠʷ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʢʘʥʘʣʦʚ. 



-66- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʅʘ ʧʨʘʢʪʠʢʝ, ʢʘʢ ʚ ʉʐɸ, ʪʘʢ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ, ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ LoRaWAN ʥʝ 

ʠʩʧʦʣʴʟʫʶʪ ʚʩʝ 64 ʢʘʥʘʣʘ ʜʣʷ ʩʚʷʟʠ ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ. ʕʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʭʥʠʯʝʩʢʠʤʠ 

ʦʩʦʙʝʥʥʦʩʪʷʤʠ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ, ʢʦʪʦʨʳʝ ʦʩʥʘʱʘʶʪʩʷ ʤʠʢʨʦʩʭʝʤʘʤʠ SX1301. ʂʘʞʜʘʷ 

ʪʘʢʘʷ ʤʠʢʨʦʩʭʝʤʘ ʠʤʝʝʪ 8 ʫʥʠʚʝʨʩʘʣʴʥʳʭ ʫʟʢʦʧʦʣʦʩʥʳʭ ʜʝʤʦʜʫʣʷʪʦʨʦʚ ʠ ʦʜʠʥ ʤʝʥʝʝ 

ʫʥʠʚʝʨʩʘʣʴʥʳʡ ʰʠʨʦʢʦʧʦʣʦʩʥʳʡ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚʩʝ 64 ʫʟʢʦʧʦʣʦʩʥʳʭ 

ʢʘʥʘʣʘ, ʙʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴ 8 ʪʘʢʠʭ ʤʠʢʨʦʩʭʝʤ, ʦʜʥʘʢʦ ʥʘ ʧʨʘʢʪʠʢʝ ʤʦʜʝʣʠ 

ʩʪʘʥʮʠʡ ʚʳʧʫʩʢʘʶʪʩʷ ʩ ʦʜʥʦʡ ʠʣʠ ʤʘʢʩʠʤʫʤ ʜʚʫʤʷ ʤʠʢʨʦʩʭʝʤʘʤʠ. 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʠʢʨʦʩʭʝʤ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʩʪʦʠʤʦʩʪʴ 

ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ, ʯʪʦ ʜʝʣʘʝʪ ʵʪʦ ʨʝʰʝʥʠʝ ʵʢʦʥʦʤʠʯʝʩʢʠ ʥʝʮʝʣʝʩʦʦʙʨʘʟʥʳʤ, ʦʩʦʙʝʥʥʦ 

ʢʦʛʜʘ ʩʪʘʥʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʙʦʨʘ ʜʘʥʥʳʭ ʩ ʜʝʩʷʪʢʦʚ ʠʣʠ ʩʦʪʝʥ ʫʩʪʨʦʡʩʪʚ. ɺ 

ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʦʜʥʦʡ ʠʣʠ ʜʚʫʭ ʤʠʢʨʦʩʭʝʤ ʜʦʩʪʘʪʦʯʥʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʫʨʦʚʥʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʠ ʤʠʥʠʤʠʟʘʮʠʠ ʟʘʪʨʘʪ. 

ʊʘʢʘʷ ʧʨʘʢʪʠʢʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʘ ʠ ʚ ʈʦʩʩʠʠ, ʛʜʝ ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ LoRaWAN ʪʘʢʞʝ 

ʦʩʥʘʱʘʶʪʩʷ ʦʜʥʦʡ ʠʣʠ ʜʚʫʤʷ ʤʠʢʨʦʩʭʝʤʘʤʠ SX1301, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʜʦʩʪʠʯʴ 

ʦʧʪʠʤʘʣʴʥʦʛʦ ʩʦʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʩʪʦʠʤʦʩʪʴʶ ʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ɺʪʦʨʳʤ ʬʘʢʪʦʨʦʤ, ʚʣʠʷʶʱʠʤ ʥʘ ʨʘʙʦʪʫ ʩʝʪʠ LoRaWAN, ʷʚʣʷʝʪʩʷ ʤʦʱʥʦʩʪʴ 

ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʘ. ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʥʘʧʨʷʤʫʶ ʚʣʠʷʝʪ ʥʘ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʨʘʜʠʫʩ 

ʜʝʡʩʪʚʠʷ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ, ʠ ʦʥ ʪʘʢʞʝ ʚʘʨʴʠʨʫʝʪʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʝʛʠʦʥʘ. ɺ 

ʯʘʩʪʥʦʩʪʠ, ʚ ʉʐɸ ʤʘʢʩʠʤʘʣʴʥʘʷ ʤʦʱʥʦʩʪʴ ʧʝʨʝʜʘʪʯʠʢʘ ʚ ʥʝʣʠʮʝʥʟʠʨʫʝʤʦʤ ʜʠʘʧʘʟʦʥʝ 

ʯʘʩʪʦʪ ʤʦʞʝʪ ʜʦʩʪʠʛʘʪʴ 1 ɺʪ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ ʈʦʩʩʠʠ ʦʥʘ ʦʛʨʘʥʠʯʝʥʘ ʜʦ 100 ʤɺʪ, ʧʨʠʯʸʤ 

ʥʝ ʚʦ ʚʩʸʤ ʜʦʩʪʫʧʥʦʤ ʜʠʘʧʘʟʦʥʝ. 

ʕʪʠ ʨʘʟʣʠʯʠʷ ʦʢʘʟʳʚʘʶʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʢʘʯʝʩʪʚʦ ʨʘʙʦʪʳ ʩʝʪʠ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʦʥʝʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʜʘʸʪ ʜʘʥʥʳʝ ʥʘ ʨʘʩʩʪʦʷʥʠʠ X ʦʪ ʙʘʟʦʚʦʡ 

ʩʪʘʥʮʠʠ ʩ ʤʦʱʥʦʩʪʴʶ 100 ʤɺʪ (ʵʢʚʠʚʘʣʝʥʪʥʦ 20 dBm), ʩʠʛʥʘʣ, ʜʦʩʪʠʛʘʶʱʠʡ ʙʘʟʦʚʦʡ 

ʩʪʘʥʮʠʠ, ʙʫʜʝʪ ʦʩʣʘʙʣʝʥ ʜʦ ʫʨʦʚʥʷ ʧʨʠʤʝʨʥʦ -138 dBm. ɺ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ ʧʝʨʝʜʘʯʘ 

ʜʘʥʥʳʭ ʚʦʟʤʦʞʥʘ ʪʦʣʴʢʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʵʬʬʠʮʠʝʥʪʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ SF12, ʯʪʦ 

ʦʟʥʘʯʘʝʪ ʤʠʥʠʤʘʣʴʥʫʶ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʚ 293 ʙʠʪ/ʩ. 

ɽʩʣʠ ʞʝ ʤʦʱʥʦʩʪʴ ʩʠʛʥʘʣʘ ʧʦʚʳʩʠʪʴ ʜʦ 1 ɺʪ (30 dBm), ʩʠʛʥʘʣ, ʜʦʩʪʠʛʘʶʱʠʡ 

ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ, ʙʫʜʝʪ ʩʠʣʴʥʝʝ ʥʘ 10 dBm, ʯʪʦ ʜʘʩʪ ʫʨʦʚʝʥʴ ʩʠʛʥʘʣʘ -128 dBm. ʕʪʦ 

ʧʦʟʚʦʣʠʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʵʬʬʠʮʠʝʥʪ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ SF8 ʠ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʪʴ 

ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʦ 3125 ʙʠʪ/ʩ. ʇʨʠ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʩʢʦʨʦʩʪʠ ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʜʘʩʪ 

ʜʘʥʥʳʝ ʙʳʩʪʨʝʝ, ʯʪʦ ʩʦʢʨʘʱʘʝʪ ʚʨʝʤʷ ʝʛʦ ʘʢʪʠʚʥʦʩʪʠ ʚ ʵʬʠʨʝ ʠ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ 

ʢʦʣʣʠʟʠʡ. 

ʂʨʦʤʝ ʪʦʛʦ, ʫʚʝʣʠʯʝʥʠʝ ʤʦʱʥʦʩʪʠ ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʘ ʧʦʟʚʦʣʷʝʪ ʨʘʩʰʠʨʠʪʴ ʨʘʜʠʫʩ 

ʜʝʡʩʪʚʠʷ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ. ʅʘʧʨʠʤʝʨ, ʧʨʠ ʤʦʱʥʦʩʪʠ 1 ɺʪ ʨʘʜʠʫʩ ʦʧʨʦʩʘ ʩʯʸʪʯʠʢʦʚ ʤʦʞʝʪ 

ʙʳʪʴ ʚ ʪʨʠ ʨʘʟʘ ʙʦʣʴʰʝ, ʯʝʤ ʧʨʠ ʤʦʱʥʦʩʪʠ 100 ʤɺʪ, ʧʨʠ ʧʨʦʯʠʭ ʨʘʚʥʳʭ ʫʩʣʦʚʠʷʭ, ʯʪʦ 

ʜʝʤʦʥʩʪʨʠʨʫʝʪʩʷ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ɿʘʚʠʩʠʤʦʩʪʴ ʨʘʩʩʪʦʷʥʠʷ ʜʦ ʢʦʥʝʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʦʪ ʤʦʱʥʦʩʪʠ. 

 

ʊʨʝʪʠʡ ʚʘʞʥʳʡ ʬʘʢʪʦʨ, ʚʣʠʷʶʱʠʡ ʥʘ ʨʘʙʦʪʫ ʩʝʪʠ LoRaWAN, ð ʵʪʦ ʘʥʪʝʥʥʘ 

ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ. ɺ ʧʨʦʮʝʩʩʝ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʢʘʞʜʦʝ ʫʩʪʨʦʡʩʪʚʦ ʚʳʙʠʨʘʝʪ ʩʣʫʯʘʡʥʳʡ 

ʢʘʥʘʣ ʠ ʩʣʫʯʘʡʥʦʝ ʚʨʝʤʷ ʜʣʷ ʩʝʘʥʩʘ ʩʚʷʟʠ. ɽʩʣʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥʦ ʧʦʜʪʚʝʨʞʜʝʥʠʝ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -67- 

 

ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, ʦʥʦ ʙʫʜʝʪ ʦʞʠʜʘʪʴ ʦʪʚʝʪ ʦʪ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʡ 

ʫʩʧʝʰʥʫʶ ʜʦʩʪʘʚʢʫ ʧʘʢʝʪʘ ʜʘʥʥʳʭ. 

ɹʘʟʦʚʘʷ ʩʪʘʥʮʠʷ, ʧʦʣʫʯʘʷ ʜʘʥʥʳʝ ʦʪ ʫʩʪʨʦʡʩʪʚ, ʦʪʧʨʘʚʣʷʝʪ ʦʪʚʝʪʳ ʥʘ ʪʦʡ ʞʝ 

ʩʢʦʨʦʩʪʠ, ʥʘ ʢʦʪʦʨʦʡ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʧʘʢʝʪʳ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʣʷ ʫʩʪʨʦʡʩʪʚ ʩ ʭʦʨʦʰʠʤ 

ʫʨʦʚʥʝʤ ʩʠʛʥʘʣʘ ʦʪʚʝʪʳ ʙʫʜʫʪ ʧʝʨʝʜʘʥʳ ʥʘ ʚʳʩʦʢʦʡ ʩʢʦʨʦʩʪʠ, ʪʦʛʜʘ ʢʘʢ ʜʣʷ ʫʜʘʣʸʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ, ʥʘʭʦʜʷʱʠʭʩʷ ʜʘʣʴʰʝ ʦʪ ʩʪʘʥʮʠʠ, ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʙʫʜʝʪ ʩʥʠʞʝʥʘ. 

ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʙʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʠʩʧʦʣʴʟʫʝʪ ʦʜʥʫ ʠ ʪʫ ʞʝ ʘʥʪʝʥʥʫ ʢʘʢ ʜʣʷ 

ʧʨʠʸʤʘ, ʪʘʢ ʠ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. ʆʜʥʘʢʦ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʘʥʪʝʥʥʘ ʤʦʞʝʪ 

ʨʘʙʦʪʘʪʴ ʪʦʣʴʢʦ ʚ ʦʜʥʦʤ ʨʝʞʠʤʝ ð ʣʠʙʦ ʧʨʠʥʠʤʘʪʴ ʜʘʥʥʳʝ, ʣʠʙʦ ʧʝʨʝʜʘʚʘʪʴ ʠʭ. ʕʪʦ 

ʩʦʟʜʘʸʪ ʦʛʨʘʥʠʯʝʥʠʷ: ʧʦʢʘ ʙʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʦʪʚʝʯʘʝʪ ʦʜʥʦʤʫ ʠʟ ʫʩʪʨʦʡʩʪʚ, ʦʥʘ ʥʝ ʤʦʞʝʪ 

ʧʨʠʥʠʤʘʪʴ ʜʘʥʥʳʝ ʦʪ ʜʨʫʛʠʭ.  

ʆʜʥʠʤ ʠʟ ʨʝʰʝʥʠʡ ʵʪʦʡ ʧʨʦʙʣʝʤʳ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʚʫʭ ʘʥʪʝʥʥ ð ʦʜʥʦʡ 

ʜʣʷ ʧʨʠʸʤʘ, ʜʨʫʛʦʡ ʜʣʷ ʧʝʨʝʜʘʯʠ. ʆʜʥʘʢʦ ʜʘʞʝ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʝʨʝʜʘʯʘ ʦʪʚʝʪʦʚ ʙʫʜʝʪ 

ʩʦʟʜʘʚʘʪʴ ʧʦʤʝʭʠ ʜʣʷ ʩʠʛʥʘʣʦʚ, ʧʦʩʪʫʧʘʶʱʠʭ ʦʪ ʫʩʪʨʦʡʩʪʚ. ʏʪʦʙʳ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʪʘʢʦʡ 

ʵʬʬʝʢʪ, ʘʥʪʝʥʥʳ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʤʝʱʘʪʴ ʥʘ ʤʘʢʩʠʤʘʣʴʥʦʤ ʫʜʘʣʝʥʠʠ ʜʨʫʛ ʦʪ ʜʨʫʛʘ. 

ɽʱʸ ʦʜʠʥ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʡ ʘʩʧʝʢʪ ð ʵʪʦ ʧʨʘʚʠʣʴʥʦʝ ʨʘʩʧʦʣʦʞʝʥʠʝ ʘʥʪʝʥʥʳ ʩ 

ʫʯʸʪʦʤ ʥʘʧʨʘʚʣʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʩʠʛʥʘʣʘ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʘʥʪʝʥʥʳ 

ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʢʘʢ ʤʦʞʥʦ ʚʳʰʝ, ʯʪʦʙʳ ʦʭʚʘʪʠʪʴ ʙʦʣʴʰʫʶ ʪʝʨʨʠʪʦʨʠʶ, ʥʦ ʵʪʦ ʥʝ ʚʩʝʛʜʘ 

ʦʧʪʠʤʘʣʴʥʦʝ ʨʝʰʝʥʠʝ. ʉʠʛʥʘʣ ʦʪ ʫʩʪʨʦʡʩʪʚ, ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʦʜ 

ʘʥʪʝʥʥʦʡ, ʤʦʞʝʪ ʥʝ ʜʦʩʪʠʯʴ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ ʧʦ ʥʝʩʢʦʣʴʢʠʤ ʧʨʠʯʠʥʘʤ. 

ɺʦ-ʧʝʨʚʳʭ, ʘʥʪʝʥʥʘ ʦʙʣʘʜʘʝʪ ʢʨʫʛʦʚʦʡ ʜʠʘʛʨʘʤʤʦʡ ʥʘʧʨʘʚʣʝʥʥʦʩʪʠ ʪʦʣʴʢʦ ʚ 

ʛʦʨʠʟʦʥʪʘʣʴʥʦʡ ʧʣʦʩʢʦʩʪʠ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʠʸʤ ʩʠʛʥʘʣʘ ʩʥʠʞʘʝʪʩʷ ʚ ʚʝʨʪʠʢʘʣʴʥʦʡ 

ʧʣʦʩʢʦʩʪʠ ð ʢʘʢ ʧʦʜ ʘʥʪʝʥʥʦʡ, ʪʘʢ ʠ ʥʘʜ ʥʝʡ. ɺʦ-ʚʪʦʨʳʭ, ʥʘ ʧʫʪʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʩʠʛʥʘʣʘ ʤʦʛʫʪ ʥʘʭʦʜʠʪʴʩʷ ʨʘʟʣʠʯʥʳʝ ʬʠʟʠʯʝʩʢʠʝ ʧʨʝʧʷʪʩʪʚʠʷ, ʪʘʢʠʝ ʢʘʢ ʩʪʝʥʳ ʠ 

ʧʝʨʝʢʨʳʪʠʷ, ʢʦʪʦʨʳʝ ʟʥʘʯʠʪʝʣʴʥʦ ʦʩʣʘʙʣʷʶʪ ʩʠʛʥʘʣ. 

ʆʩʦʙʝʥʥʦ ʵʪʦ ʚʘʞʥʦ ʫʯʠʪʳʚʘʪʴ ʧʨʠ ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʝʡ LoRaWAN ʜʣʷ ʩʙʦʨʘ 

ʜʘʥʥʳʭ ʚ ʤʥʦʛʦʵʪʘʞʥʳʭ ʟʜʘʥʠʷʭ. ʅʘʧʨʠʤʝʨ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 4, ʘʥʪʝʥʥʘ, 

ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʥʘ ʩʦʩʝʜʥʝʤ ʟʜʘʥʠʠ (ʧʦʜ ʥʦʤʝʨʦʤ 2), ʤʦʞʝʪ ʣʫʯʰʝ ʧʨʠʥʠʤʘʪʴ ʜʘʥʥʳʝ ʦʪ 

ʩʯʸʪʯʠʢʦʚ, ʯʝʤ ʘʥʪʝʥʥʘ, ʫʩʪʘʥʦʚʣʝʥʥʘʷ ʥʘ ʢʨʳʰʝ ʩʘʤʦʛʦ ʟʜʘʥʠʷ (ʧʦʜ ʥʦʤʝʨʦʤ 1). ʅʘ 

ʨʠʩʫʥʢʝ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʜʠʘʛʨʘʤʤʘ ʚʝʨʪʠʢʘʣʴʥʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʩʠʛʥʘʣʘ (ʧʦʜ 

ʥʦʤʝʨʦʤ 3), ʢʦʪʦʨʘʷ ʥʘʛʣʷʜʥʦ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʩʥʠʞʝʥʠʝ ʢʦʵʬʬʠʮʠʝʥʪʘ ʫʩʠʣʝʥʠʷ ʧʦʜ 

ʘʥʪʝʥʥʦʡ ʠ ʥʘʜ ʥʝʡ. 

 
ʈʠʩʫʥʦʢ 4. ʇʨʠʤʝʨ ʨʘʩʧʦʣʦʞʝʥʠʷ ʘʥʪʝʥʥ 

 

ʇʦʜʜʝʨʞʘʥʠʝ ʦʧʪʠʤʘʣʴʥʦʡ ʨʘʙʦʪʳ ʩʝʪʝʡ LoRaWAN ʪʨʝʙʫʝʪ ʫʯʸʪʘ ʤʥʦʞʝʩʪʚʘ 

ʬʘʢʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʢʦʣʠʯʝʩʪʚʦ ʢʘʥʘʣʦʚ, ʤʦʱʥʦʩʪʴ ʧʝʨʝʜʘʯʠ ʠ ʨʘʩʧʦʣʦʞʝʥʠʝ ʘʥʪʝʥʥ. 

ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʯʘʩʪʦʪʘʤ ʠ ʤʦʱʥʦʩʪʠ ʚ ʨʘʟʥʳʭ ʨʝʛʠʦʥʘʭ, ʪʘʢʠʭ ʢʘʢ ʉʐɸ ʠ ʈʦʩʩʠʷ, 



-68- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʦʢʘʟʳʚʘʶʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʝʪʠ. ʍʦʪʷ ʧʦʚʳʰʝʥʠʝ 

ʤʦʱʥʦʩʪʠ ʩʠʛʥʘʣʘ ʤʦʞʝʪ ʫʣʫʯʰʠʪʴ ʢʘʯʝʩʪʚʦ ʩʚʷʟʠ ʠ ʫʚʝʣʠʯʠʪʴ ʨʘʜʠʫʩ ʜʝʡʩʪʚʠʷ ʙʘʟʦʚʳʭ 

ʩʪʘʥʮʠʡ, ʚʘʞʥʦ ʫʯʠʪʳʚʘʪʴ ʥʝʛʘʪʠʚʥʳʝ ʵʬʬʝʢʪʳ, ʪʘʢʠʝ ʢʘʢ ʚʝʨʦʷʪʥʦʩʪʴ ʢʦʣʣʠʟʠʡ ʠ ʧʦʪʝʨʷ 

ʜʘʥʥʳʭ. ʂʨʦʤʝ ʪʦʛʦ, ʧʨʘʚʠʣʴʥʦʝ ʨʘʟʤʝʱʝʥʠʝ ʘʥʪʝʥʥ ʤʦʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦ ʧʦʚʳʩʠʪʴ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʩʝʪʠ, ʦʩʦʙʝʥʥʦ ʚ ʫʩʣʦʚʠʷʭ ʛʦʨʦʜʩʢʦʡ ʟʘʩʪʨʦʡʢʠ ʠ ʤʥʦʛʦʵʪʘʞʥʳʭ ʟʜʘʥʠʡ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝʭʥʦʣʦʛʠʠ LoRaWAN ʠ ʝʸ ʧʨʠʤʝʥʝʥʠʝ ʚ 

ʈʦʩʩʠʠ ʠ ɽʚʨʦʧʝ. ʆʧʠʩʘʥʳ ʯʘʩʪʦʪʥʳʝ ʧʘʨʘʤʝʪʨʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʜʘʥʥʳʭ ʨʝʛʠʦʥʘʭ, 

ʚʢʣʶʯʘʷ ʜʠʘʧʘʟʦʥ 864ï870 ʄɻʮ, ʢʦʪʦʨʳʡ ʥʝ ʪʨʝʙʫʝʪ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʣʷ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ. ʊʘʢʞʝ ʟʘʪʨʘʛʠʚʘʶʪʩʷ ʚʦʧʨʦʩʳ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʩ 2020 ʛʦʜʘ ʠ 

ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ LoRaWAN ʚ ʨʘʟʣʠʯʥʳʭ ʦʪʨʘʩʣʷʭ, ʪʘʢʠʭ ʢʘʢ ʪʨʘʥʩʧʦʨʪ, 
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Abstract 

The article discusses the features of LoRaWAN technology and its application in Russia 

and Europe. The frequency parameters used in these regions are described, including the 864-

870 MHz band, which does not require licensing for data transmission. The issues of licensing 

base stations from 2020 and the possibility of using LoRaWAN in various industries such as 

transport, agriculture and housing and communal services are also discussed. 
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LoRa (Long Range) ï ʦʜʥʘ ʠʟ ʧʝʨʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʩʚʷʟʠ ʩʦʚʨʝʤʝʥʥʳʭ ʩʝʪʝʡ 

LPWAN, ʢʦʪʦʨʘʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ IoT-ʫʩʪʨʦʡʩʪʚ. LoRa (ʫʨʦʚʝʥʴ L1 ʧʦ 

ʤʦʜʝʣʠ OSI) ï ʵʪʦ ʯʘʩʪʦʪʥʦʝ ʨʘʩʰʠʨʝʥʠʝ ʩʧʝʢʪʨʘ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʟʘʧʘʪʝʥʪʦʚʘʥʦ ʚ 2008 

ʛʦʜʫ ʢʦʤʧʘʥʠʝʡ Cycleo (ʌʨʘʥʮʠʷ). ɼʘʥʥʳʡ ʩʧʦʩʦʙ ʤʦʜʫʣʷʮʠʠ ʩʠʛʥʘʣʘ ʧʦʟʚʦʣʷʝʪ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʧʝʨʝʜʘʯʫ ʥʠʟʢʦʩʢʦʨʦʩʪʥʳʭ ʜʘʥʥʳʭ ʥʘ ʙʦʣʴʰʠʝ ʨʘʩʩʪʦʷʥʠʷ ʩ ʚʳʩʦʢʦʡ 

ʵʥʝʨʛʦʵʬʬʝʢʪʠʚʥʦʩʪʴʶ. Cycleo ʨʘʟʨʘʙʘʪʳʚʘʣʘ ʨʝʰʝʥʠʷ ʜʣʷ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʚʷʟʠ ʠ 

ʧʦʣʫʧʨʦʚʦʜʥʠʢʦʚ, ʫʤʥʳʝ ʩʯʸʪʯʠʢʠ ʠ ʨʘʟʣʠʯʥʳʝ ʧʨʦʜʫʢʪʳ ʢʘʢ ʜʣʷ ʧʦʪʨʝʙʠʪʝʣʴʩʢʦʛʦ, ʪʘʢ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -69- 

 

ʠ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʨʳʥʢʦʚ. ɼʣʷ ʧʨʦʜʚʠʞʝʥʠʷ ʥʦʚʦʡ ʪʝʭʥʦʣʦʛʠʠ ʪʨʝʙʦʚʘʣʠʩʴ ʥʝʤʘʣʳʝ 

ʩʨʝʜʩʪʚʘ. ʂʘʣʠʬʦʨʥʠʡʩʢʠʡ ʧʦʩʪʘʚʱʠʢ ʧʦʣʫʧʨʦʚʦʜʥʠʢʦʚ Semtech ʚ 2012 ʧʨʠʦʙʨʝʣ Cycleo, 

ʘ ʚʤʝʩʪʝ ʩ ʥʝʡ ï ʘʢʪʠʚʳ ʠ ʨʘʟʨʘʙʦʪʢʠ. ɺ ʜʘʣʴʥʝʡʰʝʤ Semtech ʩʪʘʣʘ ʨʘʟʚʠʚʘʪʴ ʨʝʰʝʥʠʷ 

LoRa, ʚ ʪʦʤ ʯʠʩʣʝ ï ʟʘʠʥʪʝʨʝʩʦʚʘʚ ʪʘʢʠʝ ʢʨʫʧʥʳʝ ʢʦʤʧʘʥʠʠ, ʢʘʢ IBM ʠ Cisco. 

ɺʧʦʩʣʝʜʩʪʚʠʠ ʵʪʠ ʀʊ-ʛʠʛʘʥʪʳ ʧʨʠʩʦʝʜʠʥʠʣʠʩʴ ʢ LoRa Alliance, ʣʦʛʦʪʠʧ ʠʟʦʙʨʘʞʝʥ ʥʘ 

ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. LoRa Alliance. 

 

ɿʘʜʘʯʘ LoRa Alliance ï ʛʣʦʙʘʣʴʥʘʷ ʧʦʜʜʝʨʞʢʘ ʩʝʪʝʡ LoRaWAN. ɺ ʘʩʩʦʮʠʘʮʠʶ, ʧʦ 

ʜʘʥʥʳʤ ʥʘ ʠʶʥʴ 2017 ʛʦʜʘ, ʚʭʦʜʠʪ ʙʦʣʝʝ 500 ʢʦʤʧʘʥʠʡ. ʉʨʝʜʠ ʥʠʭ ï ʨʘʟʨʘʙʦʪʯʠʢʠ 

ʘʧʧʘʨʘʪʥʦʛʦ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʦʧʝʨʘʪʦʨʳ LPWAN-ʩʚʷʟʠ.  ʋʩʣʫʛʠ ʩʚʷʟʠ 

LoRaWAN ʦʢʘʟʳʚʘʶʪ 42 ʦʧʝʨʘʪʦʨʘ ʙʦʣʝʝ ʯʝʤ ʚ 250 ʛʦʨʦʜʘʭ ʠ 34 ʩʪʨʘʥʘʭ ʤʠʨʘ, ʚʢʣʶʯʘʷ 

ʈʦʩʩʠʶ. ʇʦ ʤʥʝʥʠʶ ʵʢʩʧʝʨʪʦʚ, ʪʘʢʘʷ ʧʦʧʫʣʷʨʥʦʩʪʴ ʩʝʪʠ ʩʚʷʟʘʥʘ ʩ ʝʸ ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ: 

ʚʩrʦʢʦʡ ʘʚʪʦʥʦʤʥʦʩʪʴʶ ʠ ʥʠʟʢʦʡ ʩʪʦʠʤʦʩʪʴʶ ʜʘʪʯʠʢʦʚ, ʰʠʨʦʢʦ ʟʦʥʦʡ ʦʭʚʘʪʘ ʩʝʪʠ. 

LoRaWAN (Long Range Wide Area Network) ï ʙʝʩʧʨʦʚʦʜʥʘʷ ʪʝʭʥʦʣʦʛʠʷ, ʢʦʪʦʨʘʷ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʥʘ ʜʘʣʴʥʠʝ ʨʘʩʩʪʦʷʥʠʷ ʧʨʠ ʤʠʥʠʤʘʣʴʥʦʤ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʠ. ʆʥʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʪʝʣʝʤʝʪʨʠʠ ʧʨʠʙʦʨʦʚ ʫʯʸʪʘ ʠ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʢʣʘʩʩ ʪʝʣʝʤʘʪʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ.  

ʇʨʦʪʦʢʦʣ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʦʣʥʫʶ ʜʚʫʩʪʦʨʦʥʥʶʶ ʩʚʷʟʴ, ʘ ʘʨʭʠʪʝʢʪʫʨʘ (ʧʦʩʨʝʜʩʪʚʦʤ 

ʩʧʝʮʠʘʣʴʥʳʭ ʤʝʪʦʜʦʚ ʰʠʬʨʦʚʘʥʠʷ) ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʙʱʫʶ ʥʘʜʸʞʥʦʩʪʴ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʩʝʡ 

ʩʠʩʪʝʤʳ. ɸʨʭʠʪʝʢʪʫʨʘ LoRaWAN ʚ ʪʦʤ ʯʠʩʣʝ ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʩ ʮʝʣʴʶ ʦʙʣʝʛʯʠʪʴ 

ʦʙʥʘʨʫʞʝʥʠʝ ʤʦʙʠʣʴʥʳʭ ʦʙʲʝʢʪʦʚ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʥʘʠʙʦʣʝʝ ʙʳʩʪʨʦ ʨʘʩʪʫʱʠʭ 

ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʫʨʦʚʥʝ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. ɼʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʨʦʪʦʢʦʣ LoRaWAN 

ʠʩʧʦʣʴʟʫʝʪ MAC ʘʜʨʝʩ (Media Access Control) ʜʣʷ ʧʝʨʝʜʘʯʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʦʦʙʱʝʥʠʷʤʠ, 

ʢʦʪʦʨʳʤʠ ʦʙʤʝʥʠʚʘʶʪʩʷ ʩʝʪʝʚʦʡ ʩʝʨʚʝʨ ʠ ʦʢʦʥʝʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ 

ʚʳʧʦʣʥʷʪʴ ʬʫʥʢʮʠʶ ʠʟʤʝʨʝʥʠʷ ʠʣʠ ʫʧʨʘʚʣʝʥʠʷ. ʄʝʞʜʫ ʩʝʪʝʚʳʤ ʩʝʨʚʝʨʦʤ ʠ ʦʢʦʥʝʯʥʳʤʠ 

ʫʩʪʨʦʡʩʪʚʘʤʠ ʜʚʫʥʘʧʨʘʚʣʝʥʥʘʷ ʩʚʷʟʴ, ʥʦ ʧʨʝʦʙʣʘʜʘʝʪ ʦʪʧʨʘʚʢʘ ʩʦʦʙʱʝʥʠʡ ʦʢʦʥʝʯʥʳʤʠ 

ʫʩʪʨʦʡʩʪʚʘʤʠ. ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ, ʥʘʟʳʚʘʝʤʳʝ ʪʘʢʞʝ ʫʟʣʘʤʠ LoRa ʠʣʠ ʪʦʯʢʘʤʠ 

LoRaWAN, ʦʙʳʯʥʦ ʧʦʣʫʯʘʶʪ ʧʠʪʘʥʠʝ ʦʪ ʙʘʪʘʨʝʡ, ʠ ʥʘʭʦʜʷʪʩʷ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ ʚ 

ʥʝʘʢʪʠʚʥʦʤ ʩʦʩʪʦʷʥʠʠ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʧʝʨʠʦʜʦʚ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʡ. 

ʇʨʦʪʦʢʦʣ LoRaWAN ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʥʫʞʜ ɾʂʍ ʠ ʫʧʨʘʚʣʝʥʠʷ 

ʪʨʘʥʩʧʦʨʪʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʷʭ ʠ ʚ 

ʩʝʣʴʩʢʦʭʦʟʷʡʩʪʚʝʥʥʦʡ ʩʬʝʨʝ, ʚ ʜʦʙʳʚʘʶʱʝʡ ʦʪʨʘʩʣʠ ʠ ʚ ʦʨʛʘʥʠʟʘʮʠʷʭ ʩʬʝʨʳ 

ʛʦʩʪʝʧʨʠʠʤʩʪʚʘ. ʉʚʷʟʴ ʧʦ ʧʨʦʪʦʢʦʣʫ LoRaWAN ʧʨʝʜʧʦʣʘʛʘʝʪ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʦʪ 300 

ʙʠʪ/ʩ ʜʦ 50 ʢʙʠʪ/ʩ. ʇʦ ʤʝʨʝ ʦʪʜʘʣʝʥʠʷ ʧʨʠʝʤʥʠʢʘ ʦʪ ʧʝʨʝʜʘʪʯʠʢʘ ʩʢʦʨʦʩʪʴ ʩʠʛʥʘʣʘ ʧʘʜʘʝʪ. 

ʉ ʮʝʣʴʶ ʦʧʪʠʤʠʟʘʮʠʠ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʧʨʠʤʝʥʷʝʪʩʷ ʘʜʘʧʪʠʚʥʦʝ ʠʟʤʝʥʝʥʠʝ ʩʠʩʪʝʤʳ 

ʧʝʨʝʜʘʯʠ ï ADR (Adaptive Data Rate). 

ɺ ʯʠʩʣʝ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʝʪʠ LoRaWAN: ʢʦʥʝʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʰʣʶʟʳ, 

ʩʝʪʝʚʦʡ ʩʝʨʚʝʨ ʠ ʩʝʨʚʝʨ ʧʨʠʣʦʞʝʥʠʡ, ʯʪʦ ʠʟʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 2. 



-70- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 2. ʊʦʧʦʣʦʛʠʷ ʩʝʪʠ 

 

ʂʦʥʝʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ (End Node) ð ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʫʧʨʘʚʣʷʶʱʠʭ ʠʣʠ ʠʟʤʝʨʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ. ʆʥʦ ʩʦʜʝʨʞʠʪ ʥʘʙʦʨ ʥʝʦʙʭʦʜʠʤʳʭ ʜʘʪʯʠʢʦʚ 

ʠ ʫʧʨʘʚʣʷʶʱʠʭ ʵʣʝʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʯʝʨʝʟ ʰʣʶʟ. 

ʐʣʶʟ (Gateway/Concentrator) ï ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʦʝ ʧʨʠʥʠʤʘʝʪ ʜʘʥʥʳʝ ʦʪ 

ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʤʦʱʴʶ ʨʘʜʠʦʢʘʥʘʣʘ. ɼʘʣʝʝ ʦʥ ʧʝʨʝʜʘʝʪ ʠʭ ʚ ʪʨʘʥʟʠʪʥʫʶ ʩʝʪʴ. ɺ 

ʢʘʯʝʩʪʚʝ ʪʨʘʥʟʠʪʥʦʡ ʩʝʪʠ ʤʦʛʫʪ ʚʳʩʪʫʧʘʪʴ ʩʝʪʴ Ethernet, WiFi ʠʣʠ ʩʝʪʠ ʧʦʜʚʠʞʥʦʡ 

ʨʘʜʠʦʪʝʣʝʬʦʥʥʦʡ ʩʚʷʟʠ.  

ʐʣʶʟ ʠ ʢʦʥʝʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʦʙʨʘʟʫʶʪ ʩʝʪʝʚʫʶ ʪʦʧʦʣʦʛʠʶ ʪʠʧʘ ʟʚʝʟʜʘ. ʂʘʢ 

ʧʨʘʚʠʣʦ ʪʘʢʦʝ ʫʩʪʨʦʡʩʪʚʦ ʩʦʜʝʨʞʠʪ ʤʥʦʛʦʢʘʥʘʣʴʥʳʝ ʧʨʠʸʤʦʧʝʨʝʜʘʪʯʠʢʠ ʜʣʷ 

ʦʜʥʦʚʨʝʤʝʥʥʦʡ ʦʙʨʘʙʦʪʢʠ ʩʠʛʥʘʣʦʚ ʚ ʥʝʩʢʦʣʴʢʠʭ ʢʘʥʘʣʘʭ ʠʣʠ ʜʘʞʝ, ʥʝʩʢʦʣʴʢʠʭ ʩʠʛʥʘʣʦʚ 

ʚ ʨʘʤʢʘʭ ʦʜʥʦʛʦ ʢʘʥʘʣʘ. ʅʝʩʢʦʣʴʢʦ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʦʥʫ ʨʘʜʠʦʧʦʢʨʳʪʠʷ 

ʩʝʪʠ ʠ ʧʨʦʟʨʘʯʥʫʶ ʜʚʫʥʘʧʨʘʚʣʝʥʥʫʶ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʤʝʞʜʫ ʢʦʥʝʯʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ 

ʩʝʨʚʝʨʦʤ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʫʩʪʨʦʡʩʪʚʘ, ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʜʚʠʞʝʥʠʠ. ʅʘʧʨʠʤʝʨ, ʙʝʩʧʨʦʚʦʜʥʳʝ ʤʘʷʯʢʠ, ʧʨʠʢʨʝʧʣʸʥʥʳʝ ʢ 

ʛʨʫʟʦʚʳʤ ʢʦʥʪʝʡʥʝʨʘʤ, ʧʝʨʝʤʝʱʘʝʤʳʝ ʥʘ ʜʣʠʪʝʣʴʥʳʝ ʨʘʩʩʪʦʷʥʠʷ, ʩʤʦʛʫʪ ʙʝʟ ʧʨʦʙʣʝʤ 

ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʪʘʢ ʢʘʢ ʥʝ ʠʤʝʶʪ ʧʨʠʚʷʟʢʠ ʢ ʦʜʥʦʤʫ ʰʣʶʟʫ. ʊʘʢʞʝ ʰʣʶʟʳ 

ʧʦʟʚʦʣʷʶʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʦ ʦʜʥʦʤʫ ʢʘʥʘʣʫ ʧʦʣʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʩ ʫʩʪʨʦʡʩʪʚ, 

ʠʩʧʦʣʴʟʫʶʱʠʭ ʨʘʟʥʳʝ ʩʢʦʨʦʩʪʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. ɸʜʘʧʪʠʚʥʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ 

ʦʧʪʠʤʠʟʠʨʫʝʪ ʚʨʝʤʷ ʨʘʙʦʪʳ ʘʢʢʫʤʫʣʷʪʦʨʘ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ʉʝʪʝʚʦʡ ʩʝʨʚʝʨ (Network Server) ð ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ. ɽʛʦ 

ʟʘʜʘʯʘ ʩʦʩʪʦʠʪ ʚ ʦʧʨʝʜʝʣʝʥʠʠ ʨʘʩʧʠʩʘʥʠʷ, ʘʜʘʧʪʘʮʠʠ ʩʢʦʨʦʩʪʠ, ʭʨʘʥʝʥʠʠ ʠ ʦʙʨʘʙʦʪʢʝ 

ʧʨʠʥʠʤʘʝʤʳʭ ʜʘʥʥʳʭ. 

ʉʝʨʚʝʨ ʧʨʠʣʦʞʝʥʠʡ (Application Server) ð ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʸʥʥʦʛʦ ʢʦʥʪʨʦʣʷ 

ʨʘʙʦʪʳ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʩʙʦʨʘ ʩ ʥʠʭ ʥʝʦʙʭʦʜʠʤʳʭ ʜʘʥʥʳʭ. 

ɹʘʟʦʚʘʷ ʩʪʘʥʮʠʷ ʩʣʫʰʘʝʪ ʵʬʠʨ ʚ ʟʘʜʘʥʥʦʤ ʜʠʘʧʘʟʦʥʝ ʯʘʩʪʦʪ. ʂʦʛʜʘ ʦʥʘ ʩʣʳʰʠʪ 

ʟʘʧʨʦʩ ʦʪ ʢʘʢʦʛʦ-ʣʠʙʦ ʠʟ ʫʩʪʨʦʡʩʪʚ, ʪʦ ʦʪʚʝʯʘʝʪ ʝʤʫ ʥʘ ʯʘʩʪʦʪʝ ʦʙʨʘʱʝʥʠʷ. ʐʠʨʠʥʘ 

ʢʘʥʘʣʘ ʧʨʠ ʵʪʦʤ ʩʦʩʪʘʚʣʷʝʪ 125 ʢɻʮ, ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ ï ʯʫʪʴ ʙʦʣʝʝ 5 ʢʠʣʦʙʠʪ/c ï 

ʩʪʘʥʜʘʨʪ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. ɽʛʦ ʟʘʜʘʯʘ ʤʘʢʩʠʤʘʣʴʥʦ ʙʳʩʪʨʦ ʠ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʧʝʨʝʜʘʪʴ 

ʥʝʙʦʣʴʰʦʝ ʩʦʦʙʱʝʥʠʝ ʦʪ ʜʘʪʯʠʢʘ ʥʘ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʜʠʦʫʩʣʦʚʠʡ 

ʚʳʙʠʨʘʝʪʩʷ ʦʧʪʠʤʘʣʴʥʳʡ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ʩʚʷʟʠ. ɿʘ ʵʪʦ ʦʪʚʝʯʘʝʪ SF (spreading factor) ï 

ʢʦʵʬʬʠʮʠʝʥʪ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʠʚʷʟʳʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ʧʝʨʝʜʘʯʠ ʠ ʧʨʠʝʤʘ. SF ï ʵʪʦ ʮʝʣʦʝ 

ʯʠʩʣʦ, ʚ ʩʪʘʥʜʘʨʪʝ ʦʥ ʧʨʝʜʫʩʤʦʪʨʝʥ ʦʪ 12 ʜʦ 7. ʏʝʤ ʚʳʰʝ SF, ʪʝʤ ʣʫʯʰʝ 

ʧʦʤʝʭʦʟʘʱʠʱʸʥʥʦʩʪʴ ʣʠʥʠʠ, ʥʦ ʪʝʤ ʥʠʞʝ ʩʢʦʨʦʩʪʴ ʠ ʪʝʤ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʚ ʵʬʠʨʝ 

ʟʘʥʠʤʘʝʪ ʧʝʨʝʜʘʯʘ. ɼʣʷ ʧʨʠʤʝʨʘ, ʤʘʢʩʠʤʘʣʴʥʘʷ ʧʦʤʝʭʦʟʘʱʠʱʸʥʥʦʩʪʴ ʜʦʩʪʠʛʘʝʪʩʷ ʥʘ 

SF=12. ʇʨʠ ʵʪʦʤ ʚʨʝʤʷ ʧʘʢʝʪʘ ʚ ʵʬʠʨʝ ʩʦʩʪʘʚʣʷʝʪ 2,466 ʩʝʢ, ʘ ʩʢʦʨʦʩʪʴ ï 292 ʙʠʪ/ʩʝʢ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -71- 

 

ʆʜʥʘʢʦ, ʯʝʤ ʙʦʣʴʰʝ ʜʘʪʯʠʢʦʚ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʘʟʦʚʫʶ ʩʪʘʥʮʠʶ, ʪʝʤ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ 

ʚ ʵʬʠʨʝ ʦʥʠ ʟʘʡʤʫʪ. ʇʦʪʦʤʫ, ʧʨʠ ʭʦʨʦʰʠʭ ʨʘʜʠʦʫʩʣʦʚʠʷʭ, SF ʙʫʜʝʪ ʤʝʥʴʰʝ. ʈʘʩʪʸʪ 

ʩʢʦʨʦʩʪʴ ð ʧʘʜʘʝʪ ʚʨʝʤʷ ʧʝʨʝʜʘʯʠ. 
ʇʘʢʝʪʳ ʧʨʠʥʠʤʘʶʪʩʷ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʝʡ (ʰʣʶʟʦʤ), ʦʜʥʘʢʦ ʦʙʨʘʙʘʪʳʚʘʝʪ ʠʭ 

ʩʣʝʜʫʶʱʝʝ ʟʚʝʥʦ ʮʝʧʠ ï ʩʝʪʝʚʦʡ ʩʝʨʚʝʨ. ʕʪʦʪ ʩʝʨʚʝʨ ʦʪʚʝʯʘʝʪ ʟʘ ʫʧʨʘʚʣʝʥʠʝ ʚʩʝʤʠ 
ʰʣʶʟʘʤʠ, ʦʥ ʨʝʰʘʝʪ ʯʝʨʝʟ ʢʘʢʦʡ ʰʣʶʟ ʦʙʱʘʪʴʩʷ ʩ ʜʘʪʯʠʢʦʤ (ʝʩʣʠ ʜʘʪʯʠʢ ʩʣʳʰʥʦ ʯʝʨʝʟ 
ʥʝʩʢʦʣʴʢʦ ʰʣʶʟʦʚ) ʠ ʦʧʨʝʜʝʣʷʝʪ ʝʱʸ ʨʷʜ ʚʘʞʥʳʭ ʧʘʨʘʤʝʪʨʦʚ. 

ʆʜʥʘʢʦ ʩʝʪʝʚʦʡ ʩʝʨʚʝʨ ʥʝ ʦʙʨʘʙʘʪʳʚʘʝʪ ʧʦʣʝʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠʟ ʧʘʢʝʪʦʚ. ʕʪʦ 
ʜʝʣʘʝʪ ʩʣʝʜʫʶʱʝʝ ʠ ʩʘʤʦʝ ʚʘʞʥʦʝ ʟʚʝʥʦ ï ʩʝʨʚʝʨ ʧʨʠʣʦʞʝʥʠʡ. ʀʤʝʥʥʦ ʥʘ ʩʝʨʚʝʨʝ 
ʧʨʠʣʦʞʝʥʠʡ ʧʨʦʠʩʭʦʜʠʪ ʨʘʩʰʠʬʨʦʚʢʘ ʧʦʢʘʟʘʥʠʡ ʦʪ ʜʘʪʯʠʢʦʚ, ʜʘʣʝʝ ʦʥʠ ʧʝʨʝʜʘʶʪʩʷ ʢʫʜʘ 
ʪʨʝʙʫʝʪʩʷ. 

ʊʝʭʥʦʣʦʛʠʷ LoRaWAN ʧʨʦʜʦʣʞʘʝʪ ʘʢʪʠʚʥʦ ʨʘʟʚʠʚʘʪʴʩʷ ʢʘʢ ʦʜʠʥ ʠʟ ʦʩʥʦʚʥʳʭ 

ʩʪʘʥʜʘʨʪʦʚ ʜʣʷ IoT-ʫʩʪʨʦʡʩʪʚ, ʦʙʝʩʧʝʯʠʚʘʷ ʥʘʜʸʞʥʫʶ ʠ ʵʢʦʥʦʤʠʯʥʫʶ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ 

ʥʘ ʙʦʣʴʰʠʝ ʨʘʩʩʪʦʷʥʠʷ. ɺʚʝʜʝʥʠʝ ʨʝʛʠʦʥʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʈʦʩʩʠʠ ʠ ɽʚʨʦʧʳ, ʪʘʢʠʭ 

ʢʘʢ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʯʘʩʪʦʪʳ 864ï870 ʄɻʮ, ʜʝʣʘʝʪ ʵʪʫ ʪʝʭʥʦʣʦʛʠʶ ʜʦʩʪʫʧʥʦʡ ʜʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʙʝʟ ʟʥʘʯʠʪʝʣʴʥʳʭ ʟʘʪʨʘʪ ʥʘ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝ ʯʘʩʪʦʪʥʦʛʦ ʜʠʘʧʘʟʦʥʘ. ʆʜʥʘʢʦ 

ʩ 2020 ʛʦʜʘ ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ ʪʨʝʙʫʶʪ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ, ʯʪʦ ʜʦʙʘʚʣʷʝʪ ʥʦʚʳʡ ʫʨʦʚʝʥʴ 

ʨʝʛʫʣʠʨʦʚʘʥʠʷ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ LoRaWAN ʧʨʝʜʣʘʛʘʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʚ ʧʣʘʥʝ 

ʵʥʝʨʛʦʵʬʬʝʢʪʠʚʥʦʩʪʠ, ʜʘʣʴʥʦʩʪʠ ʩʚʷʟʠ ʠ ʛʠʙʢʦʩʪʠ ʧʨʠʤʝʥʝʥʠʷ ʚ ʨʘʟʣʠʯʥʳʭ ʩʝʢʪʦʨʘʭ 

ʵʢʦʥʦʤʠʢʠ, ʪʘʢʠʭ ʢʘʢ ɾʂʍ, ʪʨʘʥʩʧʦʨʪ ʠ ʩʝʣʴʩʢʦʝ ʭʦʟʷʡʩʪʚʦ. 
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ɸʥʥʦʪʘʮʠʷ 
ɺ ʩʪʘʪʴʝ ʠʩʩʣʝʜʫʶʪʩʷ ʧʨʦʪʦʢʦʣʳ ʰʠʬʨʦʚʘʥʠʷ SCP01, SCP02, SCP03 ʠ SCP04 ʜʣʷ 

ʟʘʱʠʱʝʥʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʠʩʪʝʤ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ. ʈʘʩʩʤʦʪʨʝʥʳ ʠʭ ʢʣʶʯʝʚʳʝ 
ʦʩʦʙʝʥʥʦʩʪʠ, ʤʝʭʘʥʠʟʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʩʦʚʨʝʤʝʥʥʳʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʧʨʦʪʦʢʦʣʳ ʰʠʬʨʦʚʘʥʠʷ, SCP01, SCP02, ʢʦʨʧʦʨʘʪʠʚʥʘʷ 
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Abstract 

The article examines the encryption protocols SCP01, SCP02, SCP03 and SCP04 for 

secure corporate messaging systems. Their key features, authentication and data protection 

mechanisms, as well as the use of modern cryptographic algorithms are considered. 
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ɺ 1996 ʛʦʜʫ ʢʦʤʧʘʥʠʷ Schlumberger, ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʩʤʘʨʪ-ʢʘʨʪ, ʚʧʝʨʚʳʝ ʚʳʚʝʣʘ ʥʘ 

ʨʳʥʦʢ ʢʘʨʪʫ ʩ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʧʦʜʜʝʨʞʢʦʡ Java. ʇʝʨʚʘʷ ʚʝʨʩʠʷ ʵʪʦʡ ʪʝʭʥʦʣʦʛʠʠ ʠʤʝʣʘ 

ʩʝʨʴʝʟʥʳʝ ʫʧʨʦʱʝʥʠʷ ʠ ʦʛʨʘʥʠʯʝʥʠʷ, ʦʜʥʘʢʦ ʧʨʠʚʣʝʢʣʘ ʙʦʣʴʰʦʝ ʚʥʠʤʘʥʠʝ, ʪʘʢ ʢʘʢ 

ʦʪʢʨʳʣʘ ʜʦʩʪʫʧ ʢ ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʩʤʘʨʪ-ʢʘʨʪ ʰʠʨʦʢʦʤʫ ʢʨʫʛʫ 

ʧʨʦʛʨʘʤʤʠʩʪʦʚ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʦʚʘʣʦ ʙʦʣʝʝ ʜʠʥʘʤʠʯʥʦʤʫ ʟʘʧʫʩʢʫ ʥʦʚʳʭ ʧʨʦʜʫʢʪʦʚ. 

ʇʦʟʞʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ Schlumberger, ʟʘʥʠʤʘʚʰʝʝʩʷ ʨʘʟʨʘʙʦʪʢʦʡ ʩʤʘʨʪ-ʢʘʨʪ, ʩʪʘʣʦ 

ʥʝʟʘʚʠʩʠʤʦʡ ʢʦʤʧʘʥʠʝʡ ʧʦʜ ʠʤʝʥʝʤ Axalto, ʘ ʟʘʪʝʤ ʦʙʲʝʜʠʥʠʣʦʩʴ ʩ Gemplus, ʦʙʨʘʟʦʚʘʚ 

ʢʦʤʧʘʥʠʶ Gemalto. 

ɺ 1998 ʛʦʜʫ VISA ʚʳʧʫʩʪʠʣʘ ʩʧʝʮʠʬʠʢʘʮʠʶ Open Platform, ʧʨʝʜʦʩʪʘʚʠʚ 

ʧʦʜʨʦʙʥʳʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʟʘʛʨʫʟʢʝ ʧʨʠʣʦʞʝʥʠʡ ʥʘ Java-ʢʘʨʪʳ. ɺʩʢʦʨʝ ʧʦʩʣʝ ʵʪʦʛʦ 

ʢʦʤʧʘʥʠʷ ʧʝʨʝʜʘʣʘ ʧʨʘʚʘ ʥʘ ʩʧʝʮʠʬʠʢʘʮʠʶ ʚ ʦʨʛʘʥʠʟʘʮʠʶ GlobalPlatform, ʩʦʟʜʘʥʥʫʶ 

ʦʩʥʦʚʥʳʤʠ ʠʛʨʦʢʘʤʠ ʨʳʥʢʘ ʩʤʘʨʪ-ʢʘʨʪ. ʉ ʪʝʭ ʧʦʨ ʩʧʝʮʠʬʠʢʘʮʠʷ GlobalPlatform 

ʥʝʦʜʥʦʢʨʘʪʥʦ ʦʙʥʦʚʣʷʣʘʩʴ, ʩʦʭʨʘʥʷʷ ʩʚʦʶ ʦʩʥʦʚʥʫʶ ʘʨʭʠʪʝʢʪʫʨʫ. 

ʅʘ ʩʘʤʦʤ ʜʝʣʝ, ʩʧʝʮʠʬʠʢʘʮʠʷ GlobalPlatform ʦʭʚʘʪʳʚʘʝʪ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʟʘʜʘʯ, 

ʚʳʭʦʜʷʱʠʭ ʟʘ ʨʘʤʢʠ ʧʨʦʩʪʦʡ ʟʘʛʨʫʟʢʠ ʧʨʠʣʦʞʝʥʠʡ. ɼʦʢʫʤʝʥʪ ʩʪʘʣ ʪʝʭʥʠʯʝʩʢʠʤ 

ʠʥʩʪʨʫʤʝʥʪʦʤ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʫʯʘʩʪʥʠʢʠ ʨʳʥʢʘ ʨʝʰʘʶʪ ʙʠʟʥʝʩ-ʟʘʜʘʯʠ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʚʳʧʫʩʢʦʤ ʠ ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʢʘʨʪ ʢʘʢ ʢʦʥʝʯʥʦʛʦ ʧʨʦʜʫʢʪʘ.  

ɺ ʜʘʣʴʥʝʡʰʝʤ ʨʘʩʩʤʦʪʨʠʤ ʪʦʣʴʢʦ ʩʧʝʮʠʬʠʢʘʮʠʶ GlobalPlatform ʜʣʷ ʢʘʨʪ (GPCS). 

ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʠ ʝʛʦ ʜʦʧʦʣʥʝʥʠʷ ʦʧʠʩʳʚʘʶʪ ʤʝʭʘʥʠʟʤ ʟʘʱʠʱʝʥʥʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ 

ʤʝʞʜʫ ʢʘʨʪʦʡ ʠ ʪʝʨʤʠʥʘʣʦʤ (ʚʥʝ-ʢʘʨʪʦʯʥʦʝ ʫʩʪʨʦʡʩʪʚʦ), ʠʟʚʝʩʪʥʳʡ ʢʘʢ Secure Channel 

Protocol (SCP). ʄʝʭʘʥʠʟʤ ʚʢʣʶʯʘʝʪ ʚʟʘʠʤʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʢʘʨʪʳ ʠ ʪʝʨʤʠʥʘʣʘ, 

ʫʩʪʘʥʦʚʣʝʥʠʝ ʦʙʱʠʭ ʩʝʘʥʩʦʚʳʭ ʢʣʶʯʝʡ, ʘ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʢʣʶʯʝʡ ʜʣʷ ʟʘʱʠʪʳ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦʩʨʝʜʩʪʚʦʤ ʰʠʬʨʦʚʘʥʠʷ APDU ʠ ʩʦʟʜʘʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʛʦ ʢʦʜʘ 

ʩʦʦʙʱʝʥʠʡ (MAC). ʇʨʠ ʵʪʦʤ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʦʧʝʨʘʮʠʠ ʠ ʦʙʨʘʙʦʪʢʘ ʢʦʤʘʥʜ/ʦʪʚʝʪʦʚ 

ʚʳʧʦʣʥʷʶʪʩʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʢʘʨʪʳ (Card Manager ʠʣʠ Issuer Domain), ʘ 

ʧʨʠʣʦʞʝʥʠʝ (java-ʘʧʧʣʝʪ) ʧʨʦʩʪʦ ʠʩʧʦʣʴʟʫʝʪ API ʆʉ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ SCP ʠ ʚʩʝʭ 

ʩʚʷʟʘʥʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʜʣʷ ʧʨʠʣʦʞʝʥʠʷ SCP ʩʪʘʥʦʚʠʪʩʷ ʧʨʦʩʪʳʤ ʠ 

ʧʨʦʟʨʘʯʥʳʤ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ. 

ɺ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʢʘʨʪʳ ʚʩʪʨʦʝʥʦ ʦʩʦʙʦʝ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ 

ʧʦʜ ʥʘʟʚʘʥʠʝʤ Card Manager, ʢʦʪʦʨʦʝ ʦʪʚʝʯʘʝʪ ʟʘ ʫʧʨʘʚʣʝʥʠʝ ʢʘʨʪʦʡ ʠ ʝʸ ʩʦʜʝʨʞʠʤʳʤ. ɺ 

Card Manager ʭʨʘʥʷʪʩʷ ʧʦʩʪʦʷʥʥʳʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʢʣʶʯʠ, ʦʨʛʘʥʠʟʦʚʘʥʥʳʝ ʚ ʛʨʫʧʧʳ 

ʧʦ ʪʨʠ ʢʣʶʯʘ, ʠʤʝʥʫʝʤʳʝ key set. ɺ ʢʘʞʜʦʡ ʪʘʢʦʡ ʛʨʫʧʧʝ ʥʘʭʦʜʷʪʩʷ ʪʨʠ ʢʣʶʯʘ, 

ʚʳʧʦʣʥʷʶʱʠʝ ʨʘʟʣʠʯʥʳʝ ʬʫʥʢʮʠʠ: 

K_ENC ð ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ. ʅʘ ʝʛʦ ʦʩʥʦʚʝ ʬʦʨʤʠʨʫʝʪʩʷ 

ʩʝʘʥʩʦʚʳʡ ʢʣʶʯ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʠ ʛʝʥʝʨʘʮʠʠ ʢʨʠʧʪʦʛʨʘʤʤ. 

K_MAC ð ʢʣʶʯ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ MAC, ʠʟ ʢʦʪʦʨʦʛʦ ʩʦʟʜʘʝʪʩʷ ʩʝʘʥʩʦʚʳʡ ʢʣʶʯ ʜʣʷ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ MAC. 

K_KEK (Key Encryption Key) ð ʢʣʶʯ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʰʠʬʨʦʚʘʥʠʝ ʜʨʫʛʠʭ 

ʢʣʶʯʝʡ, ʢʦʪʦʨʳʡ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʣʶʯʘʤʠ Card Manager ʚ ʨʘʤʢʘʭ ʪʝʢʫʱʝʛʦ 

ʟʘʱʠʱʝʥʥʦʛʦ ʩʝʘʥʩʘ. 

ɺ SCP01 ʦʩʥʦʚʥʳʤ ʘʣʛʦʨʠʪʤʦʤ ʷʚʣʷʝʪʩʷ 3DES ʩ ʜʚʦʡʥʳʤ ʢʣʶʯʦʤ, ʘ ʜʣʠʥʘ ʚʩʝʭ 

ʢʣʶʯʝʡ ʩʦʩʪʘʚʣʷʝʪ 16 ʙʘʡʪ. ɺ ʥʘʯʘʣʝ ʟʘʱʠʱʸʥʥʦʛʦ ʩʝʘʥʩʘ ʫʢʘʟʳʚʘʝʪʩʷ ʥʦʤʝʨ 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ key set, ʥʘ ʦʩʥʦʚʝ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʚʩʝ ʜʘʣʴʥʝʡʰʠʝ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʚʳʯʠʩʣʝʥʠʷ. 

ɼʣʷ ʣʫʯʰʝʛʦ ʧʦʥʠʤʘʥʠʷ ʨʘʟʣʠʯʠʡ ʤʝʞʜʫ ʧʨʦʪʦʢʦʣʘʤʠ ʟʘʱʠʪʳ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ, ʧʨʝʜʩʪʘʚʠʤ ʦʩʥʦʚʥʳʝ ʩʚʦʡʩʪʚʘ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʚ ʩʨʘʚʥʠʪʝʣʴʥʦʡ 

ʪʘʙʣʠʮʝ 1. 
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ʊʘʙʣʠʮʘ 1 

ʉʨʘʚʥʝʥʠʝ ʦʩʥʦʚʥʳʭ ʩʚʦʡʩʪʚ ʧʨʦʪʦʢʦʣʦʚ ɿʆʉ. 
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ʂʘʢ ʚʠʜʥʦ ʠʟ ʪʘʙʣʠʮʳ 1, ʢʘʞʜʳʡ ʧʨʦʪʦʢʦʣ ʠʤʝʝʪ ʩʚʦʠ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʫʣʫʯʰʝʥʠʷ, 

ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʩʠʣʝʥʠʝ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʠ ʘʜʘʧʪʘʮʠʶ ʢ ʥʦʚʳʤ ʩʪʘʥʜʘʨʪʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʚʟʘʠʤʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʢʘʨʪʘ ʠ ʪʝʨʤʠʥʘʣ ʦʙʤʝʥʠʚʘʶʪʩʷ 

ʩʣʫʯʘʡʥʳʤʠ ʯʠʩʣʘʤʠ (host_challenge ʠ card_challenge). ʅʘ ʠʭ ʦʩʥʦʚʝ ʛʝʥʝʨʠʨʫʶʪʩʷ ʦʙʱʠʝ 

ʩʝʘʥʩʦʚʳʝ ʢʣʶʯʠ K_enc ʠ K_mac, ʘ ʪʘʢʞʝ ʢʨʠʧʪʦʛʨʘʤʤʳ (card_cryptogram ʠ 

host_cryptogram). ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʧʨʦʚʝʨʢʠ ʢʨʠʧʪʦʛʨʘʤʤ ʪʝʨʤʠʥʘʣ ʚʳʙʠʨʘʝʪ 

ʧʦʜʭʦʜʷʱʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʢʘʥʘʣʘ (security level): 

ʂʦʤʘʥʜʳ APDU ʧʝʨʝʜʘʶʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʬʦʨʤʘʪʝ; 

ʆʙʝʩʧʝʯʠʚʘʝʪʩʷ ʟʘʱʠʪʘ ʢʦʤʘʥʜ APDU ʩ ʧʦʤʦʱʴʶ MAC ʥʘ ʦʩʥʦʚʝ ʢʣʶʯʘ K_mac; 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʰʠʬʨʦʚʘʥʠʝ ʢʦʤʘʥʜ APDU ʩ ʧʦʤʦʱʴʶ K_enc ʚʤʝʩʪʝ ʩ ʨʘʩʯʝʪʦʤ 

MAC ʥʘ K_mac. 

ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʟʘʱʠʪʘ ʜʘʥʥʳʭ ʢʦʤʘʥʜ APDU, ʪʦ ʠʭ ʰʠʬʨʦʚʘʥʠʝ ʚʳʧʦʣʥʷʝʪʩʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʛʦʨʠʪʤʘ 3DES ʚ ʨʝʞʠʤʝ CBC, ʛʜʝ MAC ʚʳʯʠʩʣʷʝʪʩʷ ʢʘʢ ʧʦʩʣʝʜʥʠʡ 

ʙʣʦʢ ʰʠʬʨʦʚʘʥʠʷ ʚ CBC. ʆʪʚʝʪʳ ʞʝ ʧʝʨʝʜʘʶʪʩʷ ʚʩʝʛʜʘ ʚ ʦʪʢʨʳʪʦʤ, ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ 

ʚʠʜʝ. 

SCP02, ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʡ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʧʨʦʪʦʢʦʣ, ʥʝʩʤʦʪʨʷ ʥʘ ʧʦʤʝʪʢʫ 

ʦʙ ʫʩʪʘʨʝʚʘʥʠʠ ʚ GPCS v2.3.1, ʧʨʝʪʝʨʧʝʣ ʟʥʘʯʠʪʝʣʴʥʳʝ ʠʟʤʝʥʝʥʠʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ SCP01. 

ʆʜʥʦ ʠʟ ʢʣʶʯʝʚʳʭ ʦʪʣʠʯʠʡ ð ʬʫʥʢʮʠʷ ʜʠʚʝʨʩʠʬʠʢʘʮʠʠ ʩʝʘʥʩʦʚʳʭ ʢʣʶʯʝʡ: 3DES ʪʝʧʝʨʴ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ CBC ʚʤʝʩʪʦ ʧʨʝʜʳʜʫʱʝʛʦ ECB. ʊʘʢʦʡ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ 

ʬʦʨʤʠʨʦʚʘʪʴ ʯʝʪʳʨʝ ʨʘʟʥʳʭ ʩʝʘʥʩʦʚʳʭ ʢʣʶʯʘ, ʜʘʞʝ ʝʩʣʠ ʧʦʩʪʦʷʥʥʳʝ ʢʣʶʯʠ ʩʦʚʧʘʜʘʶʪ. 

ɺ SCP01 ʛʝʥʝʨʠʨʦʚʘʣʠʩʴ ʣʠʰʴ ʜʚʘ ʩʝʘʥʩʦʚʳʭ ʢʣʶʯʘ, K_enc ʠ K_mac, ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʝʠʟʤʝʥʥʦʛʦ K_KEK. ɺ SCP02, ʥʘʧʨʦʪʠʚ, ʨʘʩʰʠʨʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 



-74- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʪʨʝʪʴʝʛʦ ʢʣʶʯʘ, ʪʝʧʝʨʴ ʠʤʝʥʫʝʤʦʛʦ K_DEK (Data Encryption Key), ʯʪʦ ʜʝʣʘʝʪ ʚʦʟʤʦʞʥʦʡ 

ʧʝʨʝʜʘʯʫ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʝ ʩ ʢʦʤʘʥʜʦʡ STORE DATA. 

ʇʨʦʪʦʢʦʣ ʪʘʢʞʝ ʦʙʥʦʚʠʣ ʘʣʛʦʨʠʪʤ ʚʳʯʠʩʣʝʥʠʷ MAC, ʧʨʠʤʝʥʷʷ Retail-MAC, ʘ 

ʫʨʦʚʥʠ ʟʘʱʠʪʳ ʢʘʥʘʣʘ ʩʪʘʣʠ ʙʦʣʝʝ ʚʘʨʠʘʪʠʚʥʳʤʠ. ʆʥʠ ʪʝʧʝʨʴ ʦʭʚʘʪʳʚʘʶʪ ʦʪʢʨʳʪʳʡ 

ʨʝʞʠʤ, ʟʘʱʠʪʫ ʢʦʤʘʥʜ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ MAC, ʟʘʱʠʪʫ ʢʦʤʘʥʜ ʰʠʬʨʦʚʘʥʠʝʤ ʠ MAC, ʘ 

ʪʘʢʞʝ ʟʘʱʠʪʫ ʠ ʢʦʤʘʥʜ, ʠ ʦʪʚʝʪʦʚ.  

ɺ SCP03 ʚʚʝʜʝʥʳ ʩʣʝʜʫʶʱʠʝ ʫʣʫʯʰʝʥʠʷ ʠ ʠʟʤʝʥʝʥʠʷ ʜʣʷ ʧʦʚʳʰʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʦʩʦʙʝʥʥʦ ʘʢʮʝʥʪʠʨʦʚʘʥʳ ʥʘ ʧʨʠʤʝʥʝʥʠʠ AES: 

ɿʘʤʝʥʘ DES ʥʘ AES: SCP03 ʨʘʟʨʘʙʦʪʘʥ ʩ ʧʨʠʤʝʥʝʥʠʝʤ AES ʜʣʷ ʟʘʤʝʥʳ DES, 

ʢʦʪʦʨʳʡ ʙʦʣʴʰʝ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʨʝʙʦʚʘʥʠʷʤ ʩʪʦʡʢʦʩʪʠ. ʊʝʧʝʨʴ ʧʦʩʪʦʷʥʥʳʝ ʢʣʶʯʠ AES 

ʤʦʛʫʪ ʭʨʘʥʠʪʴʩʷ ʚ Card Manager ʩ ʜʣʠʥʦʡ 128, 192 ʠʣʠ 256 ʙʠʪ. 

ʆʙʥʦʚʣʝʥʥʘʷ ʩʭʝʤʘ ʜʠʚʝʨʩʠʬʠʢʘʮʠʠ: ʅʦʚʳʡ ʤʝʭʘʥʠʟʤ ʜʠʚʝʨʩʠʬʠʢʘʮʠʠ ʩʝʘʥʩʦʚʳʭ 

ʢʣʶʯʝʡ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʬʫʥʢʮʠʠ KDF ʠʟ NIST 800-108 ʩ AES-CMAC, ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʚʘʨʠʘʪʠʚʥʦʩʪʴ ʜʣʠʥʳ ʢʣʶʯʝʡ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʜʣʷ ʚʳʨʘʙʦʪʢʠ ʩʝʘʥʩʦʚʳʭ ʢʣʶʯʝʡ, ʪʘʢ ʠ 

ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ ʢʨʠʧʪʦʛʨʘʤʤ ʚʟʘʠʤʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ.  

ʈʘʩʰʠʨʝʥʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʢʣʶʯʘ K_enc: ʂʣʶʯ K_enc ʪʝʧʝʨʴ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʰʠʬʨʦʚʘʥʠʝ ʢʘʢ ʢʦʤʘʥʜ, ʪʘʢ ʠ ʦʪʚʝʪʦʚ APDU. ɼʣʷ ʟʘʱʠʪʳ ʢʦʤʘʥʜ ʠʩʧʦʣʴʟʫʶʪʩʷ K_enc ʠ 

K_c_mac, ʘ ʜʣʷ ʟʘʱʠʪʳ ʦʪʚʝʪʦʚ ð K_enc ʠ K_r_mac. 

ʄʝʪʦʜ ʚʳʯʠʩʣʝʥʠʷ MAC: MAC ʪʝʧʝʨʴ ʨʘʩʩʯʠʪʳʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ AES-CMAC ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ NIST 800-38B, ʘ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ 

AES-CBC. 

ʕʪʠ ʥʦʚʦʚʚʝʜʝʥʠʷ ʜʝʣʘʶʪ SCP03 ʟʥʘʯʠʪʝʣʴʥʦ ʙʦʣʝʝ ʫʩʪʦʡʯʠʚʳʤ ʢ ʩʦʚʨʝʤʝʥʥʳʤ 

ʫʛʨʦʟʘʤ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʢʦʤʧʣʝʢʩʥʫʶ ʟʘʱʠʪʫ ʠ ʫʣʫʯʰʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʰʠʬʨʦʚʘʥʠʷ ʢʘʢ 

ʜʣʷ ʢʦʤʘʥʜ, ʪʘʢ ʠ ʜʣʷ ʦʪʚʝʪʦʚ APDU. 

ɺ ʠʶʣʝ 2022 ʛʦʜʘ ʙʳʣʘ ʦʧʫʙʣʠʢʦʚʘʥʘ ʩʧʝʮʠʬʠʢʘʮʠʷ SCP04 ʧʦʜ ʥʘʟʚʘʥʠʝʤ çCard 

Specification v2.3 ï Amendment Kè ʚ ʩʪʘʪʫʩʝ Public Review. ɻʣʘʚʥʘʷ ʮʝʣʴ GlobalPlatform ð 

ʩʦʟʜʘʪʴ ʫʥʠʚʝʨʩʘʣʴʥʳʡ ʠ ʛʠʙʢʠʡ ʧʨʦʪʦʢʦʣ ʩ ʤʦʜʫʣʴʥʦʡ ʩʪʨʫʢʪʫʨʦʡ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʪ 

ʣʝʛʢʦ ʜʦʙʘʚʣʷʪʴ ʥʦʚʳʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ ʠʣʠ ʨʝʞʠʤʳ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʩʦʟʜʘʚʘʪʴ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʧʨʦʪʦʢʦʣ.  

ʆʩʦʙʝʥʥʦʩʪʴʶ SCP04 ʩʪʘʣʦ ʚʚʝʜʝʥʠʝ ʤʝʭʘʥʠʟʤʘ ʦʙʥʦʚʣʝʥʠʷ ʢʣʶʯʝʡ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʧʦʣʘʛʘʝʪ ʦʮʝʥʢʫ ʥʘʛʨʫʟʢʠ ʥʘ ʩʝʘʥʩʦʚʳʝ ʢʣʶʯʠ ʩ ʠʭ ʧʦʩʣʝʜʫʶʱʝʡ ʟʘʤʝʥʦʡ ʧʨʠ 

ʜʦʩʪʠʞʝʥʠʠ ʧʦʨʦʛʦʚ. ʍʦʪʷ ʵʪʘ ʬʫʥʢʮʠʷ ʧʦʢʘ ʥʝ ʨʝʘʣʠʟʦʚʘʥʘ, ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʦʥʘ 

ʙʫʜʝʪ ʨʘʟʚʠʪʘ ʚ ʙʫʜʫʱʝʤ. 

ɹʘʟʦʚʳʤʠ ʘʣʛʦʨʠʪʤʘʤʠ SCP04 ʷʚʣʷʶʪʩʷ AES, AES-GCM ʠ SM4, ʜʣʷ ʢʦʪʦʨʳʭ 

ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʪʨʠ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʅʘʧʨʠʤʝʨ, ʢʦʥʬʠʛʫʨʘʮʠʷ ʜʣʷ AES ʘʥʘʣʦʛʠʯʥʘ SCP03, 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʪʥʦʩʠʪʝʣʴʥʦ ʙʳʩʪʨʦ ʦʙʥʦʚʠʪʴ ʫʞʝ ʨʝʘʣʠʟʦʚʘʥʥʳʝ SCP03 ʜʦ SCP04 ʚ 

ʤʠʥʠʤʘʣʴʥʦʤ ʚʘʨʠʘʥʪʝ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, GlobalPlatform ʧʨʦʜʦʣʞʘʝʪ ʨʘʟʚʠʚʘʪʴ ʪʝʭʥʦʣʦʛʠʠ ʟʘʱʠʪʳ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʢʘʨʪʳ ʠ ʪʝʨʤʠʥʘʣʘ, ʩʦʭʨʘʥʷʷ ʧʨʠʚʝʨʞʝʥʥʦʩʪʴ ʚʳʙʨʘʥʥʦʡ 20 ʣʝʪ ʥʘʟʘʜ 

ʘʨʭʠʪʝʢʪʫʨʝ ʠ ʘʜʘʧʪʠʨʫʷʩʴ ʢ ʥʦʚʳʤ ʚʳʟʦʚʘʤ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʨʘʙʦʪʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʛʣʫʙʦʢʦʛʦ ʠʟʫʯʝʥʠʷ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʥʘ ʧʨʠʤʝʨʝ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʨʘʙʦʪʳ FAT16, ʢʘʢ 

ʥʘʠʙʦʣʝʝ ʧʨʦʩʪʦʡ ʠ ʜʦʩʪʫʧʥʦʡ ʩʨʝʜʠ ʤʥʦʞʝʩʪʚʘ ʩʦʚʨʝʤʝʥʥʳʭ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ. ʎʝʣʴʶ 

ʩʪʘʪʴʠ ʷʚʣʷʝʪʩʷ ʜʝʤʦʥʩʪʨʘʮʠʷ ʦʛʨʦʤʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ 

ʤʦʜʝʣʝʡ ʧʨʠ ʠʟʫʯʝʥʠʠ ʩʣʦʞʥʳʭ ʧʦʥʷʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʠʟʫʯʝʥʠʝʤ ʨʘʙʦʪʳ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʥʘ ʥʠʟʢʦʤ ʫʨʦʚʥʝ. ɺ ʨʘʙʦʪʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʡ ʤʦʜʝʣʠ ʩ 

ʧʦʰʘʛʦʚʳʤ ʚʳʧʦʣʥʝʥʠʝʤ ʟʘʜʘʥʠʡ ʧʦ ʨʘʙʦʪʝ ʩ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ FAT. ʆʙʦʙʱʘʝʪʩʷ 

ʧʨʘʢʪʠʯʝʩʢʠʡ ʦʧʳʪ ʧʨʦʚʝʜʝʥʠʷ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ ʧʦ ʜʠʩʮʠʧʣʠʥʘʤ çʉʠʩʪʝʤʥʦʝ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝè, çʉʠʩʪʝʤʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè ʚ ʚʫʟʝ ʠ ʢʦʣʣʝʜʞʝ.  

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʧʨʦʛʨʘʤʤʥʘʷ ʤʦʜʝʣʴ, ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ, FAT, ʩʠʩʪʝʤʥʘʷ 

ʦʙʣʘʩʪʴ, ʬʘʡʣ, ʢʘʪʘʣʦʛ. 

 

Abstract 

In this paper, we consider the possibility of in-depth study of the functioning of file 

systems using the example of FAT16 modeling, as the simplest and most accessible among 

many modern file systems. The purpose of the article is to demonstrate the enormous 

possibilities of using software models in the study of complex constructions related to the study 

of operating systems at a low level. The paper describes a software model with step-by-step tasks 

for working with the FAT file system. The practical experience of conducting laboratory work in 

the disciplines of "System Programming", "System software" in higher education and college is 

summarized.  
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ʉʪʨʝʤʠʪʝʣʴʥʦʝ ʨʘʟʚʠʪʠʝ IT-ʦʪʨʘʩʣʠ, ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʛʠʛʘʥʪʩʢʠʤʠ ʪʝʤʧʘʤʠ 

ʪʝʭʥʦʣʦʛʠʡ ʨʘʟʨʘʙʦʪʢʠ ʢʘʢ ʘʧʧʘʨʘʪʥʦʛʦ, ʪʘʢ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚʦʚʩʝ ʥʝ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʥʫʞʥʦ ʟʘʙʳʪʴ ʠʣʠ ʚʦʚʩʝ ʥʝ ʟʥʘʪʴ ʠ ʥʝ ʠʟʫʯʘʪʴ ʪʝ ʙʘʟʦʚʳʝ ʦʩʥʦʚʳ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʣʦʞʝʥʳ ʝʱʝ ʚ 70-ʝ ʛʦʜʳ ʧʨʦʰʣʦʛʦ ʚʝʢʘ. 

ʄʥʦʛʦʝ ʠʟ ʪʦʛʦ, ʢ ʯʝʤʫ ʤʳ ʩʝʡʯʘʩ ʧʨʠʚʳʢʣʠ ʠ ʧʦʣʴʟʫʝʤʩʷ, ʥʝ ʟʘʜʫʤʳʚʘʷʩʴ, ʩʯʠʪʘʷ ʵʪʦ 

ʩʘʤʦ ʩʦʙʦʡ ʨʘʟʫʤʝʶʱʠʤʩʷ, ʨʘʟʨʘʙʘʪʳʚʘʣʦʩʴ ʤʥʦʛʠʤʠ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʜʘʣʝʢʦ ʥʝ ʩʨʘʟʫ, ʘ 

ʰʘʛ ʟʘ ʰʘʛʦʤ, ʧʦʩʪʝʧʝʥʥʦ ʩʦʚʝʨʰʝʥʩʪʚʫʷ ʤʝʪʦʜʳ ʠ ʩʧʦʩʦʙʳ, ʘʣʛʦʨʠʪʤʳ ʠ 

ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʨʘʟʨʘʙʦʪʢʠ. 

ʉʪʫʜʝʥʪʘʤ, ʦʙʫʯʘʶʱʠʤʩʷ ʥʘ IT-ʩʧʝʮʠʘʣʴʥʦʩʪʷʭ, ʜʦʣʞʥʦ ʙʳʪʴ ʥʝ ʪʦʣʴʢʦ ʧʨʦʩʪʦ 

ʠʥʪʝʨʝʩʥʦ, ʥʦ ʠ ʯʨʝʟʚʳʯʘʡʥʦ ʧʦʣʝʟʥʦ ʟʥʘʪʴ, ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʦʨʛʘʥʠʟʦʚʘʥʘ ʨʘʙʦʪʘ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʢʘʢ ʬʫʥʢʮʠʦʥʠʨʫʶʪ ʦʪʜʝʣʴʥʳʝ ʤʦʜʫʣʠ, ʫʧʨʘʚʣʷʶʱʠʝ ʨʘʙʦʪʦʡ 

ʧʝʨʠʬʝʨʠʡʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʚʳʧʦʣʥʝʥʠʝʤ ʧʨʦʮʝʩʩʦʚ. 

ʆʜʥʦʡ ʠʟ ʥʝʦʙʭʦʜʠʤʳʭ ʠ ʧʨʠ ʵʪʦʤ ʦʯʝʥʴ ʠʥʪʝʨʝʩʥʦʡ ʷʚʣʷʝʪʩʷ ʧʦʜʩʠʩʪʝʤʘ 

ʫʧʨʘʚʣʝʥʠʷ ʬʘʡʣʘʤʠ, ʠʣʠ ʧʨʦʩʪʦ ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ (ʌʉ). ʌʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ð ʵʪʦ 

ʘʨʭʠʪʝʢʪʫʨʘ, ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʩʧʝʮʠʘʣʴʥʳʤ ʦʙʨʘʟʦʤ ʠ, ʢʦʪʦʨʘʷ ʙʝʨʸʪ ʥʘ ʩʝʙʷ ʬʫʥʢʮʠʶ 

ʩʦʟʜʘʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʬʘʡʣʘʤʠ ʠ ʧʘʧʢʘʤʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʜʦʣʛʦʚʨʝʤʝʥʥʦʛʦ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ. ɽʱʝ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʥʘʙʦʨ ʛʨʫʧʧ ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ 

ʜʘʥʥʳʭ, ʭʨʘʥʷʱʠʭʩʷ ʚ ʜʦʣʛʦʚʨʝʤʝʥʥʦʡ ʧʘʤʷʪʠ [4]. ʆʥʘ ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʚʘʞʥʳʭ, 

ʩʣʦʞʥʳʭ ʠ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʠʭʩʷ ʧʦʜʩʠʩʪʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʌʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (ʆʉ). ʂʘʞʜʘʷ ʆʉ 

ʠʤʝʝʪ ʩʚʦʶ çʨʦʜʥʫʶè ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ, ʢʦʪʦʨʦʡ ʦʥʘ ʫʧʨʘʚʣʷʝʪ, ʠ ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʩʝʭ ʩʠʩʪʝʤʥʳʭ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʜʘʥʥʳʭ ʠ ʧʨʦʛʨʘʤʤ. ʅʦ ʚ ʩʦʚʨʝʤʝʥʥʦʤ 



-76- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʀʊ-ʤʠʨʝ ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ, ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʪʘʢʦʝ ʞʝ 

ʤʥʦʞʝʩʪʚʦ ʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʨʘʟʣʠʯʘʶʪʩʷ ʧʦ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ ʢ ʦʧʨʝʜʝʣʝʥʥʦʡ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʠ ʪʠʧʫ ʥʦʩʠʪʝʣʷ: 

NTFS ð ʦʜʥʘ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʭ ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ʜʣʷ ʞʸʩʪʢʠʭ ʜʠʩʢʦʚ 

ʠʣʠ ʪʚʝʨʜʦʪʝʣʴʥʳʭ ʥʘʢʦʧʠʪʝʣʝʡ. ʆʪʣʠʯʘʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝʤ ʦʛʨʘʥʠʯʝʥʠʡ ʚ ʨʘʟʤʝʨʘʭ ʬʘʡʣʦʚ 

ʠʣʠ ʨʘʟʜʝʣʦʚ, ʘ ʪʘʢʞʝ ʨʷʜʦʤ ʚʩʪʨʦʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ; 

FAT32 ð ʦʩʥʦʚʥʘʷ ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ʜʣʷ ʬʣʝʰʝʢ, ʘ ʪʘʢʞʝ ʚʥʝʰʥʠʭ HDD ʠ SSD. 

ʆʪʜʝʣʴʥʳʡ ʬʘʡʣ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʝ 4 ʛʠʛʘʙʘʡʪ, ʘ ʨʘʟʜʝʣ ð ʙʦʣʴʰʝ 8 ʪʝʨʘʙʘʡʪ; 

exFAT ð ʧʦʷʚʠʣʘʩʴ ʠ ʧʦʟʠʮʠʦʥʠʨʦʚʘʣʘʩʴ ʢʘʢ ʟʘʤʝʥʘ FAT32. ʆʪʣʠʯʘʝʪʩʷ 

ʦʪʩʫʪʩʪʚʠʝʤ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʨʘʟʤʝʨʳ ʬʘʡʣʦʚ ʠʣʠ ʨʘʟʜʝʣʦʚ, ʘ ʪʘʢʞʝ ʩʦʚʤʝʩʪʠʤʦʩʪʴʶ ʩ 

macOS; 

ʠ ʜʨʫʛʠʝ. 

ʆʪ ʚʳʙʦʨʘ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʟʘʚʠʩʷʪ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ ʩ ʬʘʡʣʘʤʠ ʠ ʠʭ 

ʩʦʭʨʘʥʥʦʩʪʴ, ʩʢʦʨʦʩʪʴ ʟʘʧʠʩʠ ʠ ʧʦʜʜʝʨʞʠʚʘʝʤʳʡ ʨʘʟʤʝʨ ʬʘʡʣʦʚ. 

ʅʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʨʘʟʥʠʮʫ ʚʦ ʚʥʫʪʨʝʥʥʝʤ ʫʩʪʨʦʡʩʪʚʝ, ʚʩʝ ʬʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ 

ʚʳʧʦʣʥʷʶʪ ʘʥʘʣʦʛʠʯʥʳʝ ʬʫʥʢʮʠʠ (ʨʘʟʤʝʱʝʥʠʝ ʠ ʫʧʦʨʷʜʦʯʠʚʘʥʠʝ ʜʘʥʥʳʭ, ʩʦʟʜʘʥʠʝ, 

ʯʪʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʬʘʡʣʦʚ, ʥʘʟʥʘʯʝʥʠʝ ʠ ʠʟʤʝʥʝʥʠʝ ʘʪʨʠʙʫʪʦʚ ʬʘʡʣʦʚ ʠ ʪ. ʜ.) [1]. ʊʘʢʞʝ 

ʬʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ ʠʤʝʶʪ ʘʥʘʣʦʛʠʯʥʳʡ ʩʦʩʪʘʚ, ʣʶʙʘʷ ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ʚʢʣʶʯʘʝʪ: 

ʩʦʚʦʢʫʧʥʦʩʪʴ ʚʩʝʭ ʬʘʡʣʦʚ ʥʘ ʜʠʩʢʝ; 

ʥʘʙʦʨʳ ʩʪʨʫʢʪʫʨ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʬʘʡʣʘʤʠ, ʪʘʢʠʝ, 

ʥʘʧʨʠʤʝʨ, ʢʘʢ ʢʘʪʘʣʦʛʠ ʬʘʡʣʦʚ, ʜʝʩʢʨʠʧʪʦʨʳ ʬʘʡʣʦʚ, ʪʘʙʣʠʮʳ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʩʚʦʙʦʜʥʦʛʦ 

ʠ ʟʘʥʷʪʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʥʘ ʜʠʩʢʝ 

ʢʦʤʧʣʝʢʩ ʩʠʩʪʝʤʥʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʨʝʘʣʠʟʫʶʱʠʭ ʫʧʨʘʚʣʝʥʠʝ ʬʘʡʣʘʤʠ, ʚ 

ʯʘʩʪʥʦʩʪʠ: ʩʦʟʜʘʥʠʝ, ʫʥʠʯʪʦʞʝʥʠʝ, ʯʪʝʥʠʝ, ʟʘʧʠʩʴ, ʠʤʝʥʦʚʘʥʠʝ, ʧʦʠʩʢ ʠ ʜʨʫʛʠʝ ʦʧʝʨʘʮʠʠ 

ʥʘʜ ʬʘʡʣʘʤʠ [2]. 

ʇʦʩʢʦʣʴʢʫ ʙʘʟʦʚʳʝ ʦʩʥʦʚʳ ʦʨʛʘʥʠʟʘʮʠʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʙʘʟʠʨʫʶʪʩʷ ʥʘ ʝʜʠʥʳʭ 

ʧʨʠʥʮʠʧʘʭ, ʜʣʷ ʠʟʫʯʝʥʠʷ ʨʘʙʦʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ çʠʟʥʫʪʨʠè, ʤʦʞʥʦ ʥʘʯʘʪʴ ʩ 

ʧʨʦʩʪʝʡʰʝʡ ʠ ʠʩʧʦʣʴʟʫʝʤʦʡ ʫʞʝ ʚ ʪʝʯʝʥʠʝ ʜʝʩʷʪʠʣʝʪʠʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ FAT. ʂʦʛʜʘ-ʪʦ 

ʜʣʷ ʠʟʫʯʝʥʠʷ ʨʘʙʦʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʤʦʞʥʦ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ DISKEDIT, 

ʢʦʪʦʨʘʷ ʷʚʣʷʝʪʩʷ ʧʦ ʩʫʪʠ ʥʠʟʢʦʫʨʦʚʥʝʚʳʤ ʜʠʩʢʦʚʳʤ ʨʝʜʘʢʪʦʨʦʤ ʠ, ʢʦʪʦʨʘʷ ʩʣʫʞʠʪ ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʜʠʩʢʘʭ ʚʨʫʯʥʫʶ [3]. ʆʥʘ ʦʙʣʘʜʘʝʪ ʰʠʨʦʢʠʤʠ 

ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʦʜʥʘʢʦ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʪʦʣʴʢʦ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʤʠ, 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʚʦ ʚʩʝʭ ʜʝʪʘʣʷʭ ʟʥʘʶʱʠʤʠ ʧʦʨʷʜʦʢ ʨʘʟʤʝʱʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʞʝʩʪʢʠʭ 

ʜʠʩʢʘʭ. ʀʩʧʦʣʴʟʦʚʘʪʴ ʪʘʢʫʶ ʫʪʠʣʠʪʳ ʥʘ ʩʦʚʨʝʤʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩʣʦʞʥʦ ʠ 

ʥʝʞʝʣʘʪʝʣʴʥʦ. 

ʅʦ ʠʤʝʥʥʦ ʫʪʠʣʠʪʘ DISKEDIT ʧʦʩʣʫʞʠʣʘ ʧʨʦʪʦʪʠʧʦʤ ʧʨʦʛʨʘʤʤʥʦʡ ʤʦʜʝʣʠ ʜʣʷ 

ʠʟʫʯʝʥʠʷ ʤʝʭʘʥʠʟʤʦʚ ʨʘʙʦʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ FAT16. 

ʇʨʦʛʨʘʤʤʘ ʵʤʫʣʠʨʫʝʪ ʨʘʙʦʪʫ ʜʠʩʢʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ ʧʦ ʜʠʩʮʠʧʣʠʥʝ çʉʠʩʪʝʤʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè. 

ɺʩʝ ʜʝʡʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʥʘʜ ʩʦʟʜʘʥʥʳʤ ʚ ʧʘʤʷʪʠ ʚʠʨʪʫʘʣʴʥʳʤ 

ʜʠʩʢʦʤ, ʠʤʝʶʱʠʤ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ FAT. ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʟʘʜʘʥʠʡ ʧʦ ʚʘʨʠʘʥʪʫ ʠ ʠʭ 

ʚʳʧʦʣʥʝʥʠʷ ʙʳʣʠ ʩʦʟʜʘʥʳ ʦʙʨʘʟʳ ʨʝʘʣʴʥʳʭ ʜʠʩʢʦʚ ʩ ʬʘʡʣʘʤʠ ʠ ʢʘʪʘʣʦʛʘʤʠ, 

ʥʘʭʦʜʷʱʠʤʠʩʷ ʥʘ ʥʠʭ ʚ ʪʦʪ ʤʦʤʝʥʪ. 

ɺʩʷ ʨʘʙʦʪʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʪʝʦʨʝʪʠʯʝʩʢʫʶ ʠ ʧʨʘʢʪʠʯʝʩʢʫʶ ʯʘʩʪʠ. ʇʨʘʢʪʠʯʝʩʢʘʷ ʯʘʩʪʴ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʨʦʭʦʞʜʝʥʠʠ ʪʝʩʪʘ ʠ ʨʷʜʘ ʟʘʜʘʥʠʡ. ʊʝʩʪ ʦʨʠʝʥʪʠʨʦʚʘʥ, ʚ ʦʩʥʦʚʥʦʤ, ʥʘ 

ʦʙʱʠʝ ʟʥʘʥʠʷ ʧʦ ʜʘʥʥʦʡ ʪʝʤʝ. ʉʘʤʠ ʟʘʜʘʥʠʷ ʥʘ ʣʘʙʦʨʘʪʦʨʥʫʶ ʨʘʙʦʪʫ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ 

ʚʳʧʦʣʥʝʥʠʝ ʪʝʭ ʞʝ ʰʘʛʦʚ, ʢʦʪʦʨʳʝ ʩʦʚʝʨʰʘʝʪ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʬʘʡʣʘʤʠ [6]. 

ʀʥʪʝʨʬʝʡʩ ʣʘʙʦʨʘʪʦʨʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʦʩʪ ʠ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʝʥ ʠ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ 

ʈʠʩʫʥʢʝ 1.  
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ʈʠʩʫʥʦʢ .1 ʀʥʪʝʨʬʝʡʩ ʣʘʙʦʨʘʪʦʨʥʦʡ ʤʦʜʝʣʠ ɼʠʩʢʦʚʳʡ ʨʝʜʘʢʪʦʨ. 

 

ʊʘʢ ʚʳʛʣʷʜʠʪ ʦʢʥʦ ʧʨʦʛʨʘʤʤʳ ʩ ʦʪʢʨʳʪʳʤ "ɿʘʛʨʫʟʦʯʥʳʤ ʩʝʢʪʦʨʦʤ". 

ʅʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʠʟʤʝʥʷʪʴ ʜʘʥʥʳʝ ʩʝʢʪʦʨʘ ʥʝʪ ʚʦʟʤʦʞʥʦʩʪʠ. ɺʩʝ ʠʟʤʝʥʝʥʠʷ ʚʚʦʜʷʪʩʷ ʚ 

ʩʧʝʮʠʘʣʴʥʳʝ ʧʦʣʷ. 

ʂʘʞʜʳʡ ʚʘʨʠʘʥʪ ʩʦʩʪʦʠʪ ʠʟ 15 ʟʘʜʘʥʠʡ, ʢʦʪʦʨʳʝ ʩʪʫʜʝʥʪ ʜʦʣʞʝʥ ʚʳʧʦʣʥʠʪʴ ʚ 

ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʦʨʷʜʢʝ. ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʘʞʜʦʛʦ ʟʘʜʘʥʠʷ ʬʠʢʩʠʨʫʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ 

ʩʜʝʣʘʥʥʳʭ ʦʰʠʙʦʢ. ʇʨʠʤʝʨʥʳʡ ʩʧʠʩʦʢ ʟʘʜʘʥʠʡ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʈʠʩʫʥʢʝ 2. 

 

 
ʈʠʩʫʥʦʢ 2. ʉʧʠʩʦʢ ʟʘʜʘʥʠʡ ʧʦ ʚʘʨʠʘʥʪʫ. 

 

ɺʳʧʦʣʥʷʷ ʧʦ ʦʯʝʨʝʜʠ ʚʩʝ ʟʘʜʘʥʠʷ, ʩʪʫʜʝʥʪʳ ʧʦʩʪʝʧʝʥʥʦ ʟʥʘʢʦʤʷʪʩʷ ʩ ʪʝʤ, ʢʘʢ 

ʬʘʡʣʦʚʘʷ ʩʠʩʪʝʤʘ ʧʦʰʘʛʦʚʦ ʚʳʧʦʣʥʷʝʪ ʦʧʝʨʘʮʠʠ ʥʘʜ ʬʘʡʣʘʤʠ. ɺ ʣʘʙʦʨʘʪʦʨʥʦʡ ʫʩʪʘʥʦʚʢʝ 

ʩʦʙʨʘʥʳ ʚʩʝ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ, ʚʳʧʦʣʥʷʝʤʳʝ ʌʉ FAT 

ʅʘ ʨʠʩʫʥʢʘʭ 3 ʠ 4 ʧʦʢʘʟʘʥʳ ʠʥʪʝʨʬʝʡʩʳ ʜʚʫʭ ʟʘʜʘʥʠʡ, ʚʳʧʦʣʥʷʝʤʳʭ ʩʪʫʜʝʥʪʘʤʠ 

[5, ʩ.33] 

 

 
ʈʠʩʫʥʦʢ 3. ʇʦʠʩʢ ʥʦʤʝʨʘ ʩʚʦʙʦʜʥʦʛʦ ʢʣʘʩʪʝʨʘ ʧʨʠ ʩʦʟʜʘʥʠʠ ʬʘʡʣʘ. 
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ʈʠʩʫʥʦʢ 4. ʆʙʣʘʩʪʴ ʜʘʥʥʳʭ ʩʦ ʩʧʠʩʢʦʤ ʢʣʘʩʪʝʨʦʚ 

 

ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʨʘʙʦʪʳ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ ʦʢʥʝ ʨʝʟʫʣʴʪʘʪʦʚ [5, c. 49], 

ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʈʠʩʫʥʢʝ 5. 

 

 
ʈʠʩʫʥʦʢ 5. ʆʢʥʦ ʨʝʟʫʣʴʪʘʪʦʚ 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʦʡ ʤʦʜʝʣʠ ʤʦʞʥʦ ʧʨʠʚʠʪʴ 

ʩʪʫʜʝʥʪʘʤ ʥʘʚʳʢʠ ʨʘʙʦʪʳ ʩ ʬʘʡʣʦʚʳʤʠ ʩʠʩʪʝʤʘʤʠ ʥʘ ʥʠʟʢʦʤ ʫʨʦʚʥʝ. ɼʘʥʥʘʷ 

ʧʨʦʛʨʘʤʤʥʘʷ ʤʦʜʝʣʴ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ ʧʦ ʜʠʩʮʠʧʣʠʥʝ 

çʉʠʩʪʝʤʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè ʥʘ ʢʘʬʝʜʨʝ ʕɺʄ ɺʷʪɻʋ (ʛ.ʂʠʨʦʚ). ʇʨʠ ʝʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʨʫʛʠʭ ʧʦʜʦʙʥʳʭ ʤʦʜʝʣʝʡ ʧʦʚʳʰʘʝʪʩʷ ʫʨʦʚʝʥʴ 

ʧʦʥʠʤʘʥʠʷ ʩʪʫʜʝʥʪʘʤʠ ʦʧʝʨʘʮʠʡ, ʚʳʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ ʠ, ʢʘʢ ʧʝʨʚʳʡ 

ʚʠʜʠʤʳʡ ʨʝʟʫʣʴʪʘʪ, ʙʦʣʝʝ ʚʳʩʦʢʠʝ ʦʮʝʥʢʠ ʧʨʠ ʩʜʘʯʝ ʵʢʟʘʤʝʥʘ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʘʢʠʭ 

ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʝʣʝʡ ʧʦʣʝʟʥʦ ʜʣʷ ʚʩʝʭ, ʢʪʦ ʭʦʯʝʪ ʧʦʥʷʪʴ ʧʨʠʥʮʠʧʳ ʦʨʛʘʥʠʟʘʮʠʠ ʠ 

ʨʘʙʦʪʳ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ. 
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ɸʥʥʦʪʘʮʠʷ 

ʉʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʩʪʘʣʦ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʫʩʧʝʭʘ ʣʶʙʦʡ ʢʦʤʧʘʥʠʠ, ʠ 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʩʥʠʞʝʥʠʠ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʨʘʩʭʦʜʦʚ. ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʨʠʯʠʥʳ ʠ ʧʨʝʠʤʫʱʝʩʪʚʘ 

ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʩʝʨʚʠʩʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʦʩʥʦʚʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʪʝʭʥʦʣʦʛʠʠ, 

ʪʘʢʠʝ ʢʘʢ RPA ʠ CRM-ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʫʣʫʯʰʠʪʴ ʢʘʯʝʩʪʚʦ ʫʩʣʫʛ ʠ ʧʦʚʳʩʠʪʴ 

ʫʜʦʚʣʝʪʚʦʨʝʥʥʦʩʪʴ ʢʣʠʝʥʪʦʚ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʘʚʪʦʤʘʪʠʟʘʮʠʷ, ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ, RPA, CRM, 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ, ʦʧʝʨʘʮʠʦʥʥʳʝ ʨʘʩʭʦʜʳ, ʢʘʯʝʩʪʚʦ ʫʩʣʫʛ, ʫʜʦʚʣʝʪʚʦʨʝʥʥʦʩʪʴ ʢʣʠʝʥʪʦʚ. 

 

Abstract 

After-sales service has become an integral part of the success of any company, and 

automation of this process helps to increase efficiency and reduce operating costs. The article 

discusses the reasons and benefits of service automation, as well as the main tools and 

technologies such as RPA and CRM systems that help improve the quality of services and 

increase customer satisfaction. 

Keywords: automation, after-sales service, ERP, CRM, efficiency, operating costs, 

quality of services, customer satisfaction. 

 

ʉʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʜʘʚʥʦ ʧʝʨʝʩʪʘʣʦ ʙʳʪʴ ʧʨʦʩʪʦ ʧʦʜʜʝʨʞʢʦʡ ʢʣʠʝʥʪʦʚ, ʦʥʦ 

ʩʪʘʣʦ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʫʩʧʝʭʘ ʣʶʙʦʡ ʢʦʤʧʘʥʠʠ. ʉʝʛʦʜʥʷ ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʩʝʨʚʠʩʥʦʛʦ 

ʦʙʩʣʫʞʠʚʘʥʠʷ ï ʵʪʦ ʢʣʶʯ ʢ ʧʦʚʳʰʝʥʠʶ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʩʥʠʞʝʥʠʶ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʨʘʩʭʦʜʦʚ, ʧʦʵʪʦʤʫ ʨʘʩʩʤʦʪʨʠʤ, ʢʘʢ ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʫʣʫʯʰʘʝʪ ʩʝʨʚʠʩʥʳʝ ʧʨʦʮʝʩʩʳ, ʘ ʪʘʢʞʝ 

ʦʩʥʦʚʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʧʨʠʤʝʥʷʝʤʳʝ ʜʣʷ ʚʥʝʜʨʝʥʠʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ. 

ɿʘʯʝʤ ʚʦʦʙʱʝ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ? 

Å ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʨʫʪʠʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ʧʦʟʚʦʣʷʝʪ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ 

ʥʝʦʙʭʦʜʠʤʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʠʟʙʝʞʘʪʴ ʧʨʦʩʪʦʷ. 

Å ʢʣʠʝʥʪʳ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʦʪʚʝʪ ʠʣʠ ʧʦʤʦʱʴ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʥʝ 

ʜʦʞʠʜʘʷʩʴ ʦʧʝʨʘʪʦʨʦʚ. 

Å ʫʤʝʥʴʰʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʦʰʠʙʦʢ, ʚʦʟʥʠʢʘʶʱʠʭ ʠʟ-ʟʘ ʯʝʣʦʚʝʯʝʩʢʦʛʦ 

ʚʤʝʰʘʪʝʣʴʩʪʚʘ, ʦʩʦʙʝʥʥʦ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʩʪʘʥʜʘʨʪʥʳʭ ʟʘʧʨʦʩʦʚ. 

Å ʙʳʩʪʨʳʡ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʠ ʨʝʰʝʥʠʷʤ ʩʧʦʩʦʙʩʪʚʫʝʪ ʣʫʯʰʝʤʫ ʦʧʳʪʫ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 

ʉʘʤʦ ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʥʘʯʠʥʘʝʪʩʷ ʝʱʝ ʜʦ ʤʦʤʝʥʪʘ ʧʨʦʜʘʞʠ, ʩʦʟʜʘʚʘʷ 

ʫʩʣʦʚʠʷ ʜʣʷ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ. [1]  ɺ ʧʨʝʜʧʨʦʜʘʞʥʦʝ 

ʦʙʩʣʫʞʠʚʘʥʠʝ ʚʢʣʶʯʝʥʳ: ʧʦʣʥʦʝ ʦʧʠʩʘʥʠʝ ʜʦʩʪʫʧʥʳʭ ʫʩʣʫʛ, ʫʢʘʟʘʥʠʝ ʩʨʦʢʦʚ ʜʦʩʪʘʚʢʠ, 

ʧʨʘʚʠʣ ʚʦʟʚʨʘʪʘ ʠ ʦʪʤʝʥʳ ʟʘʢʘʟʘ, ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʧʦʩʦʙʘʭ ʜʦʩʪʘʚʢʠ, ʘ ʪʘʢʞʝ ʤʝʨʳ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʪʘʙʠʣʴʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʚ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʷʭ (ʥʘʧʨʠʤʝʨ, ʧʨʠ 

ʟʘʙʘʩʪʦʚʢʘʭ ʠʣʠ ʧʨʠʨʦʜʥʳʭ ʢʘʪʘʩʪʨʦʬʘʭ). ʇʦʤʠʤʦ ʵʪʦʛʦ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʘʷ ʩʪʨʫʢʪʫʨʘ 

ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʘ ʧʦʟʚʦʣʷʪʴ ʵʬʬʝʢʪʠʚʥʦ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʧʦʣʠʪʠʢʫ ʚ ʦʙʣʘʩʪʠ ʩʝʨʚʠʩʥʦʛʦ 

ʦʙʩʣʫʞʠʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʪʴ ʧʦʜʛʦʪʦʚʢʫ ʩʧʨʘʚʦʯʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʠ 
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-80- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʦʙʫʯʘʶʱʠʭ ʢʫʨʩʦʚ ʜʣʷ ʢʣʠʝʥʪʦʚ. ɺʦ ʚʨʝʤʷ ʧʨʦʜʘʞ ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʧʨʦʮʝʩʩ ʜʦʩʪʘʚʢʠ ʪʦʚʘʨʦʚ ʢʣʠʝʥʪʘʤ, ʚʢʣʶʯʘʷ ʚʳʙʦʨ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ, ʧʦʜʜʝʨʞʘʥʠʝ 

ʥʝʦʙʭʦʜʠʤʳʭ ʟʘʧʘʩʦʚ ʠ ʨʘʟʨʘʙʦʪʢʫ ʧʨʦʮʝʜʫʨ ʧʦ ʦʙʨʘʙʦʪʢʝ ʟʘʢʘʟʦʚ. ʕʪʠ ʵʣʝʤʝʥʪʳ 

ʥʘʧʨʷʤʫʶ ʚʣʠʷʶʪ ʥʘ ʪʘʢʠʝ ʧʦʢʘʟʘʪʝʣʠ, ʢʘʢ ʩʨʦʢʠ ʜʦʩʪʘʚʢʠ, ʩʦʙʣʶʜʝʥʠʝ ʫʩʣʦʚʠʡ ʟʘʢʘʟʘ, 

ʢʘʯʝʩʪʚʦ ʪʦʚʘʨʘ ʧʨʠ ʧʦʩʪʘʚʢʝ ʠ ʥʘʣʠʯʠʝ ʪʦʚʘʨʘ ʥʘ ʩʢʣʘʜʝ. ʇʦʩʣʝ ʧʨʦʜʘʞʠ ʩʝʨʚʠʩʥʦʝ 

ʦʙʩʣʫʞʠʚʘʥʠʝ ʥʘʧʨʘʚʣʝʥʦ ʥʘ ʧʦʜʜʝʨʞʘʥʠʝ ʪʦʚʘʨʘ ʚ ʨʘʙʦʯʝʤ ʩʦʩʪʦʷʥʠʠ, ʫʩʪʨʘʥʝʥʠʝ 

ʚʳʷʚʣʝʥʥʳʭ ʜʝʬʝʢʪʦʚ, ʚʦʟʚʨʘʪ ʠʩʧʦʣʴʟʦʚʘʥʥʳʭ ʫʧʘʢʦʚʦʯʥʳʭ ʤʘʪʝʨʠʘʣʦʚ ʠ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʝ ʟʘʧʨʦʩʦʚ ʠ ʞʘʣʦʙ ʢʣʠʝʥʪʦʚ. ʕʪʦʪ ʩʝʨʚʠʩ, ʢʦʪʦʨʳʡ ʦʢʘʟʳʚʘʝʪʩʷ ʧʦʩʣʝ 

ʧʨʦʜʘʞʠ, ʪʨʝʙʫʝʪ ʧʣʘʥʠʨʦʚʘʥʠʷ ʝʱʝ ʜʦ ʠ ʚʦ ʚʨʝʤʷ ʧʨʦʜʘʞʠ. [3] 

ʊʘʢ, ʩʝʨʚʠʩʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʤʦʞʥʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʥʘ ʤʥʦʛʠʭ ʵʪʘʧʘʭ, ʚ ʪʦʤ 

ʯʠʩʣʝ, ʥʘʧʨʠʤʝʨ: 

 ʉʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʟʘʷʚʢʘʤʠʧʦʤʦʛʘʶʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʦʪ 

ʩʦʟʜʘʥʠʷ ʪʠʢʝʪʘ ʜʦ ʝʛʦ ʟʘʚʝʨʰʝʥʠʷ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʣʝʛʢʦ 

ʦʪʩʣʝʞʠʚʘʪʴ ʩʪʘʪʫʩ ʦʙʨʘʱʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʧʦʪʝʨʶ ʠʣʠ ʟʘʙʚʝʥʠʝ 

ʟʘʷʚʦʢ. 

 ɺʥʝʜʨʝʥʠʝ ʛʦʣʦʩʦʚʳʭ ʘʩʩʠʩʪʝʥʪʦʚ ï ʦʜʠʥ ʠʟ ʩʘʤʳʭ ʧʦʧʫʣʷʨʥʳʭ 

ʩʧʦʩʦʙʦʚ ʘʚʪʦʤʘʪʠʟʘʮʠʠ. ʆʥʠ ʧʦʟʚʦʣʷʶʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʦʙʨʘʱʝʥʠʷ 

ʢʣʠʝʥʪʦʚ 24/7 ʠ ʨʝʰʘʪʴ ʧʨʦʩʪʳʝ ʟʘʜʘʯʠ ʙʝʟ ʧʨʠʚʣʝʯʝʥʠʷ ʧʝʨʩʦʥʘʣʘ.  

 ʉʠʩʪʝʤʘ ʙʘʟʳ ʟʥʘʥʠʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʢʣʠʝʥʪʘʤ ʜʦʩʪʫʧ ʢ ʩʪʘʪʴʝ ʠʣʠ 

ʦʪʚʝʪʘʤ ʥʘ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ. ʊʘʢʠʝ ʧʦʨʪʘʣʳ ʩʘʤʦʦʙʩʣʫʞʠʚʘʥʠʷ 

ʧʦʤʦʛʘʶʪ ʢʣʠʝʥʪʘʤ ʥʘʭʦʜʠʪʴ ʨʝʰʝʥʠʷ ʙʝʟ ʦʙʨʘʱʝʥʠʷ ʢ ʩʣʫʞʙʝ 

ʧʦʜʜʝʨʞʢʠ, ʯʪʦ ʫʩʢʦʨʷʝʪ ʧʨʦʮʝʩʩ ʠ ʩʥʠʞʘʝʪ ʥʘʛʨʫʟʢʫ ʥʘ ʢʦʤʘʥʜʫ. 

ʅʦ ʪʘʢʦʝ ʚʥʝʜʨʝʥʠʝ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʜʣʷ ʩʝʨʚʠʩʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʝʙʫʝʪ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ. ʂ ʧʨʠʤʝʨʫ, RPA (Robotic Process 

Automation) ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʧʦʚʪʦʨʷʶʱʠʭʩʷ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ 

ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʩʠʩʪʝʤʘʤʠ ʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ. ʀʣʠ CRM-ʩʠʩʪʝʤʳ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʙʳʩʪʨʦ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʢʣʠʝʥʪʘ ʠ ʧʨʝʜʣʘʛʘʪʴ ʝʤʫ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʝ ʫʩʣʫʛʠ. [2] 

RPA ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʪʝʭʥʦʣʦʛʠʶ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ 

ʧʦʚʪʦʨʷʶʱʠʝʩʷ ʠ ʩʪʘʥʜʘʨʪʥʳʝ ʟʘʜʘʯʠ, ʥʝ ʪʨʝʙʫʶʱʠʝ ʩʣʦʞʥʦʛʦ ʘʥʘʣʠʟʘ. ʅʘʧʨʠʤʝʨ, 

ʨʦʙʦʪʳ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʪʘʢʠʝ ʧʨʦʮʝʩʩʳ, ʢʘʢ ʦʙʥʦʚʣʝʥʠʝ ʢʣʠʝʥʪʩʢʠʭ ʜʘʥʥʳʭ, ʦʙʨʘʙʦʪʢʘ 

ʟʘʧʨʦʩʦʚ ʥʘ ʦʙʩʣʫʞʠʚʘʥʠʝ, ʟʘʧʦʣʥʝʥʠʝ ʬʦʨʤ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʨʘʟʥʳʤʠ ʩʠʩʪʝʤʘʤʠ. 

ʇʨʝʠʤʫʱʝʩʪʚʘ RPA ʚ ʩʝʨʚʠʩʥʦʤ ʦʙʩʣʫʞʠʚʘʥʠʠ ʚʢʣʶʯʘʶʪ: 

Å ʨʦʙʦʪʳ ʦʙʨʘʙʘʪʳʚʘʶʪ ʟʘʷʚʢʠ ʠ ʦʙʥʦʚʣʷʶʪ ʜʘʥʥʳʝ ʙʳʩʪʨʝʝ ʯʝʣʦʚʝʢʘ, ʯʪʦ 

ʩʥʠʞʘʝʪ ʦʙʱʝʝ ʚʨʝʤʷ ʦʙʩʣʫʞʠʚʘʥʠʷ. 

Å ʧʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʚʳʧʦʣʥʝʥʠʠ ʦʜʥʦʪʠʧʥʳʭ ʜʝʡʩʪʚʠʡ ʨʠʩʢ ʦʰʠʙʦʢ 

ʟʥʘʯʠʪʝʣʴʥʦ ʥʠʞʝ. 

Å ʢʦʤʧʘʥʠʷʤ ʥʝ ʥʫʞʥʦ ʫʚʝʣʠʯʠʚʘʪʴ ʯʠʩʣʝʥʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʨʫʪʠʥʥʳʭ ʟʘʜʘʯ, ʧʦʩʢʦʣʴʢʫ ʨʦʙʦʪʳ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʵʪʫ 

ʨʘʙʦʪʫ ʢʨʫʛʣʦʩʫʪʦʯʥʦ. 

ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ RPA ʚ ʩʝʨʚʠʩʥʦʤ ʦʙʩʣʫʞʠʚʘʥʠʠ ï ʵʪʦ ʦʙʨʘʙʦʪʢʘ 

ʩʪʘʥʜʘʨʪʥʳʭ ʟʘʧʨʦʩʦʚ ʥʘ ʪʝʭʧʦʜʜʝʨʞʢʫ. ʉʠʩʪʝʤʘ ʤʦʞʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ, ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʠ ʥʘʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ 

ʩʧʝʮʠʘʣʠʩʪʫ ʠʣʠ ʦʪʜʝʣʫ, ʯʪʦ ʫʧʨʦʱʘʝʪ ʧʨʦʮʝʩʩ ʨʘʙʦʪʳ ʩ ʢʣʠʝʥʪʘʤʠ. 

CRM-ʩʠʩʪʝʤʳ (Customer Relationship Management) ï ʫʧʨʘʚʣʝʥʠʝ 

ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʷʤʠ ʩ ʢʣʠʝʥʪʘʤʠ. CRM-ʩʠʩʪʝʤʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʣʘʪʬʦʨʤʳ, 

ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʭʨʘʥʠʪʴ ʠ ʫʧʨʘʚʣʷʪʴ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʣʠʝʥʪʘʭ. ɺ ʩʝʨʚʠʩʥʦʤ 

ʦʙʩʣʫʞʠʚʘʥʠʠ CRM ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 

ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʭ ʫʩʣʫʛ, ʪʘʢ ʢʘʢ ʦʥʘ ʧʦʟʚʦʣʷʝʪ [1]: 

Å ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʣʠʝʥʪʝ ʜʦʩʪʫʧʥʘ ʚ ʦʜʥʦʤ ʤʝʩʪʝ, ʯʪʦ ʫʧʨʦʱʘʝʪ ʜʦʩʪʫʧ 

ʢ ʝʛʦ ʠʩʪʦʨʠʠ, ʟʘʧʨʦʩʘʤ ʠ ʧʨʝʜʧʦʯʪʝʥʠʷʤ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -81- 

 

Å ʩʠʩʪʝʤʘ ʬʠʢʩʠʨʫʝʪ ʚʩʝ ʪʦʯʢʠ ʢʦʥʪʘʢʪʘ ʩ ʢʣʠʝʥʪʦʤ (ʟʚʦʥʢʠ, ʧʠʩʴʤʘ, 

ʚʩʪʨʝʯʠ), ʯʪʦ ʜʘʝʪ ʧʦʣʥʳʡ ʦʙʟʦʨ ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʥʠʤʘʪʴ ʧʦʪʨʝʙʥʦʩʪʠ 

ʢʣʠʝʥʪʘ. 

Å ʜʘʥʥʳʝ ʦ ʢʣʠʝʥʪʘʭ ʧʦʤʦʛʘʶʪ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʠʭ ʧʦʪʨʝʙʥʦʩʪʠ, 

ʧʨʝʜʧʦʯʪʝʥʠʷ ʠ ʚʦʟʤʦʞʥʳʝ ʧʨʦʙʣʝʤʳ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʝʨʘʪʠʚʥʦ 

ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʟʘʧʨʦʩʳ. 

CRM-ʩʠʩʪʝʤʳ ʪʘʢʞʝ ʧʦʟʚʦʣʷʶʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʝʜʣʘʛʘʪʴ ʢʣʠʝʥʪʘʤ ʨʝʣʝʚʘʥʪʥʳʝ 

ʫʩʣʫʛʠ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʠʭ ʠʩʪʦʨʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ, ʧʨʝʜʧʦʯʪʝʥʠʷʭ ʠ ʧʦʪʨʝʙʥʦʩʪʷʭ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʣʠʝʥʪ ʨʝʛʫʣʷʨʥʦ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʪʝʭʥʠʯʝʩʢʠʤʠ 

ʪʨʫʜʥʦʩʪʷʤʠ, ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʧʨʝʜʣʦʞʠʪʴ ʨʝʰʝʥʠʝ ʥʘ ʦʩʥʦʚʝ ʧʨʝʜʳʜʫʱʠʭ ʩʣʫʯʘʝʚ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʩʝʨʚʠʩʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʫ ʢʦʤʧʘʥʠʡ ʫʣʫʯʰʘʝʪ 

ʢʘʯʝʩʪʚʦ ʫʩʣʫʛ, ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʙʝʩʧʝʯʠʚʘʷ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʫʜʦʚʣʝʪʚʦʨʝʥʥʦʩʪʠ 

ʢʣʠʝʥʪʦʚ. ʀʥʚʝʩʪʠʨʦʚʘʥʠʝ ʚ ʪʘʢʠʝ ʪʝʭʥʦʣʦʛʠʠ ʩʪʘʥʝʪ ʦʩʥʦʚʦʡ ʜʦʣʛʦʩʨʦʯʥʦʛʦ ʫʩʧʝʭʘ ʜʣʷ 

ʣʶʙʦʛʦ ʙʠʟʥʝʩʘ, ʩʪʨʝʤʷʱʝʛʦʩʷ ʢ ʫʩʪʦʡʯʠʚʦʤʫ ʨʘʟʚʠʪʠʶ ʠ ʧʦʚʳʰʝʥʠʶ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʦʪʨʝʥʳ ʘʩʧʝʢʪʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ ʧʨʠ 

ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʦʮʝʥʢʠ ʠ 

ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʟʘʷʚʦʢ. ɺ ʫʩʣʦʚʠʷʭ ʨʦʩʪʘ ʦʙʲʝʤʘ ʟʘʷʚʦʢ ʥʘ ʪʝʭʥʠʯʝʩʢʫʶ 

ʧʦʜʜʝʨʞʢʫ ʨʘʟʨʘʙʦʪʢʘ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʩʠʩʪʝʤ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʪʝʭʥʦʣʦʛʠʡ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʠ ʙʦʣʴʰʠʭ ʷʟʳʢʦʚʳʭ ʤʦʜʝʣʝʡ ʩʪʘʥʦʚʠʪʩʷ 

ʘʢʪʫʘʣʴʥʦʡ ʟʘʜʘʯʝʡ. ɺ ʭʦʜʝ ʨʘʙʦʪʳ ʩʦʙʣʶʜʘʣʠʩʴ ʩʪʘʥʜʘʨʪʳ ʧʦ ʦʨʛʘʥʠʟʘʮʠʠ ʨʘʙʦʯʝʛʦ 

ʤʝʩʪʘ, ʤʠʢʨʦʢʣʠʤʘʪʫ, ʦʩʚʝʱʝʥʠʶ, ʰʫʤʫ, ʵʣʝʢʪʨʦʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʩʠʭʦʵʤʦʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʩʦʟʜʘʪʴ ʢʦʤʬʦʨʪʥʳʝ ʫʩʣʦʚʠʷ ʪʨʫʜʘ ʠ ʧʦʚʳʩʠʪʴ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʧʨʦʮʝʩʩʘ ʨʘʟʨʘʙʦʪʢʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: API, ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ, ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʟʘʷʚʦʢ, 

ʪʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ, ʙʦʣʴʰʠʝ ʷʟʳʢʦʚʳʝ ʤʦʜʝʣʠ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ, 

ɹɾɼ, ʘʚʪʦʤʘʪʠʟʘʮʠʷ, ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʟʘʷʚʦʢ, ʢʦʤʬʦʨʪʥʳʝ ʫʩʣʦʚʠʷ ʪʨʫʜʘ. 

 

Abstract 

The article examines aspects of ensuring occupational safety and health during the 

development of an application programming interface (API) for the intelligent assessment and 

distribution of corporate requests. With the increasing volume of technical support requests, the 

development of automated routing systems using artificial intelligence technologies and large 

language models has become a relevant task. Throughout the project, standards for workplace 

organization, microclimate, lighting, noise, electrical safety, and psycho-emotional well-being 



-82- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

were adhered to, creating comfortable working conditions and improving the efficiency of the 

development process. 

Keywords: API, artificial intelligence, request distribution, technical support, large 

language models, occupational safety and health, OSH, automation, request routing, comfortable 

working conditions. 

 

ɺ ʩʦʚʨʝʤʝʥʥʳʭ ʫʩʣʦʚʠʷʭ ʧʨʦʛʨʘʤʤʥʦʡ ʠʥʞʝʥʝʨʠʠ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ ʩʪʘʥʦʚʠʪʩʷ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʩʣʦʞʥʳʭ ʧʨʦʛʨʘʤʤʥʳʭ 

ʧʨʦʜʫʢʪʦʚ. ʉʪʘʙʠʣʴʥʘʷ ʠ ʙʝʟʦʧʘʩʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʨʘʙʦʪʳ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʥʘʧʨʷʤʫʶ ʚʣʠʷʝʪ 

ʥʘ ʢʘʯʝʩʪʚʦ ʩʦʟʜʘʚʘʝʤʦʛʦ ʨʝʰʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʚ ʧʨʦʝʢʪʘʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʳʩʦʢʠʤʠ 

ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʥʘʜʝʞʥʦʩʪʠ. ʆʜʥʠʤ ʠʟ ʪʘʢʠʭ ʧʨʦʝʢʪʦʚ ʩʪʘʣʘ 

ʨʘʟʨʘʙʦʪʢʘ API ʜʣʷ ʦʮʝʥʢʠ ʠ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʟʘʷʚʦʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʪʝʭʥʦʣʦʛʠʡ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ. 

ɺ ʧʨʦʮʝʩʩʝ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʙʳʣ ʫʯʪʝʥ 

ʢʦʤʧʣʝʢʩ ʘʩʧʝʢʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ, ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʡ 

ʠʥʞʝʥʝʨʠʠ. 

ʈʘʟʨʘʙʦʪʢʘ API ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʠʩʪʝʤ 

ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʘʢʪʫʘʣʴʥʳʭ ʪʝʥʜʝʥʮʠʷʭ ʮʠʬʨʦʚʠʟʘʮʠʠ ʠ ʚʥʝʜʨʝʥʠʠ ʪʝʭʥʦʣʦʛʠʡ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ. ʕʪʠ ʪʝʭʥʦʣʦʛʠʠ ʧʦʟʚʦʣʷʶʪ ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʧʝʨʚʫʶ 

ʣʠʥʠʶ ʧʦʜʜʝʨʞʢʠ, ʫʣʫʯʰʠʪʴ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʟʘʷʚʦʢ ʠ ʜʘʞʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʝʰʘʪʴ ʯʘʩʪʴ 

ʟʘʧʨʦʩʦʚ. ʕʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʚʩʝʡ ʩʠʩʪʝʤʳ ʚ ʮʝʣʦʤ. ɺ 

ʫʩʣʦʚʠʷʭ ʫʚʝʣʠʯʠʚʘʶʱʝʛʦʩʷ ʦʙʲʝʤʘ ʟʘʷʚʦʢ ʠ ʪʨʝʙʦʚʘʥʠʡ ʢ ʩʢʦʨʦʩʪʠ ʠʭ ʦʙʨʘʙʦʪʢʠ, ʪʘʢʠʝ 

ʨʝʰʝʥʠʷ ʩʪʘʥʦʚʷʪʩʷ ʦʩʦʙʝʥʥʦ ʚʘʞʥʳʤʠ. 

ʆʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ ʟʘʜʘʯ ʷʚʣʷʣʘʩʴ ʠʥʪʝʛʨʘʮʠʷ ʙʦʣʴʰʠʭ ʷʟʳʢʦʚʳʭ ʤʦʜʝʣʝʡ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʤʦʯʴ ʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʟʘʧʨʦʩʦʚ, ʘ ʪʘʢʞʝ ʚ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʰʝʥʠʠ ʩʪʘʥʜʘʨʪʥʳʭ ʟʘʜʘʯ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ʠ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʢ ʧʦ ʪʠʧʠʯʥʳʤ ʟʘʷʚʢʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺʥʝʜʨʝʥʠʝ ʀʀ-ʪʝʭʥʦʣʦʛʠʡ ʚ ʧʨʦʮʝʩʩʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʦʪʢʨʳʚʘʝʪ ʥʦʚʳʝ 

ʧʝʨʩʧʝʢʪʠʚʳ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʚʥʫʪʨʝʥʥʠʭ ʧʨʦʮʝʩʩʦʚ ʚ ʢʦʤʧʘʥʠʷʭ ʠ ʫʣʫʯʰʝʥʠʷ ʢʘʯʝʩʪʚʘ 

ʦʙʩʣʫʞʠʚʘʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ. 

ʆʜʥʘʢʦ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʟʨʘʙʦʪʢʠ ʠ ʠʥʪʝʛʨʘʮʠʠ ʀʀ-ʨʝʰʝʥʠʡ ʥʘʧʨʷʤʫʶ ʟʘʚʠʩʠʪ 

ʦʪ ʩʦʙʣʶʜʝʥʠʷ ʩʪʘʥʜʘʨʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʤʬʦʨʪʘ ʜʣʷ ʩʘʤʠʭ ʨʘʟʨʘʙʦʪʯʠʢʦʚ. 

ʇʨʘʚʠʣʴʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʦʡ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ. ɺ ʭʦʜʝ ʨʘʟʨʘʙʦʪʢʠ ʚʳʧʦʣʥʷʣʠʩʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 

ʵʨʛʦʥʦʤʠʢʝ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʫʤʝʥʴʰʝʥʠʝ ʥʘʛʨʫʟʢʠ ʥʘ ʦʧʦʨʥʦ-ʜʚʠʛʘʪʝʣʴʥʫʶ ʩʠʩʪʝʤʫ ʠ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʧʝʨʝʫʪʦʤʣʝʥʠʷ. ʈʘʙʦʯʝʝ ʤʝʩʪʦ ʙʳʣʦ ʦʩʥʘʱʝʥʦ ʨʝʛʫʣʠʨʫʝʤʳʤ ʧʦ ʚʳʩʦʪʝ 

ʩʪʦʣʦʤ, ʯʪʦ ʧʦʟʚʦʣʷʣʦ ʯʝʨʝʜʦʚʘʪʴ ʩʠʜʷʯʫʶ ʠ ʩʪʦʷʯʫʶ ʨʘʙʦʪʫ, ʘ ʪʘʢʞʝ ʩʪʫʣʦʤ ʩ 

ʧʦʜʜʝʨʞʢʦʡ ʧʦʷʩʥʠʯʥʦʛʦ ʦʪʜʝʣʘ ʧʦʟʚʦʥʦʯʥʠʢʘ. ʄʦʥʠʪʦʨ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʫʨʦʚʥʝ ʛʣʘʟ 

ʥʘ ʨʘʩʩʪʦʷʥʠʠ ʚʳʪʷʥʫʪʦʡ ʨʫʢʠ, ʯʪʦ ʩʥʠʞʘʝʪ ʥʘʛʨʫʟʢʫ ʥʘ ʰʝʶ ʠ ʛʣʘʟʘ. ʊʘʢʞʝ 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʢʣʘʚʠʘʪʫʨʘ ʠ ʤʳʰʴ ʩ ʵʨʛʦʥʦʤʠʯʥʦʡ ʬʦʨʤʦʡ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʘ ʨʘʟʚʠʪʠʷ 

ʪʫʥʥʝʣʴʥʦʛʦ ʩʠʥʜʨʦʤʘ. 

ʊʘʢʞʝ ʢʣʶʯʝʚʳʤ ʬʘʢʪʦʨʦʤ ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʷʚʣʷʝʪʩʷ 

ʤʠʢʨʦʢʣʠʤʘʪ ʧʦʤʝʱʝʥʠʷ. ʊʝʤʧʝʨʘʪʫʨʥʳʡ ʨʝʞʠʤ ʚ ʧʦʤʝʱʝʥʠʠ ʧʦʜʜʝʨʞʠʚʘʣʩʷ ʥʘ ʫʨʦʚʥʝ 

20ï24ÁC, ʯʪʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʧʪʠʤʘʣʴʥʳʤ ʫʩʣʦʚʠʷʤ ʜʣʷ ʨʘʙʦʪʳ ʟʘ ʢʦʤʧʴʶʪʝʨʦʤ. 

ɺʣʘʞʥʦʩʪʴ ʚ ʢʦʤʥʘʪʝ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʣʘʩʴ ʚ ʧʨʝʜʝʣʘʭ 30-40%, ʯʪʦ ʧʨʝʜʦʪʚʨʘʱʘʝʪ 

ʧʝʨʝʩʳʭʘʥʠʝ ʩʣʠʟʠʩʪʳʭ ʦʙʦʣʦʯʝʢ ʛʣʘʟ ʠ ʜʳʭʘʪʝʣʴʥʳʭ ʧʫʪʝʡ.  



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -83- 

 

ɺ ʭʦʜʝ ʨʘʟʨʘʙʦʪʢʠ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʩʠʩʪʝʤʘ ʚʝʥʪʠʣʷʮʠʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʠʪʦʢʘ 

ʩʚʝʞʝʛʦ ʚʦʟʜʫʭʘ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʛʨʝʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʯʪʦ ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ ʧʨʠ 

ʜʣʠʪʝʣʴʥʦʡ ʨʘʙʦʪʝ. 

ʅʝ ʤʝʥʝʝ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʩʪʘʣʦ ʧʨʘʚʠʣʴʥʦʝ ʦʩʚʝʱʝʥʠʝ, ʧʦʩʢʦʣʴʢʫ ʥʝʜʦʩʪʘʪʦʢ 

ʩʚʝʪʘ ʠʣʠ ʝʛʦ ʥʝʧʨʘʚʠʣʴʥʘʷ ʥʘʧʨʘʚʣʝʥʥʦʩʪʴ ʤʦʛʫʪ ʥʝʛʘʪʠʚʥʦ ʩʢʘʟʳʚʘʪʴʩʷ ʥʘ ʟʨʝʥʠʠ. ɺ 

ʧʨʦʮʝʩʩʝ ʨʘʟʨʘʙʦʪʢʠ ʙʳʣʦ ʧʨʠʥʷʪʦ ʨʝʰʝʥʠʝ ʦʨʛʘʥʠʟʦʚʘʪʴ ʢʘʢ ʝʩʪʝʩʪʚʝʥʥʦʝ, ʪʘʢ ʠ 

ʠʩʢʫʩʩʪʚʝʥʥʦʝ ʦʩʚʝʱʝʥʠʝ. ɺ ʜʥʝʚʥʦʝ ʚʨʝʤʷ ʜʣʷ ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʨʘʩʩʝʷʥʥʳʡ 

ʜʥʝʚʥʦʡ ʩʚʝʪ, ʢʦʪʦʨʳʡ ʤʠʥʠʤʠʟʠʨʦʚʘʣ ʨʝʟʢʠʝ ʪʝʥʠ ʠ ʙʣʠʢʠ, ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʩʥʠʟʠʪʴ 

ʥʘʛʨʫʟʢʫ ʥʘ ʛʣʘʟʘ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ ʜʣʷ ʨʘʙʦʪʳ ʩ ʵʢʨʘʥʘʤʠ, ʧʦʩʢʦʣʴʢʫ ʜʣʠʪʝʣʴʥʦʝ 

ʥʘʧʨʷʞʝʥʠʝ ʛʣʘʟ ʠʟ-ʟʘ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʦʩʚʝʱʝʥʠʷ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʫʩʪʘʣʦʩʪʠ ʠ ʩʥʠʞʝʥʠʶ 

ʢʦʥʮʝʥʪʨʘʮʠʠ. 

ɺ ʚʝʯʝʨʥʝʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʣʦʢʘʣʴʥʦʝ ʦʩʚʝʱʝʥʠʝ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʣʘʤʧ 

ʪʝʧʣʦʛʦ ʩʧʝʢʪʨʘ. ʊʸʧʣʳʡ ʩʚʝʪ ʧʦʤʦʛʘʝʪ ʩʥʠʟʠʪʴ ʢʦʥʪʨʘʩʪʥʦʩʪʴ ʤʝʞʜʫ ʷʨʢʦʩʪʴʶ ʵʢʨʘʥʘ ʠ 

ʦʢʨʫʞʘʶʱʝʡ ʦʙʩʪʘʥʦʚʢʦʡ, ʯʪʦ ʩʦʟʜʘʚʘʣʦ ʙʦʣʝʝ ʢʦʤʬʦʨʪʥʳʝ ʫʩʣʦʚʠʷ ʜʣʷ ʨʘʙʦʪʳ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʪʘʢʦʝ ʦʩʚʝʱʝʥʠʝ ʧʦʤʦʛʘʣʦ ʠʟʙʝʞʘʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʙʣʠʢʦʚ ʥʘ ʤʦʥʠʪʦʨʝ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʩʚʝʱʝʥʠʝ ʙʳʣʦ ʦʨʛʘʥʠʟʦʚʘʥʦ ʥʝ ʪʦʣʴʢʦ ʩ ʘʢʮʝʥʪʦʤ ʥʘ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʥʦ ʠ ʥʘ ʩʦʟʜʘʥʠʝ ʢʦʤʬʦʨʪʥʦʡ ʨʘʙʦʯʝʡ ʩʨʝʜʳ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʦʚʘʣʦ 

ʧʦʚʳʰʝʥʠʶ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʠ ʟʘʤʝʪʥʦ ʫʤʝʥʴʰʠʣʦ ʯʫʚʩʪʚʦ ʫʩʪʘʣʦʩʪʠ ʚ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ 

ʐʫʤʦʚʘʷ ʩʨʝʜʘ ʪʘʢʞʝ ʢʦʥʪʨʦʣʠʨʦʚʘʣʘʩʴ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʫʤʦʧʦʛʣʦʱʘʶʱʠʭ 

ʤʘʪʝʨʠʘʣʦʚ ʠ ʥʘʫʰʥʠʢʦʚ ʩ ʰʫʤʦʧʦʜʘʚʣʝʥʠʝʤ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʦʚʘʣʦ ʫʣʫʯʰʝʥʠʶ 

ʢʦʥʮʝʥʪʨʘʮʠʠ ʠ ʩʥʠʞʝʥʠʶ ʩʪʨʝʩʩʘ, ʚʳʟʚʘʥʥʦʛʦ ʚʥʝʰʥʠʤʠ ʨʘʟʜʨʘʞʠʪʝʣʷʤʠ. ʆʙʠʣʠʝ 

ʨʘʟʣʠʯʥʳʭ ʧʨʝʜʤʝʪʦʚ ʠʥʪʝʨʴʝʨʘ ʩʧʦʩʦʙʩʪʚʦʚʘʣʦ ʩʥʠʞʝʥʠʶ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʵʭʘ. 

ɼʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʧʩʠʭʦʵʤʦʮʠʦʥʘʣʴʥʦʛʦ ʟʜʦʨʦʚʴʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʩʠʥʜʨʦʤʘ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʛʦ ʚʳʛʦʨʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʩʣʝʜʦʚʘʪʴ ʧʨʠʥʮʠʧʘʤ ʨʝʛʫʣʷʨʥʳʭ ʧʝʨʝʨʳʚʦʚ 

ʚʦ ʚʨʝʤʷ ʨʘʙʦʯʝʛʦ ʧʨʦʮʝʩʩʘ. ʂʘʞʜʳʝ 50-60 ʤʠʥʫʪ ʨʘʙʦʪʳ ʜʝʣʘʣʠʩʴ ʢʦʨʦʪʢʠʝ ʧʝʨʝʨʳʚʳ 

ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʩʪʳʭ ʬʠʟʠʯʝʩʢʠʭ ʫʧʨʘʞʥʝʥʠʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʩʥʷʪʠʝ ʤʳʰʝʯʥʦʛʦ 

ʥʘʧʨʷʞʝʥʠʷ. ʀʩʧʦʣʴʟʦʚʘʣʩʷ ʤʝʪʦʜ "ʧʦʤʠʜʦʨʘ", ʧʨʝʜʫʩʤʘʪʨʠʚʘʶʱʠʡ ʯʝʨʝʜʦʚʘʥʠʝ 

ʧʝʨʠʦʜʦʚ ʨʘʙʦʪʳ ʠ ʦʪʜʳʭʘ. 

ʈʝʛʫʣʷʨʥʳʝ ʬʠʟʠʯʝʩʢʠʝ ʥʘʛʨʫʟʢʠ ʠ ʧʨʦʛʫʣʢʠ ʥʘ ʩʚʝʞʝʤ ʚʦʟʜʫʭʝ ʪʘʢʞʝ 

ʩʧʦʩʦʙʩʪʚʦʚʘʣʠ ʧʦʜʜʝʨʞʘʥʠʶ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʠ ʦʙʱʝʛʦ ʩʦʩʪʦʷʥʠʷ 

ʟʜʦʨʦʚʴʷ. 

ʕʣʝʢʪʨʦʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʦʭʨʘʥʘ ʪʨʫʜʘ ʙʳʣʠ ʦʙʝʩʧʝʯʝʥʳ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʩʪʘʙʠʣʠʟʘʪʦʨʦʚ ʥʘʧʨʷʞʝʥʠʷ, ʯʪʦ ʠʩʢʣʶʯʠʣʦ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʦʤʢʠ ʪʝʭʥʠʢʠ ʠ ʩʥʠʟʠʣʦ ʨʠʩʢʠ ʧʦʣʫʯʝʥʠʷ ʵʣʝʢʪʨʦʪʨʘʚʤ. 

ɺ ʧʨʦʮʝʩʩʝ ʨʘʙʦʪʳ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʜʢʣʶʯʘʣʠʩʴ ʢ ʵʣʝʢʪʨʦʩʝʪʠ ʯʝʨʝʟ ʩʪʘʙʠʣʠʟʘʪʦʨ 

ʥʘʧʨʷʞʝʥʠʷ, ʯʪʦ ʠʩʢʣʶʯʘʣʦ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʚʨʝʞʜʝʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʵʣʝʢʪʨʦʪʨʘʚʤ ʚ 

ʩʣʫʯʘʝ ʩʢʘʯʢʦʚ ʥʘʧʨʷʞʝʥʠʷ. ʊʘʢʞʝ ʙʳʣʠ ʩʦʙʣʶʜʝʥʳ ʪʨʝʙʦʚʘʥʠʷ ʵʣʝʢʪʨʦʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʚʢʣʶʯʘʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʦʣʴʢʦ ʠʩʧʨʘʚʥʳʭ ʠ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʯʪʦ ʩʥʠʞʘʝʪ 

ʨʠʩʢʠ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʢʦʨʦʪʢʦʛʦ ʟʘʤʳʢʘʥʠʷ ʠʣʠ ʧʦʞʘʨʘ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʩʦʙʣʶʜʝʥʠʝ ʚʩʝʭ ʩʪʘʥʜʘʨʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ ʚ 

ʧʨʦʮʝʩʩʝ ʨʘʟʨʘʙʦʪʢʠ ʧʦʟʚʦʣʠʣʦ ʩʦʟʜʘʪʴ ʙʝʟʦʧʘʩʥʳʝ ʠ ʢʦʤʬʦʨʪʥʳʝ ʫʩʣʦʚʠʷ ʨʘʙʦʪʳ, ʯʪʦ 

ʥʘʧʨʷʤʫʶ ʦʪʨʘʟʠʣʦʩʴ ʥʘ ʢʘʯʝʩʪʚʝ ʩʦʟʜʘʚʘʝʤʦʛʦ ʧʨʦʜʫʢʪʘ ʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʨʘʟʨʘʙʦʪʢʠ. 
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ɸʥʥʦʪʘʮʠʷ 

ʈʘʟʣʠʯʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʩʝʨʚʠʩʳ ʚʥʝʜʨʷʶʪʩʷ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʩʫʙʲʝʢʪʦʚ ʚ ʮʝʣʷʭ 

ʨʝʘʣʠʟʘʮʠʠ ʧʦʣʥʦʤʦʯʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʦʚ, ʘ ʪʘʢʞʝ ʚ ʮʝʣʷʭ ʩʥʠʞʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ 

ʦʙʱʝʩʪʚʦ ʠ ʙʠʟʥʝʩ. ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʦʜʠʥ ʠʟ ʪʘʢʠʭ ʩʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʡ 

ʨʘʟʨʘʙʦʪʘʥ ʠ ʚʥʝʜʨʝʥ ʩʪʦʣʠʯʥʳʤʠ ʚʝʜʦʤʩʪʚʘʤʠ ʜʣʷ ʚʝʜʝʥʠʷ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʧʦ 

ʦʪʭʦʜʘʤ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʛʦʨʦʜʘ ʄʦʩʢʚʘ. ʇʨʠ ʚʥʝʜʨʝʥʠʠ ʵʪʦʛʦ 

ʩʝʨʚʠʩʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʳ ʩʪʦʣʢʥʫʣʠʩʴ ʩ ʥʝʢʦʪʦʨʳʤʠ ʪʨʫʜʥʦʩʪʷʤʠ, ʯʘʩʪʴ ʠʟ 

ʢʦʪʦʨʳʭ ʫʜʘʣʦʩʴ ʨʝʰʠʪʴ ʜʦ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʦʩʥʦʚʥʦʛʦ ʧʦʪʦʢʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʘʩʪʴ 

ʥʘʭʦʜʷʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʨʝʰʝʥʠʷ, ʘ ʥʝʢʦʪʦʨʳʝ ʘʩʧʝʢʪʳ ʧʦʩʣʫʞʠʣʠ ʦʩʥʦʚʦʡ ʧʨʠ ʩʦʩʪʘʚʣʝʥʠʠ 

ʧʣʘʥʘ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʠʪʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ : ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʠ, ʦʙʨʘʱʝʥʠʝ ʩ ʦʪʭʦʜʘʤʠ, ʉʚʦʜʥʳʡ 

ʢʘʜʘʩʪʨ ʦʪʭʦʜʦʚ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ. ʫʯʝʪ. 

 

Abstract 

Various electronic services are implemented in Russian territorial entities to secure the 

realisation of state authoritiesô powers and to mitigate the burden on the society and businesses. 

The article reviews one of such services developed and implemented by the capitalôs agencies to 

maintain statistical data on production and consumption waste on the territory of Moscow. When 

introducing this service, the state agencies faced some difficulties; some of them were resolved 

before the main flow of users was formed; some of them are in the process of handling; 

meanwhile, some aspects served as a basis for devising a plan for further development of the 

information system. 

Keywords: nature resource users, waste management, Consolidated waste inventory, 

automated information system, accounting. 

 

ʆʨʛʘʥʠʟʘʮʠʠ-ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʠ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʛʦʨʦʜʘ ʄʦʩʢʚʳ ʦʙʷʟʘʥʳ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʯʝʪ ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ, ʦʙʨʘʟʦʚʘʥʥʳʭ ʠʤʠ ʚ ʭʦʜʝ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʭʦʟʷʡʩʪʚʝʥʥʦʡ ʠʣʠ ʠʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʧʝʨʝʜʘʥʥʳʭ ʜʨʫʛʠʤ ʦʨʛʘʥʠʟʘʮʠʷʤ 

ʜʣʷ ʪʨʘʥʩʧʦʨʪʠʨʦʚʘʥʠʷ, ʧʝʨʝʨʘʙʦʪʢʠ, ʫʪʠʣʠʟʘʮʠʠ, ʨʘʟʤʝʱʝʥʠʷ, ʦʙʝʟʚʨʝʞʠʚʘʥʠʷ, ʘ ʪʘʢʞʝ 

ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ . ʂʨʦʤʝ ʪʦʛʦ, ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʠ ʜʦʣʞʥʳ ʧʦʜʘʚʘʪʴ 

ʜʘʥʥʳʝ ʦʙ ʦʙʨʘʟʦʚʘʥʠʠ ʠ ʦʙʨʘʱʝʥʠʠ ʩ ʦʪʭʦʜʘʤʠ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʚ ʉʚʦʜʥʳʡ ʢʘʜʘʩʪʨ 

ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳ . ʈʘʥʝʝ ʜʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʙʳʣʦ 

ʟʘʧʦʣʥʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʦʨʤʳ ʠ ʧʦʜʘʪʴ ʦʪʯʝʪʥʦʩʪʴ ʚ ʙʫʤʘʞʥʦʤ ʚʠʜʝ, ʯʪʦ 

ʟʥʘʯʠʪʝʣʴʥʦ ʫʩʠʣʠʚʘʣʦ ʥʘʛʨʫʟʢʫ ʥʘ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ-ʟʘ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʥʦʩʠʪʴ 

ʦʜʥʠ ʠ ʪʝ ʞʝ ʜʘʥʥʳʝ ʚ ʥʝʩʢʦʣʴʢʦ ʨʘʟʥʳʭ ʩʠʩʪʝʤ (ʚ ʃʠʯʥʦʤ ʢʘʙʠʥʝʪʝ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷ 

ʥʘ ʩʘʡʪʝ ʈʦʩʧʨʠʨʦʜʥʘʜʟʦʨʘ ï ʜʣʷ ʧʦʜʘʯʠ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʦʪʯʝʪʥʦʩʪʠ ʧʦ ʬʦʨʤʝ ˉ 2-ʊʇ 

(ʦʪʭʦʜʳ) ʚ ʈʦʩʧʨʠʨʦʜʥʘʜʟʦʨ, ʚ ʪʦʣʩʪʦʤ ʢʣʠʝʥʪʝ ʧʨʦʛʨʘʤʤʳ ʊɺʆ-865 ʇʇ ï ʜʣʷ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʙʫʤʘʞʥʳʭ ʬʦʨʤ ʠ ʧʦʜʘʯʠ ʠʭ ʚ ɼʝʧʘʨʪʘʤʝʥʪ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʥʠʷ ʠ ʦʭʨʘʥʳ 

ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ ʛʦʨʦʜʘ ʄʦʩʢʚʳ (ʜʘʣʝʝ ï ɼʇʠʆʆʉ) ʚʤʝʩʪʝ ʩʦ ʩʬʦʨʤʠʨʦʚʘʥʥʳʤʠ 

ʨʘʥʝʝ ʬʦʨʤʘʤʠ ˉ 2-ʊʇ (ʦʪʭʦʜʳ), ʘ ʪʘʢʞʝ ʫʚʝʣʠʯʠʚʘʣʦ ʩʨʦʢʠ ʧʨʦʚʝʨʢʠ ʦʪʯʝʪʥʦʩʪʠ ʚ ʩʚʷʟʠ 

ʩ ʜʣʠʪʝʣʴʥʳʤʠ ʩʨʦʢʘʤʠ ʦʪʧʨʘʚʣʝʥʠʷ ʜʦʢʫʤʝʥʪʦʚ ʇʦʯʪʦʡ ʈʦʩʩʠʠ (ʦʩʦʙʝʥʥʦ ʧʨʠ ʦʪʧʨʘʚʢʝ 

ʦʪʯʝʪʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʥʘʭʦʜʷʱʠʤʠʩʷ ʚ ʜʨʫʛʠʭ ʨʝʛʠʦʥʘʭ, ʥʦ ʠʤʝʶʱʠʭ ʧʨʠ ʵʪʦʤ 

ʧʣʦʱʘʜʢʠ ʦʙʨʘʟʦʚʘʥʠʷ ʦʪʭʦʜʦʚ ʚ ʛʦʨʦʜʝ ʄʦʩʢʚʘ). 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -85- 

 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʧʨʝʜʩʪʘʚʠʪ ʠʣʠ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦ ʧʨʝʜʩʪʘʚʠʪ 

ʩʚʝʜʝʥʠʷ ʚ ʉʚʦʜʥʳʡ ʢʘʜʘʩʪʨ ʦʪʭʦʜʦʚ, ʝʛʦ ʦʞʠʜʘʝʪ ʥʘʣʦʞʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʰʪʨʘʬʘ 

ʥʘ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʚ ʨʘʟʤʝʨʝ ʜʝʩʷʪʠ ʪʳʩʷʯ ʨʫʙʣʝʡ, ʥʘ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ð ʩʪʘ ʪʳʩʷʯ 

ʨʫʙʣʝʡ.  

ʉ 1 ʩʝʥʪʷʙʨʷ 2024 ʛʦʜʘ ʚʩʪʫʧʠʣʦ ʚ ʩʠʣʫ ʧʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ ʦʪ 2 

ʠʶʣʷ 2024 ʛ. ˉ 1393-ʇʇ çʆ ʚʥʝʩʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʚ ʧʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ 

ʦʪ 14 ʦʢʪʷʙʨʷ 2003 ʛ. ˉ 865-ʇʇè. ɺʩʪʫʧʣʝʥʠʝ ʚ ʩʠʣʫ ʫʢʘʟʘʥʥʦʛʦ ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʚʣʝʯʝʪ ʟʘ 

ʩʦʙʦʡ ʨʷʜ ʩʣʝʜʫʶʱʠʭ ʠʟʤʝʥʝʥʠʡ. 

ɿʘ ʦʪʯʝʪʥʳʡ 2024 ʛʦʜ ʠ ʧʦʟʜʥʝʝ ʧʦʜʘʯʘ ʩʚʝʜʝʥʠʡ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ 

ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʚʠʜʝ ʯʝʨʝʟ ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ 

ʩʠʩʪʝʤʫ çʉʚʦʜʥʳʡ ʢʘʜʘʩʪʨ ʦʪʭʦʜʦʚ ʧʦʪʨʝʙʣʝʥʠʷ ʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʛʦʨʦʜʘ ʄʦʩʢʚʳè   (ʜʘʣʝʝ 

ï ɸʀʉ ʉʂʆ).  

ɸʀʉ ʉʂʆ ʨʘʟʨʘʙʦʪʘʥʘ ʚ 2019 ʛʦʜʫ ʚ ʨʘʤʢʘʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʢʦʥʪʨʘʢʪʘ ʦʪ 28 

ʜʝʢʘʙʨʷ 2018 ʛ. ˉ 100/12/18 ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʨʘʙʦʪ ʧʦ ʩʦʟʜʘʥʠʶ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ çʉʚʦʜʥʳʡ ʢʘʜʘʩʪʨ ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ 

ʄʦʩʢʚʳè (ʨʝʝʩʪʨʦʚʳʡ ʥʦʤʝʨ ʟʘʢʫʧʢʠ ʚ ɽʜʠʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʚ ʩʬʝʨʝ ʟʘʢʫʧʦʢ 

0173200001418001568). 

ɸʀʉ ʉʂʆ ʷʚʣʷʝʪʩʷ ʦʙʱʝʛʦʨʦʜʩʢʦʡ ʩʠʩʪʝʤʦʡ ʛʦʨʦʜʘ ʄʦʩʢʚʳ ʠ ʚʚʝʜʝʥʘ ʚ 

ʵʢʩʧʣʫʘʪʘʮʠʶ 1 ʷʥʚʘʨʷ 2021 ʛ. ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʘʩʧʦʨʷʞʝʥʠʝʤ ɼʝʧʘʨʪʘʤʝʥʪʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʛʦʨʦʜʘ ʄʦʩʢʚʳ (ʜʘʣʝʝ ï ɼʀʊ) ʦʪ 27 ʥʦʷʙʨʷ 2020 ʛ. ˉ 64-16-

647/20. 

ɺ ʨʘʤʢʘʭ ʠʩʧʦʣʥʝʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʢʦʥʪʨʘʢʪʘ ʦʪ 28 ʜʝʢʘʙʨʷ 2021 ʛ. ˉ 

162/12/21 ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʨʘʙʦʪ ʧʦ ʨʘʟʚʠʪʠʶ ɸʀʉ ʉʂʆ ʠ ʧʦʜʜʝʨʞʘʥʠʶ ʝʝ 

ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚ 2021-2023 ʛʦʜʘʭ ʚ ʧʝʨʠʦʜ ʩ 28.12.2021 ʧʦ 25.12.2023 ʟʘʚʝʨʰʝʥʳ ʚ 

ʧʦʣʥʦʤ ʦʙʲʝʤʝ ʚʩʝ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʨʘʙʦʪʳ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʨʘʟʚʠʪʠʶ ɸʀʉ ʉʂʆ. 

ʇʦ ʠʪʦʛʘʤ ʢʘʞʜʦʛʦ ʠʟ ʵʪʘʧʦʚ ʨʘʟʚʠʪʠʷ ɸʀʉ ʉʂʆ ʧʨʦʚʝʜʝʥʳ ʨʘʙʦʪʳ ʧʦ 

ʪʝʩʪʠʨʦʚʘʥʠʶ ʬʫʥʢʮʠʦʥʘʣʘ ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ, ʢʨʦʤʝ ʪʦʛʦ, ʥʘ ʪʝʩʪʦʚʳʡ ʢʦʥʪʫʨ ʙʳʣʦ 

ʧʨʠʛʣʘʰʝʥʦ 20 ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɸʀʉ ʉʂʆ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʦʜʩʠʩʪʝʤ: 

Å ʧʦʜʩʠʩʪʝʤʘ çʃʠʯʥʳʡ ʢʘʙʠʥʝʪè; 

Å ʧʦʜʩʠʩʪʝʤʘ çʂʦʥʪʨʦʣʴ ʧʦʜʘʯʠ ʩʚʝʜʝʥʠʡè; 

Å ʧʦʜʩʠʩʪʝʤʘ ʅʉʀ; 

Å ʧʦʜʩʠʩʪʝʤʘ çɸʥʘʣʠʪʠʯʝʩʢʘʷ ʦʪʯʝʪʥʦʩʪʴè; 

Å ʧʦʜʩʠʩʪʝʤʘ çɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝè; 

Å ʧʦʜʩʠʩʪʝʤʘ çʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè. 

ʅʘʟʥʘʯʝʥʠʝ ɸʀʉ ʉʂʆ ï ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ ʜʝʷʪʝʣʴʥʦʩʪʠ ɼʇʠʆʆʉ ʚ ʯʘʩʪʠ 

ʬʦʨʤʠʨʦʚʘʥʠʷ, ʚʝʜʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʟʘ ʚʝʜʝʥʠʝʤ ʉʚʦʜʥʦʛʦ ʢʘʜʘʩʪʨʘ ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ 

ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳ. 

ɿʘʜʘʯʠ ɸʀʉ ʉʂʆ: 

Å ʩʙʦʨ, ʥʘʢʦʧʣʝʥʠʝ ʠ ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʜʘʥʥʳʭ ʚ ʦʙʣʘʩʪʠ ʦʙʨʘʱʝʥʠʷ ʩ 

ʦʪʭʦʜʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʚ ʛʦʨʦʜʝ ʄʦʩʢʚʝ (ʚ ʪʦʤ ʯʠʩʣʝ ʦ 

ʚʪʦʨʠʯʥʳʭ ʨʝʩʫʨʩʘʭ, ʚʪʦʨʠʯʥʦʤ ʩʳʨʴʝ); 

Å ʚʳʷʚʣʝʥʠʝ ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʦʤʧʣʝʢʩʥʦʛʦ ʘʥʘʣʠʟʘ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʟʘʢʦʥʦʤʝʨʥʦʩʪʝʡ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʨʦʜʦʦʭʨʘʥʥʳʭ 

ʤʝʨʦʧʨʠʷʪʠʡ ʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʚ ʮʝʣʷʭ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʩʠʩʪʝʤʳ 

ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʥʘ ʪʝʨʨʠʪʦʨʠʠ 

ʛʦʨʦʜʘ ʄʦʩʢʚʳ; 

Å ʦʮʝʥʢʘ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʨʠʩʢʦʚ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʥʘʨʫʰʝʥʠʷʤʠ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʚ ʦʙʣʘʩʪʠ ʦʙʨʘʱʝʥʠʷ ʩ 

ʦʪʭʦʜʘʤʠ; 

Å ʘʥʘʣʠʟ ʩʦʩʪʦʷʥʠʷ ʠ ʦʮʝʥʢʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʚ ʦʙʣʘʩʪʠ 

ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʚ ʛʦʨʦʜʝ ʄʦʩʢʚʝ. 



-86- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʌʫʥʢʮʠʠ ɸʀʉ ʉʂʆ: 

ʧʨʠʝʤ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʚʠʜʝ ʜʘʥʥʳʭ ʦʙ ʦʪʭʦʜʘʭ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʦʪ 

ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ʠ (ʠʣʠ) ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʨʝʜʧʨʠʥʠʤʘʪʝʣʝʡ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʭʦʟʷʡʩʪʚʝʥʥʦʡ ʠ (ʠʣʠ) ʠʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʢʦʪʦʨʳʭ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʛʦʨʦʜʘ ʄʦʩʢʚʳ 

ʦʙʨʘʟʫʶʪʩʷ ʦʪʭʦʜʳ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ, ʘ ʪʘʢʞʝ ʣʠʮʘʤʠ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʤʠ 

ʦʙʨʘʱʝʥʠʝ ʩ ʦʪʭʦʜʘʤʠ (ʥʘʢʦʧʣʝʥʠʝ, ʩʙʦʨ, ʪʨʘʥʩʧʦʨʪʠʨʦʚʘʥʠʝ, ʦʙʨʘʙʦʪʢʘ, ʫʪʠʣʠʟʘʮʠʷ, 

ʦʙʝʟʚʨʝʞʠʚʘʥʠʝ ʠ ʨʘʟʤʝʱʝʥʠʝ), ʦʙʨʘʟʦʚʘʥʥʳʤʠ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʛʦʨʦʜʘ ʄʦʩʢʚʳ; 

Å ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʚʦʜʥʳʭ ʛʦʜʦʚʳʭ ʦʪʯʝʪʦʚ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ ʦʙ ʦʪʭʦʜʘʭ 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳ (ʦʪʯʝʪʥʦʩʪʴ ʜʣʷ ʚʝʜʝʥʠʷ 

ʉʚʦʜʥʦʛʦ ʢʘʜʘʩʪʨʘ ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳ, 

ʦʪʯʝʪʥʦʩʪʴ 2-ʊʇ çʦʪʭʦʜʳè); 

Å ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʢʦʥʪʨʦʣʴ ʠ ʩʦʛʣʘʩʦʚʘʥʠʝ ʛʦʜʦʚʳʭ ʦʪʯʝʪʦʚ 

ʧʦʩʪʘʚʱʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʚ ɸʀʉ ʉʂʆ; 

Å ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʧʝʨʝʢʨʝʩʪʥʦʛʦ ʢʦʥʪʨʦʣʷ ʜʘʥʥʳʭ, ʧʦʩʪʫʧʘʶʱʠʭ ʦʪ 

ʨʘʟʣʠʯʥʳʭ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

Å ʚʘʣʠʜʘʮʠʷ ʠ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ ʦʙ ʦʪʭʦʜʘʭ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ 

ʛʦʨʦʜʘ ʄʦʩʢʚʳ; 

Å ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ ʘʢʪʫʘʣʠʟʘʮʠʷ ʩʧʨʘʚʦʯʥʠʢʦʚ ɸʀʉ ʉʂʆ ʚ ʦʙʣʘʩʪʠ 

ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʚ ʛʦʨʦʜʝ ʄʦʩʢʚʝ; 

Å ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʜʘʥʥʳʭ, ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʪʘʥʜʘʨʪʥʦʡ ʠ ʧʨʦʠʟʚʦʣʴʥʦʡ 

ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʦʪʯʝʪʥʦʩʪʠ. 

ʋʢʘʟʘʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ɸʀʉ ʉʂʆ ʚ ʧʦʣʥʦʤ 

ʦʙʲʝʤʝ. 

ʂʘʜʘʩʪʨ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ: 

ʈʝʝʩʪʨ ʦʪʭʦʜʦʚ, ʬʦʨʤʠʨʫʝʤʳʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʌʝʜʝʨʘʣʴʥʦʛʦ 

ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʦʛʦ ʢʘʪʘʣʦʛʘ ʦʪʭʦʜʦʚ ; 

ɹʘʥʢ ʜʘʥʥʳʭ ʦʙ ʦʙʨʘʱʝʥʠʠ ʩ ʦʪʭʦʜʘʤʠ; 

ɹʘʥʢ ʜʘʥʥʳʭ ʦ ʪʝʭʥʦʣʦʛʠʷʭ ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠ. 

ʆʨʛʘʥʠʟʦʚʘʥʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ɸʀʉ ʉʂʆ ʩʦ ʩʣʝʜʫʶʱʠʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ: 

ʌʝʜʝʨʘʣʴʥʘʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çɽʜʠʥʘʷ ʩʠʩʪʝʤʘ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʤʫʥʠʮʠʧʘʣʴʥʳʭ ʫʩʣʫʛ ʚ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʝè (ʌɻʀʉ 

ɽʉʀɸ) ï ʚ ʯʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʩʪʫʧʘ ʚ ʣʠʯʥʳʡ ʢʘʙʠʥʝʪ; 

ʉʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʘʤ ʛʦʨʦʜʘ ʄʦʩʢʚʳ 

(ʉʋɼʀʈ) ï ʚ ʯʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʜʦʩʪʫʧʘ ʚ ʣʠʯʥʳʡ ʢʘʙʠʥʝʪ; 

ʀʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çɽʜʠʥʦʝ 

ʛʝʦʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʛʦʨʦʜʘ ʄʦʩʢʚʳè (ʀɸʀʉ ɽɻʀʇ) ï ʚ ʯʘʩʪʠ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʛʝʦʧʨʦʩʪʨʘʥʩʪʚʝʥʥʳʭ ʜʘʥʥʳʭ ʦʙ ʦʙʨʘʟʦʚʘʪʝʣʷʭ ʦʪʭʦʜʦʚ ʠ ʦʙ 

ʦʨʛʘʥʠʟʘʮʠʷʭ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʦʙʨʘʱʝʥʠʝ ʩ ʦʪʭʦʜʘʤʠ; 

ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çʈʝʛʫʣʠʨʦʚʘʥʠʝ ʧʝʨʝʤʝʱʝʥʠʷ 

ʦʪʭʦʜʦʚ ʩʪʨʦʠʪʝʣʴʩʪʚʘ, ʩʥʦʩʘ ʠ ʛʨʫʥʪʦʚ ʚ ʛʦʨʦʜʝ ʄʦʩʢʚʝè (ɸʀʉ ʆʉʉʠɻ) ï ʚ ʯʘʩʪʠ 

ʧʦʣʫʯʝʥʠʷ ʩʚʝʜʝʥʠʡ ʦ ʩʪʨʦʠʪʝʣʴʥʳʭ ʦʪʭʦʜʘʭ; 

ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çʕʣʝʢʪʨʦʥʥʘʷ ʤʦʜʝʣʴ 

ʪʝʨʨʠʪʦʨʠʘʣʴʥʦʡ ʩʭʝʤʳ ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠè (ɸʀʉ ʕʄ ʊʉʆʆ) ï ʚ ʯʘʩʪʠ ʧʦʣʫʯʝʥʠʷ 

ʩʚʝʜʝʥʠʡ ʦ ʢʦʤʤʫʥʘʣʴʥʳʭ ʦʪʭʦʜʘʭ; 

ɻʦʨʦʜʩʢʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çɽʜʠʥʦʝ ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ ʛʦʨʦʜʘ ʄʦʩʢʚʳè 

(ɻʀʉ ɽʍɼ) ï ʚ ʯʘʩʪʠ ʘʢʪʫʘʣʠʟʘʮʠʠ ʩʚʝʜʝʥʠʡ ʦ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷʭ; 

ɻʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ çʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʭʨʘʥʠʣʠʱʝ 

ʵʣʝʢʪʨʦʥʥʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʧʦʜʧʠʩʘʥʥʳʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʴʶè ɻʀʉ çʎʍʕɼ ʕʇè ï ʚ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -87- 

 

ʯʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʭʨʘʥʝʥʠʷ ʵʣʝʢʪʨʦʥʥʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʧʦʜʧʠʩʘʥʥʳʭ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʜʧʠʩʴʶ; 

ʌʝʜʝʨʘʣʴʥʘʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʧʨʦʛʨʘʤʤʥʦ-

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʢʦʤʧʣʝʢʩ çɻʦʩʢʦʥʪʨʦʣʴè (ʌɻʀʉ ʇʊʂ çɻʦʩʢʦʥʪʨʦʣʴè (ʈʝʝʩʪʨ ɻʈʆʈʆ) ï 

ʚ ʯʘʩʪʠ ʧʦʣʫʯʝʥʠʷ ʩʚʝʜʝʥʠʡ ʦʙ ʦʙʲʝʢʪʘʭ ʨʘʟʤʝʱʝʥʠʷ ʦʪʭʦʜʦʚ;  

ʌɻʀʉ ʇʊʂ çɻʦʩʢʦʥʪʨʦʣʴè (ʈʝʝʩʪʨ ʃʠʮʝʥʟʠʠ) ï ʚ ʯʘʩʪʠ ʧʦʣʫʯʝʥʠʷ ʩʚʝʜʝʥʠʡ ʦ 

ʥʘʣʠʯʠʠ/ʦʪʩʫʪʩʪʚʠʠ ʣʠʮʝʥʟʠʠ ʥʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʦʙʨʘʱʝʥʠʶ ʩ ʦʪʭʦʜʘʤʠ; 

ʇʨʦʛʨʘʤʤʥʦ-ʪʝʭʥʠʯʝʩʢʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʫʯʝʪʘ ʦʙʲʝʢʪʦʚ, ʦʢʘʟʳʚʘʶʱʠʭ ʥʝʛʘʪʠʚʥʦʝ 

ʚʦʟʜʝʡʩʪʚʠʝ ʥʘ ʦʢʨʫʞʘʶʱʫʶ ʩʨʝʜʫ (ʇʊʆ ʋʆʅɺʆʉ (ʈʝʝʩʪʨ ʅɺʆʉ) ï ʚ ʯʘʩʪʠ ʧʦʣʫʯʝʥʠʷ 

ʩʚʝʜʝʥʠʡ ʦʙ ʦʙʲʝʢʪʘʭ ʥʝʛʘʪʠʚʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʦʢʨʫʞʘʶʱʫʶ ʩʨʝʜʫ. 

ʆʞʠʜʘʝʪʩʷ ʜʘʣʴʥʝʡʰʝʝ ʨʘʟʚʠʪʠʝ ɸʀʉ ʉʂʆ ʧʦ ʩʣʝʜʫʶʱʠʤ ʥʘʧʨʘʚʣʝʥʠʷʤ: 

ʉʦʟʜʘʥʠʷ ʤʦʜʫʣʷ ʨʘʙʦʪʳ ʩ ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʤʠ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʢʣʶʯʘʷ: 

Å ʚʳʷʚʣʝʥʠʝ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ. 

ʉʠʩʪʝʤʘ ʜʦʣʞʥʘ ʚʳʩʚʝʯʠʚʘʪʴ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

Å ʧʦʜʘʚʰʠʭ ʦʪʯʝʪʥʳʝ ʬʦʨʤʳ ʟʘ ʦʪʯʝʪʥʳʡ ʧʝʨʠʦʜ ʧʦʟʜʥʝʝ, ʯʝʤ 20 ʘʧʨʝʣʷ 

ʛʦʜʘ, ʩʣʝʜʫʶʱʝʛʦ ʟʘ ʦʪʯʝʪʥʳʤ; 

Å ʥʝ ʧʦʜʘʚʰʠʭ ʦʪʯʝʪʥʳʝ ʬʦʨʤʳ (ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʨʘʚʥʝʥʠʷ 

ʧʝʨʝʯʥʷ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʜʘʚʘʚʰʠʭ ʦʪʯʝʪʥʦʩʪʴ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʟʘ 

ʧʨʝʜʳʜʫʱʠʝ ʧʝʨʠʦʜʳ, ʠ ʧʝʨʝʯʥʷ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʝ ʩʜʘʚʰʠʭ 

ʦʪʯʝʪʥʦʩʪʴ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʟʘ ʧʦʩʣʝʜʫʶʱʠʝ ʧʝʨʠʦʜʳ); 

Å ʧʦʜʘʚʰʠʭ ʥʝʜʦʩʪʦʚʝʨʥʳʝ ʩʚʝʜʝʥʠʷ (ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ 

ʨʘʩʭʦʞʜʝʥʠʷ ʜʘʥʥʳʭ ʦ ʧʝʨʝʜʘʥʥʳʭ (ʩʦ ʩʪʦʨʦʥʳ ʦʪʭʦʜʦʦʙʨʘʟʦʚʘʪʝʣʷ) 

ʦʪʭʦʜʘʭ ʠ ʜʘʥʥʳʭ ʦ ʧʦʣʫʯʝʥʥʳʭ (ʩʦ ʩʪʦʨʦʥʳ ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʘ, ʘ 

ʪʘʢʞʝ ʩʦ ʩʪʦʨʦʥʳ ʦʨʛʘʥʠʟʘʮʠʠ, ʦʩʫʱʝʩʪʚʣʷʶʱʝʡ ʦʙʨʘʱʝʥʠʝ ʩ 

ʦʪʭʦʜʘʤʠ)). 

ʋʯʝʪ ʧʨʦʚʝʨʦʢ ʧʦ ʚʳʷʚʣʝʥʥʳʤ ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʤ; 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʨʝʝʩʪʨʘ ʧʨʘʚʦʥʘʨʫʰʠʪʝʣʝʡ ʩ ʮʝʣʴʶ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʬʠʣʘʢʪʠʯʝʩʢʦʡ 

ʨʘʙʦʪʳ. 

ɺ ʨʝʝʩʪʨʝ ʜʦʣʞʥʘ ʙʳʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʘ ʧʨʘʚʦʥʘʨʫʰʠʪʝʣʷʤ ʧʦ ʬʠʣʴʪʨʘʤ: 

Å ʧʦʜʘʚʰʠʭ ʦʪʯʝʪʥʳʝ ʬʦʨʤʳ ʟʘ ʦʪʯʝʪʥʳʡ ʧʝʨʠʦʜ ʧʦʟʜʥʝʝ, ʯʝʤ 20 ʘʧʨʝʣʷ 

ʛʦʜʘ, ʩʣʝʜʫʶʱʝʛʦ ʟʘ ʦʪʯʝʪʥʳʤ; 

Å ʥʝ ʧʦʜʘʚʰʠʭ ʦʪʯʝʪʥʳʝ ʬʦʨʤʳ (ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ ʩʨʘʚʥʝʥʠʷ 

ʧʝʨʝʯʥʷ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʩʜʘʚʘʚʰʠʭ ʦʪʯʝʪʥʦʩʪʴ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʟʘ 

ʧʨʝʜʳʜʫʱʠʝ ʧʝʨʠʦʜʳ, ʠ ʧʝʨʝʯʥʷ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʝ ʩʜʘʚʰʠʭ 

ʦʪʯʝʪʥʦʩʪʴ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʟʘ ʧʦʩʣʝʜʫʶʱʠʝ ʧʝʨʠʦʜʳ); 

Å ʧʦʜʘʚʰʠʭ ʥʝʜʦʩʪʦʚʝʨʥʳʝ ʩʚʝʜʝʥʠʷ (ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʘʥʠʠ 

ʨʘʩʭʦʞʜʝʥʠʷ ʜʘʥʥʳʭ ʦ ʧʝʨʝʜʘʥʥʳʭ (ʩʦ ʩʪʦʨʦʥʳ ʦʪʭʦʜʦʦʙʨʘʟʦʚʘʪʝʣʷ) 

ʦʪʭʦʜʘʭ ʠ ʜʘʥʥʳʭ ʦ ʧʦʣʫʯʝʥʥʳʭ (ʩʦ ʩʪʦʨʦʥʳ ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʘ, ʘ 

ʪʘʢʞʝ ʩʦ ʩʪʦʨʦʥʳ ʦʨʛʘʥʠʟʘʮʠʠ, ʦʩʫʱʝʩʪʚʣʷʶʱʝʡ ʦʙʨʘʱʝʥʠʝ ʩ 

ʦʪʭʦʜʘʤʠ)). 

ʉʠʩʪʝʤʘ ʜʦʣʞʥʘ ʦʙʝʩʧʝʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʬʦʨʤʠʨʦʚʘʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʳ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʦ ʥʝʜʦʧʫʩʪʠʤʦʩʪʠ ʧʨʘʚʦʥʘʨʫʰʝʥʠʷ, ʧʦʜʧʠʩʘʥʠʷ ʝʝ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ 

ʜʦʣʞʥʦʩʪʥʳʤ ʣʠʮʦʤ ɼʝʧʘʨʪʘʤʝʥʪʘ ʠ ʧʦʩʣʝʜʫʶʱʝʛʦ ʥʘʧʨʘʚʣʝʥʠʷ ʝʝ 

ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʶ ʚ ʣʠʯʥʳʡ ʢʘʙʠʥʝʪ. 

2. ʈʝʘʣʠʟʘʮʠʷ ʬʫʥʢʮʠʦʥʘʣʘ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʦʙʲʝʢʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʷ ʨʘʙʦʪʳ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʣʠʥʠʡ ʦʙʲʝʢʪʦʚ ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠ, ʠʥʪʝʛʨʘʮʠʷ ʩ ʩʠʩʪʝʤʘʤʠ 

ʫʧʨʘʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʣʠʥʠʷʤʠ ʦʧʝʨʘʪʦʨʦʚ ʦʙʲʝʢʪʦʚ. 

ɺ ʩʠʩʪʝʤʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʩʚʝʜʝʥʠʷ ʦʙ ʦʙʦʨʫʜʦʚʘʥʠʠ ʠ ʫʩʪʘʥʦʚʢʘʭ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʧʝʨʝʨʘʙʦʪʢʠ ʚ ʪʦʤ ʯʠʩʣʝ:  

Å ʪʚʝʨʜʳʭ ʙʳʪʦʚʳʭ ʦʪʭʦʜʦʚ; 

Å ʨʪʫʪʴʩʦʜʝʨʞʘʱʠʭ ʦʪʭʦʜʦʚ; 

Å ʘʢʢʫʤʫʣʷʪʦʨʦʚ ʠ ʢʦʤʧʣʝʢʪʫʶʱʠʭ; 



-88- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

Å ʤʝʪʘʣʣʦʚ; 

Å ʚʪʦʨʩʳʨʴʷ ʠ ʜʨ. 

ʋʢʘʟʘʥʥʳʝ ʩʚʝʜʝʥʠʷ ʜʦʣʞʥʳ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʚʠʜʝ ʜʠʥʘʤʠʯʥʦʛʦ ʜʘʰʙʦʨʜʘ ʚ 

ʨʘʟʜʝʣʝ ɸʥʘʣʠʪʠʢʘ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʚʳʙʦʨʘ ʧʦ ʬʠʣʴʪʨʘʤ  

Å ʧʦ ʚʠʜʫ ʥʘʟʥʘʯʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʣʠʥʠʠ; 

Å ʧʦ ʤʦʱʥʦʩʪʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʣʠʥʠʠ; 

Å ʧʦ ʢʦʜʫ ʌʂʂʆ ʧʝʨʝʨʘʙʘʪʳʚʘʝʤʦʛʦ ʥʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʣʠʥʠʠ ʦʪʭʦʜʘ. 

3. ʈʝʘʣʠʟʘʮʠʷ ʨʘʟʚʠʪʠʷ ʧʦʜʩʠʩʪʝʤʳ ʂʦʥʪʨʦʣʷ ʧʦʜʘʯʠ ʩʚʝʜʝʥʠʡ ʚ ʯʘʩʪʠ 

ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩ ɼʇʠʆʆʉ ʥʘʧʨʘʚʣʝʥʠʡ ʚʳʚʦʟʘ ʦʪʜʝʣʴʥʳʭ ʚʠʜʦʚ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʦʪʭʦʜʦʚ. 

ɺ ʩʠʩʪʝʤʝ ʜʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʠʥʪʝʛʨʘʮʠʷ ʩʚʝʜʝʥʠʡ ʠʟ ɸʀʉ ʆʉʉʠɻ. 

4. ʆʙʝʩʧʝʯʝʥʠʝ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, ʚʥʦʩʠʤʳʭ ʚ 

ɸʀʉ ʉʂʆ, ɸʀʉ ʕʄ ʊʉʆʆ ʠ ɸʀʉ ʆʉʉʠɻ, ʚ ʮʝʣʷʭ ʚʳʷʚʣʝʥʠʷ ʨʘʩʭʦʞʜʝʥʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ: 

Å ʚ ɸʀʉ ʉʂʆ ʜʦʣʞʥʳ ʧʦʜʩʚʝʯʠʚʘʪʴʩʷ ʦʙʲʝʢʪʳ, ʩʚʝʜʝʥʠʷ ʦ ʢʦʪʦʨʳʭ 

ʚʥʝʩʝʥʳ ʚ ɸʀʉ ʕʄ ʊʉʆʆ, ʥʦ ʥʝ ʚʥʝʩʝʥʳ ʚ ɸʀʉ ʉʂʆ; 

Å ʚ ɸʀʉ ʉʂʆ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʫʩʤʦʪʨʝʥ ʬʫʥʢʮʠʦʥʘʣ ʧʦ ʬʦʨʤʠʨʦʚʘʥʠʶ 

ʛʨʫʧʧ ʦʪʭʦʜʦʚ, (ʚ ʯʘʩʪʥʦʩʪʠ, ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʜʝʣʝʥʠʷ ʧʝʨʝʯʥʷ ʦʪʭʦʜʦʚ, 

ʦʪʥʝʩʝʥʥʳʭ ʢ ʊʂʆ), ʢʦʪʦʨʳʝ ʚʦʟʤʦʞʥʦ ʨʝʜʘʢʪʠʨʦʚʘʪʴ 

(ʧʝʨʝʛʨʫʧʧʠʨʦʚʳʚʘʪʴ). ɼʘʥʥʳʡ ʧʝʨʝʯʝʥʴ ʬʦʨʤʠʨʫʝʪʩʷ ʠ ʧʝʨʝʜʘʝʪʩʷ ʚ 

ɸʀʉ ʕʄ ʊʉʆʆ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ, ʧʦʩʣʝ ʯʝʛʦ ʚ ɸʉʀ ʕʄ ʊʉʆʆ 

ʜʦʣʞʥʳ ʧʦʜʩʚʝʯʠʚʘʪʴʩʷ ʦʙʲʝʢʪʳ, ʩʚʝʜʝʥʠʷ ʦ ʢʦʪʦʨʳʭ ʚʥʝʩʝʥʳ ʚ ɸʀʉ 

ʉʂʆ, ʥʦ ʥʝ ʚʥʝʩʝʥʳ ʚ ɸʀʉ ʉʂʆ; 

Å ʚ ɸʀʉ ʉʂʆ ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʝʜʫʩʤʦʪʨʝʥ ʤʝʭʘʥʠʟʤ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ 

ʩʚʝʨʢʠ ʩʚʝʜʝʥʠʡ ʦʙ ʦʪʭʦʜʘʭ, ʦʪʥʝʩʝʥʥʳʭ ʢ ʊʂʆ, ʚʥʝʩʝʥʥʳʭ ʚ ɸʀʉ ʉʂʆ, 

ʩʦ ʩʚʝʜʝʥʠʷʤʠ ʦʙ ʵʪʠʭ ʞʝ ʦʪʭʦʜʘʭ, ʚʥʝʩʝʥʥʳʭ ʚ ɸʀʉ ʕʄ ʊʉʆʆ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʘʩʭʦʞʜʝʥʠʷ ʜʦʣʞʥʳ ʧʦʜʩʚʝʯʠʚʘʪʴʩʷ (ʩʚʝʜʝʥʠʷ ʦʙ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʪʭʦʜʘʭ ʥʝ ʚʥʝʩʝʥʳ ʚ ɸʀʉ ʕʄ ʊʉʆʆ/ʚʥʝʩʝʥʳ ʚ 

ʢʦʣʠʯʝʩʪʚʝ, ʦʪʣʠʯʥʦʤ ʦʪ ʢʦʣʠʯʝʩʪʚʘ, ʚʥʝʩʝʥʥʦʛʦ ʚ ɸʀʉ ʉʂʆ ʠ ʧʨ.). 

5. ɼʦʙʘʚʣʝʥʠʝ ʚ ʨʘʟʜʝʣʝ ʇʝʨʝʜʘʯʘ ʚ ʙʣʦʢʝ ɸʥʘʣʠʪʠʢʘ ʬʠʣʴʪʨ ʧʦ ʦʪʭʦʜʘʤ, 

ʧʝʨʝʜʘʥʥʳʤ ʥʝ ʨʝʛʠʦʥʘʣʴʥʦʤʫ ʦʧʝʨʘʪʦʨʫ, ʘ ʠʥʳʤ ʢʦʥʪʨʘʛʝʥʪʘʤ. 

6. ʈʝʝʩʪʨʳ ʨʘʟʨʝʰʠʪʝʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʧʝʨʝʥʝʩʝʥʳ ʚ ʧʦʜʩʠʩʪʝʤʫ ʧʦ 

ʨʘʟʨʝʰʠʪʝʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ çʊʠʧʦʚʦʝ 

ʦʙʣʘʯʥʦʝ ʨʝʰʝʥʠʝ ʧʦ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʢʦʥʪʨʦʣʴʥʦʡ (ʥʘʜʟʦʨʥʦʡ) ʜʝʷʪʝʣʴʥʦʩʪʠè  (ʜʘʣʝʝ ï 

ɻʀʉ ʊʆʈ ʂʅɼ) ʧʦ ʘʜʨʝʩʫ https://knd.gov.ru/licenses-registry. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʥʝʦʙʭʦʜʠʤʦ 

ʦʙʝʩʧʝʯʠʪʴ ʠʥʪʝʛʨʘʮʠʶ ʜʘʥʥʳʭ ʠʟ ʧʦʜʩʠʩʪʝʤʳ çʃʠʮʝʥʟʠʨʦʚʘʥʠʝè ɻʀʉ ʊʆʈ ʂʅɼ ʚ ɸʀʉ 

ʉʂʆ ʚ ʯʘʩʪʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʨʘʱʝʥʠʶ ʩ ʦʪʭʦʜʘʤʠ I-IV ʢʣʘʩʩʦʚ 

ʦʧʘʩʥʦʩʪʠ.  

7. ʇʨʠ ʫʢʘʟʘʥʠʠ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʤ ʀʅʅ ʢʦʥʪʨʘʛʝʥʪʘ ʠ ʀʅʅ 

ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʘ ʠʟ ɻʀʉ ʊʆʈ ʂʅɼ ʜʦʣʞʥʳ ʧʦʜʪʷʛʠʚʘʪʴʩʷ ʘʢʪʫʘʣʴʥʳʝ ʨʝʢʚʠʟʠʪʳ 

ʠʤʝʶʱʠʭʩʷ ʫ ʥʠʭ ʣʠʮʝʥʟʠʡ. ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʣʠʮʝʥʟʠʠ ʫ ʢʦʥʪʨʘʛʝʥʪʘ ʠ/ʠʣʠ 

ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʘ ʚ ɸʀʉ ʉʂʆ ʜʦʣʞʥʘ ʧʦʷʚʣʷʪʴʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʦʪʤʝʪʢʘ, 

ʧʦʟʚʦʣʷʶʱʘʷ ʪʝʤ ʥʝ ʤʝʥʝʝ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʶ ʩʦʭʨʘʥʠʪʴ ʢʘʨʪʦʯʢʫ ʦʧʝʨʘʮʠʠ ʧʦ 

ʧʝʨʝʜʘʯʝ ʦʪʭʦʜʦʚ ʠ ʚ ʧʦʩʣʝʜʫʶʱʝʤ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʚʦʜʥʳʡ ʦʪʯʝʪ ʩ ʫʯʝʪʦʤ ʵʪʦʡ ʦʧʝʨʘʮʠʠ, 

ʥʦ ʧʨʠ ʵʪʦʤ ʫ ʜʦʣʞʥʦʩʪʥʦʛʦ ʣʠʮʘ ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʨʠ ʨʘʩʩʤʦʪʨʝʥʠʠ ʩʚʦʜʥʦʛʦ ʦʪʯʝʪʘ 

ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʦʪʤʝʪʢʘ ʦʙ ʦʪʩʫʪʩʪʚʠʠ ʣʠʮʝʥʟʠʠ ʫ ʢʦʥʪʨʘʛʝʥʪʘ 

ʠ/ʠʣʠ ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʘ. 

8. ʅʝʦʙʭʦʜʠʤʦ ʧʨʝʜʫʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʬʦʨʤʳ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʞʫʨʥʘʣʘ ʫʯʝʪʘ ʦʧʝʨʘʮʠʡ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʧʳʪʘ 

ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʵʢʩʧʣʫʘʪʘʮʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ. 

9. ʈʘʟʨʘʙʦʪʢʘ ʤʦʙʠʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ (ʤʦʙʠʣʴʥʦʝ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ 

ʨʘʙʦʯʝʝ ʤʝʩʪʦ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷ) ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʧʝʨʘʪʠʚʥʦʡ ʟʘʛʨʫʟʢʠ ʜʘʥʥʳʭ ʬʦʪʦ-



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -89- 

 

ʬʠʢʩʘʮʠʠ ʨʝʡʩʦʚ ʪʨʘʥʩʧʦʨʪʠʨʦʚʱʠʢʦʚ ʦʪʭʦʜʦʦʙʨʘʟʦʚʘʪʝʣʷʤʠ ʠ ʢʦʥʪʨʘʛʝʥʪʘʤʠ ʚ ɸʀʉ 

ʉʂʆ. 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʦʨʦʞʥʦʡ ʢʘʨʪʦʡ ʩ 15.04.2024 ʧʦ 07.06.2024 ʧʨʦʚʝʜʝʥʦ 

ʪʝʩʪʠʨʦʚʘʥʠʝ ʬʫʥʢʮʠʦʥʘʣʘ ɸʀʉ ʉʂʆ ʩ ʬʦʢʫʩ-ʛʨʫʧʧʦʡ ʪʝʩʪʦʚʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ 

ʨʘʟʣʠʯʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʷʚʣʷʶʱʠʭʩʷ ʢʨʫʧʥʳʤʠ ʦʙʲʝʢʪʘʤʠ-ʦʪʭʦʜʦʦʙʨʘʟʦʚʘʪʝʣʷʤʠ (ʚ ʪʦʤ 

ʯʠʩʣʝ, ʇɸʆ çʄʆʕʂè, ɸʆ çʄʦʩʚʦʜʦʢʘʥʘʣè, ɻʋʇ ʛʦʨʦʜʘ ʄʦʩʢʚʳ çʄʦʩʢʦʚʩʢʠʡ 

ʤʝʪʨʦʧʦʣʠʪʝʥè ʠ ʜʨ.). 

Å ʊʝʩʪʠʨʦʚʘʥʠʝ ʚʢʣʶʯʘʣʦ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʩʪʘʜʠʠ: 

Å ʘʚʪʦʨʠʟʘʮʠʷ; 

Å ʦʙʫʯʝʥʠʝ; 

Å ʚʥʝʩʝʥʠʝ ʩʚʝʜʝʥʠʡ ʚ ʞʫʨʥʘʣ ʦʧʝʨʘʮʠʡ. 

Å ʇʦ ʩʦʩʪʦʷʥʠʶ ʥʘ 07.06.2024: 

17 ʪʝʩʪʦʚʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʩʫʱʝʩʪʚʠʣʠ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʠ ʚʩʝ ʦʥʠ ʫʩʧʝʰʥʦ 

ʧʨʦʰʣʠ ʘʚʪʦʨʠʟʘʮʠʶ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ. ʅʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʢ ʥʘʩʪʦʷʱʝʤʫ 

ʤʦʤʝʥʪʫ ʘʚʪʦʨʠʟʘʮʠʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʯʝʨʝʟ ɽʉʀɸ, 

ʚʤʝʩʪʝ ʩ ʪʝʤ, ʩ 1 ʩʝʥʪʷʙʨʷ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʘʚʪʦʨʠʟʘʮʠʠ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ ʉʋɼʀʈ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʠʤʧʦʨʪʦʟʘʤʝʱʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʫʢʘʟʘʥʥʦʡ ʧʣʘʪʬʦʨʤʳ. - 15 ʪʝʩʪʦʚʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʦʰʣʠ ʦʙʫʯʝʥʠʝ ʧʦ ʨʘʙʦʪʝ ʚ ʩʠʩʪʝʤʝ: 

6 ʪʝʩʪʦʚʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʠʟʫʯʘʶʪ ʦʙʫʯʘʶʱʠʝ ʚʠʜʝʦʨʦʣʠʢʠ; 

4 ʪʝʩʪʦʚʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʥʝʩʣʠ ʩʚʝʜʝʥʠʷ ʚ ʞʫʨʥʘʣ ʦʧʝʨʘʮʠʡ ʧʦ ʦʙʨʘʱʝʥʠʶ ʩ 

ʦʪʭʦʜʘʤʠ. 

ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʪʨʫʜʥʦʩʪʝʡ ʧʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ ʪʝʩʪʦʚʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʦʙʨʘʱʘʣʠʩʴ ʟʘ ʧʦʤʦʱʴʶ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ, ʩʨʝʜʥʝʝ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ 

ʦʙʨʘʱʝʥʠʷ ï 3 ʜʥʷ. ʂʨʦʤʝ ʪʦʛʦ, 24.05.2024 ʧʨʦʚʝʜʝʥʦ ʩʦʚʝʱʘʥʠʝ ʩ ʫʯʘʩʪʠʝʤ 

ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ɼʀʊ ʠ ʨʘʟʨʘʙʦʪʯʠʢʘ (ʆʆʆ çɹʦʣʴʰʘʷ ʪʨʦʡʢʘè) ʜʣʷ ʦʢʘʟʘʥʠʷ 

ʤʝʪʦʜʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʪʝʩʪʦʚʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ ʠʟʫʯʝʥʠʷ ʧʨʦʙʣʝʤ ʠ ʪʨʫʜʥʦʩʪʝʡ, 

ʚʦʟʥʠʢʰʠʭ ʧʨʠ ʚʭʦʜʝ, ʘʚʪʦʨʠʟʘʮʠʠ ʠ ʚʥʝʩʝʥʠʠ ʩʚʝʜʝʥʠʡ ʚ ɸʀʉ ʉʂʆ. ʀʥʬʦʨʤʘʮʠʷ ʧʦ 

ʚʳʷʚʣʝʥʥʳʤ ʩʠʩʪʝʤʥʳʤ ʦʰʠʙʢʘʤ ʟʘʬʠʢʩʠʨʦʚʘʥʘ ʠ ʧʨʠʥʷʪʘ ʚ ʨʘʙʦʪʫ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ 

ʨʘʟʨʘʙʦʪʯʠʢʘ ʜʣʷ ʩʢʦʨʝʡʰʝʛʦ ʫʩʪʨʘʥʝʥʠʷ. ʉʦʚʝʱʘʥʠʝ ʧʦ ʚʦʧʨʦʩʘʤ ʫʩʪʨʘʥʝʥʠʷ ʫʢʘʟʘʥʥʳʭ 

ʦʰʠʙʦʢ ʧʨʦʚʝʜʝʥʦ 05.06.2024, ʚ ʭʦʜʝ ʥʝʛʦ ʫʩʪʘʥʦʚʣʝʥʦ, ʯʪʦ ʚʩʝ ʨʘʥʝʝ ʚʳʷʚʣʝʥʥʳʝ 

ʧʨʦʙʣʝʤʳ ʫʩʪʨʘʥʝʥʳ. ʂʨʦʤʝ ʪʦʛʦ, ʚ ʭʦʜʝ ʫʢʘʟʘʥʥʦʛʦ ʩʦʚʝʱʘʥʠʷ ʩʠʣʘʤʠ ʪʝʩʪʦʚʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʳʣ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʥ ʧʨʦʮʝʩʩ ʚʭʦʜʘ ʠ ʚʥʝʩʝʥʠʷ ʩʚʝʜʝʥʠʡ ʚ ʩʠʩʪʝʤʫ 

(ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʳʭ ʠʩʪʦʯʥʠʢʦʚ ʦʙʨʘʟʦʚʘʥʠʷ ʦʪʭʦʜʦʚ, ʟʘʧʦʣʥʝʥʠʝ ʞʫʨʥʘʣʘ ʫʯʝʪʘ 

ʦʧʝʨʘʮʠʡ), ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ ʨʘʟʨʘʙʦʪʯʠʢʘ ʙʳʣʠ ʜʘʥʳ ʜʝʪʘʣʴʥʳʝ ʤʝʪʦʜʠʯʝʩʢʠʝ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʘʣʛʦʨʠʪʤʫ ʚʥʝʩʝʥʠʷ ʩʚʝʜʝʥʠʡ. ʇʦ ʠʪʦʛʘʤ ʩʦʚʝʱʘʥʠʷ ʙʳʣʠ ʚʳʨʘʙʦʪʘʥʳ 

ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʩʠʩʪʝʤʳ 

(ʜʦʙʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʩʧʣʳʚʘʶʱʠʭ ʧʦʜʩʢʘʟʦʢ, ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʙʫʯʘʶʱʠʭ 

ʚʠʜʝʦʨʦʣʠʢʦʚ, ʧʦʷʚʣʝʥʠʝ ʚʳʧʘʜʘʶʱʠʭ ʩʧʠʩʢʦʚ ʠ ʜʨ.). 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʦʙʨʘʱʝʥʠʡ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʩʪʫʧʘʶʱʠʭ ʚ 

ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ, ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʧʨʦʙʣʝʤʳ: 

1. ʇʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʠ ʧʳʪʘʶʪʩʷ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ, ʥʝ ʠʟʫʯʠʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʥʩʪʨʫʢʮʠʠ, ʈʝʛʣʘʤʝʥʪ, ʚʠʜʝʦ-ʫʨʦʢʠ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ 

ʦʰʠʙʢʘʤ ʧʨʠ ʚʭʦʜʝ/ʘʚʪʦʨʠʟʘʮʠʠ. 

2. ɺ ʩʚʷʟʠ ʩ ʜʦʙʘʚʣʝʥʠʝʤ ʚʦʟʤʦʞʥʦʩʪʠ ʚʭʦʜʘ ʠ ʘʚʪʦʨʠʟʘʮʠʠ ʯʝʨʝʟ ʉʋɼʀʈ ʫ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʦʟʥʠʢʘʝʪ ʧʫʪʘʥʠʮʘ ʚ ʚʳʙʦʨʝ ʦʧʪʠʤʘʣʴʥʦʛʦ ʩʧʦʩʦʙʘ ʚʭʦʜʘ 

ʚ ʩʠʩʪʝʤʫ. 

3. ʇʨʝʜʩʪʘʚʠʪʝʣʠ ʨʘʟʨʘʙʦʪʯʠʢʘ ʧʨʦʚʦʜʷʪ ʪʝʭʥʠʯʝʩʢʠʝ ʨʘʙʦʪʳ ʚ ʩʠʩʪʝʤʝ, ʥʝ 

ʦʧʦʚʝʩʪʠʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʚʦʟʥʠʢʥʦʚʝʥʠʶ ʥʦʚʳʭ 

ʥʝʟʥʘʢʦʤʳʭ ʦʰʠʙʦʢ ʧʨʠ ʧʦʧʳʪʢʝ ʚʭʦʜʘ ʠ ʨʘʙʦʪʳ ʚ ʩʠʩʪʝʤʝ. 



-90- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

4. ʉʣʫʞʙʘ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʥʝʜʦʩʪʘʪʦʯʥʦ ʧʦʥʷʪʥʦ ʦʪʚʝʯʘʝʪ ʥʘ 

ʚʦʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

5. ɺ ʩʠʩʪʝʤʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʩʮʝʥʘʨʠʠ, ʩʧʨʦʝʢʪʠʨʦʚʘʥʥʳʝ ʜʦ ʚʩʪʫʧʣʝʥʠʷ ʚ 

ʩʠʣʫ ʨʷʜʘ ʠʟʤʝʥʝʥʠʡ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʠ ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʝ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʢʦʥʪʨʘʢʪʦʤ, ʥʦ ʫʪʨʘʪʠʚʰʠʝ ʩʚʦʶ ʘʢʪʫʘʣʴʥʦʩʪʴ ʢ 

ʤʦʤʝʥʪʫ ʟʘʧʫʩʢʘ ʚ ʥʝʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʤʝʰʘʶʱʠʝ ʨʘʙʦʪʝ. 

6. ʉʠʩʪʝʤʘ ʥʝ ʚʭʦʜʠʪ ʚ ʵʢʦʩʠʩʪʝʤʫ ʛʦʨʦʜʘ ʄʦʩʢʚʳ, ʥʝ ʷʚʣʷʝʪʩʷ 

ʧʦʜʩʠʩʪʝʤʦʡ ʢʘʢʦʡ-ʣʠʙʦ ʠʟ ʠʩʧʦʣʴʟʫʝʤʳʭ ʨʘʥʝʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩʠʩʪʝʤ 

ʛʦʨʦʜʘ ʄʦʩʢʚʳ, ʯʪʦ ʥʝ ʩʧʦʩʦʙʩʪʚʫʝʪ ʜʦʩʪʘʪʦʯʥʦʤʫ ʫʨʦʚʥʶ ʫʜʦʙʩʪʚʘ 

ʚʭʦʜʘ ʠ ʘʚʪʦʨʠʟʘʮʠʠ. 

ɺ ʨʘʤʢʘʭ ʧʨʦʚʝʜʝʥʠʷ ʨʘʟʲʷʩʥʠʪʝʣʴʥʦʡ ʨʘʙʦʪʳ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ɸʀʉ ʉʂʆ 

ɼʇʠʆʆʉ ʧʨʦʚʝʜʝʥʘ ʨʘʙʦʪʘ ʧʦ ʩʣʝʜʫʶʱʠʤ ʥʘʧʨʘʚʣʝʥʠʷʤ: 

1. ɸʢʪʫʘʣʠʟʠʨʦʚʘʥʘ ʥʦʨʤʘʪʠʚʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʘ ʩʘʡʪʝ ɼʇʠʆʆʉ ʚ ʨʘʟʜʝʣʝ, 

ʧʦʩʚʷʱʝʥʥʦʤ ʚʝʜʝʥʠʶ ʉʚʦʜʥʦʛʦ ʢʘʜʘʩʪʨʘ ʦʪʭʦʜʦʚ. 

2. ʅʘ ʩʘʡʪʝ ʨʘʟʤʝʱʝʥʳ ʧʦʜʨʦʙʥʘʷ ʠʥʩʪʨʫʢʮʠʷ ʩʦ ʩʢʨʠʥʰʦʪʘʤʠ 

ʥʝʦʙʭʦʜʠʤʳʭ ʨʘʟʜʝʣʦʚ ɸʀʉ ʉʂʆ. 

3. ʅʘ ʩʘʡʪʝ ʨʘʟʤʝʱʝʥʳ ʦʙʫʯʘʶʱʠʝ ʚʠʜʝʦʨʦʣʠʢʠ ʧʦ 10 ʪʝʤʘʤ. 

4. ʈʘʟʨʘʙʦʪʘʥ ʠ ʨʘʟʤʝʱʝʥ ʥʘ ʩʘʡʪʝ ʈʝʛʣʘʤʝʥʪ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʩʚʝʜʝʥʠʡ ʚ 

ɸʀʉ ʉʂʆ. 

5. ʈʘʟʨʘʙʦʪʘʥʳ ʨʘʟʲʷʩʥʷʶʱʠʝ ʧʨʝʟʝʥʪʘʮʠʦʥʥʳʝ ʤʘʪʝʨʠʘʣʳ ʜʣʷ 

ʧʦʩʣʝʜʫʶʱʝʛʦ ʨʘʟʤʝʱʝʥʠʷ ʥʘ ʧʦʨʪʘʣʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʩʣʫʛ ʛʦʨʦʜʘ 

ʄʦʩʢʚʳ. 

6. ʇʦʜʛʦʪʦʚʣʝʥ ʧʨʝʩʩ-ʨʝʣʠʟ ʠ ʧʣʘʥ ʛʨʘʬʠʢ ʝʞʝʥʝʜʝʣʴʥʳʭ ʚʝʙʠʥʘʨʦʚ ʥʘ ʙʘʟʝ 

ʀʂʎ ɻʀʅ ʩ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʧʦ ʚʦʧʨʦʩʘʤ ʧʦʜʘʯʠ ʜʘʥʥʳʭ ʯʝʨʝʟ 

ɸʀʉ ʉʂʆ.  

7. ʉʦʚʤʝʩʪʥʦ ʩ ɼʀʊ ʩʬʦʨʤʠʨʦʚʘʥʘ ʧʦʩʘʜʦʯʥʘʷ ʢʥʦʧʢʘ ʥʘ ʧʦʨʪʘʣʝ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʩʣʫʛ ʛʦʨʦʜʘ ʄʦʩʢʚʳ ʚ ʨʘʟʜʝʣʝ çʋʩʣʫʛʠè - çɼʣʷ 

ʙʠʟʥʝʩʘè ʜʣʷ ʫʜʦʙʩʪʚʘ ʧʝʨʝʭʦʜʘ ʥʘ ʩʪʨʘʥʠʮʫ ʩʠʩʪʝʤʳ.  

ɺ ʨʘʤʢʘʭ ʫʢʘʟʘʥʥʳʭ ʤʝʨʦʧʨʠʷʪʠʡ ʪʘʢʞʝ ʙʫʜʝʪ ʨʘʟʲʷʩʥʝʥʦ, ʥʘ ʢʘʢʠʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʝʨʚʠʩʘʭ ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʜʦʩʪʫʧʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʢʦʪʦʨʘʷ 

ʧʦʤʦʞʝʪ ʥʝ ʜʦʧʫʩʪʠʪʴ ʥʘʨʫʰʝʥʠʡ ʪʨʝʙʦʚʘʥʠʡ ʜʝʡʩʪʚʫʶʱʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ.  

ʇʝʨʚʳʡ ʧʨʦʙʥʳʡ ʩʝʤʠʥʘʨ ʙʳʣ ʧʨʦʚʝʜʝʥ ʚ ʦʯʥʦʡ ʬʦʨʤʝ 28.08.2024 ʩ ʧʨʠʚʣʝʯʝʥʠʝʤ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ɼʀʊ ʠ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʨʘʟʨʘʙʦʪʯʠʢʘ ʩ ʦʙʲʝʢʪʘʤʠ ʢʦʤʧʣʝʢʩʘ ʛʦʨʦʜʩʢʦʛʦ 

ʭʦʟʷʡʩʪʚʘ ʠ ʚʳʷʚʠʣ ʨʷʜ ʪʨʫʜʥʦʩʪʝʡ ʧʨʠ ʨʘʙʦʪʝ ʩ ɸʀʉ ʉʂʆ, ʘ ʠʤʝʥʥʦ: 

1. ʅʝʚʦʟʤʦʞʥʦʩʪʴ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʪʯʝʪʥʦʩʪʠ ʧʦ ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ 

ʦʙʨʘʟʦʚʘʥʠʷ ʦʪʭʦʜʦʚ (ʩʠʩʪʝʤʘ ʬʦʨʤʠʨʫʝʪ ʝʜʠʥʳʡ ʩʚʦʜʥʳʡ ʦʪʯʝʪ, ʚʤʝʩʪʝ 

ʩ ʪʝʤ ʬʦʨʤʦʡ ˉ 2-ʊʇ (ʦʪʭʦʜʳ) ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʧʦʜʘʯʘ ʩʚʝʜʝʥʠʡ ʧʦ 

ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ). 

2. ʊʨʫʜʥʦʩʪʠ ʧʨʠ ʫʢʘʟʘʥʠʠ ʤʘʩʩʳ ʠ/ʠʣʠ ʦʙʲʝʤʘ ʦʙʨʘʟʫʝʤʳʭ ʠ/ʠʣʠ 

ʧʨʠʥʠʤʘʝʤʳʭ ʦʪʭʦʜʦʚ ʚ ʩʚʷʟʠ ʩ ʦʪʩʫʪʩʪʚʠʝʤ ʝʜʠʥʳʭ ʢʦʵʬʬʠʮʠʝʥʪʦʚ. 

3. ʊʨʫʜʥʦʩʪʠ ʧʨʠ ʧʦʜʧʠʩʘʥʠʠ ʦʪʯʝʪʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʴʶ ʚ ʩʚʷʟʠ ʩ 

ʥʘʣʠʯʠʝʤ ʪʨʝʙʦʚʘʥʠʷ ʦ ʤʘʰʠʥʦʯʠʪʘʝʤʳʭ ʜʦʚʝʨʝʥʥʦʩʪʷʭ (ɸʀʉ ʉʂʆ 

ʨʘʟʨʘʙʘʪʳʚʘʣʘʩʴ ʜʦ ʚʩʪʫʧʣʝʥʠʷ ʚ ʩʠʣʫ ʫʢʘʟʘʥʥʦʛʦ ʪʨʝʙʦʚʘʥʠʷ). 

4. ʅʝʦʙʭʦʜʠʤʦʩʪʴ ʚʝʜʝʥʠʷ ʞʫʨʥʘʣʘ ʦʧʝʨʘʮʠʡ (ʩʠʩʪʝʤʦʡ ʧʨʝʜʫʩʤʦʪʨʝʥʦ 

ʚʝʜʝʥʠʝ ʢʘʞʜʦʡ ʦʪʜʝʣʴʥʦʡ ʦʧʝʨʘʮʠʠ ʧʦ ʦʙʨʘʟʦʚʘʥʠʶ, 

ʪʨʘʥʩʧʦʨʪʠʨʦʚʘʥʠʶ ʠ ʦʙʨʘʱʝʥʠʶ ʢʘʞʜʦʛʦ ʦʪʜʝʣʴʥʦʛʦ ʦʪʭʦʜʘ, ʯʪʦ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʙʦʣʴʰʠʝ ʪʨʫʜʦʟʘʪʨʘʪʳ, ʧʦ ʤʥʝʥʠʶ ʧʨʠʨʦʜʦʧʦʣʴʟʦʚʘʪʝʣʝʡ). 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -91- 

 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʠʣʘʤʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʧʨʦʚʝʜʝʥʘ ʜʦʨʘʙʦʪʢʘ ʬʫʥʢʮʠʦʥʘʣʘ 

ʧʨʦʛʨʘʤʤʳ. ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʬʦʨʤʠʨʦʚʘʪʴ ʦʪʯʝʪʳ ʧʦ ʦʪʜʝʣʴʥʳʤ ʘʜʨʝʩʘʤ.  

ʂʨʦʤʝ ʪʦʛʦ, ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ ʫʣʫʯʰʝʥʘ ʩʠʩʪʝʤʘ ʚʩʧʣʳʚʘʶʱʠʭ ʧʦʜʩʢʘʟʦʢ ʚ ʩʠʩʪʝʤʝ 

ï ʜʦʙʘʚʣʝʥʳ ʥʝʜʦʩʪʘʶʱʠʝ ʪʝʤʳ, ʧʦʧʨʘʚʣʝʥʳ ʬʦʨʤʫʣʠʨʦʚʢʠ, ʢʥʦʧʢʘ ʩ ʧʦʜʩʢʘʟʢʘʤʠ 

ʨʘʩʧʦʣʦʞʝʥʘ ʠʥʪʫʠʪʠʚʥʦ ʙʦʣʝʝ ʫʜʦʙʥʦ. 

***  

1. ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʌ ʦʪ 30.07.2021 ˉ 1279 (ʨʝʜ. ʦʪ 18.03.2024) çʆ ʧʨʦʚʝʜʝʥʠʠ ʥʘ 

ʪʝʨʨʠʪʦʨʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʦ ʦʧʪʠʤʠʟʘʮʠʠ ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ 

ʨʘʟʨʝʰʠʪʝʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷè (ʚʤʝʩʪʝ ʩ çʇʦʣʦʞʝʥʠʝʤ ʦ ʧʨʦʚʝʜʝʥʠʠ ʥʘ 

ʪʝʨʨʠʪʦʨʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʦ ʦʧʪʠʤʠʟʘʮʠʠ ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ 

ʨʘʟʨʝʰʠʪʝʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷè)  

2. ɿʘʢʦʥ ʛʦʨʦʜʘ ʄʦʩʢʚʳ ʦʪ 21 ʥʦʷʙʨʷ 2007 ʛ.ˉ 45 çʂʦʜʝʢʩ ʛʦʨʦʜʘ ʄʦʩʢʚʳ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ 

ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʭè. 

3. ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ ʦʪ 14 ʦʢʪʷʙʨʷ 2003 ʛ. ˉ 865-ʇʇ çʆ ʉʚʦʜʥʦʤ ʢʘʜʘʩʪʨʝ ʦʪʭʦʜʦʚ 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳè. 

4. ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ ʦʪ 2 ʠʶʣʷ 2024 ʛ. ˉ 1393-ʇʇ çʆ ʚʥʝʩʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʚ 

ʧʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ ʦʪ 14 ʦʢʪʷʙʨʷ 2003 ʛ. ˉ 865-ʇʇè. 

5. ʇʦʩʪʘʥʦʚʣʝʥʠʝ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʄʦʩʢʚʳ ʦʪ 22 ʦʢʪʷʙʨʷ 2024 ʛ. ˉ 2373-ʇʇ çʆʙ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ çʉʚʦʜʥʳʡ ʢʘʜʘʩʪʨ ʦʪʭʦʜʦʚ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʦʪʨʝʙʣʝʥʠʷ ʛʦʨʦʜʘ ʄʦʩʢʚʳè. 

6. ʇʨʠʢʘʟ ʄʠʥʧʨʠʨʦʜʳ ʈʦʩʩʠʠ ʦʪ 8 ʜʝʢʘʙʨʷ 2020 ʛ. ˉ 1028 çʆʙ ʫʪʚʝʨʞʜʝʥʠʠ ʇʦʨʷʜʢʘ ʫʯʝʪʘ ʚ ʦʙʣʘʩʪʠ 

ʦʙʨʘʱʝʥʠʷ ʩ ʦʪʭʦʜʘʤʠè. 

7. ʇʨʠʢʘʟ ʈʦʩʧʨʠʨʦʜʥʘʜʟʦʨʘ ʦʪ 22 ʤʘʷ 2017 ʛ. ˉ 242 çʆʙ ʫʪʚʝʨʞʜʝʥʠʠ ʌʝʜʝʨʘʣʴʥʦʛʦ 

ʢʣʘʩʩʠʬʠʢʘʮʠʦʥʥʦʛʦ ʢʘʪʘʣʦʛʘ ʦʪʭʦʜʦʚè. 

ʇʦʣʷʢʦʚ ɼ.ɺ. 

ɸʥʘʣʠʟ ʦʩʥʦʚʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʫʩʪʨʦʡʩʪʚ ʫʤʥʦʛʦ ʜʦʤʘ 

ʠ ʩʧʦʩʦʙʳ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛʩʢʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʢʣʶʯʝʚʳʝ ʫʷʟʚʠʤʦʩʪʠ ʫʤʥʳʭ ʜʦʤʘʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ʠ 

ʤʝʪʦʜʳ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ. ʆʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʝʥʦ ʚʦʧʨʦʩʘʤ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʫʩʠʣʝʥʠʷ ʧʘʨʦʣʝʡ, ʟʘʱʠʪʳ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ 

ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ ʚ ʫʩʣʦʚʠʷʭ 

ʩʦʚʨʝʤʝʥʥʳʭ ʢʠʙʝʨʫʛʨʦʟ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʫʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʫʷʟʚʠʤʦʩʪʠ, ʦʙʥʦʚʣʝʥʠʝ 

ʇʆ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ʟʘʱʠʪʘ ʩʝʪʠ. 

 

Abstract 

The article discusses the key vulnerabilities of smart home devices and methods to 

prevent them. Special attention is paid to software updates, password strengthening, network 

infrastructure protection and access control, which contributes to improving device security in 

the face of modern cyber threats. 

Keywords: smart devices, cybersecurity, vulnerabilities, software updates, 

authentication, network protection. 

 

ʇʦʧʫʣʷʨʥʦʩʪʴ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚ ʙʳʪʫ ʩʪʨʝʤʠʪʝʣʴʥʦ ʨʘʩʪʝʪ ʙʣʘʛʦʜʘʨʷ ʨʘʟʚʠʪʠʶ 

ʪʝʭʥʦʣʦʛʠʡ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT) ʠ ʠʭ ʚʥʝʜʨʝʥʠʶ ʚ ʧʦʚʩʝʜʥʝʚʥʫʶ ʞʠʟʥʴ. ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ 

ʟʥʘʯʠʪʝʣʴʥʦ ʫʧʨʦʱʘʶʪ ʫʧʨʘʚʣʝʥʠʝ ʜʦʤʦʤ, ʧʨʝʜʣʘʛʘʷ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʤʥʦʞʝʩʪʚʘ ʟʘʜʘʯ, ʦʪ 

ʢʦʥʪʨʦʣʷ ʦʩʚʝʱʝʥʠʷ ʠ ʦʪʦʧʣʝʥʠʷ ʜʦ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ 



-92- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʩʤʘʨʪʬʦʥʳ ʜʝʣʘʝʪ ʞʠʟʥʴ ʩʦʚʨʝʤʝʥʥʦʛʦ ʯʝʣʦʚʝʢʘ ʙʦʣʝʝ ʫʜʦʙʥʦʡ ʠ 

ʵʬʬʝʢʪʠʚʥʦʡ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʠʥʥʦʚʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ ʛʦʣʦʩʦʚʳʝ 

ʧʦʤʦʱʥʠʢʠ, ʩʧʦʩʦʙʩʪʚʫʶʪ ʪʦʤʫ, ʯʪʦ ʫʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʩʪʘʥʦʚʷʪʩʷ ʥʝ ʪʦʣʴʢʦ ʙʦʣʝʝ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʤʠ, ʥʦ ʠ ʧʨʦʩʪʳʤʠ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ. ʇʨʝʞʜʝ ʦʥʠ ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʣʠʰʴ 

ʥʝʤʥʦʛʠʤ ʠʟ-ʟʘ ʚʳʩʦʢʦʡ ʩʪʦʠʤʦʩʪʠ, ʥʦ ʩʝʡʯʘʩ ʤʥʦʛʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʧʨʝʜʣʘʛʘʶʪ 

ʙʶʜʞʝʪʥʳʝ ʤʦʜʝʣʠ, ʯʪʦ ʜʝʣʘʝʪ ʪʝʭʥʦʣʦʛʠʠ "ʫʤʥʦʛʦ ʜʦʤʘ" ʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʰʠʨʦʢʦʡ 

ʘʫʜʠʪʦʨʠʠ. ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʠʤʝʥʝʥʠʡ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ ʷʚʣʷʶʪʩʷ ʩʠʩʪʝʤʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʝ ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʟʘʤʢʠ, 

ʧʦʟʚʦʣʷʶʱʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʦʪʩʣʝʞʠʚʘʪʴ ʧʨʦʠʩʭʦʜʷʱʝʝ ʚ ʠʭ ʜʦʤʝ. 

ɽʱʝ ʦʜʥʠʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʷʚʣʷʝʪʩʷ ʵʢʦʥʦʤʠʷ ʨʝʩʫʨʩʦʚ, ʪʘʢ ʢʘʢ ʫʤʥʳʝ ʪʝʨʤʦʩʪʘʪʳ ʠ 

ʦʩʚʝʪʠʪʝʣʴʥʳʝ ʩʠʩʪʝʤʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʪʠʤʠʟʠʨʫʶʪ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ, ʧʦʜʩʪʨʘʠʚʘʷʩʴ 

ʧʦʜ ʨʠʪʤ ʞʠʟʥʠ ʚʣʘʜʝʣʴʮʘ. 

ʉ ʨʦʩʪʦʤ ʯʠʩʣʘ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʦʟʨʘʩʪʘʝʪ ʠ ʠʭ ʚʟʘʠʤʦʩʚʷʟʘʥʥʦʩʪʴ: ʙʦʣʴʰʠʥʩʪʚʦ 

ʩʦʚʨʝʤʝʥʥʳʭ ʩʠʩʪʝʤ ʧʦʜʜʝʨʞʠʚʘʶʪ ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʫʧʨʘʚʣʷʪʴ ʜʦʤʦʤ, ʥʘʭʦʜʷʩʴ ʚ ʣʶʙʦʡ ʪʦʯʢʝ ʤʠʨʘ. ʕʪʦ ʩʦʟʜʘʝʪ ʩʚʦʝʛʦ ʨʦʜʘ ʠʥʪʝʨʥʝʪ-

ʵʢʦʩʠʩʪʝʤʫ, ʛʜʝ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ ʜʦʤʘ ʩʚʷʟʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʠ ʣʝʛʢʦ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ 

ʯʝʨʝʟ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. ʆʜʥʘʢʦ ʩ ʙʳʩʪʨʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʠʡ 

ʚʩʝ ʙʦʣʝʝ ʘʢʪʫʘʣʴʥʳʤ ʩʪʘʥʦʚʠʪʩʷ ʚʦʧʨʦʩ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʷʟʚʠʤʦʩʪʠ ʚ ʫʤʥʳʭ 

ʫʩʪʨʦʡʩʪʚʘʭ ʤʦʛʫʪ ʩʪʘʪʴ ʩʝʨʴʝʟʥʦʡ ʧʨʦʙʣʝʤʦʡ, ʝʩʣʠ ʠʭ ʥʝ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʥʘ ʩʪʘʜʠʠ 

ʨʘʟʨʘʙʦʪʢʠ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʇʦʵʪʦʤʫ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʤʥʦʛʦ ʜʦʤʘ ʩʝʛʦʜʥʷ 

ʠʛʨʘʝʪ ʥʝ ʤʝʥʴʰʫʶ ʨʦʣʴ, ʯʝʤ ʫʜʦʙʩʪʚʦ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ. 

ʆʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʦʙʣʝʤ ʚ ʩʬʝʨʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚ ʷʚʣʷʝʪʩʷ ʠʭ 

ʫʷʟʚʠʤʦʩʪʴ ʢ ʨʘʟʣʠʯʥʳʤ ʘʪʘʢʘʤ. ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ, ʥʝʩʤʦʪʨʷ ʥʘ ʠʭ ʫʜʦʙʩʪʚʦ ʠ ʰʠʨʦʢʦʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʯʘʩʪʦ ʧʦʜʚʝʨʛʘʶʪʩʷ ʫʛʨʦʟʘʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʪʘʚʠʪʴ ʧʦʜ ʫʜʘʨ ʥʝ ʪʦʣʴʢʦ 

ʩʘʤʠ ʫʩʪʨʦʡʩʪʚʘ, ʥʦ ʠ ʚʩʶ ʩʝʪʝʚʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʩ ʢʦʪʦʨʦʡ ʦʥʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ [1]. 

ʆʜʥʦʡ ʠʟ ʛʣʘʚʥʳʭ ʧʨʦʙʣʝʤ ʷʚʣʷʝʪʩʷ ʥʝʦʙʥʦʚʣʷʝʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. 

ʄʥʦʛʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʚʳʧʫʩʢʘʶʪ ʫʩʪʨʦʡʩʪʚʘ ʩ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʚʝʨʩʠʷʤʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʢʦʪʦʨʳʝ ʚʧʦʩʣʝʜʩʪʚʠʠ ʥʝ ʦʙʥʦʚʣʷʶʪʩʷ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʫʷʟʚʠʤʦʩʪʠ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʧʦʩʣʝ ʚʳʧʫʩʢʘ ʫʩʪʨʦʡʩʪʚʘ, ʦʩʪʘʶʪʩʷ ʥʝʟʘʱʠʱʝʥʥʳʤʠ, ʯʪʦ 

ʦʪʢʨʳʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʘʪʘʢ. ɼʘʞʝ ʝʩʣʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʦʙʥʦʚʣʝʥʠʷ, 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʟʘʯʘʩʪʫʶ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʠʭ ʚʦʚʨʝʤʷ, ʯʪʦ ʪʘʢʞʝ ʩʧʦʩʦʙʩʪʚʫʝʪ ʫʷʟʚʠʤʦʩʪʠ 

ʩʠʩʪʝʤʳ. 

ɽʱʝ ʦʜʥʦʡ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʧʨʦʙʣʝʤʦʡ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʥʘʜʝʞʥʳʭ 

ʧʘʨʦʣʝʡ ʠ ʩʣʘʙʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. ʄʥʦʞʝʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʩʪʘʚʣʷʶʪ ʩʪʘʥʜʘʨʪʥʳʝ 

ʧʘʨʦʣʠ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʝʤ, ʠʣʠ ʠʩʧʦʣʴʟʫʶʪ ʩʣʘʙʳʝ ʧʘʨʦʣʠ, ʢʦʪʦʨʳʝ ʣʝʛʢʦ 

ʫʛʘʜʘʪʴ. ʕʪʦ ʩʫʱʝʩʪʚʝʥʥʦ ʫʧʨʦʱʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ, ʧʦʟʚʦʣʷʷ 

ʠʤ ʧʨʦʥʠʢʘʪʴ ʚ ʩʠʩʪʝʤʫ ʠ ʫʧʨʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʙʦʣʝʝ 

ʩʣʦʞʥʳʭ ʘʪʘʢ ʥʘ ʩʝʪʴ. 

ʂʨʦʤʝ ʪʦʛʦ, ʫʷʟʚʠʤʦʩʪʠ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʤʦʛʫʪ ʩʪʘʪʴ ʩʝʨʴʝʟʥʦʡ ʧʨʦʙʣʝʤʦʡ 

ʜʣʷ ʫʤʥʦʛʦ ʜʦʤʘ. ʋʩʪʨʦʡʩʪʚʘ IoT ʦʙʳʯʥʦ ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ ʜʦʤʘʰʥʝʡ ʩʝʪʠ ʯʝʨʝʟ Wi-Fi ʠʣʠ 

ʜʨʫʛʠʝ ʙʝʩʧʨʦʚʦʜʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʯʪʦ ʩʦʟʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʦʯʢʠ ʜʦʩʪʫʧʘ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʅʝʥʘʜʝʞʥʳʝ ʨʦʫʪʝʨʳ ʠʣʠ ʥʝʜʦʩʪʘʪʦʯʥʘʷ ʰʠʬʨʦʚʢʘ ʩʦʝʜʠʥʝʥʠʡ 

ʜʝʣʘʶʪ ʜʦʤʘʰʥʶʶ ʩʝʪʴ ʫʷʟʚʠʤʦʡ ʜʣʷ ʘʪʘʢ, ʪʘʢʠʭ ʢʘʢ ʧʝʨʝʭʚʘʪ ʜʘʥʥʳʭ ʠʣʠ ʚʟʣʦʤ ʩʘʤʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ [2]. 

ɽʱʝ ʦʜʥʦʡ ʟʥʘʯʠʤʦʡ ʫʛʨʦʟʦʡ ʷʚʣʷʶʪʩʷ ʫʷʟʚʠʤʦʩʪʠ ʚ API ʠ ʩʠʩʪʝʤʘʭ ʫʜʘʣʝʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ. ʄʥʦʛʠʝ ʫʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʜʜʝʨʞʠʚʘʶʪ ʜʠʩʪʘʥʮʠʦʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʯʝʨʝʟ 

ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʳ, ʯʪʦ ʜʝʣʘʝʪ ʠʭ ʫʜʦʙʥʳʤʠ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʆʜʥʘʢʦ ʵʪʠ 

ʠʥʪʝʨʬʝʡʩʳ ʪʘʢʞʝ ʤʦʛʫʪ ʙʳʪʴ ʥʝʟʘʱʠʱʝʥʥʳʤʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʯʝʨʝʟ ʫʷʟʚʠʤʳʝ API ʠʣʠ ʫʷʟʚʠʤʳʝ ʪʦʯʢʠ 

ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʪʝʭ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ API ʥʝ ʟʘʱʠʱʝʥʳ 

ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʠʣʠ ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʩʦʚʨʝʤʝʥʥʳʝ ʤʝʪʦʜʳ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -93- 

 

ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚ ð ʵʪʦ ʢʦʤʧʣʝʢʩʥʘʷ ʟʘʜʘʯʘ, 

ʪʨʝʙʫʶʱʘʷ ʩʠʩʪʝʤʥʦʛʦ ʧʦʜʭʦʜʘ ʠ ʚʥʠʤʘʥʠʷ ʢʘʢ ʩʦ ʩʪʦʨʦʥʳ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʪʘʢ ʠ ʩʦ 

ʩʪʦʨʦʥʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʜʥʠʤ ʠʟ ʩʘʤʳʭ ʵʬʬʝʢʪʠʚʥʳʭ ʤʝʪʦʜʦʚ ʟʘʱʠʪʳ ʷʚʣʷʝʪʩʷ 

ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʉʦʚʨʝʤʝʥʥʳʝ ʫʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ 

ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʪʩʷ, ʠ ʚʤʝʩʪʝ ʩ ʵʪʠʤ ʚʳʷʚʣʷʶʪʩʷ ʥʦʚʳʝ ʫʷʟʚʠʤʦʩʪʠ. ʇʨʦʠʟʚʦʜʠʪʝʣʠ 

ʨʝʛʫʣʷʨʥʦ ʚʳʧʫʩʢʘʶʪ ʧʘʪʯʠ ʠ ʦʙʥʦʚʣʝʥʠʷ, ʢʦʪʦʨʳʝ ʠʩʧʨʘʚʣʷʶʪ ʵʪʠ ʧʨʦʙʣʝʤʳ ʠ 

ʟʘʢʨʳʚʘʶʪ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʣʘʟʝʡʢʠ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʇʦʣʴʟʦʚʘʪʝʣʠ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, 

ʜʦʣʞʥʳ ʩʣʝʜʠʪʴ ʟʘ ʪʝʤ, ʯʪʦʙʳ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ ʙʳʣʠ ʥʘʩʪʨʦʝʥʳ ʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ 

ʦʙʥʦʚʣʝʥʠʝ ʠʣʠ ʧʨʦʚʝʨʷʪʴ ʥʘʣʠʯʠʝ ʦʙʥʦʚʣʝʥʠʡ ʚʨʫʯʥʫʶ. ʕʪʦ ʧʦʤʦʛʘʝʪ ʫʩʪʨʘʥʠʪʴ ʤʥʦʛʠʝ 

ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʧʦʚʳʩʠʪʴ ʦʙʱʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ [3]. 

ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʰʘʛʦʚ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ ʠ ʚʥʝʜʨʝʥʠʝ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʇʦ-ʧʨʝʞʥʝʤʫ 

ʟʥʘʯʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʥʘ ʫʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʨʦʠʩʭʦʜʠʪ ʠʟ-ʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʧʨʦʩʪʳʭ ʧʘʨʦʣʝʡ ʠʣʠ ʦʩʪʘʚʣʝʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʝʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʠʤʝʥʝʥʠʝ 

ʫʥʠʢʘʣʴʥʳʭ, ʩʣʦʞʥʳʭ ʧʘʨʦʣʝʡ ʠ ʘʢʪʠʚʘʮʠʷ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʟʜʘʶʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʫʨʦʚʥʠ ʟʘʱʠʪʳ, ʟʘʪʨʫʜʥʷʷ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʧʦʩʪʦʨʦʥʥʠʤ. ʕʪʠ ʤʝʨʳ 

ʧʦʟʚʦʣʷʶʪ ʟʥʘʯʠʪʝʣʴʥʦ ʩʥʠʟʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʚʟʣʦʤʘ ʟʘ ʩʯʝʪ ʪʦʛʦ, ʯʪʦ ʜʘʞʝ ʧʨʠ 

ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʦʜʥʦʛʦ ʵʣʝʤʝʥʪʘ (ʥʘʧʨʠʤʝʨ, ʧʘʨʦʣʷ) ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʝ ʩʤʦʞʝʪ ʧʦʣʫʯʠʪʴ 

ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʘʢʪʦʨʦʚ ʠʜʝʥʪʠʬʠʢʘʮʠʠ. 

ʅʝ ʤʝʥʝʝ ʚʘʞʥʳʤ ʷʚʣʷʝʪʩʷ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ, 

ʢ ʢʦʪʦʨʦʡ ʧʦʜʢʣʶʯʝʥʳ ʫʩʪʨʦʡʩʪʚʘ. ɺʘʞʥʦ, ʯʪʦʙʳ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ 

ʧʨʦʠʩʭʦʜʠʣʘ ʧʦ ʟʘʱʠʱʝʥʥʳʤ ʢʘʥʘʣʘʤ ʩʚʷʟʠ. ʉʦʚʨʝʤʝʥʥʳʝ ʩʪʘʥʜʘʨʪʳ ʰʠʬʨʦʚʘʥʠʷ, ʪʘʢʠʝ 

ʢʘʢ WPA3 ʜʣʷ Wi-Fi, ʧʦʤʦʛʘʶʪ ʩʥʠʟʠʪʴ ʨʠʩʢ ʧʝʨʝʭʚʘʪʘ ʜʘʥʥʳʭ ʠʣʠ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ [4]. ʇʦʣʴʟʦʚʘʪʝʣʠ ʜʦʣʞʥʳ ʩʣʝʜʠʪʴ ʟʘ ʪʝʤ, ʯʪʦʙʳ ʠʭ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ ʠ ʩʝʪʠ ʙʳʣʠ ʥʘʩʪʨʦʝʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʩʪʘʥʜʘʨʪʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʨʝʛʫʣʷʨʥʦ ʠʟʤʝʥʷʪʴ ʧʘʨʦʣʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ. 

ʄʦʥʠʪʦʨʠʥʛ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʪʘʢʞʝ ʠʛʨʘʶʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ 

ʘʪʘʢ. ʇʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʩʦʩʪʦʷʥʠʷ ʫʩʪʨʦʡʩʪʚ ʠ ʠʭ ʘʢʪʠʚʥʦʩʪʠ ʧʦʤʦʛʘʝʪ ʚʳʷʚʠʪʴ 

ʧʦʜʦʟʨʠʪʝʣʴʥʦʝ ʧʦʚʝʜʝʥʠʝ ʠʣʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ. ʉʫʱʝʩʪʚʫʶʪ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʩʣʝʞʠʚʘʪʴ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʠ ʫʚʝʜʦʤʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟʘʭ. ʂʦʥʪʨʦʣʴ 

ʜʦʩʪʫʧʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʦʟʜʘʥʠʝ ʧʨʘʚʠʣ ʜʣʷ ʪʦʛʦ, ʢʪʦ ʠ ʢʘʢʠʤ ʦʙʨʘʟʦʤ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ 

ʫʩʪʨʦʡʩʪʚʘʤʠ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʝʥʠʝ ʧʨʘʚ ʜʣʷ ʩʪʦʨʦʥʥʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʦ ʩʥʠʞʘʝʪ 

ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʢʪʦ-ʪʦ ʠʟ ʚʥʝʰʥʠʭ ʣʠʮ ʩʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ 

ʫʩʪʨʦʡʩʪʚʘʤʠ ʠʣʠ ʠʟʤʝʥʠʪʴ ʠʭ ʥʘʩʪʨʦʡʢʠ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʝʪʦʜʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ 

ʜʦʣʞʥʳ ʙʳʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʳʤʠ ʠ ʫʯʠʪʳʚʘʪʴ ʨʘʟʥʳʝ ʘʩʧʝʢʪʳ: ʦʪ ʨʝʛʫʣʷʨʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ 

ʠ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʜʦ ʫʣʫʯʰʝʥʠʷ ʧʘʨʦʣʝʡ ʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ. ʊʱʘʪʝʣʴʥʦʝ 

ʩʦʙʣʶʜʝʥʠʝ ʵʪʠʭ ʧʨʠʥʮʠʧʦʚ ʧʦʤʦʞʝʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʨʠʩʢʠ ʠ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʤʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʩʜʝʣʘʚ ʠʭ ʙʦʣʝʝ ʫʩʪʦʡʯʠʚʳʤʠ ʢ ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʫʛʨʦʟʘʤ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʘʥʘʣʠʟʠʨʫʶʪʩʷ ʧʨʦʙʣʝʤʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʫ ʦʙʣʘʯʥʳʭ 

ʧʨʦʚʘʡʜʝʨʦʚ, ʚʢʣʶʯʘʷ ʚʥʫʪʨʝʥʥʠʝ ʫʛʨʦʟʳ, ʫʷʟʚʠʤʦʩʪʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʤʥʦʛʦʘʨʝʥʜʥʳʝ 

ʘʨʭʠʪʝʢʪʫʨʳ. ʈʘʩʩʤʦʪʨʝʥʳ ʤʝʪʦʜʳ ʟʘʱʠʪʳ, ʪʘʢʠʝ ʢʘʢ ʰʠʬʨʦʚʘʥʠʝ, ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ 

ʤʦʥʠʪʦʨʠʥʛ, ʘ ʪʘʢʞʝ ʧʨʠʤʝʨʳ ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʠ ʧʝʨʩʧʝʢʪʠʚʳ ʫʣʫʯʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ, ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ, 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʰʠʬʨʦʚʘʥʠʝ, ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ʫʪʝʯʢʘ ʜʘʥʥʳʭ. 

 

Abstract 

The article analyzes the data privacy issues of cloud providers, including internal threats, 

data transfer vulnerabilities and multi-tenant architectures. Security methods such as encryption, 

authentication and monitoring are considered, as well as examples of data leaks and prospects for 

improving security. 

Keywords: data privacy, cloud providers, cybersecurity, encryption, multi-factor 

authentication, data leakage.  

 

ʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʤʦʜʝʣʴ ʚʳʯʠʩʣʝʥʠʡ, ʧʨʠ ʢʦʪʦʨʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʚʳʯʠʩʣʠʪʝʣʴʥʳʤ ʨʝʩʫʨʩʘʤ ʠ ʜʘʥʥʳʤ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ. ɺ 

ʦʪʣʠʯʠʝ ʦʪ ʪʨʘʜʠʮʠʦʥʥʦʛʦ ʣʦʢʘʣʴʥʦʛʦ ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʦʙʣʘʯʥʳʝ ʩʠʩʪʝʤʳ 

ʧʦʟʚʦʣʷʶʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʠ ʯʘʩʪʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʭʨʘʥʠʪʴ ʜʘʥʥʳʝ ʥʘ ʫʜʘʣʝʥʥʳʭ 

ʩʝʨʚʝʨʘʭ, ʘʨʝʥʜʦʚʘʪʴ ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʤʦʱʥʦʩʪʠ ʠ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ 

ʦʙʝʩʧʝʯʝʥʠʶ ʯʝʨʝʟ ʦʙʣʘʯʥʳʝ ʧʣʘʪʬʦʨʤʳ. 

ʆʩʥʦʚʥʳʤʠ ʪʠʧʘʤʠ ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ ʷʚʣʷʶʪʩʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʢʘʢ ʫʩʣʫʛʘ (IaaS), 

ʧʣʘʪʬʦʨʤʘ ʢʘʢ ʫʩʣʫʛʘ (PaaS) ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʘʢ ʫʩʣʫʛʘ (SaaS). ʕʪʠ ʤʦʜʝʣʠ 

ʧʦʟʚʦʣʷʶʪ ʛʠʙʢʦ ʤʘʩʰʪʘʙʠʨʦʚʘʪʴ ʨʝʩʫʨʩʳ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʣʠʝʥʪʘ, 

ʦʙʝʩʧʝʯʠʚʘʷ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʥʦʩʪʠ ʠ ʵʢʦʥʦʤʠʯʥʦʩʪʠ. ɺ ʪʘʢʠʭ ʩʠʩʪʝʤʘʭ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʙʦʣʴʰʝ ʥʝ ʥʫʞʥʦ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʜʦʨʦʛʦʩʪʦʷʱʝʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠʣʠ 

ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʣʦʞʥʳʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʯʪʦ ʜʝʣʘʝʪ ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ 

ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤʠ ʜʣʷ ʙʠʟʥʝʩʘ ʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ 

ʧʦʣʫʯʠʣʠ ʰʠʨʦʢʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚ ʩʘʤʳʭ ʨʘʟʥʳʭ ʦʙʣʘʩʪʷʭ, ʥʘʯʠʥʘʷ ʦʪ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ ʠ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʜʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʠ 

ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT) [1]. ʇʦ ʤʝʨʝ ʨʘʟʚʠʪʠʷ ʮʠʬʨʦʚʦʡ ʵʢʦʥʦʤʠʢʠ ʠ ʫʚʝʣʠʯʝʥʠʷ ʦʙʲʝʤʘ 

ʜʘʥʥʳʭ, ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʩʪʘʥʦʚʷʪʩʷ ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʛʠʙʢʦʩʪʠ, ʜʦʩʪʫʧʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ʄʥʦʞʝʩʪʚʦ ʢʦʤʧʘʥʠʡ, 

ʦʪ ʩʪʘʨʪʘʧʦʚ ʜʦ ʢʨʫʧʥʳʭ ʢʦʨʧʦʨʘʮʠʡ, ʫʞʝ ʧʝʨʝʰʣʠ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʦʚ 

ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʩʚʦʠʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʠ ʫʣʫʯʰʝʥʠʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʣʠʝʥʪʘʤʠ. 

ʆʩʥʦʚʥʳʝ ʫʛʨʦʟʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʫ ʦʙʣʘʯʥʳʭ ʧʨʦʚʘʡʜʝʨʦʚ ʩʚʷʟʘʥʳ ʩ 

ʥʝʩʢʦʣʴʢʠʤʠ ʬʘʢʪʦʨʘʤʠ, ʚʢʣʶʯʘʷ ʢʘʢ ʚʥʫʪʨʝʥʥʠʝ ʨʠʩʢʠ, ʪʘʢ ʠ ʚʥʝʰʥʠʝ ʘʪʘʢʠ. ɺ ʫʩʣʦʚʠʷʭ 

ʜʠʥʘʤʠʯʥʦʛʦ ʨʘʟʚʠʪʠʷ ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚʦʧʨʦʩ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʩʪʘʥʦʚʠʪʩʷ 

ʧʝʨʚʦʩʪʝʧʝʥʥʳʤ, ʪʘʢ ʢʘʢ ʫʷʟʚʠʤʦʩʪʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʟʥʘʯʠʪʝʣʴʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ ʜʣʷ 

ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʯʘʩʪʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʈʘʩʩʤʦʪʨʠʤ ʢʣʶʯʝʚʳʝ ʫʛʨʦʟʳ, ʩ ʢʦʪʦʨʳʤʠ 

ʩʪʘʣʢʠʚʘʶʪʩʷ ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ. 

ʆʜʥʦʡ ʠʟ ʦʩʥʦʚʥʳʭ ʧʨʦʙʣʝʤ ʷʚʣʷʶʪʩʷ ʫʛʨʦʟʳ, ʠʩʭʦʜʷʱʠʝ ʦʪ ʚʥʫʪʨʝʥʥʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ ʦʙʣʘʯʥʳʭ ʧʨʦʚʘʡʜʝʨʦʚ. ʈʘʙʦʪʥʠʢʠ, ʠʤʝʶʱʠʝ ʜʦʩʪʫʧ ʢ ʯʫʚʩʪʚʠʪʝʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʤʦʛʫʪ ʩʦʟʥʘʪʝʣʴʥʦ ʠʣʠ ʥʝʦʩʦʟʥʘʥʥʦ ʥʘʨʫʰʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -95- 

 

ɿʣʦʫʧʦʪʨʝʙʣʝʥʠʷ ʧʨʠʚʠʣʝʛʠʷʤʠ, ʥʝʜʦʩʪʘʪʦʯʥʳʝ ʤʝʨʳ ʢʦʥʪʨʦʣʷ ʟʘ ʜʝʡʩʪʚʠʷʤʠ 

ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʦʪʩʫʪʩʪʚʠʝ ʤʥʦʛʦʫʨʦʚʥʝʚʦʡ ʟʘʱʠʪʳ ʤʦʛʫʪ ʧʦʟʚʦʣʠʪʴ ʚʥʫʪʨʝʥʥʠʤ ʫʛʨʦʟʘʤ 

ʨʝʘʣʠʟʦʚʘʪʴʩʷ. ʊʘʢʠʝ ʠʥʮʠʜʝʥʪʳ ʩʣʦʞʥʦ ʧʨʝʜʩʢʘʟʘʪʴ ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ, ʪʘʢ ʢʘʢ ʚʥʫʪʨʝʥʥʠʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʣʘʜʘʶʪ ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʦʩʪʫʧʘʤʠ ʠ ʟʥʘʥʠʷʤʠ ʦ ʩʠʩʪʝʤʝ. ʂʦʥʪʨʦʣʴ 

ʜʦʩʪʫʧʘ ʠ ʤʦʥʠʪʦʨʠʥʛ ʜʝʡʩʪʚʠʡ ʩʦʪʨʫʜʥʠʢʦʚ ï ʢʣʶʯʝʚʳʝ ʤʝʨʳ ʜʣʷ ʤʠʥʠʤʠʟʘʮʠʠ ʵʪʦʛʦ 

ʨʠʩʢʘ. 

ɽʱʝ ʦʜʥʠʤ ʚʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʨʠ 

ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ. ɼʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʦʙʣʘʢʦʤ, ʤʦʛʫʪ ʙʳʪʴ 

ʧʝʨʝʭʚʘʯʝʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʝʩʣʠ ʦʥʠ ʥʝ ʟʘʱʠʱʝʥʳ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ. ʋʩʪʘʨʝʚʰʠʝ 

ʠʣʠ ʩʣʘʙʳʝ ʧʨʦʪʦʢʦʣʳ ʰʠʬʨʦʚʘʥʠʷ, ʦʪʩʫʪʩʪʚʠʝ ʟʘʱʠʪʳ ʩʦʝʜʠʥʝʥʠʡ ʯʝʨʝʟ VPN ʠʣʠ TLS, 

ʘ ʪʘʢʞʝ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʝʪʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʫʪʝʯʢʘʤ ʜʘʥʥʳʭ. ɺʘʞʥʳʤ ʵʣʝʤʝʥʪʦʤ ʟʘʱʠʪʳ 

ʜʘʥʥʳʭ ʚ ʧʨʦʮʝʩʩʝ ʧʝʨʝʜʘʯʠ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʚʨʝʤʝʥʥʳʭ ʤʝʪʦʜʦʚ ʰʠʬʨʦʚʘʥʠʷ ʠ 

ʙʝʟʦʧʘʩʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ʩʚʷʟʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʦʪʚʨʘʱʘʶʪ ʧʝʨʝʭʚʘʪ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʦʙʝʩʧʝʯʠʚʘʶʪ ʩʦʭʨʘʥʥʦʩʪʴ ʜʘʥʥʳʭ ʥʘ ʚʩʝʭ ʵʪʘʧʘʭ ʧʝʨʝʜʘʯʠ. 

ʋʷʟʚʠʤʦʩʪʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʤʥʦʛʦʘʨʝʥʜʥʦʡ ʘʨʭʠʪʝʢʪʫʨʦʡ (multi-tenancy), ʪʘʢʞʝ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʟʥʘʯʠʪʝʣʴʥʫʶ ʫʛʨʦʟʫ ʜʣʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʚ ʦʙʣʘʯʥʳʭ 

ʩʠʩʪʝʤʘʭ. ɺ ʪʘʢʦʡ ʘʨʭʠʪʝʢʪʫʨʝ ʥʝʩʢʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʘʨʝʥʜʘʪʦʨʦʚ) ʜʝʣʷʪ ʦʙʱʠʝ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ, ʚʢʣʶʯʘʷ ʩʝʨʚʝʨʳ ʠ ʩʠʩʪʝʤʳ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ. ʅʝʩʤʦʪʨʷ ʥʘ 

ʣʦʛʠʯʝʩʢʦʝ ʨʘʟʜʝʣʝʥʠʝ, ʩʫʱʝʩʪʚʫʝʪ ʨʠʩʢ, ʯʪʦ ʦʜʠʥ ʠʟ ʘʨʝʥʜʘʪʦʨʦʚ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ 

ʢ ʜʘʥʥʳʤ ʜʨʫʛʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʦ ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ ʠʟ-ʟʘ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʠʩʪʝʤʝ 

ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ, ʥʝʢʦʨʨʝʢʪʥʳʭ ʥʘʩʪʨʦʝʢ ʠʟʦʣʷʮʠʠ ʠʣʠ ʦʰʠʙʦʢ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʕʬʬʝʢʪʠʚʥʘʷ ʩʝʛʤʝʥʪʘʮʠʷ ʜʘʥʥʳʭ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʪʨʦʛʠʭ 

ʤʝʭʘʥʠʟʤʦʚ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʧʦʤʦʛʘʶʪ ʩʥʠʟʠʪʴ ʨʠʩʢ ʫʪʝʯʝʢ ʚ ʤʥʦʛʦʘʨʝʥʜʥʳʭ 

ʩʠʩʪʝʤʘʭ. 

ʂʨʦʤʝ ʪʦʛʦ, ʚʟʣʦʤʳ ʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʦʩʪʘʶʪʩʷ ʦʜʥʦʡ ʠʟ 

ʩʘʤʳʭ ʩʝʨʴʝʟʥʳʭ ʫʛʨʦʟ ʜʣʷ ʦʙʣʘʯʥʳʭ ʧʨʦʚʘʡʜʝʨʦʚ. ʍʘʢʝʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʳ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʩʠʩʪʝʤʳ: ʦʪ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʠ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ ʜʦ ʩʣʦʞʥʳʭ ʵʢʩʧʣʦʡʪʦʚ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʦʙʝʩʧʝʯʝʥʠʠ. ɸʪʘʢʠ ʥʘ ʦʙʣʘʯʥʳʝ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʫʪʝʯʢʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ 

ʜʘʥʥʳʭ, ʥʘʨʫʰʝʥʠʶ ʮʝʣʦʩʪʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʜʨʫʛʠʤ ʥʝʛʘʪʠʚʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ. ɼʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʪʘʢʠʭ ʠʥʮʠʜʝʥʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʩʠʩʪʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ ʠ ʚʥʝʜʨʝʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʟʘʱʠʪʳ ʦʪ 

ʚʪʦʨʞʝʥʠʡ (IDS/IPS) [2]. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʤʥʦʞʝʩʪʚʦʤ ʫʛʨʦʟ, ʢʘʩʘʶʱʠʭʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ, ʠ ʢʘʞʜʘʷ ʠʟ ʵʪʠʭ ʫʛʨʦʟ 

ʪʨʝʙʫʝʪ ʩʧʝʮʠʘʣʴʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠ ʟʘʱʠʪʝ. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʫ ʦʙʣʘʯʥʳʭ ʧʨʦʚʘʡʜʝʨʦʚ 

ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʳʡ ʧʦʜʭʦʜ, ʚʢʣʶʯʘʶʱʠʡ ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʳ 

ʟʘʱʠʪʳ ʥʘ ʚʩʝʭ ʵʪʘʧʘʭ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ. ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʵʣʝʤʝʥʪʦʚ ʷʚʣʷʝʪʩʷ 

ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ. ʕʪʦʪ ʤʝʪʦʜ ʧʦʟʚʦʣʷʝʪ ʟʘʱʠʪʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʢʘʢ ʚʦ ʚʨʝʤʷ ʧʝʨʝʜʘʯʠ, 

ʪʘʢ ʠ ʧʨʠ ʭʨʘʥʝʥʠʠ. ʐʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʜʦ ʠʭ ʦʪʧʨʘʚʢʠ ʚ ʦʙʣʘʢʦ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʜʘʞʝ 

ʝʩʣʠ ʜʘʥʥʳʝ ʙʫʜʫʪ ʧʝʨʝʭʚʘʯʝʥʳ, ʦʥʠ ʦʩʪʘʥʫʪʩʷ ʥʝʯʠʪʘʙʝʣʴʥʳʤʠ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ʇʨʠ ʭʨʘʥʝʥʠʠ ʥʘ ʩʝʨʚʝʨʘʭ ʧʨʦʚʘʡʜʝʨʘ ʜʘʥʥʳʝ ʪʘʢʞʝ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʰʠʬʨʦʚʘʥʳ, ʯʪʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʤʠʥʠʤʠʟʠʨʫʝʪ ʨʠʩʢ ʠʭ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ 

ʩʦʚʨʝʤʝʥʥʳʭ ʘʣʛʦʨʠʪʤʦʚ ʰʠʬʨʦʚʘʥʠʷ, ʪʘʢʠʭ ʢʘʢ AES, ʷʚʣʷʝʪʩʷ ʵʬʬʝʢʪʠʚʥʳʤ ʩʧʦʩʦʙʦʤ 

ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ɽʱʝ ʦʜʠʥ ʚʘʞʥʳʡ ʘʩʧʝʢʪ ʟʘʱʠʪʳ ð ʵʪʦ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ, ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ 

ʦʙʷʟʘʥʳ ʚʥʝʜʨʷʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʫʶ ʩʠʩʪʝʤʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʊʨʘʜʠʮʠʦʥʥʳʝ ʧʘʨʦʣʠ ʙʦʣʴʰʝ ʥʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʜʦʩʪʘʪʦʯʥʳʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ, ʧʦʵʪʦʤʫ 

ʚʩʝ ʯʘʱʝ ʧʨʠʤʝʥʷʶʪʩʷ ʤʥʦʛʦʬʘʢʪʦʨʥʳʝ ʤʝʪʦʜʳ, ʛʜʝ ʧʦʤʠʤʦ ʧʘʨʦʣʷ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʘʢʪʦʨʳ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʣʠʯʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʜʘʥʥʳʝ 



-96- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʠʣʠ ʦʜʥʦʨʘʟʦʚʳʝ ʢʦʜʳ. ʊʘʢʠʝ ʤʝʨʳ ʟʥʘʯʠʪʝʣʴʥʦ ʫʩʣʦʞʥʷʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʝʥʠʷ 

ʜʦʩʪʫʧʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʜʘʞʝ ʝʩʣʠ ʦʩʥʦʚʥʦʡ ʧʘʨʦʣʴ ʙʫʜʝʪ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥ [3]. 

ʅʘʨʷʜʫ ʩ ʚʥʝʰʥʝʡ ʟʘʱʠʪʦʡ, ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʩʣʝʜʫʝʪ ʫʜʝʣʷʪʴ ʚʥʫʪʨʝʥʥʠʤ ʫʛʨʦʟʘʤ. 

ʉʦʪʨʫʜʥʠʢʠ ʦʙʣʘʯʥʳʭ ʧʨʦʚʘʡʜʝʨʦʚ, ʦʙʣʘʜʘʷ ʜʦʩʪʫʧʦʤ ʢ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʠ ʜʘʥʥʳʤ, ʤʦʛʫʪ 

ʩʪʘʪʴ ʠʩʪʦʯʥʠʢʦʤ ʫʛʨʦʟʳ. ʏʪʦʙʳ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʵʪʦʪ ʨʠʩʢ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʧʦʣʠʪʠʢʫ ʤʠʥʠʤʘʣʴʥʳʭ ʧʨʠʚʠʣʝʛʠʡ, ʛʜʝ ʢʘʞʜʦʤʫ ʩʦʪʨʫʜʥʠʢʫ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʜʦʩʪʫʧ 

ʪʦʣʴʢʦ ʢ ʪʝʤ ʨʝʩʫʨʩʘʤ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʝʛʦ ʧʨʷʤʳʭ ʦʙʷʟʘʥʥʦʩʪʝʡ. 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ʚʘʞʥʘ ʨʝʛʫʣʷʨʥʘʷ ʧʨʦʚʝʨʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʠ ʘʫʜʠʪ ʜʝʡʩʪʚʠʡ ʩʦʪʨʫʜʥʠʢʦʚ, ʘ 

ʪʘʢʞʝ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʦʚ ʘʢʪʠʚʥʦʩʪʠ, ʯʪʦ ʧʦʟʚʦʣʠʪ ʦʪʩʣʝʞʠʚʘʪʴ ʣʶʙʳʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ 

ʜʝʡʩʪʚʠʷ ʚ ʩʠʩʪʝʤʝ. 

ʅʘʢʦʥʝʮ, ʩʠʩʪʝʤʳ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʠʛʨʘʶʪ ʢʨʠʪʠʯʝʩʢʫʶ ʨʦʣʴ ʚ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ ʫʪʝʯʝʢ ʜʘʥʥʳʭ. ʉʠʩʪʝʤʳ ʪʠʧʘ SIEM (Security Information and Event 

Management) ʧʦʟʚʦʣʷʶʪ ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ ʚʩʝʭ ʩʦʙʳʪʠʷʭ ʚ ʩʠʩʪʝʤʝ, 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʦʚʝʜʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʚʳʷʚʣʷʪʴ ʘʥʦʤʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʧʦʧʳʪʢʝ ʚʟʣʦʤʘ ʠʣʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʊʘʢʦʡ ʤʦʥʠʪʦʨʠʥʛ ʧʦʟʚʦʣʷʝʪ 

ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʚʦʟʥʠʢʘʶʱʠʝ ʫʛʨʦʟʳ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʠʭ ʜʦ ʪʦʛʦ, ʢʘʢ ʦʥʠ 

ʥʘʥʝʩʫʪ ʫʱʝʨʙ. 

ʉʦʚʨʝʤʝʥʥʳʝ ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʥʝʩʤʦʪʨʷ ʥʘ ʩʚʦʶ ʧʦʧʫʣʷʨʥʦʩʪʴ ʠ ʰʠʨʦʢʦʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʧʨʦʜʦʣʞʘʶʪ ʩʪʘʣʢʠʚʘʪʴʩʷ ʩ ʨʷʜʦʤ ʩʝʨʴʝʟʥʳʭ ʧʨʦʙʣʝʤ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. ʕʪʠ ʧʨʦʙʣʝʤʳ ʥʘʧʨʷʤʫʶ ʩʚʷʟʘʥʳ ʩ ʫʛʨʦʟʘʤʠ, ʦ ʢʦʪʦʨʳʭ 

ʫʧʦʤʠʥʘʣʦʩʴ ʚʦ ʚʪʦʨʦʤ ʨʘʟʜʝʣʝ, ʠ ʪʨʝʙʫʶʪ ʧʨʠʤʝʥʝʥʠʷ ʤʝʪʦʜʦʚ ʟʘʱʠʪʳ, ʨʘʩʩʤʦʪʨʝʥʥʳʭ 

ʚ ʪʨʝʪʴʝʤ ʨʘʟʜʝʣʝ. ʆʜʥʘʢʦ ʜʘʞʝ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʘʤʳʭ ʧʝʨʝʜʦʚʳʭ ʨʝʰʝʥʠʡ ʥʝ ʚʩʝʛʜʘ 

ʫʜʘʝʪʩʷ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʠ ʥʝʢʦʪʦʨʳʝ ʫʷʟʚʠʤʦʩʪʠ ʦʩʪʘʶʪʩʷ 

ʥʝʟʘʱʠʱʝʥʥʳʤʠ. 

ʆʜʥʦʡ ʠʟ ʛʣʘʚʥʳʭ ʪʝʢʫʱʠʭ ʧʨʦʙʣʝʤ ʷʚʣʷʝʪʩʷ ʥʝʜʦʩʪʘʪʦʯʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʰʠʬʨʦʚʘʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʤʥʦʛʠʝ ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ 

ʧʨʝʜʣʘʛʘʶʪ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ, ʦʥʦ ʥʝ ʚʩʝʛʜʘ ʨʝʘʣʠʟʫʝʪʩʷ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ, ʯʪʦ 

ʜʝʣʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʫʷʟʚʠʤʦʡ ʧʨʠ ʧʝʨʝʜʘʯʝ ʠʣʠ ʭʨʘʥʝʥʠʠ. ɹʦʣʝʝ ʪʦʛʦ, ʦʪʩʫʪʩʪʚʠʝ 

ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʥʘʜʝʞʥʳʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʧʨʠʚʦʜʠʪ ʢ 

ʪʦʤʫ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʣʝʛʢʦ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʠʩʪʝʤʫ, ʠʩʧʦʣʴʟʫʷ ʩʣʘʙʳʝ ʠʣʠ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. 

ʗʨʢʠʤ ʧʨʠʤʝʨʦʤ ʪʘʢʠʭ ʫʷʟʚʠʤʦʩʪʝʡ ʷʚʣʷʝʪʩʷ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ Equifax ʚ 

2017 ʛʦʜʫ, ʢʦʛʜʘ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʤʠʣʣʠʦʥʦʚ ʣʶʜʝʡ. ɺ 

ʵʪʦʤ ʩʣʫʯʘʝ ʫʷʟʚʠʤʦʩʪʴ ʙʳʣʘ ʚʳʟʚʘʥʘ ʦʪʩʫʪʩʪʚʠʝʤ ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʟʘʱʠʪʦʡ ʜʘʥʥʳʭ. ʕʪʘ ʩʠʪʫʘʮʠʷ 

ʧʦʢʘʟʘʣʘ ʚʘʞʥʦʩʪʴ ʨʝʛʫʣʷʨʥʳʭ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦʩʪʴ 

ʚʥʝʜʨʝʥʠʷ ʙʦʣʝʝ ʩʪʨʦʛʠʭ ʤʝʨ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʠ ʰʠʬʨʦʚʘʥʠʷ. 

ɼʨʫʛʦʡ ʠʟʚʝʩʪʥʳʡ ʠʥʮʠʜʝʥʪ ð ʵʪʦ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ Capital One ʚ 2019 

ʛʦʜʫ, ʢʦʛʜʘ ʭʘʢʝʨʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʯʝʨʝʟ ʫʷʟʚʠʤʦʩʪʴ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʤʥʦʛʠʝ ʜʘʥʥʳʝ ʙʳʣʠ 

ʟʘʰʠʬʨʦʚʘʥʳ, ʦʰʠʙʢʠ ʚ ʥʘʩʪʨʦʡʢʘʭ ʜʦʩʪʫʧʘ ʧʦʟʚʦʣʠʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʨʦʥʠʢʥʫʪʴ ʚ 

ʩʠʩʪʝʤʫ. ʕʪʦʪ ʩʣʫʯʘʡ ʝʱʝ ʨʘʟ ʧʦʜʯʝʨʢʠʚʘʝʪ ʚʘʞʥʦʩʪʴ ʢʦʨʨʝʢʪʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ ʚ ʦʙʣʘʯʥʳʭ ʩʠʩʪʝʤʘʭ. 

ʊʝʢʫʱʠʝ ʧʨʦʙʣʝʤʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʚ ʦʙʣʘʢʝ ʧʦʜʯʝʨʢʠʚʘʶʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʥʝ ʪʦʣʴʢʦ ʚ ʧʦʩʪʦʷʥʥʦʤ ʫʣʫʯʰʝʥʠʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʪʦʜʦʚ ʟʘʱʠʪʳ, ʥʦ ʠ ʚ 

ʪʱʘʪʝʣʴʥʦʤ ʢʦʥʪʨʦʣʝ ʥʘʜ ʚʥʫʪʨʝʥʥʠʤʠ ʠ ʚʥʝʰʥʠʤʠ ʬʘʢʪʦʨʘʤʠ, ʚʣʠʷʶʱʠʤʠ ʥʘ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ. ʇʨʠʤʝʨʳ ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʜʘʞʝ ʧʝʨʝʜʦʚʳʝ 

ʪʝʭʥʦʣʦʛʠʠ ʤʦʛʫʪ ʙʳʪʴ ʫʷʟʚʠʤʳ, ʝʩʣʠ ʥʝ ʦʙʝʩʧʝʯʝʥ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʠʭ ʟʘʱʠʪʝ, 

ʚʢʣʶʯʘʶʱʠʡ ʨʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʰʠʬʨʦʚʘʥʠʝ, 

ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʠ ʤʦʥʠʪʦʨʠʥʛ. 

ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʥʘʧʨʘʚʣʝʥʠʡ ʫʣʫʯʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ 

ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʚʥʝʜʨʝʥʠʝ ʧʨʦʜʚʠʥʫʪʳʭ ʤʝʪʦʜʦʚ ʰʠʬʨʦʚʘʥʠʷ, ʚʢʣʶʯʘʷ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -97- 

 

ʛʦʤʦʤʦʨʬʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʠ ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ. ʕʪʠ ʪʝʭʥʦʣʦʛʠʠ 

ʧʦʟʚʦʣʷʶʪ ʧʨʦʚʦʜʠʪʴ ʦʧʝʨʘʮʠʠ ʥʘʜ ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ ʙʝʟ ʠʭ ʨʘʩʰʠʬʨʦʚʢʠ, ʯʪʦ 

ʩʫʱʝʩʪʚʝʥʥʦ ʩʥʠʞʘʝʪ ʨʠʩʢ ʫʪʝʯʝʢ ʜʘʞʝ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʩʝʨʚʝʨʫ. ʕʪʦ ʥʘʧʨʘʚʣʝʥʠʝ ʘʢʪʠʚʥʦ 

ʨʘʟʚʠʚʘʝʪʩʷ ʠ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʚʦʩʪʨʝʙʦʚʘʥʥʳʤ ʚ ʫʩʣʦʚʠʷʭ ʧʦʩʪʦʷʥʥʦʛʦ ʨʦʩʪʘ 

ʢʠʙʝʨʫʛʨʦʟ. 
ɼʨʫʛʘʷ ʚʘʞʥʘʷ ʪʝʥʜʝʥʮʠʷ ð ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʣʦʢʯʝʡʥ-ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʧʦʚʳʰʝʥʠʷ 

ʜʦʚʝʨʠʷ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʣʦʢʯʝʡʥ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 
ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʧʨʦʟʨʘʯʥʳʝ ʠ 
ʥʝʠʟʤʝʥʥʳʝ ʞʫʨʥʘʣʳ ʚʩʝʭ ʪʨʘʥʟʘʢʮʠʡ. ʕʪʦ ʩʥʠʞʘʝʪ ʨʠʩʢʠ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʠ 
ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ, ʧʦʚʳʰʘʝʪ ʜʦʚʝʨʠʝ ʢʣʠʝʥʪʦʚ ʢ ʦʙʣʘʯʥʳʤ ʧʨʦʚʘʡʜʝʨʘʤ ʠ ʫʣʫʯʰʘʝʪ 
ʢʦʥʪʨʦʣʴ ʥʘʜ ʜʦʩʪʫʧʦʤ ʢ ʜʘʥʥʳʤ. 

ʂʨʦʤʝ ʪʦʛʦ, ʪʝʥʜʝʥʮʠʷ ʫʩʠʣʝʥʠʷ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʧʨʠʤʝʥʝʥʠʷ 
ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʳ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʦʣʴʢʦ ʧʘʨʦʣʷ ʜʘʚʥʦ ʩʯʠʪʘʝʪʩʷ ʥʝʵʬʬʝʢʪʠʚʥʳʤ ʤʝʪʦʜʦʤ ʟʘʱʠʪʳ, ʠ 
ʤʥʦʛʠʝ ʦʙʣʘʯʥʳʝ ʧʨʦʚʘʡʜʝʨʳ ʫʞʝ ʚʥʝʜʨʷʶʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʫʨʦʚʥʠ ʧʨʦʚʝʨʢʠ [4]. 
ɹʠʦʤʝʪʨʠʯʝʩʢʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ʪʘʢʘʷ ʢʘʢ ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʣʠʮ ʠʣʠ ʦʪʧʝʯʘʪʢʦʚ ʧʘʣʴʮʝʚ, ʚ 
ʩʦʯʝʪʘʥʠʠ ʩ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ ʩʫʱʝʩʪʚʝʥʥʦ ʫʩʣʦʞʥʷʝʪ ʜʦʩʪʫʧ ʜʣʷ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ʉʫʱʝʩʪʚʝʥʥʳʝ ʧʝʨʩʧʝʢʪʠʚʳ ʪʘʢʞʝ ʩʚʷʟʘʥʳ ʩ ʨʘʟʚʠʪʠʝʤ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʠ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʫʛʨʦʟ. ʊʘʢʠʝ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʦʚʝʜʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

ʠ ʦʧʝʨʘʪʠʚʥʦ ʚʳʷʚʣʷʪʴ ʦʪʢʣʦʥʝʥʠʷ ʦʪ ʥʦʨʤʘʣʴʥʳʭ ʜʝʡʩʪʚʠʡ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʛʨʦʟʳ ʜʦ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʩʤʦʛʫʪ ʥʘʥʝʩʪʠ ʫʱʝʨʙ, ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʧʦ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ. ɺ ʙʫʜʫʱʝʤ ʪʘʢʞʝ ʤʦʞʥʦ ʦʞʠʜʘʪʴ ʨʘʟʨʘʙʦʪʢʠ ʠ 

ʚʥʝʜʨʝʥʠʷ ʥʦʚʳʭ ʩʪʘʥʜʘʨʪʦʚ ʠ ʨʝʛʣʘʤʝʥʪʦʚ, ʨʝʛʫʣʠʨʫʶʱʠʭ ʭʨʘʥʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ 

ʚ ʦʙʣʘʯʥʳʭ ʩʠʩʪʝʤʘʭ. ʋʩʠʣʝʥʠʝ ʢʦʥʪʨʦʣʷ ʩʦ ʩʪʦʨʦʥʳ ʨʝʛʫʣʠʨʫʶʱʠʭ ʦʨʛʘʥʦʚ ʠ 

ʨʘʟʨʘʙʦʪʢʘ ʝʜʠʥʳʭ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʪʘʥʜʘʨʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ 

ʫʣʫʯʰʝʥʠʶ ʦʙʱʝʡ ʩʠʪʫʘʮʠʠ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ ʜʘʥʥʳʭ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʥʘʫʯʥʦʡ ʩʪʘʪʴʝ ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʦʪʨʝʥʳ ʚʦʧʨʦʩʳ, ʢʘʩʘʶʱʠʝʩʷ ʨʘʟʨʘʙʦʪʢʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ʅʘ ʦʩʥʦʚʝ ʩʠʩʪʝʤʥʦʛʦ ʧʦʜʭʦʜʘ 

ʠ ʩʪʨʫʢʪʫʨʥʦʛʦ ʘʥʘʣʠʟʘ ʩʦʟʜʘʥʦ ʬʦʨʤʘʣʠʟʦʚʘʥʥʦʝ ʦʧʠʩʘʥʠʝ ʜʘʥʥʳʭ ʧʨʦʮʝʩʩʦʚ. 

ʇʨʦʚʝʜʝʥʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ʅʘ ʦʩʥʦʚʝ 

ʤʝʪʦʜʦʣʦʛʠʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʥʦʪʘʮʠʠ IDEF0 ʚʳʧʦʣʥʝʥʦ 

ʧʦʩʪʨʦʝʥʠʝ ʩʪʨʫʢʪʫʨʥʳʭ ʜʠʘʛʨʘʤʤ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ʇʨʝʜʣʦʞʝʥʘ ʦʙʦʙʱʝʥʥʘʷ 



-98- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʬʫʥʢʮʠʦʥʘʣʴʥʦ-ʪʝʭʥʦʣʦʛʠʯʝʩʢʘʷ ʩʭʝʤʘ ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ɺʳʧʦʣʥʝʥʘ 

ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʜʝʢʦʤʧʦʟʠʮʠʷ ʦʙʦʙʱʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʜʠʘʛʨʘʤʤʳ ʧʨʦʮʝʩʩʘ 

ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ɺ ʩʪʘʪʴʝ ʧʨʠʚʝʜʝʥʳ ʚʠʟʫʘʣʴʥʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʤʦʜʝʣʠ ʦʧʠʩʘʥʠʷ 

ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ɺʳʜʝʣʝʥʳ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʩʦʩʪʘʚʣʷʶʱʠʝ, ʜʘʥʘ ʠʭ 

ʜʝʪʘʣʠʟʘʮʠʷ.  

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʧʨʦʮʝʩʩ ʧʦʣʠʤʝʨʠʟʘʮʠʠ, ʬʦʨʤʘʣʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ, 

ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʤʦʜʝʣʴ, ʩʪʨʫʢʪʫʨʥʘʷ ʜʠʘʛʨʘʤʤʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʤʦʜʝʣʴ. 

 

Abstract 

The scientific article considers in detail the issues related to the development of 

information support for polymerization processes. Based on the systems approach and structural 

analysis, a formalized description of these processes has been created. Information modeling of 

the polymerization process has been carried out. Based on the methodology of functional 

modeling using the IDEF0 notation, structural diagrams of polymerization processes have been 

constructed. A generalized functional and technological scheme of the polymerization process 

has been proposed. A functional decomposition of the generalized information diagram of the 

polymerization process has been performed. The article presents visual information models for 

describing the polymerization process. Functional components have been identified and detailed. 

Keywords: polymerization process, formalization of processes, functional model, 

structural diagram, information model. 

 

ɺʝʨʙʘʣʴʥʘʷ ʤʦʜʝʣʴ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʧʦʣʠʤʝʨʳ ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʦʡ ʙʦʣʴʰʠʥʩʪʚʘ ʢʦʥʩʪʨʫʢʮʠʦʥʥʳʭ 

ʤʘʪʝʨʠʘʣʦʚ, ʧʨʠʤʝʥʷʝʤʳʭ ʚ ʨʘʟʣʠʯʥʳʭ ʦʪʨʘʩʣʷʭ. ɼʘʥʥʳʝ ʢʦʥʩʪʨʫʢʮʠʦʥʥʳʝ ʤʘʪʝʨʠʘʣʳ 

ʦʙʣʘʜʘʶʪ ʥʘʙʦʨʦʤ ʪʝʭʥʠʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʟʘʣʦʞʝʥʥʳʭ ʥʘ ʵʪʘʧʝ ʨʝʮʝʧʪʫʨʦʩʪʨʦʝʥʠʷ ʠ 

ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʚ ʧʨʦʮʝʩʩʝ ʩʠʥʪʝʟʘ. ʇʦʣʠʤʝʨʳ ʧʦʣʫʯʘʶʪ ʚ ʧʨʦʮʝʩʩʝ ʩʠʥʪʝʟʘ, 

ʥʘʟʳʚʘʝʤʦʛʦ ʧʦʣʠʤʝʨʠʟʘʮʠʝʡ. ʇʦʣʠʤʝʨʠʟʘʮʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʭʠʤʠʯʝʩʢʠʡ ʧʨʦʮʝʩʩ 

ʦʙʨʘʟʦʚʘʥʠʷ ʚʝʱʝʩʪʚ ʙʦʣʴʰʦʡ ʤʦʣʝʢʫʣʷʨʥʦʡ ʤʘʩʩʳ ʧʫʪʝʤ ʩʰʠʚʘʥʠʷ - ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʤʦʣʝʢʫʣ ʥʠʟʢʦʤʦʣʝʢʫʣʷʨʥʳʭ ʩʦʝʜʠʥʝʥʠʡ ʙʝʟ ʚʳʜʝʣʝʥʠʷ ʧʦʙʦʯʥʳʭ ʧʨʦʜʫʢʪʦʚ 

ʨʝʘʢʮʠʠ [1]. 

ɺ ʥʝʬʪʝʧʝʨʝʨʘʙʦʪʢʝ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʮʝʩʩʳ ʦʣʠʛʦʤʝʨʠʟʘʮʠʠ ʧʨʦʧʠʣʝʥʘ ʠ 

ʙʫʪʠʣʝʥʘ. ʇʦʣʫʯʘʝʤʳʝ ʦʣʠʛʦʤʝʨʳ ʠʩʧʦʣʴʟʫʶʪ ʚ ʢʘʯʝʩʪʚʝ ʢʦʤʧʦʥʝʥʪʦʚ ʘʚʪʦʤʦʙʠʣʴʥʳʭ 

ʙʝʥʟʠʥʦʚ ʜʦ ʉ12 ʠʣʠ ʩʳʨʴʷ ʜʣʷ ʧʨʦʠʟʚʦʜʩʪʚʘ ʧʨʠʩʘʜʦʢ ʢ ʤʘʩʣʘʤ ʠ ʩʠʥʪʝʪʠʯʝʩʢʠʭ 

ʤʦʶʱʠʭ ʩʨʝʜʩʪʚ. ʆʩʥʦʚʥʳʤ ʧʨʦʜʫʢʪʦʚ ʨʝʘʢʮʠʠ ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ ʦʣʝʬʠʥʳ. 

ʇʨʦʮʝʩʩ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʧʨʦʚʦʜʠʪʩʷ ʥʘ ʩʧʝʮʠʘʣʴʥʳʭ ʧʨʦʤʳʰʣʝʥʥʳʭ ʫʩʪʘʥʦʚʢʘʭ, 

ʨʝʘʣʠʟʫʶʱʠʭ ʧʦʣʥʳʡ ʮʠʢʣ ʦʪ ʦʯʠʩʪʢʠ ʧʦʩʪʫʧʘʶʱʝʛʦ ʩʳʨʴʷ ʜʦ ʫʧʘʢʦʚʢʠ ʛʦʪʦʚʦʛʦ 

ʧʨʦʜʫʢʪʘ. ʋʩʪʘʥʦʚʢʘ ʩʠʥʪʝʟʘ ʧʦʣʠʤʝʨʦʚ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʪʠʧʠʯʥʳʡ ʧʨʠʤʝʨ ʩʣʦʞʥʦʡ 

ʭʠʤʠʢʦ-ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʤ ʩʦʝʜʠʥʝʥʠʝʤ ʵʣʝʤʝʥʪʦʚ ʠ ʫʟʣʦʚ. 

ɹʦʣʴʰʦʝ ʯʠʩʣʦ ʪʝʭʥʠʯʝʩʢʠʭ ʩʪʘʜʠʡ ʠ ʦʧʝʨʘʮʠʡ ʜʠʢʪʫʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʦʟʜʘʥʠʷ 

ʜʝʪʘʣʴʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʦʧʠʩʘʥʠʷ ʩʦʩʪʘʚʣʷʶʱʠʭ ʧʨʦʮʝʩʩʦʚ ʥʘ ʦʩʥʦʚʝ ʠʭ ʘʥʘʣʠʟʘ. 

ʅʘ ʨʠʩʫʥʢʝ 1 ʠʟʦʙʨʘʞʝʥʘ ʧʨʠʥʮʠʧʠʘʣʴʥʘʷ ʩʭʝʤʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ 

ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ɺ ʜʘʥʥʦʡ ʫʩʪʘʥʦʚʢʝ ʧʨʠʤʝʥʷʝʪʩʷ ʩʧʝʮʠʘʣʴʥʳʡ ʢʘʪʘʣʠʟʘʪʦʨ ʚ ʚʠʜʝ 

ʧʦʨʦʰʢʘ ʬʦʩʬʦʨʥʦʡ ʢʠʩʣʦʪʳ. ʇʨʦʮʝʩʩ ʧʨʦʪʝʢʘʝʪ ʚ ʭʠʤʠʯʝʩʢʦʤ ʨʝʘʢʪʦʨʝ ʧʨʦʪʦʯʥʦʛʦ ʪʠʧʘ 

ʧʨʠ ʪʝʤʧʝʨʘʪʫʨʝ 180-230 0ʉ ʠ ʚʳʩʦʢʦʤ ʜʘʚʣʝʥʠʠ. 

ʉʳʨʴʝʤ ʫʩʪʘʥʦʚʢʠ ʦʙʳʯʥʦ ʷʚʣʷʝʪʩʷ ʧʨʦʧʠʣʝʥ ʠʣʠ ʙʫʪʠʣʝʥ. ʇʦʣʫʯʘʝʤʳʡ ʚ 

ʢʘʯʝʩʪʚʝ ʧʨʦʜʫʢʪʘ ʧʦʣʠʤʝʨʥʳʡ ʙʝʥʟʠʥ ʦʙʳʯʥʦ ʩʦʜʝʨʞʠʪ ʜʦ 93-95 % ʦʣʝʬʠʥʦʚ, ʠ ʠʤʝʝʪ 

ʚʳʩʦʢʦʝ ʦʢʪʘʥʦʚʦʝ ʯʠʩʣʦ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʥʠʟʢʦʡ ʭʠʤʠʯʝʩʢʦʡ ʩʪʘʙʠʣʴʥʦʩʪʴʶ. ʇʦʵʪʦʤʫ 

ʨʘʜʠʢʘʣʴʥʳʤ ʩʧʦʩʦʙʦʤ ʫʣʫʯʰʝʥʠʷ ʢʘʯʝʩʪʚʘ ʧʦʣʠʤʝʨʙʝʥʟʠʥʘ ʷʚʣʷʝʪʩʷ ʝʛʦ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʛʠʜʨʦʦʯʠʩʪʢʘ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -99- 

 

  
ʈʠʩʫʥʦʢ 1. ʇʨʠʥʮʠʧʠʘʣʴʥʘʷ ʩʭʝʤʘ ʫʩʪʘʥʦʚʢʠ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. 

 

1,8,13,18 ï ʝʤʢʦʩʪʠ; 2 ï ʪʝʧʣʦʦʙʤʝʥʥʠʢ, 3 ï ʧʦʜʦʛʨʝʚʘʪʝʣʴ; 4 ï ʨʝʘʢʪʦʨ; 5 ï 

ʭʦʣʦʜʠʣʴʥʠʢ; 6,11,16 ï ʢʦʣʦʥʥʳ; 7,12,17 ï ʢʦʥʜʝʥʩʘʪʦʨʳ ï ʭʦʣʦʜʠʣʴʥʠʢʠ; 9,14,19 ï 

ʥʘʩʦʩʳ; 10,15,20 ï ʢʠʧʷʪʠʣʴʥʠʢʠ. ʇʦʪʦʢʠ: VI ï ʧʦʣʠʤʝʨʙʝʥʟʠʥ, II ï ʦʪʨʘʙʦʪʘʥʥʘʷ ʧʨʦʧʘʥ-

ʧʨʦʧʠʣʝʥʦʚʘʷ ʬʨʘʢʮʠʷ, III ï ʬʨʘʢʮʠʷ ʥ.ʢ. ï 175 0ʉ (ʜʠʤʝʨʳ ʠ ʪʨʠʤʝʨʳ), V ï ʪʷʞʝʣʳʝ 

ʧʦʣʠʤʝʨʳ, IV ï ʬʨʘʢʮʠʷ 175-260 0ʉ (ʪʝʪʨʘʤʝʨʳ). 

ʀʩʭʦʜʥʦʝ ʩʳʨʴʝ ʜʣʷ ʩʠʥʪʝʟʘ ʯʝʨʝʟ ʪʝʧʣʦʦʙʤʝʥʥʠʢ 2 ʠ ʧʦʜʦʛʨʝʚʘʪʝʣʴ 3 ʧʦʜʘʝʪʩʷ ʚ 

ʨʝʘʢʪʦʨ 4. ʇʨʦʜʫʢʪʳ ʨʝʘʢʮʠʠ ʠʟ ʨʝʘʢʪʦʨʘ 4 ʯʝʨʝʟ ʪʝʧʣʦʦʙʤʝʥʥʠʢ 2 ʠ ʭʦʣʦʜʠʣʴʥʠʢ 5 

ʥʘʧʨʘʚʣʷʶʪʩʷ ʚ ʜʝʧʨʦʧʘʥʠʟʘʪʦʨ 6, ʚʝʨʭʥʠʡ ʧʨʦʜʫʢʪ ʢʦʪʦʨʦʛʦ ï ʦʪʨʘʙʦʪʘʥʥʘʷ  ʧʨʦʧʘʥ-

ʧʨʦʧʠʣʝʥʦʚʘʷ ʬʨʘʢʮʠʷ. ʅʠʞʥʠʡ ʧʨʦʜʫʢʪ ʨʘʟʜʝʣʝʥʠʷ ʠʟ ʢʦʣʦʥʥʳ 6 ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʧʦʣʠʤʝʨʠʟʘʪ, ʢʦʪʦʨʳʡ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʫʩʪʘʥʦʚʢʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʧʦʣʫʯʝʥʠʷ 

ʘʚʪʦʙʝʥʟʠʥʘ, ʚʳʚʦʜʠʪʩʷ ʩ ʫʩʪʘʥʦʚʢʠ. ʇʨʠ ʚʳʨʘʙʦʪʢʝ ʥʝʬʪʝʭʠʤʠʯʝʩʢʦʛʦ ʩʳʨʴʷ 

ʧʦʣʠʤʝʨʠʟʘʪ ʚ ʢʦʣʦʥʥʘʭ 11 ʠ 12 ʨʘʟʜʝʣʷʝʪʩʷ ʥʘ ʫʟʢʠʝ ʬʨʘʢʮʠʠ: ʜʠʤʝʨʳ, ʪʨʠʤʝʨʳ, 

ʪʝʪʨʘʤʝʨʳ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ 

ɼʣʷ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʡ ʜʝʪʘʣʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʙʳʣ ʧʦʩʪʨʦʝʥ 

ʢʦʤʧʣʝʢʩ ʚʠʟʫʘʣʴʥʳʭ  ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʤʦʜʝʣʝʡ ʧʨʦʮʝʩʩʦʚ ʚ ʥʦʪʘʮʠʠ IDEF0. ɼʘʥʥʳʡ 

ʧʦʜʭʦʜ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʠʝʤ ʨʝʘʣʠʟʘʮʠʠ ʩʪʨʫʢʪʫʨʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʘʥʘʣʠʟʘ ʧʨʠ 

ʠʩʩʣʝʜʦʚʘʥʠʠ ʠ ʤʦʜʝʣʠʨʦʚʘʥʠʠ ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ [2]. ʇʦʜʦʙʥʳʡ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ 

ʩʦʟʜʘʪʴ ʧʦʜʨʦʙʥʦʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʧʠʩʘʥʠʝ ʥʘ ʦʩʥʦʚʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʤʦʜʝʣʝʡ ʧʫʪʝʤ 

ʠʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʩʠʥʪʝʟʘ, ʜʝʪʘʣʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʜʝʢʦʤʧʦʟʠʮʠʠ 

ʙʣʦʢʦʚ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʩʦʙʦʡ ʦʪʜʝʣʴʥʳʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʧʦʜʧʨʦʮʝʩʩʳ ʧʨʦʮʝʩʩʘ 

ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ʅʘʙʦʨ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʭ ʜʠʘʛʨʘʤʤ, ʧʦʣʫʯʝʥʥʳʭ ʧʦʜʦʙʥʳʤ ʦʙʨʘʟʦʤ, 

ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʦʝ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʦʝ ʦʧʠʩʘʥʠʝ ʥʘ ʦʩʥʦʚʝ ʥʦʪʘʮʠʠ 

IDEF0 (SADT). 

ʀʟʥʘʯʘʣʴʥʦ ʧʦʣʠʤʝʨʠʟʘʮʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʝʜʠʥʳʡ ʧʨʦʮʝʩʩ. ʆʙʦʙʱʝʥʥʘʷ 

ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʜʠʘʛʨʘʤʤʘ ʫʨʦʚʥʷ ɸ0 ʚ ʚʠʜʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦ-ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʩʭʝʤʳ 

ʥʘʛʣʷʜʥʦ ʠʣʣʶʩʪʨʠʨʫʝʪ ʧʨʦʮʝʩʩ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠʩʭʦʜʥʦʛʦ ʩʳʨʴʷ ʚ ʛʦʪʦʚʳʡ ʧʨʦʜʫʢʪ. 

ʆʙʦʙʱʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʤʦʜʝʣʴ ʚ ʚʠʜʝ ʩʪʨʫʢʪʫʨʥʦʡ ʩʭʝʤʳ ʜʣʷ ʧʨʦʮʝʩʩʘ 

ʛʠʜʨʦʦʯʠʩʪʢʠ ʠʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 2. 

ʅʘ ʜʘʥʥʦʤ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʜʘʝʪʩʷ ʣʠʰʴ 

ʦʙʦʙʱʝʥʥʘʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ, ʧʨʠʯʝʤ ʩʦʩʪʘʚʣʷʶʱʠʝ 

ʧʦʜʧʨʦʮʝʩʩʳ ʥʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ, ʠ ʥʝ ʜʝʪʘʣʠʟʠʨʫʶʪʩʷ. ɺʭʦʜʥʳʝ ʧʦʪʦʢʠ ʠʥʬʦʨʤʘʮʠʠ 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʘʨʘʤʝʪʨʘʤʠ (ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ) ʠʩʭʦʜʥʦʛʦ ʩʳʨʴʷ. ʇʦʪʢʠ ʫʧʨʘʚʣʝʥʠʷ ï 

ʫʧʨʘʚʣʷʶʱʠʝ ʚʦʟʜʝʡʩʪʚʠʷ ïʧʨʝʜʩʪʘʚʣʝʥʳ ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʤʠ ʜʦʢʫʤʝʥʪʘʤʠ ʧʨʦʮʝʩʩʘ 

ʧʦʣʠʤʝʨʠʟʘʮʠʠ, ʘ ʪʘʢʞʝ ʩʪʘʥʜʘʨʪʘʤʠ ʢʘʯʝʩʪʚʘ ʛʦʪʦʚʦʛʦ ʧʨʦʜʫʢʪʘ. ʉʪʨʝʣʢʘ, ʨʝʘʣʠʟʫʶʱʘʷ 

ʨʦʣɹ çʀʩʧʦʣʥʠʪʝʣʴè, ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʘʥʥʳʝ ʧʨʦʮʝʩʩʳ ʨʝʘʣʠʟʫʶʪʩʷ ʥʘ 



-100- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʤ ʫʯʘʩʪʢʝ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. ʅʘ ʚʳʭʦʜʝ ʠʟ ʬʫʥʢʮʠʦʥʘʣʴʥʦʛʦ ʙʣʦʢʘ 

çʇʨʦʚʝʩʪʠ ʧʨʦʮʝʩʩ ʧʦʣʠʤʝʨʠʟʘʮʠʠè ʧʨʝʜʩʪʘʚʣʝʥʳ: ʧʘʩʧʦʨʪ ʢʘʯʝʩʪʚʘ ʛʦʪʦʚʦʡ ʧʨʦʜʫʢʮʠʠ, 

ʘ ʪʘʢʞʝ ʛʦʪʦʚʳʡ ʧʨʦʜʫʢʪ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʪʨʦʛʦ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʥʘʙʦʨʦʤ 

ʪʝʭʥʠʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʩʪʨʫʢʪʫʨʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʩʠʩʪʝʤ ʜʘʥʥʘʷ 

ʤʦʜʝʣʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʤʦʜʝʣʠ ʦʧʠʩʘʥʠʷ çʯʝʨʥʦʛʦ ʷʱʠʢʘè. 

 

 
ʈʠʩʫʥʦʢ 2. ɼʠʘʛʨʘʤʤʘ ʫʨʦʚʥʷ ɸ0 ʜʣʷ ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. 

 

ɼʘʣʝʝ ʩʪʨʫʢʪʫʨʥʘʷ ʢʦʥʪʝʢʩʪʥʘʷ ʜʠʘʛʨʘʤʤʘ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʜʝʪʘʣʠʟʠʨʫʝʪʩʷ [3]. ʅʘ 

ʧʝʨʚʦʤ ʵʪʘʧʝ ʜʝʢʦʤʧʦʟʠʮʠʠ ʚʳʜʝʣʝʥʳ ʦʩʥʦʚʥʳʝ ʩʦʩʪʘʚʣʷʶʱʠʝ ʧʦʜʧʨʦʮʝʩʩʳ, 

ʧʨʦʪʝʢʘʶʱʠʝ ʚʦ ʚʨʝʤʷ ʧʨʦʮʝʩʩʘ ʧʦʣʠʤʝʨʠʟʘʮʠʠ. 

ɼʝʪʘʣʠʟʘʮʠʷ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ʫʩʪʘʥʦʚʢʠ ʧʦʣʠʤʝʨʠʟʘʮʠʠ, 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʦʩʥʦʚʥʳʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʦʧʝʨʘʮʠʷʤ, ʚʳʜʝʣʝʥʥʳʤ ʧʨʠ ʘʥʘʣʠʟʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʩʭʝʤʳ, ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ɼʠʘʛʨʘʤʤʘ ʫʨʦʚʥʷ ɸ1 ʜʣʷ ʜʝʪʘʣʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʚ ʨʝʘʢʪʦʨʝ. 

 

ɺ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʡ ʜʝʢʦʤʧʦʟʠʮʠʠ ʙʳʣʠ ʚʳʜʝʣʝʥʳ ʯʝʪʳʨʝ 

ʧʦʜʧʨʦʮʝʩʩʘ: ʧʨʦʚʝʜʝʥʠʝ ʛʠʜʨʦʦʯʠʩʪʢʠ ʠʩʭʦʜʥʦʛʦ ʩʳʨʴʷ, ʥʘʛʨʝʚʘʥʠʝ ʠʩʭʦʜʥʦʡ ʩʤʝʩʠ, 

ʩʠʥʪʝʟ ʧʦʣʠʤʝʨʘ ʚ ʨʝʘʢʪʦʨʝ ʧʦʣʠʤʝʨʠʟʘʮʠʠ, ʨʘʟʜʝʣʝʥʠʝ ʧʨʦʜʫʢʪʦʚ ʩʠʥʪʝʟʘ ʚ ʩʧʝʮʠʘʣʴʥʦʡ 

ʢʦʣʦʥʥʝ. 

A1

ʇʨʦʚʝʩʪʠ 

ʛʠʜʨʦʦʯʠʩʪʢʫ 

ʠʩʭʦʜʥʦʛʦ 

ʩr ʨɹʷ

A2

ɺr ʧʦʣʥʠʪɹ 

ʥʘʛʨʝʚ 

ʠʩʭʦʜʥʦʡ ʩʤʝʩʠ

A3

ʇʨʦʚʝʩʪʠ 

ʩʠʥʪʝʟ ʚ 

ʨʝʘʢʪʦʨʝ

A4

ʈʘʟʜʝʣʠʪɹ 

ʧʨʦʜʫʢʪr 

ʩʠʥʪʝʟʘ ʚ 

ʢʦʣʦʥʥʝ

ʀʩʭʦʜʥʦʝ 

ʩr ʨɹʝ

ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʠʩʭʦʜʥʦʛʦ 

ʩr ʨɹʷ

ʇʘʩʧʦʨʪ ʢʘʯʝʩʪʚʘ 

ʧʨʦʜʫʢʪʘ

ʈɼ ʧʨʦʮʝʩʩʘ 

ʨʘʟʜʝʣʝʥʠ̫

ʇʦʣʠʤʝʨʠʟʘʪ

ʇʨʦʧʘʥ-ʧʨʦʣʠʣʝʥʦʚʘ̫ 

ʬʨʘʢʮʠ̫

ʊɼ ʧʨʦʮʝʩʩʘ 

ʧʦʣʠʤʝʨʠʟʘʮʠʠ

ʊɼ ʧʨʦʮʝʩʩʘ 

ʧʦʜʛʦʪʦʚʢʠ

ʉr ʨɹʝ ʧʦʩʣʝ

 ʦʯʠʩʪʢʠ

ʅʘʛʨʝʪʦʝ

ʩr ʨɹʝ

ʇʨʦʜʫʢʪr

ʩʠʥʪʝʟʘ

ʇʨʦʠʟʚʦʜʩʪʚʝʥʥr ʡ  ʫʯʘʩʪʦʢ

ʩʠʥʪʝʟʘ ʧʦʣʠʤʝʨʦʚ

ʆʧʝʨʘʪʦʨ ʫʟʣʘ

ʛʠʜʨʦʦʯʠʩʪʢʠ

ʆʧʝʨʘʪʦʨ ʫʟʣʘ

ʥʘʛʨʝʚʘ

ʊʝʭʥʦʣʦʛ

ʨʝʘʢʪʦʨʥʦʛʦ

ʫʯʘʩʪʢʘ

ʊʝʭʥʦʣʦʛ ʫʯʘʩʪʢʘ ʨʘʜʝʣʝʥʠ̫



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -101- 

 

ʀʩʭʦʜʥʦʝ ʭʠʤʠʯʝʩʢʦʝ ʩʳʨʴʝ ʜʦ ʧʦʜʘʯʠ ʚ ʨʝʘʢʪʦʨ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʧʨʦʭʦʜʠʪ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʝ ʧʦʜʛʦʪʦʚʠʪʝʣʴʥʳʝ ʵʪʘʧʳ ʛʠʜʨʦʦʯʠʩʪʢʠ ʠ ʧʦʜʦʛʨʝʚʘ. ɼʘʥʥʳʝ ʧʨʦʮʝʩʩʳ 

ʚʳʧʦʣʥʷʶʪʩʷ ʩʦʛʣʘʩʥʦ ʪʝʭʥʠʯʝʩʢʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ. ʇʦʜʛʦʪʦʚʣʝʥʥʦʝ ʩʳʨʴʝ ʧʦʩʪʫʧʘʝʪ ʚ 

ʨʝʘʢʪʦʨ ʧʦʣʠʤʝʨʠʟʘʮʠʠ, ʛʜʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʩʘʤ ʧʨʦʮʝʩʩ ʩʠʥʪʝʟʘ. 

ʇʨʦʜʫʢʪʳ ʠʟ ʨʝʘʢʪʦʨʘ ʧʨʦʭʦʜʷʪ ʨʘʟʜʝʣʝʥʠʝ ʚ ʩʧʝʮʠʘʣʴʥʦʡ ʢʦʣʦʥʥʝ. ʅʘ ʚʳʭʦʜʝ ʠʤʝʝʪʩʷ 

ʛʦʪʦʚʳʡ ʧʨʦʜʫʢʪ ï ʧʦʣʠʤʝʨʠʟʘʪ, ʧʘʩʧʦʨʪ ʢʘʯʝʩʪʚʘ ʧʨʦʜʫʢʪʘ ʠ ʧʦʙʦʯʥʳʡ ʧʨʦʜʫʢʪ ʩʠʥʪʝʟʘ 

ï ʧʨʦʧʘʥ-ʧʨʦʧʠʣʝʥʦʚʘʷ ʬʨʘʢʮʠʷ, ʢʦʪʦʨʘʷ ʩʦʙʠʨʘʝʪʩʷ ʦʪʜʝʣʴʥʦ ʠ ʧʦʩʪʫʧʘʝʪ ʥʘ 

ʨʝʘʣʠʟʘʮʠʶ. 

ʇʦʩʪʨʦʝʥʠʝ ʩʠʩʪʝʤʥʦʛʦ ʬʦʨʤʘʣʠʟʦʚʘʥʥʦʛʦ ʦʧʠʩʘʥʠʷ ʧʨʦʮʝʩʩʦʚ ʧʦʣʠʤʝʨʠʟʘʮʠʠ ʥʘ 

ʦʩʥʦʚʝ ʥʘʙʦʨʘ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʤʦʜʝʣʝʡ ʜʝʪʘʣʠʟʘʮʠʠ ʩʪʘʜʠʡ, ʪʝʭʥʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ ʠ 

ʩʦʩʪʘʚʣʷʶʱʠʭ ʧʨʦʮʝʩʩʦʚ ʩʧʦʩʦʙʩʪʚʫʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʙʦʣʝʝ ʦʧʝʨʘʪʠʚʥʦʛʦ, ʛʠʙʢʦʛʦ ʠ 

ʚʳʩʦʢʦʵʬʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʝʡ ʥʘ ʦʩʥʦʚʝ ʝʜʠʥʦʛʦ ʧʦʜʭʦʜʘ [4]. ʉʦʟʜʘʥʥʦʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʧʠʩʘʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʦ ʚ ʢʘʯʝʩʪʚʝ ʵʬʬʝʢʪʠʚʥʦʛʦ 

ʠʥʩʪʨʫʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʧʦʜʜʝʨʞʢʠ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ, ʚʳʨʘʙʦʪʢʝ ʠ ʧʨʠʥʷʪʠʠ 

ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʨʘʟʥʦʛʦ ʫʨʦʚʥʷ ʩʣʦʞʥʦʩʪʠ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʩ ʧʦʟʠʮʠʡ ʩʠʩʪʝʤʥʦʛʦ ʧʦʜʭʦʜʘ ʠ ʩʪʨʫʢʪʫʨʥʦʛʦ ʘʥʘʣʠʟʘ ʧʦʜʨʦʙʥʦ 

ʨʘʩʩʤʦʪʨʝʥʳ ʦʩʥʦʚʥʳʝ ʪʝʟʠʩʳ, ʢʘʩʘʶʱʠʝʩʷ ʨʘʟʨʘʙʦʪʢʠ ʩʪʨʫʢʪʫʨʳ ʠ ʘʨʭʠʪʝʢʪʫʨʳ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ ʠ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʟʘʧʨʦʩʦʚ ʚ ʩʠʩʪʝʤʘʭ ʦʙʩʣʫʞʠʚʘʥʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɺʳʧʦʣʥʝʥ ʩʠʩʪʝʤʦʘʥʘʣʠʟ 

ʧʨʝʜʤʝʪʥʦʡ ʦʙʣʘʩʪʠ. ʇʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʤʫ ʧʨʠʟʥʘʢʫ ʚʳʜʝʣʝʥʳ ʩʦʩʪʘʚʣʷʶʱʠʝ 

ʧʦʜʩʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ ʠ ʘʥʘʣʠʟʘ ʟʘʧʨʦʩʦʚ ʢ ʩʠʩʪʝʤʘʤ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ʇʨʝʜʣʦʞʝʥʳ 

ʚʠʟʫʘʣʴʥʳʝ ʤʦʜʝʣʠ ʬʦʨʤʘʣʠʟʘʮʠʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 

ʦʙʨʘʙʦʪʢʠ ʠ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʟʘʧʨʦʩʦʚ ʚ ʩʠʩʪʝʤʘʭ ʦʙʩʣʫʞʠʚʘʥʠʷ ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ. ʇʦʩʪʨʦʝʥʘ ʩʭʝʤʘ ʘʨʭʠʪʝʢʪʫʨʳ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 

ʦʙʨʘʙʦʪʢʠ ʠ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʟʘʧʨʦʩʦʚ ʚ ʩʠʩʪʝʤʘʭ ʦʙʩʣʫʞʠʚʘʥʠʷ ʨʝʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ. ʈʘʩʩʤʦʪʨʝʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʜʘʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʦʢʨʫʞʝʥʠʝʤ. 

ʆʧʨʝʜʝʣʝʥʳ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʠʩʪʝʤʳ. ʇʦʜʨʦʙʥʦ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʳ ʚʦʟʤʦʞʥʳʝ 

ʧʨʦʙʣʝʤʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʜʘʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʦʩʥʦʚʥʳʝ ʧʫʪʠ ʠʭ ʨʝʰʝʥʠʷ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ, ʩʠʩʪʝʤʦʘʥʘʣʠʟ, ʩʝʤʘʥʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ, ʦʙʨʘʙʦʪʢʘ ʠ ʘʥʘʣʠʟ ʟʘʧʨʦʩʦʚ, ʨʝʞʠʤ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 
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Abstract 

In this article, from the standpoint of the systems approach and structural analysis, the 

main theses concerning the development of the structure and architecture of the automated 

information system for processing and semantic analysis of requests in real-time service systems 

are considered in detail. A systems analysis of the subject area is performed. According to the 

functional feature, the components of the subsystem for processing and analyzing requests to 

real-time systems are identified. Visual models of formalization of the automated information 

system for processing and semantic analysis of requests in real-time service systems are 

proposed. An architecture diagram of the automated information system for processing and 

semantic analysis of requests in real-time service systems is constructed. The interaction of the 

components of this system with the environment is considered. The main parameters of the 

system are determined. Possible problems in the functioning of this system and the main ways to 

solve them are analyzed in detail. 

Keywords: information system, system analysis, semantic analysis, query processing 

and analysis, real-time mode. 

 

ɺʚʝʜʝʥʠʝ 

ʉʦʚʨʝʤʝʥʥʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ, ʩʧʦʩʦʙʥʳʝ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʟʘʧʨʦʩʳ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʠʛʨʘʶʪ ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʧʨʦʮʝʩʩʝ ʧʦʠʩʢʘ ʠ 

ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. ʆʥʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʜʦʩʪʫʧ ʢ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʩʦʟʜʘʶʪ ʤʦʩʪ 

ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʦʛʨʦʤʥʳʤʠ ʦʙʲʝʤʘʤʠ ʜʘʥʥʳʭ, ʜʝʣʘʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʫʜʦʙʥʳʤ ʠ 

ʙʳʩʪʨʳʤ. ʊʘʢʠʝ ʩʠʩʪʝʤʳ ʜʘʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʦʣʫʯʘʪʴ ʦʪʚʝʪʳ ʥʘ ʩʚʦʠ 

ʚʦʧʨʦʩʳ ʥʘ ʝʩʪʝʩʪʚʝʥʥʦʤ ʷʟʳʢʝ, ʯʪʦ ʦʙʣʝʛʯʘʝʪ ʧʨʦʮʝʩʩʳ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤʠ [1, 2]. 

ʇʨʠʤʝʨʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʤʦʛʫʪ 

ʙʳʪʴ ʪʘʢʠʝ ʩʠʩʪʝʤʳ ʢʘʢ: ʗʥʜʝʢʩ ɸʣʠʩʘ, Apple Siri, Wolfram Alfa. 

ɻʣʘʚʥʘʷ ʟʘʜʘʯʘ ʪʘʢʠʭ ʩʠʩʪʝʤ ð ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʙʳʩʪʨʳʝ ʠ ʪʦʯʥʳʝ 

ʦʪʚʝʪʳ, ʠʩʧʦʣʴʟʫʷ ʚʦʟʤʦʞʥʦʩʪʠ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʠ ʨʘʙʦʪʳ ʩ ʜʘʥʥʳʤʠ ʚ ʨʝʘʣʴʥʦʤ 

ʚʨʝʤʝʥʠ [3]. ʈʘʟʚʠʪʠʝ ʤʝʪʦʜʦʚ ʦʙʨʘʙʦʪʢʠ ʝʩʪʝʩʪʚʝʥʥʦʛʦ ʷʟʳʢʘ (NLP) ʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʧʦʟʚʦʣʠʣʦ ʩʦʟʜʘʚʘʪʴ ʨʝʰʝʥʠʷ, ʩʧʦʩʦʙʥʳʝ ʩʪʨʫʢʪʫʨʠʨʦʚʘʪʴ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ 

ʜʘʥʥʳʭ ʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʧʦʥʷʪʥʦʡ ʬʦʨʤʝ. ʕʪʦ ʜʝʣʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 

ʜʘʥʥʳʤʠ ʙʦʣʝʝ ʠʥʪʫʠʪʠʚʥʳʤ ʠ ʵʬʬʝʢʪʠʚʥʳʤ [4]. 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʤʳ ʨʘʩʩʤʦʪʨʠʤ ʘʨʭʠʪʝʢʪʫʨʫ ʠ ʩʪʨʫʢʪʫʨʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ, ʦʙʩʫʜʠʤ ʦʩʥʦʚʥʳʝ ʧʨʦʙʣʝʤʳ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʪʘʢʠʭ ʩʠʩʪʝʤ, ʠ ʧʨʝʜʣʦʞʠʤ ʚʦʟʤʦʞʥʳʝ ʨʝʰʝʥʠʷ. 

ɸʨʭʠʪʝʢʪʫʨʘ ʠ ʩʪʨʫʢʪʫʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

ʚʢʣʶʯʘʝʪ ʥʝʩʢʦʣʴʢʦ ʢʣʶʯʝʚʳʭ ʧʦʜʩʠʩʪʝʤ, ʢʘʞʜʘʷ ʠʟ ʢʦʪʦʨʳʭ ʚʳʧʦʣʥʷʝʪ ʩʚʦʶ 

ʫʥʠʢʘʣʴʥʫʶ ʬʫʥʢʮʠʶ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ 

ʜʘʥʥʳʤʠ [5]. ʆʩʥʦʚʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʩʠʩʪʝʤʳ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʘ ʩʣʝʜʫʶʱʝʡ ʩʭʝʤʝ 

(ʨʠʩʫʥʦʢ 1.):  

ʇʦʜʩʠʩʪʝʤʘ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ: 

ʄʦʜʫʣʴ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʆʩʥʦʚʥʘʷ ʟʘʜʘʯʘ ʤʦʜʫʣʷ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ð ʚʳʧʦʣʥʝʥʠʝ ʘʥʘʣʠʟʘ ʟʘʧʨʦʩʦʚ ʜʣʷ ʧʦʥʠʤʘʥʠʷ ʟʥʘʯʝʥʠʡ ʩʣʦʚ ʠ ʢʦʥʪʝʢʩʪʘ. ʆʥ 

ʠʩʧʦʣʴʟʫʝʪ ʦʙʫʯʝʥʥʳʝ ʤʦʜʝʣʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʝ 

ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴ ʟʘʧʨʦʩʳ ʠ ʥʘʭʦʜʠʪʴ ʥʘʠʙʦʣʝʝ ʨʝʣʝʚʘʥʪʥʳʝ ʦʪʚʝʪʳ. 

ʄʦʜʫʣʴ ʦʙʨʘʙʦʪʢʠ ʝʩʪʝʩʪʚʝʥʥʦʛʦ ʷʟʳʢʘ. ʕʪʦʪ ʤʦʜʫʣʴ ʦʪʚʝʯʘʝʪ ʟʘ ʨʘʟʙʦʨ ʪʝʢʩʪʦʚʳʭ 

ʟʘʧʨʦʩʦʚ ʠ ʠʭ ʧʝʨʝʚʦʜ ʚ ʬʦʨʤʘʪ, ʢʦʪʦʨʳʡ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ 

ʩʠʩʪʝʤʳ.  
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ʈʠʩʫʥʦʢ 2. ʉʭʝʤʘ ʘʨʭʠʪʝʢʪʫʨʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

 

ʀʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʯʘʪ). ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʩʠʩʪʝʤʦʡ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʯʝʨʝʟ ʯʘʪ-ʠʥʪʝʨʬʝʡʩ. ʀʥʪʝʨʬʝʡʩ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʚʘʪʴ 

ʚʦʧʨʦʩʳ ʥʘ ʝʩʪʝʩʪʚʝʥʥʦʤ ʷʟʳʢʝ ʠ ʧʦʣʫʯʘʪʴ ʦʪʚʝʪʳ ʚ ʪʦʡ ʞʝ ʬʦʨʤʝ. 

ʇʦʜʩʠʩʪʝʤʘ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ: 

ɹʘʟʘ ʜʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʩʠʩʪʝʤʳ ʦʪʚʝʯʘʝʪ ʟʘ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ, 

ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʦʪʚʝʪʘ ʥʘ ʟʘʧʨʦʩʳ ʠ ʜʦʦʙʫʯʝʥʠʷ ʩʝʤʘʥʪʠʯʝʩʢʦʡ ʤʦʜʝʣʠ. ɹʘʟʘ ʜʘʥʥʳʭ 

ʚʢʣʶʯʘʝʪ ʢʘʢ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ, ʪʘʢ ʠ ʥʝʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ. 

ʀʥʜʝʢʩʘʮʠʷ ʬʘʡʣʦʚ ʠ ʩʦʦʙʱʝʥʠʡ. ɼʘʥʥʳʡ ʵʣʝʤʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʳʩʪʨʳʡ ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʯʝʨʝʟ ʯʝʪʢʫʶ ʩʪʨʫʢʪʫʨ ʠʥʜʝʢʩʘ ʬʘʡʣʦʚ ʠ ʩʦʦʙʱʝʥʠʡ, ʯʪʦ ʫʩʢʦʨʷʝʪ ʧʨʦʮʝʩʩ 

ʧʦʠʩʢʘ ʚ ʙʦʣʴʰʠʭ ʩʠʩʪʝʤʘʭ. 

ʇʦʜʩʠʩʪʝʤʘ ʠʥʪʝʛʨʘʮʠʠ: 

API ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ. ʉʠʩʪʝʤʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʚʥʝʰʥʠʤʠ 

ʠʩʪʦʯʥʠʢʘʤʠ ʜʘʥʥʳʭ ʯʝʨʝʟ API, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʚʩʪʨʘʠʚʘʪʴʩʷ ʚ ʨʘʟʣʠʯʥʳʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ. 
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ʄʦʜʫʣʴ ʠʟʚʣʝʯʝʥʠʷ ʜʘʥʥʳʭ. ʕʪʦʪ ʤʦʜʫʣʴ ʠʟʚʣʝʢʘʝʪ ʜʘʥʥʳʝ ʠʟ ʚʥʝʰʥʠʭ 

ʠʩʪʦʯʥʠʢʦʚ, ʧʨʝʦʙʨʘʟʫʝʪ ʠʭ ʚ ʥʫʞʥʳʡ ʬʦʨʤʘʪ ʠ ʧʝʨʝʜʘʝʪ ʠʣʠ ʩʦʭʨʘʥʷʝʪ ʠʭ ʚ ʜʨʫʛʠʝ 

ʢʦʤʧʦʥʝʥʪʳ ʩʠʩʪʝʤʳ. 

ʇʦʜʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʠʪʠʢʘʤʠ: 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʚʝʯʘʝʪ ʟʘ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 

ʜʘʥʥʳʤ ʠ ʨʝʩʫʨʩʘʤ ʩʠʩʪʝʤʳ. 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ. ʕʪʦʪ ʤʦʜʫʣʴ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʘʚʠʣʘ ʜʣʷ 

ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ. 

ʇʦʜʩʠʩʪʝʤʘ ʦʙʫʯʝʥʠʷ ʤʦʜʝʣʠ: 

ʄʦʜʫʣʴ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. ʕʪʦʪ ʤʦʜʫʣʴ ʦʪʚʝʯʘʝʪ ʟʘ ʦʙʫʯʝʥʠʝ ʠ ʫʣʫʯʰʝʥʠʝ 

ʤʦʜʝʣʠ ʥʘ ʦʩʥʦʚʝ ʩʦʙʨʘʥʥʳʭ ʜʘʥʥʳʭ. 

ʀʩʪʦʯʥʠʢ ʜʘʥʥʳʭ ʜʣʷ ʦʙʫʯʝʥʠʷ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʢʦʧʣʝʥʠʷ ʜʘʥʥʳʭ, 

ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʦʙʫʯʝʥʠʷ ʤʦʜʝʣʠ. 

 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʦʢʨʫʞʝʥʠʷ 

ʅʘ ʩʣʝʜʫʶʱʝʡ ʩʭʝʤʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʩʠʩʪʝʤʳ ʩ 

ʦʢʨʫʞʝʥʠʝʤ (ʨʠʩʫʥʦʢ 2.): 

 

 
ʈʠʩʫʥʦʢ 3. ʉʭʝʤʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʩʠʩʪʝʤʳ ʩ ʦʢʨʫʞʝʥʠʝʤ. 

 

ʉʠʩʪʝʤʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʚʥʝʰʥʠʤʠ ʵʣʝʤʝʥʪʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʩʠʩʪʝʤʦʡ ʯʝʨʝʟ 

ʠʥʪʝʨʬʝʡʩ ʯʘʪʘ. ʉʦʦʙʱʝʥʠʷ ʠʟ ʯʘʪʘ ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʤʦʜʫʣʴ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ, ʢʦʪʦʨʳʡ 

ʦʧʨʝʜʝʣʷʝʪ ʩʫʪʴ ʚʦʧʨʦʩʘ ʠ ʧʝʨʝʜʘʝʪ ʝʛʦ ʤʦʜʫʣʶ ʩʝʤʘʥʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. ʉʝʤʘʥʪʠʯʝʩʢʠʡ 

ʘʥʘʣʠʟ ʚʳʧʦʣʥʷʝʪ ʦʙʨʘʙʦʪʢʫ, ʦʙʨʘʱʘʷʩʴ ʢ ʤʦʜʫʣʶ NLP, ʜʣʷ ʧʦʥʠʤʘʥʠʷ ʢʦʥʪʝʢʩʪʘ, ʠ ʙʘʟʝ 

ʜʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ, ʜʣʷ ʧʦʠʩʢʘ ʜʘʥʥʳʭ ʥʝʦʙʭʦʜʠʤʳʭ ʚ ʦʪʚʝʪʝ. ɿʘʪʝʤ ʧʦʣʫʯʝʥʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʦʪʚʝʪʘ [5, 6]. 

ɼʨʫʛʠʝ ʩʠʩʪʝʤʳ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʥʘʰʝʡ ʩʠʩʪʝʤʦʡ ʯʝʨʝʟ ʤʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ, 

ʠʩʧʦʣʴʟʫʷ API. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʤʦʛʫʪ ʙʳʪʴ 

ʩʦʭʨʘʥʝʥʳ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʦʪʚʝʪʘ ʥʘ ʟʘʧʨʦʩʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ [7]. ʄʦʜʫʣʴ ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʠʪʠʢʘʤʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢʦ 

ʚʩʝʤ ʢʦʤʧʦʥʝʥʪʘʤ, ʛʘʨʘʥʪʠʨʫʷ ʢʦʨʨʝʢʪʥʦʝ ʚʳʧʦʣʥʝʥʠʝ ʧʨʘʚʠʣ ʦʙʨʘʙʦʪʢʠ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʤʝʞʜʫ ʩʦʙʦʡ ʠ ʩ ʚʥʝʰʥʠʤ 

ʦʢʨʫʞʝʥʠʝʤ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʝ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʨʝʣʝʚʘʥʪʥʳʝ ʦʪʚʝʪʳ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ [8]. 

ʇʘʨʘʤʝʪʨʳ ʠ ʧʦʚʝʜʝʥʠʝ ʩʠʩʪʝʤʳ 

ʉʠʩʪʝʤʘ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʦʙʣʘʜʘʝʪ ʨʷʜʦʤ 

ʧʘʨʘʤʝʪʨʦʚ, ʢʦʪʦʨʳʝ ʭʘʨʘʢʪʝʨʠʟʫʶʪ ʝʸ ʨʘʙʦʪʫ. ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʧʦʤʦʛʘʶʪ ʦʧʨʝʜʝʣʠʪʴ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʠʩʪʝʤʳ ʠ ʝʸ ʩʧʦʩʦʙʥʦʩʪʴ ʩʧʨʘʚʣʷʪʴʩʷ ʩ ʨʘʟʥʳʤʠ ʫʨʦʚʥʷʤʠ ʥʘʛʨʫʟʢʠ. 

ʂ ʦʩʥʦʚʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʦʪʥʦʩʷʪʩʷ: 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -105- 

 

Å ɿʘʛʨʫʟʢʘ ʩʠʩʪʝʤʳ: ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ, ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʚ 

ʤʠʥʫʪʫ. 

Å ʉʢʦʨʦʩʪʴ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ: ʩʨʝʜʥʝʝ ʚʨʝʤʷ ʦʪʚʝʪʘ ʧʦʣʴʟʦʚʘʪʝʣʶ. 

Å ʆʙʲʝʤ ʜʘʥʥʳʭ: ʢʦʣʠʯʝʩʪʚʦ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʩʠʩʪʝʤʘ ʦʙʨʘʙʘʪʳʚʘʝʪ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ: ʥʘʛʨʫʟʢʘ ʥʘ ʧʨʦʮʝʩʩʦʨ, ʦʧʝʨʘʪʠʚʥʫʶ ʧʘʤʷʪʴ, 

ʚʠʜʝʦʧʘʤʷʪʴ. 

ʇʨʠʤʝʨ ʩʦʩʪʦʷʥʠʡ ʩʠʩʪʝʤʳ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʘʨʘʤʝʪʨʦʚ ʥʘʛʨʫʟʢʠ ʧʨʝʜʩʪʘʚʣʝʥ ʚ 

ʪʘʙʣʠʮʝ ʥʠʞʝ (ʪʘʙʣʠʮʘ 1): 

ʊʘʙʣʠʮʘ 2. 

ʇʨʠʤʝʨ ʩʦʩʪʦʷʥʠʡ ʩʠʩʪʝʤʳ. 
ʇʘʨʘʤʝʪʨ I ʩʦʩʪʦʷʥʠʝ (ʅʠʟʢʘʷ 

ʥʘʛʨʫʟʢʘ) 

II ʩʦʩʪʦʷʥʠʝ (ʉʨʝʜʥʷʷ 

ʥʘʛʨʫʟʢʘ) 

III ʩʦʩʪʦʷʥʠʝ (ɺʳʩʦʢʘʷ 

ʥʘʛʨʫʟʢʘ) 

ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ 10 ʟʘʧʨʦʩʦʚ ʚ ʤʠʥʫʪʫ 50 ʟʘʧʨʦʩʦʚ ʚ ʤʠʥʫʪʫ 100 ʟʘʧʨʦʩʦʚ ʚ ʤʠʥʫʪʫ 

ɺʨʝʤʷ ʦʙʨʘʙʦʪʢʠ 0.5 ʩʝʢʫʥʜʳ 1 ʩʝʢʫʥʜʘ 2 ʩʝʢʫʥʜʳ 

ʆʙʲʝʤ ʜʘʥʥʳʭ 1 ɻɹ 10 ɻɹ 50 ɻɹ 

ʅʘʛʨʫʟʢʘ ʥʘ ʧʨʦʮʝʩʩʦʨ 20% 50% 90% 

 

ʉʠʩʪʝʤʘ ʥʘʭʦʜʠʪʩʷ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʩʦʩʪʦʷʥʠʠ ʥʘ ʦʩʥʦʚʝ ʪʝʢʫʱʝʡ ʥʘʛʨʫʟʢʠ ʠ 

ʧʘʨʘʤʝʪʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ, ʦʙʲʝʤ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʠ ʟʘʛʨʫʟʢʘ 

ʨʝʩʫʨʩʦʚ. ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʦʩʪʦʷʥʠʷ ʥʘʯʠʥʘʝʪʩʷ ʩ ʘʥʘʣʠʟʘ ʪʝʢʫʱʠʭ ʧʘʨʘʤʝʪʨʦʚ: ʝʩʣʠ 

ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʩʫʨʩʦʚ ʧʨʝʚʳʰʘʝʪ ʟʘʜʘʥʥʳʝ ʧʦʨʦʛʦʚʳʝ 

ʟʥʘʯʝʥʠʷ, ʩʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪ ʚ ʩʦʩʪʦʷʥʠʝ ʩ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʥʘʛʨʫʟʢʦʡ. ʆʙʨʘʪʥʳʝ ʧʝʨʝʭʦʜʳ 

ʧʨʦʠʩʭʦʜʷʪ ʧʨʠ ʩʥʠʞʝʥʠʠ ʥʘʛʨʫʟʢʠ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʘʜʘʧʪʠʨʦʚʘʪʴ ʩʠʩʪʝʤʫ ʢ 

ʠʟʤʝʥʝʥʠʷʤ ʚʦ ʚʥʝʰʥʝʡ ʩʨʝʜʝ, ʧʦʜʜʝʨʞʠʚʘʷ ʝʝ ʩʪʘʙʠʣʴʥʫʶ ʨʘʙʦʪʫ.  

ʇʨʦʙʣʝʤʳ ʩʠʩʪʝʤʳ ʠ ʚʦʟʤʦʞʥʳʝ ʨʝʰʝʥʠʷ 

ʅʝʩʤʦʪʨʷ ʥʘ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ 

ʟʘʧʨʦʩʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʦʥʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʨʷʜʦʤ ʧʨʦʙʣʝʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʦʛʨʘʥʠʯʠʪʴ ʠʭ ʵʬʬʝʢʪʠʚʥʦʩʪʴ. ɼʘʣʝʝ ʨʘʩʩʤʦʪʨʝʥʳ ʦʩʥʦʚʥʳʝ ʧʨʦʙʣʝʤʳ ʠ ʚʦʟʤʦʞʥʳʝ ʧʫʪʠ 

ʠʭ ʨʝʰʝʥʠʷ: 

ʅʝʧʦʣʥʳʝ ʠʣʠ ʥʝʨʝʣʝʚʘʥʪʥʳʝ ʦʪʚʝʪʳ ʥʘ ʟʘʧʨʦʩʳ. 

ʆʩʥʦʚʥʘʷ ʧʨʠʯʠʥʘ ʵʪʦʡ ʧʨʦʙʣʝʤʳ ʤʦʞʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʪʦʯʥʦʩʪʠ 

ʤʦʜʝʣʠ NLP, ʥʝʧʦʣʥʦʡ ʠʥʜʝʢʩʘʮʠʠ ʜʘʥʥʳʭ ʠʣʠ ʥʠʟʢʦʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʩʠʩʪʝʤʳ ʧʨʠ 

ʚʳʩʦʢʦʡ ʥʘʛʨʫʟʢʝ. ʂʘʞʜʘʷ ʠʟ ʵʪʠʭ ʧʨʠʯʠʥ ʪʨʝʙʫʝʪ ʘʥʘʣʠʟʘ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʥʝʜʦʩʪʘʪʢʦʚ ʠ 

ʧʫʪʝʡ ʫʣʫʯʰʝʥʠʷ. 

ʅʘ ʩʣʝʜʫʶʱʝʡ ʩʭʝʤʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʩʪʨʫʢʪʫʨʘ ʧʨʦʙʣʝʤʳ ʠ ʚʦʟʤʦʞʥʳʝ ʧʨʠʯʠʥʳ 

(ʨʠʩʫʥʦʢ 3.) 

ʈʝʰʝʥʠʝ: ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʪʦʯʥʦʩʪʠ ʩʠʩʪʝʤʳ ʤʦʞʥʦ ʫʣʫʯʰʠʪʴ ʤʦʜʝʣʴ NLP, 

ʚʥʝʜʨʠʪʴ ʙʦʣʝʝ ʢʘʯʝʩʪʚʝʥʥʳʝ ʘʣʛʦʨʠʪʤʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʠ ʥʘʯʘʪʴ ʩʦʙʠʨʘʪʴ 

ʦʙʨʘʪʥʫʶ ʩʚʷʟʴ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʫʯʠʪʳʚʘʪʴ ʝʝ ʚ ʦʙʫʯʝʥʠʠ. ʆʧʪʠʤʠʟʘʮʠʷ ʠʥʜʝʢʩʘʮʠʠ 

ʜʘʥʥʳʭ ʧʦʟʚʦʣʠʪ ʧʦʚʳʩʠʪʴ ʧʦʣʥʦʪʫ ʠ ʩʪʨʫʢʪʫʨʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ 

ʦʙʫʯʝʥʠʠ ʤʦʜʝʣʠ.  

ɺʳʩʦʢʘʷ ʥʘʛʨʫʟʢʘ ʥʘ ʨʝʩʫʨʩʳ ʩʠʩʪʝʤʳ. 

ʉʠʩʪʝʤʘ ʤʦʞʝʪ ʩʪʘʣʢʠʚʘʪʴʩʷ ʩ ʚʳʩʦʢʠʤʠ ʧʠʢʦʚʳʤʠ ʥʘʛʨʫʟʢʘʤʠ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ 

ʫʚʝʣʠʯʝʥʠʶ ʚʨʝʤʝʥʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʠ ʩʥʠʞʝʥʠʶ ʦʙʱʝʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ.  

ʈʝʰʝʥʠʝ: ʦʜʥʠʤ ʠʟ ʨʝʰʝʥʠʡ ʷʚʣʷʝʪʩʷ ʨʝʘʣʠʟʘʮʠʷ ʤʝʭʘʥʠʟʤʘ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ, 

ʧʦʟʚʦʣʷʶʱʝʛʦ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʨʦʩʪʫ ʥʘʛʨʫʟʢʠ. ʄʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʦʨʠʟʦʥʪʘʣʴʥʦʝ 

ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝ, ʜʦʙʘʚʣʷʷ ʥʦʚʳʝ ʫʟʣʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ, ʘ ʪʘʢʞʝ ʙʘʣʘʥʩʠʨʦʚʱʠʢʠ 

ʥʘʛʨʫʟʢʠ, ʢʦʪʦʨʳʝ ʨʘʩʧʨʝʜʝʣʷʶʪ ʟʘʧʨʦʩʳ ʤʝʞʜʫ ʫʟʣʘʤʠ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʦʙʣʝʤʳ ʩʠʩʪʝʤʳ. 

ʂʨʦʤʝ ʦʩʥʦʚʥʳʭ ʧʨʦʙʣʝʤ, ʪʘʢʠʭ ʢʘʢ ʥʝʧʦʣʥʳʝ ʠʣʠ ʥʝʨʝʣʝʚʘʥʪʥʳʝ ʦʪʚʝʪʳ ʥʘ 

ʟʘʧʨʦʩʳ ʠ ʚʳʩʦʢʘʷ ʥʘʛʨʫʟʢʘ ʥʘ ʨʝʩʫʨʩʳ ʩʠʩʪʝʤʳ, ʩʫʱʝʩʪʚʫʶʪ ʠ ʜʨʫʛʠʝ, ʥʘʧʨʠʤʝʨ, 

ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʠ ʠʥʪʝʛʨʘʮʠʷ ʩ ʚʥʝʰʥʠʤʠ 

ʩʠʩʪʝʤʘʤʠ. ʕʪʠ ʧʨʦʙʣʝʤʳ ʪʘʢʞʝ ʪʨʝʙʫʶʪ ʚʥʠʤʘʥʠʷ, ʦʜʥʘʢʦ ʠʭ ʚʣʠʷʥʠʝ ʥʘ ʦʩʥʦʚʥʦʡ 



-106- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʬʫʥʢʮʠʦʥʘʣ ʩʠʩʪʝʤʳ ʷʚʣʷʝʪʩʷ ʚʪʦʨʦʩʪʝʧʝʥʥʳʤ, ʧʦʵʪʦʤʫ ʵʪʠ ʠ ʜʨʫʛʠʝ ʚʦʟʤʦʞʥʳʝ 

ʧʨʦʙʣʝʤʳ ʤʳ ʧʨʦʧʫʩʪʠʤ ʚ ʜʘʥʥʦʡ ʩʪʘʪʴʝ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʨʝʰʝʥʠʝ ʚʳʰʝʦʧʠʩʘʥʥʳʭ ʧʨʦʙʣʝʤ ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʠ 

ʫʣʫʯʰʠʪʴ ʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ. 

 

 
ʈʠʩʫʥʦʢ 4. ʉʭʝʤʘ ʩʠʩʪʝʤʥʦʛʦ ʘʥʘʣʠʟʘ ʧʨʦʙʣʝʤʳ ʥʝʧʦʣʥʳʭ 

ʠʣʠ ʥʝʨʝʣʝʚʘʥʪʥʳʭ ʦʪʚʝʪʦʚ ʥʘ ʟʘʧʨʦʩʳ. 

 

ɿʘʢʣʶʯʝʥʠʝ 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʙʳʣʠ ʨʘʩʩʤʦʪʨʝʥʳ ʘʨʭʠʪʝʢʪʫʨʘ ʠ ʩʪʨʫʢʪʫʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʜʣʷ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʟʘʧʨʦʩʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʘ ʪʘʢʞʝ ʦʩʥʦʚʥʳʝ 

ʧʨʦʙʣʝʤʳ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʪʘʢʠʝ ʩʠʩʪʝʤʳ, ʠ ʚʦʟʤʦʞʥʳʝ ʧʫʪʠ ʠʭ ʨʝʰʝʥʠʷ. 

ʆʩʥʦʚʥʳʝ ʧʨʦʙʣʝʤʳ ʚʢʣʶʯʘʶʪ ʥʝʧʦʣʥʳʝ ʠʣʠ ʥʝʨʝʣʝʚʘʥʪʥʳʝ ʦʪʚʝʪʳ ʥʘ ʟʘʧʨʦʩʳ ʠ 

ʚr ʩʦʢʫʶ ʥʘʛʨʫʟʢʫ ʥʘ ʨʝʩʫʨʩʳ ʩʠʩʪʝʤʳ. ɼʣʷ ʠʭ ʨʝʰʝʥʠʷ ʧʨʝʜʣʦʞʝʥʳ ʫʣʫʯʰʝʥʠʝ ʤʦʜʝʣʝʡ 

NLP, ʦʧʪʠʤʠʟʘʮʠʷ ʠʥʜʝʢʩʘʮʠʠ ʜʘʥʥʳʭ, ʨʝʘʣʠʟʘʮʠʷ ʤʝʭʘʥʠʟʤʦʚ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʠ 

ʧʦʚʳʰʝʥʠʝ ʦʙʱʝʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʯʪʦʙʳ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʚʦʟʨʘʩʪʘʶʱʠʤ ʪʨʝʙʦʚʘʥʠʷʤ ʢ ʩʢʦʨʦʩʪʠ ʠ ʢʘʯʝʩʪʚʫ ʦʙʨʘʙʦʪʢʠ 

ʠʥʬʦʨʤʘʮʠʠ. ʇʦʩʪʦʷʥʥʦʝ ʫʣʫʯʰʝʥʠʝ ʤʝʪʦʜʦʚ ʘʥʘʣʠʟʘ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʧʦʚʳʰʝʥʠʝ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʠʥʪʝʛʨʘʮʠʷ ʩ ʚʥʝʰʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʷʚʣʷʶʪʩʷ ʢʣʶʯʝʚʳʤʠ 

ʥʘʧʨʘʚʣʝʥʠʷʤʠ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʠʪʠʷ ʪʘʢʠʭ ʩʠʩʪʝʤ. ʕʪʠ ʫʩʠʣʠʷ ʧʦʟʚʦʣʷʪ ʩʜʝʣʘʪʴ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʝʱʸ ʙʦʣʝʝ ʫʜʦʙʥʳʤ, ʪʦʯʥʳʤ ʠ ʵʬʬʝʢʪʠʚʥʳʤ, ʯʪʦ ʙʫʜʝʪ 

ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʧʦʚʳʰʝʥʠʶ ʢʘʯʝʩʪʚʘ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʠ ʫʜʦʚʣʝʪʚʦʨʸʥʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʨʘʟʨʘʙʦʪʢʝ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ʩʠʩʪʝʤʳ ʜʣʷ 

ʨʝʘʣʠʟʘʮʠʠ ʨʘʙʦʪʳ ʯʘʪ-ʙʦʪʘ. ʇʨʠʚʦʜʠʪʩʷ ʩʪʨʫʢʪʫʨʘ ʧʘʧʢʠ WinFormsApp1, ʛʣʘʚʥʘʷ ʬʦʨʤʘ 

ʧʨʠʣʦʞʝʥʠʷ, ʘ ʪʘʢʞʝ ʬʦʨʤʳ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʦʡ ʜʘʥʥʳʭ ʠ ʦʙʲʷʚʣʝʥʠʡ, ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʢʦʤʘʥʜʳ ʠ ʟʘʧʨʝʱʝʥʥʳʭ ʩʣʦʚ, ʪʘʙʣʠʮʳ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʘʪʘ, 

ʫʧʨʘʚʣʝʥʠʷ ʦʙʲʷʚʣʝʥʠʷʤʠ, ʫʧʨʘʚʣʝʥʠʷ ʩʧʨʘʚʦʯʥʠʢʦʤ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʯʘʪ-ʙʦʪ; ʬʦʨʤʘ; ʧʨʠʣʦʞʝʥʠʝ; ʧʦʣʴʟʦʚʘʪʝʣʠ; ʢʦʤʘʥʜʳ, ʙʘʟʘ 

ʜʘʥʥʳʭ. 

 

Abstract 

The article provides information on the development of the client part of the system for 

the implementation of the chatbot. The structure of the WinFormsApp1 folder, the main form of 

the application, as well as forms for managing the database and ads, adding or editing commands 

and forbidden words, data tables for chat users, managing ads, and managing the directory are 

provided. 

Keywords: ʩhatbot; form; application; users; teams, database. 

 

ʂʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ ï ʵʪʦ ʯʘʩʪʴ ʩʠʩʪʝʤʳ, ʩ ʢʦʪʦʨʦʡ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠ 

ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʝʤʫ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʴʶ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ. ʂʣʠʝʥʪʩʢʘʷ ʯʘʩʪʴ ʧʦʟʚʦʣʷʝʪ ʥʝ ʟʘʜʫʤʳʚʘʪʴʩʷ ʦ ʜʝʪʘʣʷʭ 

ʨʝʘʣʠʟʘʮʠʠ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʠ, ʘ ʪʘʢʞʝ ʠʟʦʣʠʨʫʝʪ ʚʩʝ ʟʘʧʨʦʩʳ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʦʩʥʦʚʫ 

ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ʩʠʩʪʝʤʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʨʘʙʦʪʳ ʯʘʪ-ʙʦʪʘ ʟʘʣʦʞʝʥ ʧʨʦʩʪʦʡ ʠ ʧʦʥʷʪʥʳʡ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ. ɻʣʘʚʥʦʡ ʮʝʣʴʶ ʷʚʣʷʝʪʩʷ ʧʦʣʫʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʩ ʢʦʪʦʨʳʤ 

ʩʤʦʞʝʪ ʨʘʟʦʙʨʘʪʴʩʷ ʣʶʙʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ. ɺʩʷ ʨʘʙʦʪʘ ʩ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʴʶ ʙʳʣʘ 

ʚʳʧʦʣʥʝʥʘ ʚ ʨʝʜʘʢʪʦʨʝ Microsoft Visual Studio 2022. ɼʝʤʦʥʩʪʨʘʮʠʷ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʷ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1. 



-108- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 1. ʉʪʨʫʢʪʫʨʘ ʧʘʧʢʠ WinFormsApp1 

 

ɺ ʬʘʡʣʘʭ ʩ ʨʘʩʰʠʨʝʥʠʝʤ .cs ʥʘʭʦʜʠʪʩʷ ʚʩʷ ʣʦʛʠʢʘ ʠ ʢʦʥʩʪʨʫʢʮʠʷ ʬʦʨʤ 

ʧʨʠʣʦʞʝʥʠʷ, ʥʘʧʨʠʤʝʨ, Program.cs ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʬʘʡʣʦʚ ʩʠʩʪʝʤʳ, 

ʧʦʩʨʝʜʩʪʚʦʤ ʢʦʪʦʨʦʛʦ ʟʘʧʫʩʢʘʝʪʩʷ ʛʣʘʚʥʘʷ ʬʦʨʤʘ Form1.cs. ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ 

ʦʪʢʨʳʚʘʝʪʩʷ ʛʣʘʚʥʘʷ ʬʦʨʤʘ, ʚ ʢʦʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʜʦʩʪʫʧ ʢ ʪʨʝʤ ʧʦʣʷʤ: ʧʦʣʶ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʯʘʪ-ʙʦʪʘ ʢ ʢʘʥʘʣʫ, ʥʘʟʚʘʥʠʶ ʢʘʥʘʣʘ, ʥʠʢʥʝʡʤʫ ʯʘʪ-ʙʦʪʘ, ʘ ʪʘʢʞʝ ʢʥʦʧʢʝ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ/ʦʪʢʣʶʯʝʥʠʷ. ʉʥʠʟʫ ʨʘʩʧʦʣʦʞʝʥ ʣʦʛ ʯʘʪ-ʙʦʪʘ ʠ ʢʥʦʧʢʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʦʡ 

ʜʘʥʥʳʭ. ʇʦʩʣʝ ʥʘʧʦʣʥʝʥʠʷ ʠʣʠ ʧʦʜʢʣʶʯʝʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ ʧʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ 

ʧʦʜʢʣʶʯʠʪʴʩʷ, ʚ ʣʦʛʝ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʭʦʜ ʧʦʜʢʣʶʯʝʥʠʷ ʯʘʪ-ʙʦʪʘ ʢ ʢʘʥʘʣʫ. ɻʣʘʚʥʘʷ ʬʦʨʤʘ 

ʧʨʠʣʦʞʝʥʠʷ ʧʦʢʘʟʘʥʘ ʥʘ ʨʠʩʫʥʢʝ 2. 

 

 
ʈʠʩʫʥʦʢ 2. ɻʣʘʚʥʘʷ ʬʦʨʤʘ ʧʨʠʣʦʞʝʥʠʷ 

 

ʇʨʠ ʫʩʧʝʰʥʦʤ ʧʦʜʢʣʶʯʝʥʠʠ, ʯʘʪ-ʙʦʪ ʩʨʘʟʫ ʥʘʯʠʥʘʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ 

ʩʦʦʙʱʝʥʠʷ ʠ ʦʪʚʝʯʘʪʴ ʥʘ ʚʦʧʨʦʩʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʘʪʘ. ʇʦʩʣʝ ʦʪʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʩʦʦʙʱʝʥʠʷ ʚ ʯʘʪ ʢʘʥʘʣʘ ʩʠʩʪʝʤʘ ʧʨʝʜʩʪʘʚʠʪ ʝʛʦ ʩʦʦʙʱʝʥʠʝ ʚ ʚʠʜʝ: ç: [ʅʠʢ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʯʘʪʘ]! [ʅʠʢ ʧʦʣʴʟʦʚʘʪʝʣʷ ʯʘʪʘ]@[ʅʠʢ ʧʦʣʴʟʦʚʘʪʝʣʷ ʯʘʪʘ].tmi.twitch.tv PRIVMSG #[ʏʘʪ 

ʢʘʥʘʣʘ] :[ʉʦʦʙʱʝʥʠʝ]è, ʧʦʵʪʦʤʫ ʥʫʞʥʦ ʝʸ ʧʨʦʚʝʩʪʠ ʯʝʨʝʟ ʨʝʛʫʣʷʨʥʦʝ ʚʳʨʘʞʝʥʠʝ, ʯʪʦʙʳ 

ʫʧʨʦʩʪʠʪʴ ʚʳʚʦʜ ʩʦʦʙʱʝʥʠʷ ʚ ʣʦʛ ʯʘʪʘ. ʊʘʢʞʝ, ʢʘʢ ʠ ʣʶʙʳʝ ʩʝʨʚʝʨʘ ʧʨʦʚʝʨʷʶʪ 

ʧʦʜʢʣʶʯʝʥʠʝ ʢʣʠʝʥʪʘ, ʩʝʨʚʝʨ Twitch API ʧʦʩʳʣʘʝʪ ʩʦʦʙʱʝʥʠʝ PING, ʥʘ ʢʦʪʦʨʳʡ ʯʘʪ-ʙʦʪ 
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ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʧʨʘʚʣʷʝʪ PONG, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʯʪʦ ʧʦʜʢʣʶʯʝʥʠʝ ʝʩʪʴ. ɽʩʣʠ ʥʝʪ 

ʦʪʚʝʪʘ ʥʘ ʵʪʦ ʩʦʦʙʱʝʥʠʝ, ʪʦ ʩʝʨʚʝʨ ʧʨʠʦʩʪʘʥʦʚʠʪ ʩʦʝʜʠʥʝʥʠʝ ʜʦ ʧʦʣʫʯʝʥʠʷ ʢʘʢʦʛʦ-ʣʠʙʦ 

ʦʪʚʝʪʘ. ʏʪʦʙʳ ʯʘʪ-ʙʦʪ ʤʦʛ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʚ ʯʘʪ ʝʤʫ ʥʫʞʥʦ ʵʪʦ ʩʜʝʣʘʪʴ ʧʦ 

ʩʧʝʮʠʘʣʴʥʦʡ ʬʦʨʤʝ: çPRIVMSG#[ʅʘʟʚʘʥʠʝ ʢʘʥʘʣʘ]:[ʉʦʦʙʱʝʥʠʝ]è, ʧʦʩʣʝ ʦʪʧʨʘʚʢʠ ʵʪʦʛʦ 

ʩʦʦʙʱʝʥʠʷ ʥʘ ʩʝʨʚʝʨ, ʦʥ ʦʙʨʘʙʦʪʘʝʪ ʝʛʦ ʠ ʚʳʚʝʜʝʪ ʚ ʯʘʪ ʢʘʥʘʣʘ ʩʦʦʙʱʝʥʠʝ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʷ ʥʘ ʩʧʘʤ ʠʣʠ ʮʝʥʟʫʨʫ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʥʦ ʨʘʩʩʪʦʷʥʠʝ 

ʃʝʚʝʥʰʪʝʡʥʘ, ʢʦʪʦʨʦʝ ʩʣʫʞʠʪ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʤʠʥʠʤʘʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʦʧʝʨʘʮʠʡ 

ʫʜʘʣʝʥʠʡ, ʚʩʪʘʚʢʠ ʠ ʟʘʤʝʥʳ ʩʠʤʚʦʣʘ, ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʦʜʥʦʡ ʩʪʨʦʢʠ ʚ 

ʜʨʫʛʫʶ. ɹʦʪ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʩʦʦʙʱʝʥʠʷ ʩʥʘʯʘʣʘ ʧʨʦʚʝʨʷʝʪ ʥʘ ʮʝʥʟʫʨʫ, ʦʙʨʘʱʘʷʩʴ ʢ ʩʣʦʚʘʤ 

ʠʟ ʩʧʨʘʚʦʯʥʠʢʘ ʟʘʧʨʝʱʸʥʥʳʭ ʩʣʦʚ, ʜʘʣʝʝ ʩʦʦʙʱʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʭʦʜʠʪ ʧʦ ʘʣʛʦʨʠʪʤʫ 

ʠ, ʝʩʣʠ ʢʦʣʠʯʝʩʪʚʦ ʦʧʝʨʘʮʠʡ ʩʦʩʪʘʚʠʣʦ ʤʝʥʴʰʝ ʜʚʘʜʮʘʪʠ ʧʨʦʮʝʥʪʦʚ ʦʪ ʜʣʠʥʳ ʩʦʦʙʱʝʥʠʷ, 

ʪʦ ʙʦʪ ʧʦʩʯʠʪʘʝʪ ʵʪʦ ʩʦʦʙʱʝʥʠʝ ʢʘʢ ʥʘʨʫʰʝʥʠʝ ʠ ʚʳʜʘʩʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʥʘʢʘʟʘʥʠʝ. 

ʇʨʦʚʝʨʢʘ ʧʨʦʠʩʭʦʜʠʪ ʪʘʢʞʝ, ʢʘʢ ʠ ʧʨʦʚʝʨʢʘ ʥʘ ʮʝʥʟʫʨʫ, ʪʦʣʴʢʦ ʙʝʨʫʪʩʷ ʧʨʦʰʣʳʝ 

ʩʦʦʙʱʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʯʘʪʘ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʚ ʢʦʣʠʯʝʩʪʚʝ 75 ʰʪʫʢ. ʇʣʘʪʬʦʨʤʘ 

ʧʦʟʚʦʣʷʝʪ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʨʝʤʝʥʥʦ ʠʣʠ ʥʘʚʩʝʛʜʘ, ʧʦʵʪʦʤʫ ʜʣʷ ʚʝʜʝʥʠʷ ʫʯʝʪʘ 

ʥʘʨʫʰʝʥʠʡ, ʠʭ ʧʨʠʭʦʜʠʪʩʷ ʭʨʘʥʠʪʴ ʚ ʙʘʟʝ ʜʘʥʥʳʭ. ɿʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʯʘʪ-ʙʦʪʦʤ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʦʪʧʨʘʚʠʪʴ ʟʘʷʚʢʫ ʥʘ ʨʘʟʙʣʦʢʠʨʦʚʢʫ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ ʫʞʝ 

ʧʨʦʚʝʨʷʝʪ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʯʝʣʦʚʝʢ. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ ɹʘʟʘ ʜʘʥʥʳʭ, ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʦʪʢʨʳʚʘʝʪʩʷ ʬʦʨʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʦʡ ʜʘʥʥʳʭ ʛʜʝ ʦʥ ʤʦʞʝʪ ʜʦʙʘʚʣʷʪʴ, ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ 

ʫʜʘʣʷʪʴ ʥʫʞʥʳʝ ʜʘʥʥʳʝ. ʌʦʨʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʦʡ ʜʘʥʥʳʭ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ʌʦʨʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʦʡ ʜʘʥʥʳʭ. 

 

ɺ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʬʦʨʤʝ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʳ 4 ʪʘʙʣʠʮʳ ʙʘʟʳ ʜʘʥʥʳʭ 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʯʝʨʝʟ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʚʢʣʘʜʢʠ: ʢʦʤʘʥʜʳ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʯʘʪ-

ʙʦʪʦʤ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʯʘʪʘ, ʦʙʲʷʚʣʝʥʠʷ ʠ ʩʧʨʘʚʦʯʥʠʢ ʟʘʧʨʝʱʸʥʥʳʭ ʩʣʦʚ. ʂʦʛʜʘ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ ʚ ʯʘʪ ʩʦʜʝʨʞʘʱʝʝ ʢʦʤʘʥʜʫ ʠʟ ʪʘʙʣʠʮʳ, ʯʘʪ-ʙʦʪ ʧʨʠ 

ʦʙʨʘʙʦʪʢʝ ʚʳʧʦʣʥʠʪ ʫʩʣʦʚʠʝ ʠ ʦʪʧʨʘʚʠʪ ʩʦʦʙʱʝʥʠʝ ʚ ʯʘʪ. ʏʘʪ-ʙʦʪ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ 

ʨʘʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʘʧʨʠʤʝʨ, ʙʦʪʘ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʠʛʨʳ, ʚ ʢʦʪʦʨʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʢʨʫʪʠʪʴ ʢʫʙʠʢ, ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʨʘʟʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʨʠʤʝʨʝ ʠ 

ʝʛʦ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʘ ʪʘʢʞʝ ʚ ʢʘʯʝʩʪʚʝ ʨʘʟʚʣʝʢʘʪʝʣʴʥʦʛʦ ʢʦʥʪʝʥʪʘ, ʛʜʝ ʤʦʞʥʦ 

ʰʫʪʦʯʥʳʤ ʦʙʨʘʟʦʤ ʧʦʢʘʟʳʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʥʘ ʩʢʦʣʴʢʦ ʧʨʦʮʝʥʪʦʚ ʦʥʠ ʩʤʝʰʥʳʝ.  

ʇʦ ʥʘʞʘʪʠʶ ʢʥʦʧʢʠ ɼʦʙʘʚʠʪʴ ʦʪʢʨʳʚʘʝʪʩʷ ʬʦʨʤʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʢʦʤʘʥʜʳ ʩ 

ʧʫʩʪʳʤʠ ʧʦʣʷʤʠ ʠʣʠ, ʝʩʣʠ ʜʚʘ ʨʘʟʘ ʢʣʠʢʥʫʪʴ ʧʦ ʩʪʨʦʢʝ ʚ ʪʘʙʣʠʮʝ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ, ʪʦ 

ʦʪʢʨʦʝʪʩʷ ʛʦʪʦʚʘʷ ʬʦʨʤʘ, ʥʦ ʫʞʝ ʩ ʟʘʧʦʣʥʝʥʥʳʤʠ ʧʦʣʷʤʠ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ʌʦʨʤʘ 

ʜʦʙʘʚʣʝʥʠʝ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʢʦʤʘʥʜʳ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 4. 
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ʈʠʩʫʥʦʢ 4. ʌʦʨʤʘ ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʢʦʤʘʥʜʳ. 

 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʟʘʧʦʣʥʷʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʜʘʥʥʳʝ ʠ ʧʦ ʥʘʞʘʪʠʶ ʥʘ ʢʥʦʧʢʫ ʩʦʭʨʘʥʠʪʴ 

ʜʦʙʘʚʣʷʝʪ ʜʘʥʥʳʝ ʚ ʪʘʙʣʠʮʫ. ʊʘʙʣʠʮʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʘʪʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 5. 

 

 
ʈʠʩʫʥʦʢ 5. ʊʘʙʣʠʮʘ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʘʪʘ. 

 

ɺ ʵʪʦʡ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʦ, ʢʘʢʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʯʘʪ-ʙʦʪ ʠ 

ʥʘʩʢʦʣʴʢʦ ʦʥʠ ʘʢʪʠʚʥʳ.  

ʊʘʙʣʠʮʘ ʦʙʲʷʚʣʝʥʠʡ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 6. 

 

 
ʈʠʩʫʥʦʢ 6. ʊʘʙʣʠʮʘ ʫʧʨʘʚʣʝʥʠʷ ʦʙʲʷʚʣʝʥʠʷʤʠ. 

 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʦʙʲʷʚʣʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʳʚʦʜʠʪʴʩʷ ʯʘʪ-

ʙʦʪʦʤ ʩ ʟʘʜʘʥʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʯʘʩʪʦʪʦʡ. ʉʫʪʴ ʜʦʙʘʚʣʝʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʦʙʲʷʚʣʝʥʠʷ 

ʪʘʢʠʝ ʞʝ, ʢʘʢ ʠ ʚ ʢʦʤʘʥʜʘʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ.  ʌʦʨʤʘ ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 7. 
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ʈʠʩʫʥʦʢ 7.ʌʦʨʤʘ ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʦʙʲʷʚʣʝʥʠʷ. 

 

ʊʘʙʣʠʮʘ ʩʧʨʘʚʦʯʥʠʢʘ ʟʘʧʨʝʱʸʥʥʳʭ ʩʣʦʚ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 8. 

 

 
ʈʠʩʫʥʦʢ 8. ʊʘʙʣʠʮʘ ʫʧʨʘʚʣʝʥʠʷ ʩʧʨʘʚʦʯʥʠʢʦʤ. 

 

ɺ ʵʪʦʡ ʪʘʙʣʠʮʝ ʧʦʢʘʟʘʥʦ ʟʘ ʢʘʢʠʝ ʩʣʦʚʘ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʩʦʦʙʱʝʥʠʡ ʯʘʪ-ʙʦʪ ʙʫʜʝʪ 

ʚʳʜʘʚʘʪʴ ʥʘʢʘʟʘʥʠʝ. ʌʦʨʤʘ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʟʘʧʨʝʱʸʥʥʦʛʦ ʩʣʦʚʘ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 9. 

 

 
ʈʠʩʫʥʦʢ 9.  ʌʦʨʤʘ ʜʦʙʘʚʣʝʥʠʷ ʠʣʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʟʘʧʨʝʱʸʥʥʦʛʦ ʩʣʦʚʘ 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʠʩʧʦʣʴʟʫʷ ʚʦʟʤʦʞʥʦʩʪʠ ʷʟʳʢʘ C# ʠ ʬʨʝʡʤʚʦʨʢʘ Windows Forms, 

ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʤʦʱʥʳʡ ʠ ʛʠʙʢʠʡ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʠ ʠʥʪʝʨʘʢʪʠʚʥʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʯʘʪ-ʙʦʪʘ ʩ ʘʫʜʠʪʦʨʠʝʡ ʥʘ ʧʣʘʪʬʦʨʤʝ Twitch.tv. ʇʨʝʜʩʪʘʚʣʝʥʥʘʷ ʚ ʩʪʘʪʴʝ 

ʨʘʟʨʘʙʦʪʢʘ ʢʣʠʝʥʪʩʢʦʡ ʯʘʩʪʠ ʩʠʩʪʝʤʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʨʘʙʦʪʳ ʯʘʪ-ʙʦʪʘ ʦʙʣʘʜʘʝʪ ʰʠʨʦʢʠʤ 

ʥʘʙʦʨʦʤ ʬʫʥʢʮʠʡ, ʧʦʟʚʦʣʷʶʱʠʭ ʤʦʜʝʨʠʨʦʚʘʪʴ ʯʘʪ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʪʨʘʥʩʣʷʮʠʷʭ. 
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ɸʥʥʦʪʘʮʠʷ 

ʉʪʘʪʴʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʘʢʪʫʘʣʴʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʧʨʠʤʝʥʝʥʠʷ ʪʝʭʥʦʣʦʛʠʡ 

ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʩʝʪʝʚʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ. ʌʦʢʫʩ ʩʪʘʪʴʠ ʥʘʧʨʘʚʣʝʥ ʥʘ ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ, ʦʧʪʠʤʠʟʘʮʠʶ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠ ʫʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʦʤ.  

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʩʝʪʝʚʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʠ, 

ʦʧʪʠʤʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʷ, ʫʧʨʘʚʣʝʥʠʝ ʪʨʘʬʠʢʦʤ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʝʡ, 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ. 

 

Abstract 

The article examines current areas of application of machine learning technologies for 

optimization of network processes and telecommunication systems. The focus of the article is on 

automating resource management, optimizing routing and traffic management. 

Keywords: machine learning, network technologies, telecommunications, process 

optimization, routing, traffic management, network security, cybersecurity. 

 

ʉ ʨʘʟʚʠʪʠʝʤ ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʚʢʣʶʯʘʷ ʩʝʪʝʚʳʝ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ, 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʘʢʪʫʘʣʴʥʦʡ. ʊʝʭʥʦʣʦʛʠʠ 

ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ (ML) ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʫʣʫʯʰʝʥʠʷ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʝʪʝʚʳʭ ʦʧʝʨʘʮʠʡ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʦʙʩʣʫʞʠʚʘʥʠʷ. 

ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʥʘʧʨʘʚʣʝʥʠʡ ʧʨʠʤʝʥʝʥʠʷ ML ʚ ʩʝʪʝʚʳʭ ʪʝʭʥʦʣʦʛʠʷʭ ʷʚʣʷʝʪʩʷ 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʦʮʝʩʩʦʚ ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ. ɸʣʛʦʨʠʪʤʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ 

ʧʦʟʚʦʣʷʶʪ ʩʠʩʪʝʤʘʤ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʧʦʪʨʝʙʥʦʩʪʴ ʚ 

ʨʝʩʫʨʩʘʭ, ʦʧʪʠʤʠʟʠʨʫʷ ʠʭ ʨʘʩʧʨʝʜʝʣʝʥʠʝ. 

ʕʪʦ ʥʝ ʪʦʣʴʢʦ ʧʦʚʳʰʘʝʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʩʫʨʩʦʚ, ʥʦ ʠ ʩʥʠʞʘʝʪ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʟʘʪʨʘʪʳ. ʅʘʧʨʠʤʝʨ, ʩʠʩʪʝʤʳ ML ʤʦʛʫʪ ʜʠʥʘʤʠʯʝʩʢʠ ʘʜʘʧʪʠʨʦʚʘʪʴ 

ʚʳʜʝʣʝʥʠʝ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʝʢʫʱʝʡ ʥʘʛʨʫʟʢʠ, ʦʙʝʩʧʝʯʠʚʘʷ 

ʦʧʪʠʤʘʣʴʥʦʝ ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ. 

ɼʣʷ ʫʩʧʝʰʥʦʡ ʨʝʘʣʠʟʘʮʠʠ ʩʠʩʪʝʤ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʪʨʝʙʫʝʪʩʷ ʪʱʘʪʝʣʴʥʦʝ 

ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʩʪʠ ʘʥʘʣʠʟ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʨʦʮʝʩʩʦʚ 

ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ, ʦʧʨʝʜʝʣʠʪʴ ʢʣʶʯʝʚʳʝ ʤʝʪʨʠʢʠ ʠ ʨʘʟʨʘʙʦʪʘʪʴ ʤʦʜʝʣʴ, ʢʦʪʦʨʘʷ 

ʙʫʜʝʪ ʵʬʬʝʢʪʠʚʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʥʘʛʨʫʟʢʫ ʠ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʨʝʩʫʨʩʦʚ. 

ML ʪʘʢʞʝ ʵʬʬʝʢʪʠʚʥʦ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʪʨʘʬʠʢʦʤ ʚ ʩʝʪʝʚʳʭ ʩʠʩʪʝʤʘʭ. ɸʣʛʦʨʠʪʤʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʘʥʘʣʠʟʠʨʫʶʪ 

ʜʘʥʥʳʝ ʦ ʪʨʘʬʠʢʝ, ʧʨʝʜʩʢʘʟʳʚʘʶʪ ʝʛʦ ʠʟʤʝʥʝʥʠʷ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘʩʪʨʘʠʚʘʶʪ ʤʘʨʰʨʫʪʳ 

ʜʣ̫ ʦʙʝʩʧʝʯʝʥʠʷ ʦʧʪʠʤʘʣʴʥʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ. ʕʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʫʤʝʥʴʰʝʥʠʶ 

ʟʘʜʝʨʞʝʢ ʠ ʧʦʚʳʰʝʥʠʶ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ. ʂʨʦʤʝ ʪʦʛʦ, ML ʤʦʞʝʪ ʫʯʠʪʴʩʷ ʠʟ 

ʧʨʦʰʣʦʛʦ ʦʧʳʪʘ ʠ ʧʨʝʜʩʢʘʟʳʚʘʪʴ ʧʘʪʪʝʨʥʳ ʪʨʘʬʠʢʘ, ʯʪʦ ʩʜʝʣʘʝʪ ʩʠʩʪʝʤʫ ʙʦʣʝʝ ʛʠʙʢʦʡ ʠ 

ʦʪʟʳʚʯʠʚʦʡ ʢ ʠʟʤʝʥʷʶʱʠʤʩʷ ʫʩʣʦʚʠʷʤ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -113- 

 

ʆʜʥʦʡ ʠʟ ʚʘʞʥʳʭ ʟʘʜʘʯ ʚ ʫʧʨʘʚʣʝʥʠʠ ʩʝʪʷʤʠ ʷʚʣʷʝʪʩʷ ʙʳʩʪʨʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʠ 

ʫʩʪʨʘʥʝʥʠʝ ʥʝʧʦʣʘʜʦʢ. ʄʝʪʦʜʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʚʘʪʴ ʩʠʩʪʝʤʳ 

ʤʦʥʠʪʦʨʠʥʛʘ, ʩʧʦʩʦʙʥʳʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʘʩʧʦʟʥʘʚʘʪʴ ʘʥʦʤʘʣʠʠ ʚ ʨʘʙʦʪʝ ʩʝʪʠ. ʕʪʦ 

ʧʦʟʚʦʣʷʝʪ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʧʨʦʙʣʝʤʳ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʩʙʦʠ. 

ʇʨʠʤʝʥʝʥʠʝ ML ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʘʥʦʤʘʣʠʡ ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʘʤ ʚʳʷʚʣʷʪʴ ʥʝʦʙʳʯʥʦʝ 

ʧʦʚʝʜʝʥʠʝ ʩʝʪʝʚʳʭ ʫʟʣʦʚ, ʧʨʝʜʫʧʨʝʞʜʘʷ ʦ ʚʦʟʤʦʞʥʳʭ ʩʙʦʷʭ ʠ ʫʣʫʯʰʘʷ ʦʙʱʫʶ 

ʩʪʘʙʠʣʴʥʦʩʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʥʘʛʨʫʟʢʠ ʥʘ ʩʝʪʴ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʝʝ ʩʪʘʙʠʣʴʥʦʡ ʨʘʙʦʪʳ. ʆʥʦ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʩʢʘʟʳʚʘʪʴ ʜʠʥʘʤʠʢʫ ʠʟʤʝʥʝʥʠʷ ʥʘʛʨʫʟʢʠ ʠ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʤʘʩʰʪʘʙʠʨʦʚʘʪʴ ʨʝʩʫʨʩʳ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʦʧʪʠʤʘʣʴʥʫʶ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ. 

ʉ ʧʨʠʤʝʥʝʥʠʝʤ ʪʝʭʥʦʣʦʛʠʡ ML ʤʦʞʥʦ ʩʦʟʜʘʚʘʪʴ ʤʦʜʝʣʠ, ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʥʳ 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʙʦʣʴʰʠʝ ʦʙʲʸʤʳ ʜʘʥʥʳʭ ʦ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʚʳʷʚʣʷʪʴ ʟʘʢʦʥʦʤʝʨʥʦʩʪʠ 

ʚ ʧʦʚʝʜʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʦ ʧʦʤʦʛʘʝʪ ʙʦʣʝʝ ʪʦʯʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʪʴ ʠ 

ʧʨʠʥʠʤʘʪʴ ʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ ʦ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʠ ʨʝʩʫʨʩʦʚ. 

ʆʩʦʙʝʥʥʦ ʧʦʣʝʟʥʦ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʥʘʛʨʫʟʢʠ ʚ ʫʩʣʦʚʠʷʭ ʠʟʤʝʥʷʶʱʠʭʩʷ ʧʠʢʦʚ 

ʘʢʪʠʚʥʦʩʪʠ, ʢʦʛʜʘ ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʥʝʜʦʩʪʘʪʦʯʥʦ ʵʬʬʝʢʪʠʚʥʳʤʠ. 

ʅʘʧʨʠʤʝʨ, ʚʦ ʚʨʝʤʷ ʩʝʟʦʥʥʳʭ ʚʩʧʣʝʩʢʦʚ ʪʨʘʬʠʢʘ ʠʣʠ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʢʨʫʧʥʳʭ 

ʤʝʨʦʧʨʠʷʪʠʡ, ʪʘʢʠʭ ʢʘʢ ʦʥʣʘʡʥ-ʢʦʥʬʝʨʝʥʮʠʠ ʠʣʠ ʩʧʦʨʪʠʚʥʳʝ ʩʦʨʝʚʥʦʚʘʥʠʷ. ɺ ʵʪʠʭ 

ʩʣʫʯʘʷʭ ML ʧʦʟʚʦʣʷʝʪ ʩʠʩʪʝʤʘʤ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʜʠʥʘʤʠʢʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʪʝʚʳʭ 

ʨʝʩʫʨʩʦʚ, ʦʧʪʠʤʠʟʠʨʫʷ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʥʘʛʨʫʟʢʠ ʩ ʧʦʤʦʱʴʶ ML ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʦ ʨʘʟʣʠʯʥʳʤʠ 

ʩʧʦʩʦʙʘʤʠ. ʆʜʠʥ ʠʟ ʧʦʜʭʦʜʦʚ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʘʣʛʦʨʠʪʤʦʚ ʨʝʛʨʝʩʩʠʠ ʜʣʷ 

ʘʥʘʣʠʟʘ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʦ ʥʘʛʨʫʟʢʝ ʠ ʚʳʷʚʣʝʥʠʷ ʪʝʥʜʝʥʮʠʡ. 

ɼʨʫʛʦʡ ʧʦʜʭʦʜ ï ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʪʦʜʦʚ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʪʠʧʦʚ 

ʪʨʘʬʠʢʘ ʠ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʦʩʥʦʚʝ ʵʪʠʭ ʜʘʥʥʳʭ. ʊʘʢʞʝ ʚʦʟʤʦʞʥʦ 

ʧʨʠʤʝʥʝʥʠʝ ʘʥʩʘʤʙʣʝʚʳʭ ʤʝʪʦʜʦʚ, ʦʙʲʝʜʠʥʷʶʱʠʭ ʥʝʩʢʦʣʴʢʦ ʤʦʜʝʣʝʡ ʜʣʷ ʧʦʚʳʰʝʥʠʷ 

ʪʦʯʥʦʩʪʠ ʧʨʦʛʥʦʟʘ. 

ʆʜʥʘʢʦ ʩʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʚʥʝʜʨʝʥʠʝ ML ʪʨʝʙʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʭ ʠʥʚʝʩʪʠʮʠʡ ʚ 

ʨʘʟʨʘʙʦʪʢʫ ʠ ʦʙʫʯʝʥʠʝ ʤʦʜʝʣʝʡ, ʘ ʪʘʢʞʝ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʜʣʷ ʩʙʦʨʘ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. 

ɺ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ML ʠʛʨʘʝʪ ʚʘʞʥʫʶ ʨʦʣʴ. ʉʠʩʪʝʤʳ ʤʘʰʠʥʥʦʛʦ 

ʦʙʫʯʝʥʠʷ ʩʧʦʩʦʙʥʳ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʪʨʘʬʠʢ, ʚʳʷʚʣʷʪʴ ʘʪʘʢʠ ʠ ʘʥʦʤʘʣʠʠ ʚ ʧʦʚʝʜʝʥʠʠ ʩʝʪʠ, 

ʯʪʦ ʧʦʚʳʰʘʝʪ ʫʨʦʚʝʥʴ ʝʸ ʟʘʱʠʪʳ. 

ʈʘʩʧʨʝʜʝʣʸʥʥʳʝ ʥʝʡʨʦʩʝʪʠ ʠ ʘʣʛʦʨʠʪʤʳ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʧʦʟʚʦʣʷʶʪ ʦʧʝʨʘʪʠʚʥʦ 

ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʥʦʚʳʝ ʫʛʨʦʟʳ. ʇʨʠʤʝʥʝʥʠʝ ML ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʡ 

ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʘʜʘʧʪʠʚʥʳʝ ʩʠʩʪʝʤʳ, ʩʧʦʩʦʙʥʳʝ ʚʳʷʚʣʷʪʴ ʥʦʚʳʝ ʚʠʜʳ ʫʛʨʦʟ ʠ 

ʵʬʬʝʢʪʠʚʥʦ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʠʤ, ʦʙʝʩʧʝʯʠʚʘʷ ʮʝʣʦʩʪʥʦʩʪʴ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʩʝʪʝʚʳʭ 

ʜʘʥʥʳʭ. 

ʉ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʦʚ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʤʦʞʥʦ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʧʦʜʦʟʨʠʪʝʣʴʥʫʶ ʘʢʪʠʚʥʦʩʪʴ, ʪʘʢʫʶ ʢʘʢ ʧʦʧʳʪʢʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʜʘʥʥʳʤ ʠʣʠ ʥʝʦʙʳʯʥʳʝ ʧʘʪʪʝʨʥʳ ʪʨʘʬʠʢʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʛʨʦʟʳ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʠʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ. 

ʂʨʦʤʝ ʪʦʛʦ, ML ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʩʠʛʥʘʪʫʨ 

ʘʪʘʢ ʠ ʤʝʪʦʜʦʚ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʕʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʫʶ 

ʟʘʱʠʪʫ ʦʪ ʥʦʚʳʭ ʚʠʜʦʚ ʢʠʙʝʨʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʷʚʠʪʴʩʷ ʚ ʙʫʜʫʱʝʤ. 

ʇʨʠʤʝʥʝʥʠʝ ML ʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʫʝʪ ʪʱʘʪʝʣʴʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʩʙʦʨʫ ʠ 

ʦʙʨʘʙʦʪʢʝ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʢ ʨʘʟʨʘʙʦʪʢʝ ʤʦʜʝʣʝʡ. ʅʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʚʦʟʤʦʞʥʳʝ 

ʨʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʦʰʠʙʢʘʤʠ ʚ ʦʙʫʯʝʥʠʠ ʤʦʜʝʣʝʡ ʠʣʠ ʥʝʧʨʘʚʠʣʴʥʳʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʨʝʟʫʣʴʪʘʪʦʚ. ʆʜʥʘʢʦ ʧʨʠ ʧʨʘʚʠʣʴʥʦʤ ʧʦʜʭʦʜʝ ML ʤʦʞʝʪ ʩʪʘʪʴ ʤʦʱʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ 

ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʚʳʭ ʩʠʩʪʝʤ. 



-114- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʊʘʙʣʠʮʘ 1. 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʄʃ ʚ ʦʧʪʠʤʠʟʘʮʠʠ ʩʝʪʝʚʳʭ ʧʨʦʮʝʩʩʦʚ. 

 

ʇʨʠʤʝʥʝʥʠʝ ʪʝʭʥʦʣʦʛʠʡ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʚ ʩʝʪʝʚʳʭ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤʘʭ ʦʪʢʨʳʚʘʝʪ ʥʦʚʳʝ ʛʦʨʠʟʦʥʪʳ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ. ɸʚʪʦʤʘʪʠʟʘʮʠʷ 

ʫʧʨʘʚʣʝʥʠʷ ʨʝʩʫʨʩʘʤʠ, ʦʧʪʠʤʠʟʘʮʠʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʥʝʧʦʣʘʜʦʢ ʠ 

ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʥʘʛʨʫʟʢʠ ï ʚʩʝ ʵʪʦ ʣʠʰʴ ʥʝʙʦʣʴʰʘʷ ʯʘʩʪʴ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ML 

ʧʨʠʥʦʩʠʪ ʚ ʩʬʝʨʫ ʩʝʪʝʚʳʭ ʪʝʭʥʦʣʦʛʠʡ. ʉ ʧʦʩʪʦʷʥʥʳʤ ʨʘʟʚʠʪʠʝʤ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʡ ʤʦʞʥʦ 

ʦʞʠʜʘʪʴ ʝʱʝ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦʛʦ ʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʠʩʧʦʣʴʟʫʝʤʦʝ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʠ 

ʦʧʪʠʤʠʟʘʮʠʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ, ʚʢʣʶʯʘʷ ʢʦʥʮʝʥʪʨʘʪʦʨʳ, ʢʦʤʤʫʪʘʪʦʨʳ, 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ ʠ ʩʝʨʚʝʨʳ. ʆʧʠʩʘʥʳ ʦʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʘʞʜʦʛʦ ʪʠʧʘ 

ʦʙʦʨʫʜʦʚʘʥʠʷ. ʇʨʝʜʩʪʘʚʣʝʥʳ ʧʨʠʤʝʨʳ ʢʦʥʢʨʝʪʥʳʭ ʤʦʜʝʣʝʡ, ʠʭ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ 

ʥʝʜʦʩʪʘʪʢʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʮʝʥʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʮʝʣʝʩʦʦʙʨʘʟʥʦʩʪʴ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʨʝʜʝ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʢʦʤʤʫʪʘʪʦʨʳ, ʩʝʨʚʝʨʳ, 

ʩʝʪʝʚʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ. 

 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʆʧʠʩʘʥʠʝ 

ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʫʧʨʘʚʣʝʥʠʷ 

ʨʝʩʫʨʩʘʤʠ 

ʉʘʤʦʩʪʦʷʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʠ ʦʧʪʠʤʠʟʘʮʠʷ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʨʝʩʫʨʩʦʚ ʜʣʷ 

ʩʥʠʞʝʥʠʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʟʘʪʨʘʪ. 

ʆʧʪʠʤʠʟʘʮʠʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 
ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʥʘʩʪʨʘʠʚʘʥʠʝ ʤʘʨʰʨʫʪʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʦʧʪʠʤʘʣʴʥʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ. 

ʈʘʩʧʦʟʥʘʚʘʥʠʝ ʠ ʫʩʪʨʘʥʝʥʠʝ 

ʥʝʧʦʣʘʜʦʢ 

ʉʠʩʪʝʤʳ ʤʦʥʠʪʦʨʠʥʛʘ, ʩʧʦʩʦʙʥʳʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʘʩʧʦʟʥʘʚʘʪʴ 

ʘʥʦʤʘʣʠʠ ʠ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʠʨʦʚʘʪʴ. 

ʇʨʦʛʥʦʟʠʨʦʚʘʥʠʝ ʥʘʛʨʫʟʢʠ ʠ 

ʩʢʘʣʠʨʦʚʘʥʠʝ 

ʉʦʟʜʘʥʠʝ ʤʦʜʝʣʝʡ ʜʣʷ ʧʨʝʜʩʢʘʟʘʥʠʷ ʜʠʥʘʤʠʢʠ ʥʘʛʨʫʟʢʠ ʠ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʨʝʩʫʨʩʦʚ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʠ ʤʘʰʠʥʥʦʝ 

ʦʙʫʯʝʥʠʝ 

ɸʥʘʣʠʟ ʪʨʘʬʠʢʘ, ʚʳʷʚʣʝʥʠʝ ʘʪʘʢ ʠ ʘʥʦʤʘʣʠʡ, ʧʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ 

ʟʘʱʠʪʳ ʩʝʪʠ. 
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Abstract 

The article discusses the equipment used to build and optimize corporate networks, 

including hubs, switches, routers and servers. The main characteristics of each type of equipment 

are described. Examples of specific models, their advantages and disadvantages are presented, 

which makes it possible to assess the effectiveness and expediency of their use in a corporate 

environment. 

Keywords: corporate networks, routers, switches, servers, network equipment, 

bandwidth. 

 

ʂʘʞʜʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʚʢʣʶʯʘʷ ʩʝʨʚʝʨ, ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʩʝʪʠ ʯʝʨʝʟ ʦʪʜʝʣʴʥʳʡ ʩʝʛʤʝʥʪ 

ʢʘʙʝʣʷ, ʢʦʪʦʨʳʡ ʧʦʜʩʦʝʜʠʥʷʝʪʩʷ ʢ ʢʦʥʮʝʥʪʨʘʪʦʨʫ (HUB) ʠʣʠ ʢʦʤʤʫʪʘʪʦʨʫ (Swith). 

ʂʦʥʮʝʥʪʨʘʪʦʨʳ (HUB) ʤʦʛʫʪ ʙʳʪʴ ʧʘʩʩʠʚʥʳʤʠ ʠʣʠ ʘʢʪʠʚʥʳʤʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʢʦʣʠʯʝʩʪʚʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʜʣʠʥʳ ʢʘʙʝʣʷ ʤʝʞʜʫ ʥʠʤʠ. ʇʘʩʩʠʚʥʳʝ HUB ʧʦʜʜʝʨʞʠʚʘʶʪ 

ʜʦ ʪʨʸʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʘʢʪʠʚʥʳʝ HUB ʠʤʝʶʪ ʫʩʠʣʠʪʝʣʠ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ 4, 8, 16 ʠʣʠ 32 ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ. ʂʦʥʮʝʥʪʨʘʪʦʨʳ ʪʘʢʞʝ ʩʣʫʞʘʪ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢʘʙʝʣʝʡ, ʠʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ, ʧʦʠʩʢʘ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ ʠ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ, ʫʧʨʦʱʘʷ ʵʪʠ ʧʨʦʮʝʩʩʳ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʨʘʩʩʪʦʷʥʠʝ ʦʪ 

HUB ʜʦ ʢʦʤʧʴʶʪʝʨʘ ʩʦʩʪʘʚʣʷʝʪ 100 ʤʝʪʨʦʚ, ʘ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʤʦʞʝʪ ʜʦʩʪʠʛʘʪʴ 

1000 ʄʙʠʪ/ʩ [1]. 

ʂʦʤʤʫʪʘʪʦʨʳ (Swith) ʢʦʥʪʨʦʣʠʨʫʶʪ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʠ ʥʘʧʨʘʚʣʷʶʪ ʧʘʢʝʪʳ ʜʘʥʥʳʭ 

ʪʦʣʴʢʦ ʥʘ ʥʫʞʥʳʝ ʧʦʨʪʳ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʘʜʨʝʩʘʭ ʥʘʟʥʘʯʝʥʠʷ ʢʘʞʜʦʛʦ ʧʘʢʝʪʘ. ʕʪʦ 

ʧʦʟʚʦʣʷʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʨʘʙʦʪʘʪʴ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʧʦʨʪʘʤʠ, ʫʚʝʣʠʯʠʚʘʷ ʧʨʦʧʫʩʢʥʫʶ 

ʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ. ʂʦʤʤʫʪʘʮʠʷ ʧʘʢʝʪʦʚ ʩʥʠʞʘʝʪ ʠʟʙʳʪʦʯʥʳʡ ʪʨʘʬʠʢ, ʚʦʟʥʠʢʘʶʱʠʡ ʧʨʠ 

ʧʝʨʝʜʘʯʝ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ ʠʥʬʦʨʤʘʮʠʠ ʚʩʝʤ ʧʦʨʪʘʤ. 

ʂʦʤʤʫʪʘʪʦʨʳ ʠ ʢʦʥʮʝʥʪʨʘʪʦʨʳ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʤʝʩʪʝ ʚ ʦʜʥʦʡ ʩʝʪʠ. 

ʂʦʥʮʝʥʪʨʘʪʦʨʳ ʨʘʩʰʠʨʷʶʪ ʩʝʪʴ, ʫʚʝʣʠʯʠʚʘʷ ʢʦʣʠʯʝʩʪʚʦ ʧʦʨʪʦʚ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʢʦʤʤʫʪʘʪʦʨʳ ʨʘʟʜʝʣʷʶʪ ʩʝʪʴ ʥʘ ʤʝʥʴʰʠʝ, ʤʝʥʝʝ ʟʘʛʨʫʞʝʥʥʳʝ ʩʝʛʤʝʥʪʳ. 

ʉʧʝʮʠʬʠʢʘʮʠʷ Ethernet ʙʳʣʘ ʧʨʝʜʣʦʞʝʥʘ ʢʦʤʧʘʥʠʝʡ Xerox Corporation ʚ ʢʦʥʮʝ 

1970-ʭ ʛʦʜʦʚ, ʘ ʟʘʪʝʤ ʜʦʨʘʙʦʪʘʥʘ ʢʦʤʧʘʥʠʷʤʠ Digital Equipment Corporation (DEC) ʠ Intel 

Corporation. ʅʘ ʙʘʟʝ Ethernet ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʩʪʘʥʜʘʨʪ IEEE 802.3. ʉʝʪʠ ʩʦ ʟʚʝʟʜʦʦʙʨʘʟʥʦʡ 

ʪʦʧʦʣʦʛʠʝʡ ʧʦʜʜʝʨʞʠʚʘʶʪ ʪʝʭʥʦʣʦʛʠʶ Ethernet, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʪʴ 

ʧʨʦʧʫʩʢʥʫʶ ʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʝʪʝʚʳʭ ʘʜʘʧʪʝʨʦʚ ʠ 

ʢʘʙʝʣʝʡ. 

ʄʝʪʦʜ ʦʙʥʘʨʫʞʝʥʠʷ ʢʦʣʣʠʟʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʪʘʥʜʘʨʪʦʤ Ethernet. ɸʜʘʧʪʝʨʳ 

ʧʦʩʪʦʷʥʥʦ ʧʨʦʩʣʫʰʠʚʘʶʪ ʩʝʪʴ. ʉʦʦʙʱʝʥʠʷ ʚ ʩʝʪʠ Ethernet ʧʝʨʝʜʘʶʪʩʷ ʧʘʢʝʪʘʤʠ ʩʦ 

ʩʢʦʨʦʩʪʷʤʠ 10, 100 ʠ 1000 ʄʙʠʪ/ʩ. 

ʊʝʭʥʦʣʦʛʠʷ ʥʘ ʦʩʥʦʚʝ ʚʠʪʦʡ ʧʘʨʳ (100Base ï T) ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʦʡ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. ʊʘʢʦʡ ʢʘʙʝʣʴ ʣʝʛʢʦ ʧʨʦʢʣʘʜʳʚʘʝʪʩʷ ʠ ʠʤʝʝʪ ʦʧʨʝʜʝʣʸʥʥʳʝ ʧʨʘʚʠʣʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ: 

Å ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʧʦʜʨʷʜ ʢʦʥʮʝʥʪʨʘʪʦʨʦʚ ʥʝ 

ʜʦʣʞʥʦ ʧʨʝʚʳʰʘʪʴ ʯʝʪʳʨʸʭ; 

Å ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʘʙʝʣʷ 3 ʠʣʠ 5 ʢʘʪʝʛʦʨʠʠ; 

Å ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʢʘʙʝʣʴʥʦʛʦ ʩʝʛʤʝʥʪʘ ï 100 ʤ. 

ʉʝʪʴ ʥʘ ʦʩʥʦʚʝ ʚʠʪʦʡ ʧʘʨʳ ʩʪʨʦʠʪʩʷ ʧʦ ʪʦʧʦʣʦʛʠʠ ʟʚʝʟʜʘ, ʯʪʦ ʪʨʝʙʫʝʪ ʙʦʣʴʰʝʛʦ 

ʢʦʣʠʯʝʩʪʚʘ ʢʘʙʝʣʷ, ʥʦ ʝʛʦ ʩʪʦʠʤʦʩʪʴ ʥʝʚʳʩʦʢʘ. ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʪʠʧʘ ʢʘʙʝʣʷ ʚʠʪʦʡ ʧʘʨʳ: 

ʵʢʨʘʥʠʨʦʚʘʥʥʘʷ ʚʠʪʘʷ ʧʘʨʘ (SPT) ʠ ʥʝʵʢʨʘʥʠʨʦʚʘʥʥʘʷ ʚʠʪʘʷ ʧʘʨʘ (UPT). UPT ʩʪʘʣ 

ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʤ ʙʣʘʛʦʜʘʨʷ ʩʚʦʝʡ ʥʠʟʢʦʡ ʩʪʦʠʤʦʩʪʠ, ʭʦʪʷ ʦʥ ʙʦʣʝʝ ʫʷʟʚʠʤ ʢ 

ʧʦʤʝʭʘʤ. ʂʘʙʝʣʠ ʚʠʪʦʡ ʧʘʨʳ ʙʳʚʘʶʪ 3-ʭ ʢʘʪʝʛʦʨʠʡ: 3-ʷ ʢʘʪʝʛʦʨʠʷ ʧʦʜʜʝʨʞʠʚʘʝʪ 16 

ʄʙʠʪ/ʩ, 4-ʷ ʢʘʪʝʛʦʨʠʷ ð 25 ʄʙʠʪ/ʩ, ʘ 5-ʷ ʢʘʪʝʛʦʨʠʷ ð 100 ʄʙʠʪ/ʩ. ɼʣʷ ʤʦʥʪʘʞʘ ʢʘʙʝʣʷ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʦʥʥʝʢʪʦʨʳ RJ-45, ʢʦʪʦʨʳʝ ʠʟʦʙʨʘʞʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 1. 



-116- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 1. ʂʦʥʥʝʢʪʦʨʳ RJ-45. 

 

ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʦʩʥʦʚʥʳʭ ʪʠʧʘ ʦʙʞʠʤʘ ʚʠʪʦʡ ʧʘʨʳ: ʧʨʷʤʦʡ ʠ ʧʝʨʝʢʨʝʩʪʥʳʡ, 

ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʡ ʢʘʢ ʢʨʦʩʩ-ʢʦʥʥʝʢʪ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 2. ʇʨʷʤʦʡ ʦʙʞʠʤ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʩ ʨʦʫʪʝʨʦʤ ʠʣʠ ʢʦʤʤʫʪʘʪʦʨʦʤ ʠ ʷʚʣʷʝʪʩʷ 

ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʤ ʚʠʜʦʤ ʦʙʞʠʤʘ. ʆʥ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʪʘʥʜʘʨʪʳ 568A ʠ 568B, ʢʦʪʦʨʳʝ 

ʦʧʨʝʜʝʣʷʶʪ ʧʦʨʷʜʦʢ ʨʘʩʧʦʣʦʞʝʥʠʷ ʧʨʦʚʦʜʦʚ ʚ ʢʦʥʥʝʢʪʦʨʝ. ʇʝʨʝʢʨʝʩʪʥʳʡ ʦʙʞʠʤ 

ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʦʜʥʦʪʠʧʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʪʘʢʠʭ ʢʘʢ ʢʦʤʧʴʶʪʝʨ ʩ ʢʦʤʧʴʶʪʝʨʦʤ 

ʠʣʠ ʨʦʫʪʝʨ ʩ ʨʦʫʪʝʨʦʤ [2]. ʆʥ ʙʳʚʘʝʪ ʜʚʫʭ ʚʠʜʦʚ: Crossover Fast Ethernet ʜʣʷ ʩʢʦʨʦʩʪʠ 100 

ʄɹʠʪ/ʩʝʢ ʠ Crossover Gigabit Ethernet ʜʣʷ ʩʢʦʨʦʩʪʠ ʜʦ 1 ɻɹʠʪ/ʩʝʢ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʭʝʤʳ EIA/TIA-568A ʧʨʦʚʦʜʘ ʩ ʧʝʨʚʦʛʦ ʧʦ ʚʦʩʴʤʦʡ ʢʦʥʪʘʢʪ 

ʫʢʣʘʜʳʚʘʶʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ ʧʦʨʷʜʢʝ: ɹʝʣʦ-ʟʝʣʝʥʳʡ, ɿʝʣʝʥʳʡ, ɹʝʣʦ-ʦʨʘʥʞʝʚʳʡ, ʉʠʥʠʡ, 

ɹʝʣʦ-ʩʠʥʠʡ, ʆʨʘʥʞʝʚʳʡ, ɹʝʣʦ-ʢʦʨʠʯʥʝʚʳʡ ʠ ʂʦʨʠʯʥʝʚʳʡ. ɺ ʩʭʝʤʝ EIA/TIA-568ɺ 

ʧʨʦʚʦʜʘ ʠʜʫʪ ʪʘʢ: ɹʝʣʦ-ʦʨʘʥʞʝʚʳʡ, ʆʨʘʥʞʝʚʳʡ, ɹʝʣʦ-ʟʝʣʝʥʳʡ, ʉʠʥʠʡ, ɹʝʣʦ-ʩʠʥʠʡ, 

ɿʝʣʝʥʳʡ, ɹʝʣʦ-ʢʦʨʠʯʥʝʚʳʡ ʠ ʂʦʨʠʯʥʝʚʳʡ. 

 

 
ʈʠʩʫʥʦʢ 2. ɼʚʘ ʦʩʥʦʚʥʳʭ ʪʠʧʘ ʦʙʞʠʤʘ ʚʠʪʦʡ ʧʘʨʳ. 

 

ʉʝʨʚʝʨ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʠʛʨʘʝʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʭʨ

ʘʥʝʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʪʘʢʦʡ ʢʘʢ ʜʦʢʫʤʝʥʪʳ, ʙʘʟʳ ʜʘʥʥʳʭ, ɻ ʣ

ʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʩʦʪʨʫʜʥʠʢʘʤ ʧʦʣʫʯʘʪ ɹʜʦʩʪʫʧ ʢ ʥʝʦʙʭʦʜʠʤʳʤ ʜʘʥʥʳʤ ʚ ʣ

ʶʙʦʝ ʚʨʝʤʷ ʠ ʠʟ ʣʶʙʦʛʦ ʤʝʩʪʘ, ʧʦʚʳʰʘʷ ɻ ʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ ʠ ʩʦʢʨʘʱʘʷ ʚʨʝʤʷ ʥʘ ʧʦʠʩ

ʢ ʠʥʬʦʨʤʘʮʠʠ. ʉʝʨʚʝʨʳ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʟʘʧʫʩʢʘ ʠ ʨʘʙʦʪʳ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʧ

ʨʦʛʨʘʤʤ ʠ ʧʨʠʣʦʞʝʥʠʡ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʨʝʜʧʨʠʷʪʠʷ, ʯʪʦ ʜʝʣʘʝʪ ʚʦʟ

ʤʦʞʥʳʤ ʚʳʧʦʣʥʝʥʠʝ ʩʣʦʞʥʳʭ ʟʘʜʘʯ ʠ ʦʙʨʘʙʦʪʢʫ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ [3]. 

ʂʨʦʤʝ ʪʦʛʦ, ʩʝʨʚʝʨʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ, ʢʦʥʪʨʦʣʠʨʫʷ ʜʦʩʪʫʧ ʢ ʠʥ

ʬʦʨʤʘʮʠʠ ʠ ʧʨʝʜʦʪʚʨʘʱʘʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ. ʆʥʠ ʪʘʢʞʝ ʧʦʤʦʛʘʶʪ ʫʧʨʘʚʣʷʪʴ
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 ʩʝʪʴʶ, ʢʦʦʨʜʠʥʠʨʫʷ ʠ ʢʦʥʪʨʦʣʠʨʫʷ ʝʝ ʨʘʙʦʪʫ, ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʠʟʚʦʜʠʪ

ʝʣʴʥʦʩʪʠ ʠ ʩʥʠʞʝʥʠʶ ʚʝʨʦʷʪʥʦʩʪʠ ʩʙʦʝʚ. 

ɺ ʮʝʣʦʤ, ʩʝʨʚʝʨʳ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʪʘʙʠʣʴʥʦʡ ʠ ʵʬʬʝ

ʢʪʠʚʥʦʡ ʨʘʙʦʪʳ ʚʩʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʠ ʫʣʫʯʰʝʥʠʷ 

ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ. 

ESR-12VF ð ʵʪʦ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʡ ʩʝʨʚʝʨ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʠʜʝʘʣʴʥʦʝ ʩʦʯʝʪʘʥʠʝ ʤʦʱʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. ʕʪʦʪ ʩʝʨʚʝʨ ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʪʣʠʯʥʫʶ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʨʘʟʣʠʯʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʟʘʜʘʯ ʠ ʤʦʞʝʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥ ʚ ʨʘʟʣʠʯʥʳʭ ʦʙʣʘʩʪʷʭ, ʪʘʢʠʭ ʢʘʢ ʥʘʫʯʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʙʠʟʥʝʩ-ʘʥʘʣʠʪʠʢʘ, 

ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʠ ʜʨʫʛʠʝ. 

ʆʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ESR-12VF: 

ʇʨʦʮʝʩʩʦʨ: Intel Xeon E5-2600 v4 ʩʝʨʠʠ 

ʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: ʜʦ 1 ʊɹ DDR4 ECC Registered 

ʍʨʘʥʠʣʠʱʝ: ʜʦ 24 ʛʥʝʟʜʘ ʜʣʷ ʞʝʩʪʢʠʭ ʜʠʩʢʦʚ ʠʣʠ SSD 

ʂʦʥʪʨʦʣʣʝʨ RAID: ʧʦʜʜʝʨʞʢʘ ʨʘʟʣʠʯʥʳʭ ʫʨʦʚʥʝʡ RAID 

ʉʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ: ʜʚʘ ʧʦʨʪʘ 10 ɻʙ Ethernet 

ʈʘʩʰʠʨʷʝʤʦʩʪʴ: ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʠʜʝʦʢʘʨʪ, ʩʝʪʝʚʳʭ 

ʢʘʨʪ ʠ ʜʨʫʛʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʉʝʨʚʝʨ ESR-12VF, ʢʦʪʦʨʳʡ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 3, ʷʚʣʷʝʪʩʷ ʦʪʣʠʯʥʳʤ ʚʳʙʦʨʦʤ 

ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʘʷ ʥʫʞʜʘʝʪʩʷ ʚ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʩʣʦʞʥʳʭ ʠ ʦʙʲʝʤʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. ɽʛʦ ʤʦʱʥʦʩʪʴ, ʥʘʜʝʞʥʦʩʪʴ ʠ ʛʠʙʢʦʩʪʴ 

ʜʝʣʘʶʪ ʝʛʦ ʠʜʝʘʣʴʥʳʤ ʨʝʰʝʥʠʝʤ ʜʣʷ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʟʘʜʘʯ ʠ ʧʨʦʝʢʪʦʚ [4]. ɺʘʞʥʦ 

ʧʦʤʥʠʪʴ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʡ ʫʩʪʘʥʦʚʢʠ ʠ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʘ ʪʘʢʞʝ 

ʫʯʠʪʳʚʘʪʴ ʚʳʩʦʢʫʶ ʩʪʦʠʤʦʩʪʴ ʠ ʧʦʪʨʝʙʣʝʥʠʝ ʵʥʝʨʛʠʠ ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʷ ʦ 

ʧʨʠʦʙʨʝʪʝʥʠʠ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 

 

 
ʈʠʩʫʥʦʢ 3. ʉʝʨʚʝʨ ESR-12VF. 

 

ʊʝʣʝʬʦʥʳ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʠʛʨʘʶʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʵʬʬʝʢʪʠʚʥʦʡ 

ʢʦʤʤʫʥʠʢʘʮʠʠ ʤʝʞʜʫ ʩʦʪʨʫʜʥʠʢʘʤʠ, ʢʣʠʝʥʪʘʤʠ ʠ ʧʘʨʪʥʝʨʘʤʠ. ʆʥʠ ʧʦʤʦʛʘʶʪ ʫʩʢʦʨʠʪʴ 

ʧʨʦʮʝʩʩ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ, ʫʣʫʯʰʠʪʴ ʢʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ ʠ ʧʦʚʳʩʠʪʴ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʪʨʫʜʘ. IP ʪʝʣʝʬʦʥ Yealink SIP-T31 ð ʵʪʦ ʩʦʚʨʝʤʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʛʦʣʦʩʦʚʦʡ ʩʚʷʟʠ ʚ ʩʝʪʠ IP. ʆʥ ʦʙʣʘʜʘʝʪ ʨʷʜʦʤ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʪʘʙʣʠʮʝ 1, ʧʣʶʩʦʚ ʠ ʤʠʥʫʩʦʚ, ʢʦʪʦʨʳʝ ʚʘʞʥʦ 

ʫʯʠʪʳʚʘʪʴ ʧʨʠ ʚʳʙʦʨʝ ʜʘʥʥʦʡ ʤʦʜʝʣʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʦʬʠʩʝ, ʜʦʤʘʰʥʝʤ ʦʬʠʩʝ ʠʣʠ 

ʜʨʫʛʠʭ ʩʬʝʨʘʭ ʜʝʷʪʝʣʴʥʦʩʪʠ. 



-118- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʊʘʙʣʠʮʘ 1 

IP ʪʝʣʝʬʦʥ Yealink SIP-T31: ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʇʣʶʩʳ ʠ ʄʠʥʫʩʳ. 
ʂʘʪʝʛʦʨʠʷ ʆʧʠʩʘʥʠʝ 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠ ʢʘʯʝʩʪʚʦ ʩʚʷʟʠ 

HD-ʛʦʣʦʩ ʜʣʷ ʯʝʪʢʦʛʦ ʠ ʢʘʯʝʩʪʚʝʥʥʦʛʦ ʟʚʫʢʘ. 

ʇʦʜʜʝʨʞʢʘ ʰʠʨʦʢʦʧʦʣʦʩʥʦʛʦ ʘʫʜʠʦ ʜʣʷ ʫʣʫʯʰʝʥʠʷ 

ʢʘʯʝʩʪʚʘ ʟʚʫʢʘ. ʕʨʛʦʥʦʤʠʯʥʳʡ ʜʠʟʘʡʥ ʜʣʷ 

ʢʦʤʬʦʨʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʠ ʠʥʪʝʨʬʝʡʩʳ 

ʇʦʜʜʝʨʞʢʘ ʧʨʦʪʦʢʦʣʦʚ SIP ʠ VoIP ʜʣʷ 

ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʙʦʪʳ ʩ ʨʘʟʣʠʯʥʳʤʠ ʩʠʩʪʝʤʘʤʠ. 

ʀʥʪʝʛʨʠʨʦʚʘʥʥʳʡ 10/100 Ethernet ʧʦʨʪ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʫʥʢʮʠʠ 

ɺʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʦʚʢʠ ʥʝʩʢʦʣʴʢʠʭ ʣʠʥʠʡ ʜʣʷ 

ʦʜʥʦʚʨʝʤʝʥʥʦʡ ʨʘʙʦʪʳ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʚʳʟʦʚʘʤʠ. 

ɾʂ-ʜʠʩʧʣʝʡ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʚʳʟʦʚʘʭ, ʢʦʥʪʘʢʪʘʭ ʠ ʜʨʫʛʠʭ ʜʘʥʥʳʭ. 

ʇʣʶʩʳ 

ɹʳʩʪʨʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʠʥʪʝʛʨʘʮʠʷ ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ 

ʩʝʪʴ.ʀʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ 

ʫʜʦʙʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʄʥʦʞʝʩʪʚʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʚʳʟʦʚʘʤʠ.ʇʦʜʜʝʨʞʢʘ PoE ʜʣʷ ʵʢʦʥʦʤʠʠ ʵʥʝʨʛʠʠ ʠ 

ʫʜʦʙʩʪʚʘ ʚ ʫʩʪʘʥʦʚʢʝ. 

ʄʠʥʫʩʳ 

ʄʦʛʫʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ ʥʝʢʦʪʦʨʳʝ ʧʨʦʜʚʠʥʫʪʳʝ 

ʬʫʥʢʮʠʠ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʦʧʳʪʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ.ɺʦʟʤʦʞʥʳ ʧʨʦʙʣʝʤʳ ʩ ʠʥʪʝʛʨʘʮʠʝʡ ʩ 

ʥʝʢʦʪʦʨʳʤʠ VoIP-ʩʠʩʪʝʤʘʤʠ. 

 

IP ʪʝʣʝʬʦʥ Yealink SIP-T31, ʢʦʪʦʨʳʡ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 4, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʥʘʜʝʞʥʦʝ ʠ ʢʘʯʝʩʪʚʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʛʦʣʦʩʦʚʦʡ ʩʚʷʟʠ ʚ ʩʝʪʠ IP. ʉ ʫʯʝʪʦʤ 

ʝʛʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʧʣʶʩʦʚ ʠ ʤʠʥʫʩʦʚ, ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʦʪʨʝʙʥʦʩʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʥʘʩʢʦʣʴʢʦ ʜʘʥʥʘʷ ʤʦʜʝʣʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʜʘʥʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. ʆʙʱʘʷ ʦʮʝʥʢʘ ʢʘʯʝʩʪʚʘ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʜʘʥʥʦʛʦ IP-ʪʝʣʝʬʦʥʘ 

ʤʦʞʝʪ ʧʦʤʦʯʴ ʧʨʠʥʷʪʴ ʧʨʘʚʠʣʴʥʦʝ ʨʝʰʝʥʠʝ ʧʨʠ ʚʳʙʦʨʝ ʦʙʦʨʫʜʦʚʘʥʠʷ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ 

ʛʦʣʦʩʦʚʦʡ ʩʚʷʟʠ. 

 

 
ʈʠʩʫʥʦʢ 4. IP ʪʝʣʝʬʦʥ Yealink SIP-T31. 

 

Eltex ESR-1500 ð ʵʪʦ ʤʦʱʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ 

ʩʝʪʝʡ ʩʚʷʟʠ ʨʘʟʣʠʯʥʦʛʦ ʫʨʦʚʥʷ ʩʣʦʞʥʦʩʪʠ. ʆʥ ʦʙʣʘʜʘʝʪ ʰʠʨʦʢʠʤ ʥʘʙʦʨʦʤ ʬʫʥʢʮʠʡ ʠ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʢʦʪʦʨʳʝ ʜʝʣʘʶʪ ʝʛʦ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤ ʚʳʙʦʨʦʤ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ, 

ʧʨʦʚʘʡʜʝʨʦʚ ʠʥʪʝʨʥʝʪ-ʫʩʣʫʛ ʠ ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʄʘʨʰʨʫʪʠʟʘʪʦʨ Eltex ESR-1500, 

ʢʦʪʦʨʳʡ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 5, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʦʚʨʝʤʝʥʥʦʝ ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʝ 

ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʩʝʪʝʡ ʩʚʷʟʠ ʩ ʚʳʩʦʢʦʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴʶ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

ʇʨʝʞʜʝ ʯʝʤ ʧʨʠʥʷʪʴ ʨʝʰʝʥʠʝ ʦ ʝʛʦ ʧʨʠʦʙʨʝʪʝʥʠʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʮʝʥʠʪʴ ʧʦʪʨʝʙʥʦʩʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʨʦʫʪʝʨʘ ʚ ʠʭ ʫʜʦʚʣʝʪʚʦʨʝʥʠʠ. ʆʙʱʘʷ ʦʮʝʥʢʘ ʧʣʶʩʦʚ ʠ 

ʤʠʥʫʩʦʚ ʜʘʥʥʦʡ ʤʦʜʝʣʠ ʧʦʤʦʞʝʪ ʧʨʠʥʷʪʴ ʦʙʦʩʥʦʚʘʥʥʦʝ ʨʝʰʝʥʠʝ ʧʨʠ ʚʳʙʦʨʝ ʩʝʪʝʚʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ. 
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ʈʠʩʫʥʦʢ 5. ʄʘʨʰʨʫʪʠʟʘʪʦʨ Eltex ESR-1500. 

 
ʂʦʤʤʫʪʘʪʦʨ MERCUSYS MS108 ð ʵʪʦ ʥʘʩʪʦʣʴʥʳʡ ʢʦʤʤʫʪʘʪʦʨ ʩ 8 ʧʦʨʪʘʤʠ 

10/100 ʄʙʠʪ/ʩ, ʢʦʪʦʨʳʡ ʠʜʝʘʣʴʥʦ ʧʦʜʭʦʜʠʪ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʚʘʰʝʡ ʧʨʦʚʦʜʥʦʡ ʩʝʪʠ. ʆʥ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʳʩʪʨʦʝ ʠ ʥʘʜʝʞʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʙʣʘʛʦʜʘʨʷ ʧʦʜʜʝʨʞʢʝ ʧʦʣʫʜʫʧʣʝʢʩʥʦʛʦ ʠ 
ʧʦʣʥʦʜʫʧʣʝʢʩʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʘ ʪʘʢʞʝ ʟʘʧʦʤʠʥʘʥʠʶ MAC-ʘʜʨʝʩʦʚ. MS108, ʢʦʪʦʨʳʡ 
ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 6, ʠʤʝʝʪ ʢʦʤʧʘʢʪʥʳʡ ʠ ʩʦʚʨʝʤʝʥʥʳʡ ʜʠʟʘʡʥ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ 
ʠʜʝʘʣʴʥʳʤ ʚʳʙʦʨʦʤ ʜʣʷ ʜʦʤʘ, ʥʝʙʦʣʴʰʦʛʦ ʦʬʠʩʘ ʠʣʠ ʦʙʱʝʞʠʪʠʷ. ʋʩʪʨʦʡʩʪʚʦ ʣʝʛʢʦ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʠ ʥʝ ʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ ʦʪʣʠʯʥʳʤ 
ʚʳʙʦʨʦʤ ʜʣʷ ʪʝʭ, ʢʪʦ ʠʱʝʪ ʧʨʦʩʪʦʝ ʠ ʵʬʬʝʢʪʠʚʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʩʝʪʠ. 

 
ʈʠʩʫʥʦʢ 6. ʂʦʤʤʫʪʘʪʦʨ MERCUSYS MS108. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʤʝʪʦʜʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʟʘʱʠʱʝʥʥʦʡ ʣʦʢʘʣʴʥʦʡ 

ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʩʝʪʠ (ʃɺʉ) ʧʨʝʜʧʨʠʷʪʠʷ, ʩ ʘʢʮʝʥʪʦʤ ʥʘ ʚʳʷʚʣʝʥʠʝ ʫʛʨʦʟ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ. ʆʧʠʩʘʥʳ ʧʦʜʭʦʜʳ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʩʝʪʠ ʚ Cisco Packet 

Tracer, ʪʝʭʥʦʣʦʛʠʠ VLAN ʠ ʩʧʠʩʢʦʚ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ACL) ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ ʠ 

ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ. ʇʨʠʚʝʜʝʥʳ ʧʨʠʤʝʨʳ ʘʪʘʢ ʠ ʤʝʨʳ ʧʦ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ. 
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VLAN, ʩʧʠʩʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ACL), Cisco Packet Tracer, ʬʠʣʴʪʨʘʮʠʷ ʪʨʘʬʠʢʘ. 

 

Abstract 

The article discusses the methods of designing a secure local area network (LAN) of an 

enterprise, with an emphasis on identifying threats and using security tools. Network modeling 

approaches in Cisco Packet Tracer, VLAN technology and access control lists (ACLs) for traffic 

filtering and access restriction are described. Examples of attacks and measures to prevent them 

are given. 

Keywords: local Area Network (LAN), network security, VLAN, Access Control Lists 

(ACLs), Cisco Packet Tracer, traffic filtering. 

 

ɿʘʱʠʪʘ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʘʯʠʥʘʝʪʩʷ ʩ ʚʳʷʚʣʝʥʠʷ ʠʤʝʶʱʠʭʩʷ 

ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤʳ. ɼʘʣʝʝ ʩʣʝʜʫʝʪ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʦʛʨʘʤʤʥʦ-

ʘʧʧʘʨʘʪʥʳʝ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʣʠʪʠʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʦʩʥʦʚʝ ʧʦʣʠʪʠʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʣʝʞʘʪ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʳʝ ʘʢʪʳ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʈʘʩʩʤʦʪʨʠʤ ʧʨʠʤʝʨ ʩʧʨʦʝʢʪʠʨʦʚʘʥʥʦʡ ʤʦʜʝʣʠ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʘʷ ʠʟʦʙʨʘʞʝʥʘ ʥʘ 

ʨʠʩʫʥʢʝ 1. 

 

 
ʈʠʩʫʥʦʢ 1. ʉʧʨʦʝʢʪʠʨʦʚʘʥʥʘʷ ʤʦʜʝʣʴ ʃɺʉ ʧʨʝʜʧʨʠʷʪʠʷ. 

 

ʇʨʠʚʝʜʝʥʥʘʷ ʤʦʜʝʣʴ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʭʝʤʳ ʃɺʉ 

ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʯʘʩʪʥʦʩʪʠ, ʤʦʛʫʪ ʙʳʪʴ ʠʟʤʝʥʝʥʳ: ʪʦʧʦʣʦʛʠʷ, ʢʦʣʠʯʝʩʪʚʦ ʩʝʪʝʚʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʢʦʣʠʯʝʩʪʚʦ ʢʦʥʝʯʥʳʭ ʫʟʣʦʚ ʩʝʪʠ. ɼʘʥʥʘʷ ʤʦʜʝʣʴ ʩʧʨʦʝʢʪʠʨʦʚʘʥʘ ʚ ʩʨʝʜʝ 

ʠʤʠʪʘʮʠʦʥʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ Cisco Packet Tracer 6.2. ʇʘʢʝʪ Cisco Packet Tracer ï ʵʪʦ 

ʠʥʩʪʨʫʤʝʥʪ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʡ ʚʦʟʤʦʞʥʦʩʪʴ ʠʤʠʪʠʨʦʚʘʪʴ ʢʘʢ ʨʘʙʦʪʫ ʥʝʢʦʪʦʨʦʛʦ ʥʘʙʦʨʘ 

ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ (ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʢʦʤʤʫʪʘʪʦʨʳ, ʪʦʯʢʠ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʜʦʩʪʫʧʘ, 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ, ʩʝʪʝʚʳʝ ʧʨʠʥʪʝʨʳ, IP-ʪʝʣʝʬʦʥʳ ʠ ʪ.ʜ.), ʪʘʢ ʠ ʩʝʪʝʚʦʝ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʥʠʤʠ (ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʧʘʢʝʪʦʚ ʧʦ ʩʝʪʠ). ʊʘʢ, ʜʘʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʤʝʪʦʜʦʤ ʠʤʠʪʘʮʠʦʥʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʧʦʟʚʦʣʷʝʪ ʚʳʷʚʠʪʴ ʪʝ ʠʣʠ ʠʥʳʝ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -121- 

 

ʥʝʜʦʩʪʘʪʢʠ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʫʩʪʨʘʥʠʪʴ 

ʨʘʟʣʠʯʥʳʝ ʥʝʧʦʣʘʜʢʠ, ʚʦʟʥʠʢʘʶʱʠʝ ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɼʘʥʥʳʡ ʤʝʪʦʜ ʤʦʜʝʣʠʨʦʚʘʥʠʷ 

ʟʘʱʠʱʝʥʥʦʡ ʃɺʉ ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥ ʢʘʢ ʜʣʷ ʩʨʝʜʥʠʭ, ʪʘʢ ʠ ʜʣʷ ʢʨʫʧʥʳʭ ʩʝʪʝʚʳʭ 

ʢʦʤʧʣʝʢʩʦʚ.  

ɺ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʡ ʤʦʜʝʣʠ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʨʝʘʣʠʟʦʚʘʥʘ ʪʝʭʥʦʣʦʛʠʷ ʚʠʨʪʫʘʣʴʥʦʡ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ (Virtual Local Area Network ï VLAN). ɼʘʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ ʨʝʘʣʠʟʦʚʘʥʘ ʥʘ 

ʢʦʤʤʫʪʘʪʦʨʝ Switch. ʆʩʥʦʚʥʦʝ ʥʘʟʥʘʯʝʥʠʝ ʚʠʨʪʫʘʣʴʥʦʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ï ʵʪʦ ʩʦʟʜʘʥʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʣʦʛʠʯʝʩʢʠʭ ʧʦʜʩʝʪʝʡ ʚ ʦʜʥʦʡ ʬʠʟʠʯʝʩʢʦʡ ʧʦʜʩʝʪʠ. ʊʘʢ, ʧʦʩʣʝ ʚʚʝʜʝʥʠʷ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʢʦʤʘʥʜ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʢʦʤʤʫʪʘʪʦʨʘ, ʧʦʣʴʟʦʚʘʪʝʣʠ 

User_1, User_2, User_3 ʩʪʘʣʠ ʥʘʭʦʜʠʪʴʩʷ ʚ ʧʦʜʩʝʪʠ 192.168.2.0/24 ʚʦ VLAN 2, ʘ ʩʝʨʚʝʨ 

Server ï ʚ ʧʦʜʩʝʪʠ 192.168.3.0/24 ʚʦ VLAN 3. ɼʘʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ ʫʤʝʥʴʰʘʝʪ ʦʙʲʝʤ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʛʦ ʪʨʘʬʠʢʘ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʪʴ ʧʨʦʧʫʩʢʥʫʶ 

ʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ. ʇʦʤʠʤʦ ʵʪʦʛʦ, ʪʝʭʥʦʣʦʛʠʷ ʚʠʨʪʫʘʣʴʥʦʡ ʩʝʪʠ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ, ʢ ʪʝʤ 

ʧʦʜʩʝʪʷʤ, ʢ ʢʦʪʦʨʳʤ ʜʦʩʪʫʧ ʜʣʷ ʥʠʭ ʟʘʧʨʝʱʝʥ. ʊʘʢʞʝ, ʚ ʜʘʥʥʦʡ ʤʦʜʝʣʠ ʩʦʟʜʘʥʘ ʤʦʜʝʣʴ 

ʚʥʝʰʥʝʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, ʚ ʢʦʪʦʨʫʶ ʚʭʦʜʠʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨ Provider ʠ WEB-server. ɺ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ Provider ʠʥʪʝʨʬʝʡʩʘʤ fastEthernet 0/0 ʠ fastEthernet 0/1 ʧʨʠʩʚʦʝʥʳ IP-

ʘʜʨʝʩʘ ʠʟ ʜʠʘʧʘʟʦʥʘ ʧʫʙʣʠʯʥʳʭ IP-ʘʜʨʝʩʦʚ 213.234.10.1/32 ʠ 213.234.20.1/32 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. ʉʝʨʚʝʨʫ WEB-server ʙʳʣ ʧʨʠʩʚʦʝʥ IP-ʘʜʨʝʩ 213.234.10.1/30, ʢʦʪʦʨʳʡ 

ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʧʫʙʣʠʯʥʳʤ IP-ʘʜʨʝʩʦʤ. 

ʈʝʘʣʠʟʘʮʠʷ ʪʝʭʥʦʣʦʛʠʠ PAT ʬʘʢʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪ ʤʝʞʩʝʪʝʚʫʶ ʟʘʱʠʪʫ ʤʝʞʜʫ 

ʚʥʫʪʨʝʥʥʝʡ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʚʥʝʰʥʝʡ ʩʝʪʴʶ ʀʥʪʝʨʥʝʪ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʤʧʴʶʪʝʨ 

ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʥʝ ʩʤʦʞʝʪ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ 

ʢʦʤʧʴʶʪʝʨʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʪʘʢ ʢʘʢ ʚʥʫʪʨʝʥʥʠʝ IP-ʘʜʨʝʩʘ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ 

ʪʨʘʥʩʣʠʨʫʶʪʩʷ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ. ʆʜʥʘʢʦ ʩʤʦʜʝʣʠʨʫʝʤ ʩʠʪʫʘʮʠʶ, ʚ ʢʦʪʦʨʦʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ (ʭʘʢʝʨ) ʦʩʫʱʝʩʪʚʠʣ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʚʥʝʰʥʝʤʫ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʦʥ ʤʦʞʝʪ c ʣʝʛʢʦʩʪʴʶ ʧʨʦʧʠʩʘʪʴ ʤʘʨʰʨʫʪʳ ʚʦ 

ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʥʘ ʚʥʝʰʥʝʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ Provider. ʇʨʠ ʵʪʦʤ ʭʘʢʝʨ 

ʤʦʞʝʪ ʚʟʷʪʴ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʴʰʦʡ ʜʠʘʧʘʟʦʥ ʩʝʪʠ ï 192.168.0.0 ʩ ʤʘʩʢʦʡ ʧʦʜʩʝʪʠ 

255.255.0.0, ʪʘʢ ʢʘʢ ʜʘʥʥʳʝ IP-ʘʜʨʝʩʘ ʦʯʝʥʴ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʫʟʣʦʚ ʃɺʉ ʨʘʟʣʠʯʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ. ʉʤʦʜʝʣʠʨʫʝʤ ʜʘʥʥʳʡ ʚʠʜ ʘʪʘʢʠ ʧʦʩʨʝʜʩʪʚʦʤ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ 

ʩʦʦʙʱʝʥʠʷʤʠ ʀʥʪʝʨʥʝʪ (Internet Control Massage Protocol ï ICMP), ʪ.ʝ. ICMP-ʟʘʧʨʦʩʦʚ, 

ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 2. ʄʳ ʚʠʜʠʤ, ʯʪʦ ʘʪʘʢʘ ʧʨʦʰʣʘ ʫʩʧʝʰʥʦ, 100 % ICMP-

ʟʘʧʨʦʩʦʚ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪʳ (ʥʘ ʨʠʩʫʥʢʝ ʧʦʜʯʝʨʢʥʫʪʦ ʢʨʘʩʥʳʤ). 

ɿʘʱʠʪʫ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʦʪ ʘʪʘʢʠ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ 

ʧʦʩʨʝʜʩʪʚʦʤ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʦʚ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (Access Control List ï ACL), ʢʦʪʦʨʘʷ 

ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʭ ʩʨʝʜʩʪʚ ʚ ʧʨʦʛʨʘʤʤʥʦʤ 

ʦʙʝʩʧʝʯʝʥʠʠ Cisco IOS, ʠʩʧʦʣʴʟʫʶʱʠʭʩʷ ʚ ʦʩʫʱʝʩʪʚʣʝʥʠʠ ʧʨʦʜʫʢʪʠʚʥʦʡ ʩʪʨʘʪʝʛʠʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʠ ʩʧʠʩʢʠ ʦʧʨʝʜʝʣʷʶʪ ʧʨʘʚʠʣʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʚ ʩʝʪʠ ʥʝʢʦʪʦʨʳʭ ʧʘʢʝʪʦʚ. ɼʘʥʥʦʝ ʫʪʚʝʨʞʜʝʥʠʝ ʦʟʥʘʯʘʝʪ, 

ʯʪʦ ʩʧʠʩʢʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ IOS ʤʦʛʫʪ ʩʪʘʪʴ ʢʣʶʯʝʚʳʤ ʠʥʩʪʨʫʤʝʥʪʘʣʴʥʳʤ 

ʩʨʝʜʩʪʚʦʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʩʪʘʚʣʷʶʱʠʤ ʯʘʩʪʴ ʦʙʱʝʡ ʩʪʨʘʪʝʛʠʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʥʫʞʥʦ ʣʠ ʧʨʦʩʪʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ ʩ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʜʦʧʫʩʢʘʷ ʢ ʵʪʠʤ ʩʚʝʜʝʥʠʷʤ ʪʦʣʴʢʦ ʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʠʣʠ ʪʨʝʙʫʝʪʩʷ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʠʟ ʩʝʪʠ ʀʥʪʝʨʥʝʪ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

 



-122- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 2. ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʘʪʘʢʠ ʚ ʚʠʜʝ ICMP-ʟʘʧʨʦʩʦʚ. 

 

ʊʘʢ, ʪʝʭʥʦʣʦʛʠʷ ACL ʷʚʣʷʝʪʩʷ ʚʘʞʥʝʡʰʠʤ ʙʘʟʦʚʳʤ ʩʨʝʜʩʪʚʦʤ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʥʘ ʦʩʥʦʚʝ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʪʦʚ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʤʘʨʰʨʫʪʠʟʘʪʦʨ. ʊʝʤ 

ʩʘʤʳʤ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ ʩʝʪʠ ʙʣʦʢʠʨʫʝʪʩʷ. ʊʝʭʥʦʣʦʛʠʷ ACL ʙʳʣʘ 

ʨʝʘʣʠʟʦʚʘʥʘ ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ Router ʚ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʡ ʤʦʜʝʣʠ ʃɺʉ 

ʦʨʛʘʥʠʟʘʮʠʠ. ɼʣʷ ʵʪʦʛʦ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ CLI ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʙʳʣ ʚʚʝʜʝʥ ʩʣʝʜʫʶʱʠʡ 

ʥʘʙʦʨ ʢʦʤʘʥʜ, ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʞʝʥʳ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3. ʂʦʤʘʥʜʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʪʝʭʥʦʣʦʛʠʠ ACL 

 
ʂʦʤʘʥʜʳ deny ip any 192.168.2.0 0.0.0.255 ʠ deny ip any 192.168.3.0 0.0.0.255 

ʧʦʟʚʦʣʷʶʪ ʦʪʙʨʘʩʳʚʘʪʴ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʛʝʥʝʨʠʨʦʚʘʥʳ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, 
ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʜʣʷ ʧʦʜʩʝʪʝʡ 192.168.2.0/24 ʠ 192.168.3.0/24. ʉʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ 
ʜʘʥʥʳʝ ʢʦʤʘʥʜʳ ʥʫʞʥʦ ʚʚʦʜʠʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʣʠʯʝʩʪʚʦʤ ʧʦʜʩʝʪʝʡ ʚ ʃɺʉ. ʕʪʦ 
ʧʦʟʚʦʣʷʝʪ ʦʙʝʟʦʧʘʩʠʪʴ ʚʥʫʪʨʝʥʥʶʶ ʣʦʢʘʣʴʥʫʶ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʩʝʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʦʪ 
ʚʥʝʰʥʠʭ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʘʪʘʢ. ʅʝʤʘʣʦʚʘʞʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʪʝʭʥʦʣʦʛʠʠ ʩʧʠʩʢʦʚ 
ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ACL ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʛʝʥʝʨʠʨʫʶʪʩʷ ʚ ʃɺʉ 
ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠ ʚʳʭʦʜʝ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ, ʧʨʠ ʧʨʦʭʦʞʜʝʥʠʠ ʯʝʨʝʟ ʤʘʨʰʨʫʪʠʟʘʪʦʨ 
ʧʦʤʝʯʘʶʪʩʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʨʘʟʦʤ ʠ ʙʣʘʛʦʧʦʣʫʯʥʦ ʧʦʣʫʯʘʶʪ ʦʪʚʝʪʳ. ʇʦʩʣʝ ʚʚʝʜʝʥʠʷ 
ʚʳʰʝʫʧʦʤʷʥʫʪʳʭ ʥʘʙʦʨʦʚ ʢʦʤʘʥʜ ʝʱʝ ʨʘʟ ʧʨʦʚʝʜʝʤ ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʘʪʘʢʠ ʭʘʢʝʨʘ, 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -123- 

 
ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ Provider ʧʦʩʨʝʜʩʪʚʦʤ ICMP-ʟʘʧʨʦʩʦʚ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ 
ʀʥʪʝʨʥʝʪ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 4. ʂʘʢ ʤʳ ʚʠʜʠʤ, ʜʘʥʥʘʷ ʘʪʘʢʘ ʦʢʘʟʘʣʘʩʴ 
ʙʝʟʫʩʧʝʰʥʦʡ, ʥʠ ʦʜʠʥ ʠʟ ICMP-ʟʘʧʨʦʩʦʚ ʥʝ ʧʦʣʫʯʠʣ ʦʪʚʝʪʳ (ʧʦʜʯʝʨʢʥʫʪʦ ʩʠʥʠʤ). 

 

 
ʈʠʩʫʥʦʢ 4. ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʘʪʘʢʠ ʚ ʚʠʜʝ ICMP-ʟʘʧʨʦʩʦʚ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ  

 
ʇʨʠʚʦʜʷ ʢʦʣʠʯʝʩʪʚʝʥʥʫʶ ʦʮʝʥʢʫ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʜʝʣʠʨʦʚʘʥʠʷ, ʩʣʝʜʫʝʪ 

ʦʪʤʝʪʠʪʴ, ʯʪʦ ʠʟʥʘʯʘʣʴʥʦ ʩʝʪʴ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʥʘ 100 %, ʯʪʦ ʤʦʞʥʦ ʥʘʙʣʶʜʘʪʴ 
ʥʘ ʨʠʩʫʥʢʝ 2, ʧʦʩʣʝ ʨʝʘʣʠʟʘʮʠʠ ʪʝʭʥʦʣʦʛʠʠ ACL, ʯʪʦ ʙʳʣʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 3, ʩʝʪʴ 
ʩʪʘʣʘ ʧʦʣʥʦʩʪʴʶ ʟʘʱʠʱʝʥʥʦʡ ʚ ʧʣʘʥʝ ʬʠʣʴʪʨʘʮʠʠ ʚʥʝʰʥʝʛʦ ʪʨʘʬʠʢʘ ʠ ʪʝʤ ʩʘʤʳʤ ʦʮʝʥʢʘ 
ʩʝʪʝʚʳʭ ʘʪʘʢ ʩʦʩʪʘʚʠʣʘ 0 %, ʯʪʦ ʚʠʜʥʦ ʥʘ ʨʠʩʫʥʢʝ 4. ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʚ ʩʨʝʜʝ 
ʠʤʠʪʘʮʠʦʥʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ Cisco Packet Tracer 6.2 ʥʘʛʣʷʜʥʦ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʦ 
ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʠʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ; ʧʦʟʚʦʣʠʣʦ ʦʙʝʩʧʝʯʠʪʴ ʫʟʣʘʤ 
ʩʝʪʠ ʜʦʩʪʫʧ ʚʦ ʚʥʝʰʥʶʶ ʩʝʪʴ ʀʥʪʝʨʥʝʪ, ʧʨʦʚʝʩʪʠ ʫʩʧʝʰʥʫʶ ʭʘʢʝʨʩʢʫʶ ʘʪʘʢʫ, ʘ ʪʘʢʞʝ 
ʚʳʷʚʠʪʴ ʠʤʝʶʱʠʝʩʷ ʫʷʟʚʠʤʦʩʪʠ ʃɺʉ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʢʫʧʠʨʦʚʘʪʴ ʠʭ. ɼʘʥʥʘʷ ʘʪʘʢʘ ʙʳʣʘ 
ʫʩʧʝʰʥʦ ʧʨʦʠʟʚʝʜʝʥʘ ʚ ʩʠʣʫ ʠʤʝʶʱʠʭʩʷ ʫʷʟʚʠʤʦʩʪʝʡ ʩʝʪʠ, ʯʪʦ ʥʘ ʧʨʘʢʪʠʢʝ ʷʚʣʷʝʪʩʷ 
ʯʘʩʪʳʤ ʷʚʣʝʥʠʝʤ. ʅʘ ʦʩʥʦʚʝ ʚʳʷʚʣʝʥʥʳʭ ʥʝʜʦʩʪʘʪʢʦʚ ʙʳʣʦ ʨʝʰʝʥʦ ʦʩʫʱʝʩʪʚʠʪʴ 
ʬʠʣʴʪʨʘʮʠʶ ʪʨʘʬʠʢʘ, ʧʨʦʭʦʜʷʱʝʛʦ ʯʝʨʝʟ ʤʘʨʰʨʫʪʠʟʘʪʦʨ Router, ʠʩʧʦʣʴʟʫʷ ʪʝʭʥʦʣʦʛʠʶ 
ʫʧʨʘʚʣʝʥʠʷ ʩʧʠʩʢʘʤʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ACL. ɹʳʣʠ ʦʧʠʩʘʥʳ ʦʩʥʦʚʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ 
ʜʘʥʥʦʡ ʪʝʭʥʦʣʦʛʠʠ ʠ ʮʝʣʝʩʦʦʙʨʘʟʥʦʩʪʴ ʝʝ ʚʥʝʜʨʝʥʠʷ ʚ ʩʝʪʝʚʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. 
ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʃɺʉ ʤʝʪʦʜʦʤ ʠʤʠʪʘʮʠʦʥʥʦʛʦ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʠ ʜʘʣʴʥʝʡʰʘʷ 
ʨʝʘʣʠʟʘʮʠʷ ʪʘʢʠʭ ʤʦʜʝʣʝʡ ʚ ʨʝʘʣʴʥʦʡ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦʟʚʦʣʷʝʪ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ 
ʘʢʪʫʘʣʴʥʳʝ ʚʠʜʳ ʫʛʨʦʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʦʙʫʩʣʘʚʣʠʚʘʝʪ ʚʘʞʥʦʩʪʴ ʠ 
ʧʝʨʩʧʝʢʪʠʚʥʦʩʪʴ ʧʨʦʚʝʜʝʥʠʷ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʜʘʥʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʦʩʥʦʚʥʳʝ ʪʦʧʦʣʦʛʠʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ, ʪʘʢʠʝ ʢʘʢ 

"ʐʠʥʘ", "ɿʚʝʟʜʘ" ʠ "ʂʦʣʴʮʦ". ʆʧʠʩʘʥʳ ʦʩʦʙʝʥʥʦʩʪʠ ʢʘʞʜʦʡ ʪʦʧʦʣʦʛʠʠ, ʠʭ ʧʨʝʠʤʫʱʝʩʪʚʘ 

ʠ ʥʝʜʦʩʪʘʪʢʠ ʚ ʧʣʘʥʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ, ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʠ ʠ ʥʘʜʝʞʥʦʩʪʠ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʪʦʧʦʣʦʛʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ, ʪʦʧʦʣʦʛʠʷ "ʐʠʥʘ", ʪʦʧʦʣʦʛʠʷ 

"ɿʚʝʟʜʘ", ʪʦʧʦʣʦʛʠʷ "ʂʦʣʴʮʦ", ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʩʝʪʠ, ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʝʪʠ. 

 

Abstract 

The article discusses the main topologies of computer networks, such as "Bus", "Star" 

and "Ring". The features of each topology, their advantages and disadvantages in terms of 

performance, scalability and reliability are described. 

Keywords: topology of computer networks, topology "Bus", topology "Star", topology 

"Ring", network scalability, network performance. 

 

ʊʦʧʦʣʦʛʠʷ ð ʵʪʦ ʣʦʛʠʯʝʩʢʠʡ ʠ ʬʠʟʠʯʝʩʢʠʡ ʩʧʦʩʦʙ ʩʦʝʜʠʥʝʥʠʷ ʘʢʪʠʚʥʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ, ʧʨʦʚʦʜʥʠʢʦʚ, ʢʘʙʝʣʝʡ ʠ ʢʘʙʝʣʴʥʳʭ ʢʘʥʘʣʦʚ, ʚ ʮʝʣʦʤ ʩʦʩʪʘʚʣʷʶʱʠʭ ʩʝʪʴ. 

ʌʠʟʠʯʝʩʢʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʥʝ ʚʭʦʜʷʪ ʚ ʧʦʥʷʪʠʝ ʣʦʛʠʯʝʩʢʦʡ ʪʦʧʦʣʦʛʠʠ. ʊʦʧʦʣʦʛʠʷ 

çʐʠʥʘè (ʝʱʝ ʥʘʟʳʚʘʶʪ çʦʙʱʘʷ ʰʠʥʘè), ʢʦʪʦʨʘʷ ʦʪʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1, ʧʦʜʨʘʟʫʤʝʚʘʝʪ 

ʧʦʜ ʩʦʙʦʡ ʨʘʚʥʦʧʨʘʚʥʳʡ ʜʦʩʪʫʧ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʩʝʪʠ. ʇʨʠ ʪʘʢʦʡ ʪʦʧʦʣʦʛʠʠ 

ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʪʦʣʴʢʦ ʧʦ ʦʯʝʨʝʜʠ, ʵʪʦ ʦʙʫʩʣʦʚʣʝʥʦ ʪʝʤ, ʯʪʦ ʣʠʥʠʷ ʚʩʝʛʦ 

ʦʜʥʘ [1]. 

 
ʈʠʩʫʥʦʢ 1. ʊʦʧʦʣʦʛʠʷ çʐʠʥʘè. 

 

ʇʨʠ ʧʝʨʝʜʘʯʠ ʥʝʩʢʦʣʴʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ ʠʥʬʦʨʤʘʮʠʠ ʦʜʥʦʚʨʝʤʝʥʥʦ 

ʨʝʟʫʣʴʪʘʪʦʤ ʩʪʘʥʝʪ ʠʩʢʘʞʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ ʩʣʝʜʩʪʚʠʠ ʢʦʣʣʠʟʠʠ. ʏʪʦʙʳ ʠʟʙʝʞʘʪʴ 

ʥʘʣʦʞʝʥʠʡ, ʚ çʐʠʥʝè ʚʩʝʛʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʞʠʤ ʧʦʣʫʜʫʧʣʝʢʩʥʦʛʦ ʦʙʤʝʥʘ (ʚ ʦʙʦʠʭ 

ʥʘʧʨʘʚʣʝʥʠʷʭ, ʥʦ ʧʦ ʦʯʝʨʝʜʠ). ɺ ʜʘʥʥʦʡ ʪʦʧʦʣʦʛʠʠ ʥʝʪ ʷʚʥʦ ʚʳʨʘʞʝʥʥʦʛʦ ʮʝʥʪʨʘʣʴʥʦʛʦ 

ʘʙʦʥʝʥʪʘ, ʯʝʨʝʟ ʢʦʪʦʨʦʛʦ ʙʳ ʧʝʨʝʜʘʚʘʣʘʩʴ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ, ʵʪʦ ʫʚʝʣʠʯʠʚʘʝʪ ʝʝ 

ʥʘʜʝʞʥʦʩʪʴ. ɼʦʙʘʚʠʪʴ ʥʦʚʦʛʦ ʘʙʦʥʝʥʪʘ ʚ ʪʦʧʦʣʦʛʠʠ çʐʠʥʘè ʦʯʝʥʴ ʧʨʦʩʪʦ, ʯʘʩʪʦ ʵʪʦ 

ʚʦʟʤʦʞʥʦ ʠ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʩʝʪʠ. ɺ ʦʩʥʦʚʥʦʤ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʰʠʥʳ ʪʨʝʙʫʝʪ 

ʤʠʥʠʤʘʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʩʦʝʜʠʥʠʪʝʣʴʥʦʛʦ ʢʘʙʝʣʷ, ʝʩʣʠ ʩʨʘʚʥʠʚʘʪʴ ʩ ʜʨʫʛʠʤʠ 

ʪʦʧʦʣʦʛʠʷʤʠ. ʊʘʢ ʢʘʢ ʦʪʩʫʪʩʪʚʫʝʪ ʮʝʥʪʨʘʣʴʥʳʡ ʘʙʦʥʝʥʪ, ʨʘʟʨʝʰʝʥʠʝ ʢʦʥʬʣʠʢʪʥʳʭ 

ʚʦʧʨʦʩʦʚ ʣʝʞʠʪ ʥʘ ʦʙʦʨʫʜʦʚʘʥʠʠ ʢʘʞʜʦʛʦ ʦʪʜʝʣʴʥʦʛʦ ʘʙʦʥʝʥʪʘ. ʀʟ-ʟʘ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʝʤʘʷ 
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ʘʧʧʘʨʘʪʫʨʘ ʧʨʠ ʜʘʥʥʦʡ ʪʦʧʦʣʦʛʠʠ ʩʣʦʞʥʝʝ, ʚ ʩʨʘʚʥʝʥʠʠ ʩ ʜʨʫʛʠʤʠ ʪʦʧʦʣʦʛʠʷʤʠ. çʐʠʥʘè 

ʦʙʣʘʜʘʝʪ ʦʜʥʠʤ ʚʘʞʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ð ʧʨʠ ʦʪʢʘʟʝ ʣʶʙʦʛʦ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ, ʜʨʫʛʠʝ 

ʠʩʧʨʘʚʥʳʝ ʘʙʦʥʝʥʪʳ ʩʤʦʛʫʪ ʥʦʨʤʘʣʴʥʦ ʧʨʦʜʦʣʞʘʪʴ ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ. 

ʊʦʧʦʣʦʛʠʷ çɿʚʝʟʜʘè ʠʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1. ɺ ʪʦʧʦʣʦʛʠʠ çɿʚʝʟʜʘè ʷʚʥʦ 

ʚʳʜʝʣʝʥʥʳʡ ʮʝʥʪʨ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʝʥʳ ʦʩʪʘʣʴʥʳʝ ʘʙʦʥʝʥʪʳ. ʇʝʨʝʜʘʯʘ ʠʥʬʦʨʤʘʮʠʠ 

ʧʨʦʠʩʭʦʜʠʪ ʚʩʝʛʜʘ ʯʝʨʝʟ ʮʝʥʪʨ (ʩʝʨʚʝʨ, ʮʝʥʪʨʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ), ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʥʘ ʥʝʛʦ 

ʠʜʝʪ ʙʦʣʴʰʘʷ ʥʘʛʨʫʟʢʘ, ʠʟ-ʟʘ ʵʪʦʛʦ ʦʥ ʟʘʥʠʤʘʝʪʩʷ ʚ ʦʩʥʦʚʥʦʤ ʦʨʛʘʥʠʟʘʮʠʝʡ ʦʙʤʝʥʘ 

ʠʥʬʦʨʤʘʮʠʝʡ, ʥʠʯʝʤ ʜʨʫʛʠʤ ʝʛʦ ʦʙʳʯʥʦ ʥʝ ʥʘʛʨʫʞʘʶʪ [2]. ʂʘʢ ʧʨʘʚʠʣʦ, ʦʙʦʨʫʜʦʚʘʥʠʝ, 

ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩʣʦʞʥʝʝ, ʯʝʤ ʜʣʷ ʧʝʨʠʬʝʨʠʡʥʳʭ 

ʘʙʦʥʝʥʪʦʚ. ɺ ʜʘʥʥʦʤ ʩʦʝʜʠʥʝʥʠʠ ʥʝʪ ʨʘʚʥʦʧʨʘʚʠʷ, ʚʩʝ ʬʫʥʢʮʠʠ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʦʙʤʝʥʦʤ 

ʜʘʥʥʳʤʠ ʣʝʞʘʪ ʥʘ ʮʝʥʪʨʘʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. ʂʦʥʬʣʠʢʪʥʳʝ ʩʠʪʫʘʮʠʠ ʚ ʪʘʢʦʤ ʩʦʝʜʠʥʝʥʠʠ 

ʥʝʚʦʟʤʦʞʥʳ, ʪʘʢ ʢʘʢ ʠʩʧʦʣʴʟʫʝʪʩʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ. 

 

 
ʈʠʩʫʥʦʢ 2. ʊʦʧʦʣʦʛʠʷ çɿʚʝʟʜʘè. 

 

ʇʨʠ ʪʦʧʦʣʦʛʠʠ çɿʚʝʟʜʘè, ʝʩʣʠ ʚʳʭʦʜʠʪ ʠʟ ʩʪʨʦʷ ʧʝʨʠʬʝʨʠʡʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʥʘ ʩʝʪʠ 

ʵʪʦ ʥʠʢʘʢ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʥʦ ʚʦʪ ʝʩʣʠ ʠʟ ʩʪʨʦʷ ʚʳʡʜʝʪ ʮʝʥʪʨʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ, ʪʦ ʩʝʪʴ 

ʧʦʣʥʦʩʪʴʶ ʧʝʨʝʩʪʘʥʝʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ. ɼʣʷ ʠʟʙʝʞʘʥʠʝ ʪʘʢʠʭ ʩʠʪʫʘʮʠʡ ʧʨʠʥʠʤʘʶʪ 

ʤʝʨʳ ʧʦ ʧʦʚʳʰʝʥʠʶ ʫʩʪʦʡʯʠʚʦʩʪʠ ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʠʨʘʶʪ ʥʘʜʝʞʥʦʝ 

ʦʙʦʨʫʜʦʚʘʥʠʝ. ʊʦʧʦʣʦʛʠʷ çɿʚʝʟʜʘè ʧʦʣʫʯʠʣʘ ʰʠʨʦʢʦʝ ʧʨʠʤʝʥʝʥʠʝ ʙʣʘʛʦʜʘʨʷ ʩʚʦʠʤ 

ʜʦʩʪʦʠʥʩʪʚʘʤ, ʥʦ ʫ ʪʘʢʦʡ ʩʝʪʠ ʩʫʱʝʩʪʚʫʶʪ ʠ ʥʝʜʦʩʪʘʪʢʠ, ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʥ ʥʠʭ 

ʦʪʦʙʨʘʞʝʥʘ ʚ ʪʘʙʣʠʮʝ 1. 

ʊʘʙʣʠʮʘ 1 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ ʪʦʧʦʣʦʛʠʠ çɿʚʝʟʜʘè. 
ʇʨʝʠʤʫʱʝʩʪʚʘ ʅʝʜʦʩʪʘʪʢʠ 

ʍʦʨʦʰʘʷ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʆʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʘʝʤʳʭ ʘʙʦʥʝʥʪʦʚ 

ɺʳʭʦʜ ʠʟ ʩʠʩʪʝʤʳ ʧʝʨʠʬʝʨʠʡʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ 

ʧʦʚʨʝʞʜʝʥʠʷ ʢʘʙʝʣʷ ʥʝ ʚʣʠʷʶʪ ʥʘ ʦʩʪʘʣʴʥʫʶ ʩʝʪʴ 

ɿʘʪʨʘʪʳ ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʩʝʪʝʚʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ 

(ʢʦʤʤʫʪʘʪʦʨʳ) 

ɺʦʟʤʦʞʥʦʩʪʴ ʚʩʪʨʦʠʪʴ ʥʦʚʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ 
ʆʪʢʘʟ ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʚʝʜʝʪ ʢ 

ʧʨʝʢʨʘʱʝʥʠʶ ʨʘʙʦʪʳ ʚʩʝʡ ʩʝʪʠ 

ʇʨʦʩʪʦʪʘ ʚ ʥʘʩʪʨʦʡʢʝ ʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ  

ɺʳʩʦʢʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ  

 

ʕʪʘ ʪʘʙʣʠʮʘ ʥʘʛʣʷʜʥʦ ʧʦʢʘʟʳʚʘʝʪ ʦʩʥʦʚʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ ʪʦʧʦʣʦʛʠʠ 

"ʟʚʝʟʜʘ". ʆʥʘ ʜʝʤʦʥʩʪʨʠʨʫʝʪ, ʯʪʦ ʜʘʥʥʘʷ ʪʦʧʦʣʦʛʠʷ ʷʚʣʷʝʪʩʷ ʧʦʧʫʣʷʨʥʳʤ ʚʳʙʦʨʦʤ 

ʙʣʘʛʦʜʘʨʷ ʩʚʦʝʡ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʠ, ʧʨʦʩʪʦʪʝ ʥʘʩʪʨʦʡʢʠ ʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ 

ʚʳʩʦʢʦʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʆʜʥʘʢʦ, ʦʥʘ ʪʘʢʞʝ ʠʤʝʝʪ ʩʚʦʠ ʥʝʜʦʩʪʘʪʢʠ, ʪʘʢʠʝ ʢʘʢ 

ʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʘʝʤʳʭ ʘʙʦʥʝʥʪʦʚ ʠ ʟʘʚʠʩʠʤʦʩʪʴ ʚʩʝʡ ʩʝʪʠ ʦʪ 

ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʊʦʧʦʣʦʛʠʷ çʂʦʣʴʮʦè ʦʪʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 3. ʇʨʠ ʪʦʧʦʣʦʛʠʠ çʂʦʣʴʮʦè 

ʢʦʤʧʴʶʪʝʨʳ ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ ʢʘʙʝʣʶ, ʟʘʤʢʥʫʪʦʤʫ ʚ ʢʨʫʛ. ʇʦʵʪʦʤʫ ʫ ʢʘʙʝʣʷ ʧʨʦʩʪʦ ʥʝ 



-126- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʤʦʞʝʪ ʙʳʪʴ ʩʚʦʙʦʜʥʦʛʦ ʢʦʥʮʘ, ʢ ʢʦʪʦʨʦʤʫ ʥʘʜʦ ʧʦʜʢʣʶʯʘʪʴ ʪʝʨʤʠʥʘʣ. ʉʠʛʥʘʣʳ 

ʧʝʨʝʜʘʶʪʩʷ ʧʦ ʢʦʣʴʮʫ ʚ ʦʜʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ ʠ ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʢʘʞʜʳʡ ʢʦʤʧʴʶʪʝʨ [3]. ɺ 

ʦʪʣʠʯʠʝ ʦʪ ʧʘʩʩʠʚʥʦʡ ʪʦʧʦʣʦʛʠʠ çʐʠʥʘè, ʟʜʝʩʴ ʢʘʞʜʳʡ ʢʦʤʧʴʶʪʝʨ ʚʳʩʪʫʧʘʝʪ ʚ ʨʦʣʠ 

ʨʝʧʠʪʝʨʘ, ʫʩʠʣʠʚʘʷ ʩʠʛʥʘʣʳ ʠ ʧʝʨʝʜʘʚʘʷ ʠʭ ʩʣʝʜʫʶʱʝʤʫ ʢʦʤʧʴʶʪʝʨʫ. ʇʦʵʪʦʤʫ, ʝʩʣʠ 

ʚʳʡʜʝʪ ʠʟ ʩʪʨʦʷ ʦʜʠʥ ʢʦʤʧʴʶʪʝʨ, ʧʨʝʢʨʘʱʘʝʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʚʩʷ ʩʝʪʴ. 

 

 
ʈʠʩʫʥʦʢ 3.ʊʦʧʦʣʦʛʠʷ çʂʦʣʴʮʦè. 

 

ʊʦʧʦʣʦʛʠʷ ʚ ʚʠʜʝ çʟʚʝʟʜʳè ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʥʘʜʝʞʥʦʡ ʠ ʙʳʩʪʨʦʜʝʡʩʪʚʫʶʱʝʡ ʠʟ 

ʚʩʝʭ ʪʦʧʦʣʦʛʠʡ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ, ʧʦʩʢʦʣʴʢʫ ʚ ʪʘʢʦʡ ʩʝʪʠ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ 

ʧʦʜʢʣʶʯʝʥʳ ʢ ʮʝʥʪʨʘʣʴʥʦʤʫ ʫʟʣʫ ð ʩʝʨʚʝʨʫ [4]. ʆʙʤʝʥ ʜʘʥʥʳʤʠ ʧʨʦʠʩʭʦʜʠʪ ʧʦ 

ʦʪʜʝʣʴʥʳʤ ʣʠʥʠʷʤ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʦʣʴʢʦ ʪʝʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʢʦʪʦʨʳʤ 

ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʠʥʬʦʨʤʘʮʠʷ. ʕʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʠ ʥʘʜʸʞʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ. 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʛʠʙʨʠʜʥʳʭ ʪʦʧʦʣʦʛʠʡ: ʉʦʚʨʝʤʝʥʥʳʝ ʢʦʨʧʦʨʘʪʠʚʥʳʝ 

ʩʝʪʠ ʨʝʜʢʦ ʩʪʨʦʷʪʩʷ ʥʘ ʦʩʥʦʚʝ ʦʜʥʦʡ ʢʦʥʢʨʝʪʥʦʡ ʪʦʧʦʣʦʛʠʠ. ɻʠʙʨʠʜʥʳʝ ʪʦʧʦʣʦʛʠʠ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʢʦʤʙʠʥʘʮʠʶ ʜʚʫʭ ʠʣʠ ʙʦʣʝʝ ʩʪʘʥʜʘʨʪʥʳʭ ʪʦʧʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ 

"ɿʚʝʟʜʘ", "ʐʠʥʘ" ʠʣʠ "ʂʦʣʴʮʦ", ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʙʲʝʜʠʥʷʪʴ ʠʭ ʩʠʣʴʥʳʝ ʩʪʦʨʦʥʳ ʠ 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʥʝʜʦʩʪʘʪʢʠ. ʆʜʥʠʤ ʠʟ ʧʦʧʫʣʷʨʥʳʭ ʧʨʠʤʝʨʦʚ ʷʚʣʷʝʪʩʷ ʪʦʧʦʣʦʛʠʷ 

"ɿʚʝʟʜʘ-ʐʠʥʘ", ʢʦʪʦʨʘʷ ʩʦʚʤʝʱʘʝʪ ʧʨʦʩʪʦʪʫ ʠ ʵʢʦʥʦʤʠʯʥʦʩʪʴ "ʐʠʥʳ" ʩ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴʶ ʠ ʫʧʨʘʚʣʷʝʤʦʩʪʴʶ "ɿʚʝʟʜʳ". 

ɻʠʙʢʦʩʪʴ ʠ ʘʜʘʧʪʠʚʥʦʩʪʴ ʛʠʙʨʠʜʥʳʭ ʪʦʧʦʣʦʛʠʡ ʧʦʟʚʦʣʷʶʪ ʠʤ ʩʧʨʘʚʣʷʪʴʩʷ ʩ 

ʟʘʜʘʯʘʤʠ ʨʘʟʣʠʯʥʦʡ ʩʣʦʞʥʦʩʪʠ, ʪʘʢʠʤʠ ʢʘʢ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝ ʩʝʪʠ, ʧʦʚʳʰʝʥʠʝ ʝʸ 

ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʠ ʠʣʠ ʫʣʫʯʰʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʇʨʠʤʝʥʝʥʠʝ ʛʠʙʨʠʜʥʳʭ ʩʭʝʤ 

ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ ʩ ʨʘʩʧʨʝʜʝʣʸʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʛʜʝ 

ʪʨʝʙʫʝʪʩʷ ʠʥʪʝʛʨʘʮʠʷ ʥʝʩʢʦʣʴʢʠʭ ʪʠʧʦʚ ʩʝʪʝʡ ʜʣʷ ʩʦʟʜʘʥʠʷ ʦʙʱʝʡ ʀʊ-ʩʠʩʪʝʤʳ. ʊʘʢʦʡ 

ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʘʣʴʥʦ ʨʘʩʧʨʝʜʝʣʷʪʴ ʥʘʛʨʫʟʢʫ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʚʦʟʤʦʞʥʳʝ ʩʙʦʠ. 

ʅʘʧʨʠʤʝʨ, ʚ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʚʦʟʤʦʞʥʦ ʧʨʠʤʝʥʝʥʠʝ ʪʦʧʦʣʦʛʠʠ "ɿʚʝʟʜʘ-ʂʦʣʴʮʦ", 

ʛʜʝ "ɿʚʝʟʜʘ" ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʬʠʣʠʘʣʦʚ ʠ ʦʬʠʩʦʚ, ʘ "ʂʦʣʴʮʦ" ð ʜʣʷ 

ʨʝʟʝʨʚʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʮʝʥʪʨʘʣʴʥʦʛʦ ʦʬʠʩʘ ʩ ʜʨʫʛʠʤʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷʤʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ 

ʧʦʣʫʯʘʝʪʩʷ ʩʝʪʴ, ʢʦʪʦʨʘʷ ʩʧʦʩʦʙʥʘ ʩʧʨʘʚʣʷʪʴʩʷ ʩ ʚʳʩʦʢʠʤʠ ʥʘʛʨʫʟʢʘʤʠ ʠ ʧʨʠ ʵʪʦʤ 

ʦʙʣʘʜʘʪʴ ʚʳʩʦʢʦʡ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴʶ. 

ɺʳʙʦʨ ʪʦʧʦʣʦʛʠʠ ʚʣʠʷʝʪ ʥʝ ʪʦʣʴʢʦ ʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʥʦ ʠ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʩʝʪʠ. ʅʘʧʨʠʤʝʨ, ʚ ʪʦʧʦʣʦʛʠʠ "ʂʦʣʴʮʦ", ʛʜʝ ʢʘʞʜʳʡ ʫʟʝʣ ʟʘʚʠʩʠʪ ʦʪ ʩʣʝʜʫʶʱʝʛʦ, 

ʤʘʣʝʡʰʠʡ ʩʙʦʡ ʚ ʦʜʥʦʤ ʫʟʣʝ ʤʦʞʝʪ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ ʚʩʝʡ ʩʝʪʠ. ʆʜʥʘʢʦ ʵʪʦ ʪʘʢʞʝ 

ʧʦʟʚʦʣʷʝʪ ʙʦʣʝʝ ʣʝʛʢʦ ʦʪʩʣʝʞʠʚʘʪʴ ʘʥʦʤʘʣʠʠ ʚ ʪʨʘʬʠʢʝ ʠ ʙʳʩʪʨʦ ʠʟʦʣʠʨʦʚʘʪʴ ʫʛʨʦʟʳ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -127- 

 

ɻʠʙʨʠʜʥʳʝ ʪʦʧʦʣʦʛʠʠ, ʙʣʘʛʦʜʘʨʷ ʩʚʦʝʡ ʩʪʨʫʢʪʫʨʝ, ʯʘʩʪʦ ʦʙʝʩʧʝʯʠʚʘʶʪ ʙʦʣʝʝ 

ʚʳʩʦʢʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʪʘʢ ʢʘʢ ʧʦʟʚʦʣʷʶʪ ʩʦʟʜʘʚʘʪʴ ʩʝʛʤʝʥʪʳ ʩʝʪʠ ʩ ʨʘʟʥʳʤʠ ʫʨʦʚʥʷʤʠ 

ʟʘʱʠʪʳ. ʅʘʧʨʠʤʝʨ, ʚʥʫʪʨʝʥʥʠʝ ʩʝʛʤʝʥʪʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʧʦʣʦʛʠʶ "ɿʚʝʟʜʘ", 

ʦʙʝʩʧʝʯʠʚʘʶʱʫʶ ʚʳʩʦʢʫʶ ʩʢʦʨʦʩʪʴ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ, ʘ ʚʥʝʰʥʠʝ ʩʝʛʤʝʥʪʳ ð ʪʦʧʦʣʦʛʠʶ 

"ʂʦʣʴʮʦ" ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʤʝʭʘʥʠʟʤʘʤʠ ʢʦʥʪʨʦʣʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʧʨʝʜʩʪʘʚʣʝʥ ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʙʘʟ ʜʘʥʥʳʭ Oracle, PostgreSQL ʠ 

MySQL. ʈʘʩʩʤʦʪʨʝʥʳ ʦʩʥʦʚʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʘʞʜʦʡ ʩʠʩʪʝʤʳ, ʚʢʣʶʯʘʷ 

ʣʠʮʝʥʟʠʨʦʚʘʥʠʝ, ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʤʝʪʦʜʳ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ, ʧʦʜʜʝʨʞʢʫ 

ʠʥʜʝʢʩʦʚ ʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʦʘʥʘʣʠʟʠʨʦʚʘʥʳ ʠʭ ʧʨʝʠʤʫʱʝʩʪʚʘ ʠ ʥʝʜʦʩʪʘʪʢʠ, ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ ʥʘʠʣʫʯʰʠʡ ʚʳʙʦʨ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʨʝʙʦʚʘʥʠʡ ʧʨʦʝʢʪʘ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: Oracle, ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ, PostgreSQL, ʨʝʣʷʮʠʦʥʥʳʝ ʙʘʟʳ 

ʜʘʥʥʳʭ, MySQL, ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʙʘʟ ʜʘʥʥʳʭ. 

 

Abstract 

The article presents a comparative analysis of Oracle, PostgreSQL and MySQL 

databases. The main characteristics of each system are considered, including licensing, 

performance, backup methods, index support and security measures. Their advantages and 

disadvantages are analyzed, which allows us to determine the best choice depending on the 

requirements of the project. 

Keywords: Oracle, comparative analysis, PostgreSQL, relational databases, MySQL, 

database performance. 

 

MySQL, PostgreSQL ʠ Oracle ð ʵʪʦ ʨʝʣʷʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ 

ʜʘʥʥʳʭ. ɻʣʘʚʥʦʝ ʨʘʟʣʠʯʠʝ ʤʝʞʜʫ ʵʪʠʤʠ ʪʨʝʤʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ 

MySQL ð ʵʪʦ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʪʦʛʜʘ 

ʢʘʢ PostgreSQL ð ʵʪʦ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʙʘʟʘʤʠ ʜʘʥʥʳʭ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʘ 

ʙʘʟʘ ʜʘʥʥʳʭ Oracle ʨʘʟʨʘʙʦʪʘʥʘ ʢʦʨʧʦʨʘʮʠʝʡ Oracle. ʕʪʠ ʪʨʠ ʙʘʟʳ ʜʘʥʥʳʭ ʧʦʜʜʝʨʞʠʚʘʶʪ 

ʨʘʟʣʠʯʥʳʝ ʷʟʳʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. ʅʘʧʨʠʤʝʨ, MySQL ʧʦʜʜʝʨʞʠʚʘʝʪ Java, C++, TCL, 

Perl ʠ Haskel. Oracle ʠ PostgreSQL ʧʦʜʜʝʨʞʠʚʘʶʪ ʨʘʟʣʠʯʥʳʝ ʷʟʳʢʠ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. 



-128- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʄʥʦʛʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʙʘʟ ʜʘʥʥʳʭ ʩʯʠʪʘʶʪ, ʯʪʦ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ MySQL 

ʣʫʯʰʝ, ʯʝʤ PostgreSQL. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʫ Oracle ʙʦʣʝʝ ʥʘʜʝʞʥʳʝ ʤʝʪʦʜʳ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʯʝʤ ʫ MySQL. Oracle ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʘʟʣʠʯʥʳʝ ʷʟʳʢʠ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʠ ʠʤʝʝʪ ʥʘʜʝʞʥʳʝ ʤʝʪʦʜʳ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. ʉʘʤʦʝ ʚʘʞʥʦʝ, ʯʪʦ MySQL 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʘʢ UNIX, ʪʘʢ ʠ Linux. Oracle ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ Unix ʠ Linux. ʉʣʝʜʫʝʪ 

ʧʦʤʥʠʪʴ, ʯʪʦ ʚʩʝ ʵʪʠ ʪʨʠ ʙʘʟʳ ʜʘʥʥʳʭ ʘʢʪʠʚʥʳ ʠ ʥʘʜʝʞʥʳ ʠ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘ 

ʨʳʥʢʝ. ɺ ʵʪʦʡ ʩʪʘʪʴʝ ʙʫʜʫʪ ʦʙʲʷʩʥʝʥʳ ʪʝʭʥʠʯʝʩʢʠʝ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʵʪʠʤʠ ʪʨʝʤʷ ʙʘʟʘʤʠ 

ʜʘʥʥʳʭ. 

ʊʨʠʛʛʝʨ ð ʵʪʦ ʠʤʝʥʦʚʘʥʥʳʡ ʙʣʦʢ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ 

ʣʶʙʦʡ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʨʝʣʷʮʠʦʥʥʳʤʠ ʙʘʟʘʤʠ ʜʘʥʥʳʭ (ʉʋʈɹɼ). ʆʥ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʩʦʙʦʡ ʚʘʞʥʝʡʰʠʡ ʦʙʲʝʢʪ ʙʘʟʳ ʜʘʥʥʳʭ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʥʳʭ ʜʝʡʩʪʚʠʡ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. ʊʨʠʛʛʝʨʳ 

ʭʨʘʥʷʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʠ ʚʳʧʦʣʥʷʶʪʩʷ ʥʝʷʚʥʦ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ 

ʩʦʙʳʪʠʷ, ʥʘʟʳʚʘʝʤʦʛʦ ʩʦʙʳʪʠʝʤ-ʪʨʠʛʛʝʨʦʤ. ʕʪʠ ʩʦʙʳʪʠʷ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʨʘʟʣʠʯʥʳʝ 

ʦʧʝʨʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʚʩʪʘʚʢʘ, ʦʙʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʳʝ ʠʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʩʦʙʳʪʠʷ. ɺ ʪʘʢʠʭ ʉʋʈɹɼ, ʢʘʢ Oracle, MySQL ʠʣʠ PostgreSQL, ʪʨʠʛʛʝʨʳ 

ʤʦʛʫʪ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʦʧʝʨʘʮʠʷʤʠ Data Manipulation Language 

(DML), Data Definition Language (DDL), ʩʠʩʪʝʤʥʳʤʠ ʩʦʙʳʪʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ʧʨʠ 

ʧʝʨʝʟʘʧʫʩʢʝ ʙʘʟʳ ʜʘʥʥʳʭ) ʠʣʠ ʩʦʙʳʪʠʷʤʠ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ʕʪʦ ʜʝʣʘʝʪ 

ʪʨʠʛʛʝʨʳ ʤʦʱʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʨʘʟʣʠʯʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʙʘʟʝ ʜʘʥʥʳʭ. 

ɺ Oracle Trigger ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʥʝʩʢʦʣʴʢʠʭ ʙʠʟʥʝʩ-ʧʨʘʢʪʠʢ, 

ʢʦʪʦʨʳʝ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʛʨʘʥʠʯʝʥʠʡ ʮʝʣʦʩʪʥʦʩʪʠ, ʪʘʢʠʭ 

ʢʘʢ UNIQUE, NOT NULL ʠ CHECK. ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ, ʠʟʦʙʨʘʞʝʥʥʳʡ ʥʘ ʨʠʩʫʥʢʝ 1, 

ʦʪʦʙʨʘʞʘʝʪ Trigger: 

 

 
ʈʠʩʫʥʦʢ 1. ʇʨʠʤʝʨ ʪʨʠʛʛʝʨʘ Oracle. 

 

ɺʳʰʝʫʢʘʟʘʥʥʳʡ ʪʨʠʛʛʝʨ ʩʨʘʙʦʪʘʝʪ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʠʣʠ ʫʜʘʣʝʥʠʷ ʩʪʨʦʢʠ ʚ 

ʪʘʙʣʠʮʝ client. 

ʊʨʠʛʛʝʨ MySQL ʙʫʜʝʪ ʘʢʪʠʚʠʨʦʚʘʥ, ʢʦʛʜʘ ʜʣʷ ʪʘʙʣʠʮʳ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʦ ʫʢʘʟʘʥʥʦʝ 

ʩʦʙʳʪʠʝ. ʊʨʠʛʛʝʨ ʤʦʞʝʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥ ʜʣʷ INSERT, UPDATE ʠ DELETE ʠ ʤʦʞʝʪ ʙʳʪʴ 

ʚʳʟʚʘʥ ʜʦ ʠʣʠ ʧʦʩʣʝ ʩʦʙʳʪʠʷ. ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ ʠʟʦʙʨʘʞʝʥʥʳʡ ʥʘ ʨʠʩʫʥʢʝ 2, 

ʦʪʦʙʨʘʞʘʝʪ ʪʨʠʛʛʝʨ. 

 
ʈʠʩʫʥʦʢ 2. ʇʨʠʤʝʨ ʪʨʠʛʛʝʨʘ MySQL. 

 

ɺ PostgreSQL ʪʨʠʛʛʝʨ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʩʧʝʮʠʘʣʴʥʳʭ ʬʫʥʢʮʠʡ. ʕʪʘ 

ʩʧʝʮʠʘʣʴʥʘʷ ʬʫʥʢʮʠʷ ʚʳʟʳʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʩʷʢʠʡ ʨʘʟ, ʢʦʛʜʘ ʧʨʦʠʩʭʦʜʷʪ ʩʦʙʳʪʠʷ 
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ʚʩʪʘʚʢʠ, ʦʙʥʦʚʣʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ. ʕʪʦ ʦʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʪʨʠʛʛʝʨʳ. PostgreSQL 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʚʘ ʦʩʥʦʚʥʳʭ ʪʨʠʛʛʝʨʘ: ʪʨʠʛʛʝʨʳ ʫʨʦʚʥʷ ʩʪʨʦʢʠ ʠ ʪʨʠʛʛʝʨʳ ʫʨʦʚʥʷ 

ʦʧʝʨʘʪʦʨʘ. ɼʣʷ ʥʘʯʘʣʘ ʥʫʞʥʦ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʬʫʥʢʮʠʶ ʩ ʠʤʝʥʝʤ çlog_emp_name_changesè, 

ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 3. 

 

 
ʈʠʩʫʥʦʢ 3.  ʇʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʬʫʥʢʮʠʠ ʩ ʠʤʝʥʝʤ çlog_emp_name_changesè. 

 

ʊʝʧʝʨʴ ʤʦʞʥʦ ʧʨʠʩʪʫʧʠʪʴ ʢ ʩʦʟʜʘʥʠʶ ʪʨʠʛʛʝʨʘ MySQL, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ 

ʨʠʩʫʥʢʝ 4 ʥʠʞʝ. 

 

 
ʈʠʩʫʥʦʢ 4. ʇʨʠʤʝʨ ʪʨʠʛʛʝʨʘ MySQL. 

 

ɺ ʙʘʟʘʭ ʜʘʥʥʳʭ ʠʥʜʝʢʩ ð ʵʪʦ ʦʙʲʝʢʪ ʩʭʝʤʳ, ʢʦʪʦʨʳʡ ʚʢʣʶʯʘʝʪ ʟʘʧʠʩʴ ʜʣʷ ʢʘʞʜʦʛʦ 

ʦʙʲʝʢʪʘ, ʢʦʪʦʨʳʡ ʧʦʩʪʫʧʘʝʪ ʚ ʠʥʜʝʢʩʠʨʦʚʘʥʥʳʡ ʩʪʦʣʙʝʮ(ʳ) ʪʘʙʣʠʮʳ ʠʣʠ ʢʣʘʩʪʝʨʘ ʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʥʝʤʝʜʣʝʥʥʳʡ, ʙʳʩʪʨʳʡ ʜʦʩʪʫʧ ʢ ʩʪʨʦʢʘʤ. Oracle Database ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʥʝʩʢʦʣʴʢʦ ʚʠʜʦʚ ʠʥʜʝʢʩʦʚ: ʆʙʳʯʥʳʝ ʠʥʜʝʢʩʳ. (ʇʦ ʫʤʦʣʯʘʥʠʶ Oracle Database ʩʦʟʜʘʝʪ 

ʠʥʜʝʢʩʳ B-tree.) ʂʦʥʮʝʧʮʠʠ ʠʥʜʝʢʩʘ ʚ Oracle, MySQL ʠ PostgreSQL ʦʜʠʥʘʢʦʚʳ, ʥʦ 

ʩʠʥʪʘʢʩʠʩʳ ʨʘʟʣʠʯʘʶʪʩʷ. 

ɺ Oracle ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʜʝʢʩʘ ʚ ʜʨʫʛʦʡ ʩʭʝʤʝ ʥʝʦʙʭʦʜʠʤʦ ʠʤʝʪʴ ʩʠʩʪʝʤʥʫʶ 

ʧʨʠʚʠʣʝʛʠʶ CREATE ANY INDEX. ʅʘ ʨʠʩʫʥʢʝ 5 ʠʟʦʙʨʘʞʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʧʨʦʩʪʦʛʦ 

ʠʥʜʝʢʩʘ: 

 

 
ʈʠʩʫʥʦʢ 5. ʇʨʠʤʝʨ ʠʥʜʝʢʩʘ Oracle. 

 

ʇʨʠʚʝʜʝʥʥʘʷ ʚʳʰʝ ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʠʥʜʝʢʩ ʩʦʞʤʝʪ ʜʫʙʣʠʨʫʶʱʠʝʩʷ 

ʠʥʮʠʜʝʥʪʳ ʟʥʘʯʝʥʠʡ ʩʪʦʣʙʮʘ client_id. 

MySQL ʠʩʧʦʣʴʟʫʝʪ ʠʥʜʝʢʩʳ ʜʣʷ ʙʳʩʪʨʦʛʦ ʧʦʣʫʯʝʥʠʷ ʩʪʨʦʢ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ 

ʟʥʘʯʝʥʠʷʤʠ ʩʪʦʣʙʮʦʚ. ɹʝʟ ʠʥʜʝʢʩʘ MySQL ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʚʩʶ ʪʘʙʣʠʮʫ, ʯʪʦʙʳ ʥʘʡʪʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʩʪʨʦʢʠ. ʏʝʤ ʦʙʰʠʨʥʝʝ ʪʘʙʣʠʮʘ, ʪʝʤ ʤʝʜʣʝʥʥʝʝ ʦʥʘ ʠʩʩʣʝʜʫʝʪ. 

ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ, ʠʟʦʙʨʘʞʝʥʥʳʡ ʥʘ ʨʠʩʫʥʢʝ 6, ʦʪʦʙʨʘʞʘʝʪ ʠʥʜʝʢʩ MySQL: 



-130- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 6. ʇʨʠʤʝʨ ʠʥʜʝʢʩʘ MySQL. 

 

ɺ PostgreSQL ʠʥʜʝʢʩ ð ʵʪʦ ʫʧʦʨʷʜʦʯʝʥʥʘʷ ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʫʩʢʦʨʷʝʪ 

ʠʟʚʣʝʯʝʥʠʝ ʜʘʥʥʳʭ ʠʟ ʭʨʘʥʠʣʠʱʘ ʜʣʷ ʝʛʦ ʧʦʜʜʝʨʞʢʠ. ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ, ʠʟʦʙʨʘʞʝʥʥʳʡ 

ʥʘ ʨʠʩʫʥʢʝ 7, ʦʪʦʙʨʘʞʘʝʪ ʠʥʜʝʢʩ PostgreSQL: 

 

 
ʈʠʩʫʥʦʢ 7. ʇʨʠʤʝʨ ʠʥʜʝʢʩʘ PostgreSQL. 

 

ʇʝʨʝʡʜʝʤ ʢ ʘʥʘʣʠʟʫ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʚ ʙʘʟʘʭ ʜʘʥʥʳʭ. ʇʨʦʱʝ ʛʦʚʦʨʷ, 

ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʙʘʟʳ ʜʘʥʥʳʭ ð ʵʪʦ ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʳʡ ʦʙʨʘʟ ʜʘʥʥʳʭ. ʂʦʛʜʘ ʧʝʨʚʠʯʥʳʝ 

ʜʘʥʥʳʝ ʧʦʚʨʝʞʜʝʥʳ, ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʫʪʝʨʷʥʥʳʭ ʜʘʥʥʳʭ (ʨʝʘʣʴʥʳʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʣʷʶʪ ʙʘʟʫ ʜʘʥʥʳʭ). ʕʪʘ ʢʦʧʠʷ 

ʦʙʨʘʟʘ ʦʭʚʘʪʳʚʘʝʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʯʘʩʪʠ ʙʘʟʳ ʜʘʥʥʳʭ, ʪʘʢʠʝ ʢʘʢ ʬʘʡʣ ʫʧʨʘʚʣʝʥʠʷ, 

ʘʨʭʠʚʥʳʝ ʞʫʨʥʘʣʳ ʠ ʩʪʨʫʢʪʫʨʳ ʬʘʡʣʦʚ ʜʘʥʥʳʭ. 

ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ð ʩʘʤʘʷ ʚʘʞʥʘʷ ʫʪʠʣʠʪʘ Oracle. ʆʥʦ ʧʨʠʥʘʜʣʝʞʠʪ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʙʘʟʳ ʜʘʥʥʳʭ. ʄʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ BACKUP ʜʣʷ ʨʝʟʝʨʚʥʦʛʦ 

ʢʦʧʠʨʦʚʘʥʠʷ ʦʩʥʦʚʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ ʠʣʠ ʝʝ ʢʦʧʠʠ, ʪʘʙʣʠʯʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʠʣʠ 

ʫʧʨʘʚʣʷʶʱʝʛʦ ʬʘʡʣʘ, ʯʪʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩʫʥʢʝ 8. ɽʝ ʪʘʢʞʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 

ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʘ ʧʘʨʘʤʝʪʨʦʚ ʩʝʨʚʝʨʘ, ʘʨʭʠʚʥʦʛʦ ʬʘʡʣʘ ʞʫʨʥʘʣʘ ʧʦʚʪʦʨʥʦʛʦ 

ʚʳʧʦʣʥʝʥʠʷ ʠʣʠ ʥʘʙʦʨʘ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ. 

 

 
ʈʠʩʫʥʦʢ 8.  ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʚ Oracle. 

 

ɺ ʙʘʟʝ ʜʘʥʥʳʭ MySQL, ʝʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʫʪʠʣʠʪʫ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ, ʪʦ 

ʜʘʥʥʳʝ ʚʳʚʦʜʷʪʩʷ ʢʘʢ SQL-ʚʳʨʘʞʝʥʠʷ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ ʤʦʞʝʪ ʟʘʥʷʪʴ ʦʛʨʦʤʥʦʝ ʚʨʝʤʷ ʠʟ-ʟʘ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʨʘʟʣʠʯʥʳʭ SQL-ʚʳʨʘʞʝʥʠʡ. ɹʦʣʝʝ ʪʦʛʦ, ʯʪʦʙʳ ʦʙʦʡʪʠ ʥʝʨʘʚʝʥʩʪʚʦ, 

MySQL ʟʘʱʠʱʘʝʪ ʙʘʟʫ ʜʘʥʥʳʭ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʤʝʪʦʜʘ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ. ʊʝʤ 

ʥʝ ʤʝʥʝʝ, ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʙʘʟ ʜʘʥʥʳʭ ʤʦʛʫʪ ʦʪʤʝʥʠʪʴ ʵʪʦ, ʧʨʠʤʝʥʠʚ ʫʪʠʣʠʪʫ mysqldump 

ʩ ʧʦʤʦʱʴʶ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʬʣʘʛʘ ç:ïsingle-transactionè. ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ, 

ʠʟʦʙʨʘʞʝʥʥʳʡ ʥʘ ʨʠʩʫʥʢʝ 9, ʦʪʦʙʨʘʞʘʝʪ ʢʦʤʘʥʜʫ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ MySQL. 

 

 
ʈʠʩʫʥʦʢ 9. ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʚ MySQL 

 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʙʘʟʘ ʜʘʥʥʳʭ PostgreSQL ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʝʣʘʪʴ 

ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ. ʆʥʘ ʩʦʜʝʨʞʠʪ ʫʪʠʣʠʪʫ pg_dump ʜʣʷ ʘʥʘʣʠʟʘ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -131- 

 

ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʦʪʜʝʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. ʕʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʢʘʝʪʩʷ ʢʘʢ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʧʨʘʚʘʤʠ ʥʘ ʯʪʝʥʠʝ. ʋʪʠʣʠʪʘ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʚʭʦʜʠʪ ʚ ʢʦʤʘʥʜʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʘʟʳ ʜʘʥʥʳʭ. ʉʣʝʜʫʶʱʘʷ ʢʦʤʘʥʜʘ, ʠʟʦʙʨʘʞʝʥʥʘʷ ʥʘ ʨʠʩʫʥʢʝ 10, 

ʦʪʦʙʨʘʞʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ. 

 

 
ʈʠʩʫʥʦʢ 10. ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʚ PostgreSQL. 

 

ʂʘʢ ʠ ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʮʝʥʥʳʭ 

ʢʦʤʘʥʜ ʣʶʙʦʡ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʨʝʣʷʮʠʦʥʥʳʤʠ ʙʘʟʘʤʠ ʜʘʥʥʳʭ. ɽʩʣʠ ʚʳ ʨʘʙʦʪʘʝʪʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʙʘʟʳ ʜʘʥʥʳʭ, ʪʦ ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ð ʵʪʦ ʜʚʝ 

ʢʦʤʘʥʜʳ, ʢʦʪʦʨʳʝ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʩʨʝʜʝ ʙʘʟ ʜʘʥʥʳʭ.  

ɺ Oracle ʢʦʤʘʥʜʘ RESTORE ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʧʨʦʚʝʨʢʠ ʠʣʠ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʧʨʦʩʤʦʪʨʘ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ RMAN. ʆʙʳʯʥʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʙʘʟ ʜʘʥʥʳʭ ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ, ʢʦʛʜʘ ʩʙʦʡ 

ʦʙʦʨʫʜʦʚʘʥʠʷ/ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʠʚʦʜʠʪ ʢ ʧʦʣʦʤʢʝ ʧʨʝʦʙʣʘʜʘʶʱʝʛʦ ʬʘʡʣʘ 

ʜʘʥʥʳʭ, ʫʧʨʘʚʣʷʶʱʝʛʦ ʬʘʡʣʘ ʠʣʠ ʘʨʭʠʚʥʦʛʦ ʞʫʨʥʘʣʘ ʧʦʚʪʦʨʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʠʣʠ ʧʝʨʝʜ 

ʚʳʧʦʣʥʝʥʠʝʤ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ. ɺ Oracle ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʜʠʥʘʤʠʯʝʩʢʦʡ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʬʘʡʣʘ ʦʟʥʘʯʘʝʪ ʝʝ ʩʦʟʜʘʥʠʝ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ 

ʩʝʨʚʝʨʫ ʙʘʟʳ ʜʘʥʥʳʭ Oracle. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʚʦʩʩʪʘʥʦʚʣʝʥʥʦʛʦ ʬʘʡʣʘ ʜʘʥʥʳʭ ʦʟʥʘʯʘʝʪ 

ʝʛʦ ʦʙʥʦʚʣʝʥʠʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʞʫʨʥʘʣʦʚ ʧʦʚʪʦʨʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ, ʪʦ ʝʩʪʴ ʜʦʢʫʤʝʥʪʦʚ 

ʦʙ ʠʟʤʝʥʝʥʠʷʭ, ʚʳʧʦʣʥʝʥʥʳʭ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. ʉʣʝʜʫʶʱʠʡ 

ʧʨʠʤʝʨ, ʠʟʦʙʨʘʞʝʥʥʳʡ ʥʘ ʨʠʩʫʥʢʝ 11, ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

 

 
ʈʠʩʫʥʦʢ 11. ʂʦʤʘʥʜʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʚ Oracle. 

 

ʇʨʠʚʝʜʝʥʥʘʷ ʚʳʰʝ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʦʬʠʮʠʘʣʴʥʳʤ ʧʨʠʤʝʨʦʤ, ʜʦʩʪʫʧʥʳʤ ʚ 

ʜʦʢʫʤʝʥʪʘʮʠʠ Oracle. ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʢʦʤʘʥʜʘ RESTORE ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʧʦʣʥʳʝ 

ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩ ʨʘʟʣʠʯʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ, ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʙʘʟ ʜʘʥʥʳʭ ʤʦʛʫʪ 

ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʬʘʡʣʳ ʚ ʠʭ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʣʠ ʚ ʦʪʜʝʣʴʥʦʝ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ. 

ɺ ʙʘʟʝ ʜʘʥʥʳʭ MySQL, ʝʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʫʪʠʣʠʪʫ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ, ʪʦ 

ʜʘʥʥʳʝ ʚʳʚʦʜʷʪʩʷ ʢʘʢ SQL-ʚʳʨʘʞʝʥʠʷ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ ʤʦʞʝʪ ʟʘʥʷʪʴ ʦʛʨʦʤʥʦʝ ʚʨʝʤʷ ʠʟ-ʟʘ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʨʘʟʣʠʯʥʳʭ SQL-ʚʳʨʘʞʝʥʠʡ. ɹʦʣʝʝ ʪʦʛʦ, ʯʪʦʙʳ ʦʙʦʡʪʠ ʥʝʨʘʚʝʥʩʪʚʦ, 

MySQL ʟʘʱʠʱʘʝʪ ʙʘʟʫ ʜʘʥʥʳʭ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʤʝʪʦʜʘ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ. ʊʝʤ 

ʥʝ ʤʝʥʝʝ, ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʙʘʟ ʜʘʥʥʳʭ ʤʦʛʫʪ ʦʪʤʝʥʠʪʴ ʵʪʦ, ʧʨʠʤʝʥʠʚ ʫʪʠʣʠʪʫ 

çmysqldumpè ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʬʣʘʛʘ ç:ïsingle-transaction è. 

ɺ PostgreSQL ʥʝʦʙʭʦʜʠʤʦ ʟʘʚʝʨʰʠʪʴ ʚʩʝ ʩʦʝʜʠʥʝʥʠʷ ʩ ʵʪʦʡ ʢʦʥʢʨʝʪʥʦʡ ʙʘʟʦʡ 

ʜʘʥʥʳʭ ʧʝʨʝʜ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝʤ ʠ ʩʦʟʜʘʥʠʝʤ ʬʘʡʣʘ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ. ʋʪʠʣʠʪʘ psq 

ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʬʘʡʣʳ ʩʢʨʠʧʪʦʚ SQL, ʩʦʟʜʘʥʥʳʝ ʫʪʠʣʠʪʘʤʠ 

pg_dump, pg_dumpall. ʕʪʠ ʫʪʠʣʠʪʳ ʦʪʚʝʯʘʶʪ ʟʘ ʩʦʟʜʘʥʠʝ ʧʦʜʭʦʜʷʱʠʭ ʬʘʡʣʦʚ ʨʝʟʝʨʚʥʳʭ 

ʢʦʧʠʡ. ʅʠʞʝ ʥʘ ʨʠʩʫʥʢʝ 12, ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʚ PostgreSQL. 

 

 
ʈʠʩʫʥʦʢ 12. ʇʨʠʤʝʨ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʚ PostgreSQL. 



-132- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʨʘʚʥʠʪʝʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʙʘʟ ʜʘʥʥʳʭ, ʩʪʦʠʪ ʪʘʢʞʝ ʦʪʤʝʪʠʪʴ 

ʥʘʩʪʨʦʡʢʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ɺ Oracle ʦʧʝʨʘʪʦʨʳ SQL ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʧʠʩʘʥʳ 

ʧʨʘʚʠʣʴʥʦ (ʥʘʧʨʠʤʝʨ, ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ ʜʦʣʞʥʳ ʙʳʪʴ ʚ ɿɸɻʃɸɺʅʓʍ ʙʫʢʚʘʭ) ʜʣʷ 

ʧʦʜʜʝʨʞʢʠ ʧʨʦʩʪʦʪʳ. ʅʘ ʩʘʤʦʤ ʜʝʣʝ, ʵʪʦ ʥʝ ʩʦʚʝʪ ʧʦ ʥʘʩʪʨʦʡʢʝ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʵʪʦ ʚʘʞʥʦ. 

ʂʨʦʤʝ ʪʦʛʦ, ʥʠʢʦʛʜʘ ʥʝ ʠʟʤʝʥʷʡʪʝ ʠʥʜʝʢʩʠʨʦʚʘʥʥʳʝ ʩʪʦʣʙʮʳ ʩ ʨʘʟʣʠʯʥʳʤʠ ʬʫʥʢʮʠʷʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ TO_CHAR, RTRIM, UPPER, TRUNC, ʧʦʪʦʤʫ ʯʪʦ ʵʪʦ ʧʦʤʝʰʘʝʪ ʠʥʩʪʨʫʤʝʥʪʫ 

ʨʘʩʧʦʟʥʘʪʴ ʠʥʜʝʢʩ. ɽʩʣʠ ʵʪʦ ʦʩʫʱʝʩʪʚʠʤʦ, ʚʳʧʦʣʥʠʪʝ ʥʘʩʪʨʦʡʢʫ ʧʦʩʪʦʷʥʥʦʡ ʯʘʩʪʠ 

ʫʩʣʦʚʠʷ. ɽʩʣʠ ʠʥʜʝʢʩʠʨʦʚʘʥʥʳʡ ʩʪʦʣʙʝʮ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʬʫʥʢʮʠʠ, ʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ 

ʧʦʜʫʤʘʪʴ ʦ ʩʦʟʜʘʥʠʠ ʠʥʜʝʢʩʘ ʥʘ ʦʩʥʦʚʝ ʬʫʥʢʮʠʠ. ɺ Oracle SQL ʥʝʠʟʤʝʥʥʦ ʧʦʣʝʟʥʝʝ 

ʧʠʩʘʪʴ ʦʪʜʝʣʴʥʳʝ ʦʧʝʨʘʪʦʨʳ SQL ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʟʘʜʘʯ, ʥʦ ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʭʦʪʷʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʦʧʝʨʘʪʦʨ SQL, ʪʦ ʦʥʠ ʤʦʛʫʪ ʩʦʟʜʘʪʴ ʜʦʚʦʣʴʥʦ ʩʣʦʞʥʳʡ ʦʧʝʨʘʪʦʨ, 

ʥʝʩʢʦʣʴʢʦ ʤʝʥʝʝ ʩʣʦʞʥʳʡ, ʠʩʧʦʣʴʟʫʷ ʦʧʝʨʘʪʦʨ UNION ALL. 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʚ MySQL. ʃʫʯʰʠʡ ʧʦʜʭʦʜ ʢ ʪʦʤʫ, ʯʪʦʙʳ ʫʟʥʘʪʴ, 

ʢʘʢ ʚʘʰ ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʝʪ ʩʚʦʝ ʚʨʝʤʷ, ð ʵʪʦ ʧʨʦʬʠʣʠʨʦʚʘʪʴ ʥʘʛʨʫʟʢʫ ʩʝʨʚʝʨʘ. 

ʇʨʦʬʠʣʠʨʫʷ ʨʘʙʦʯʫʶ ʥʘʛʨʫʟʢʫ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʢʘʟʳʚʘʪʴ ʩʘʤʳʝ ʟʘʪʨʘʪʥʳʝ ʟʘʧʨʦʩʳ 

ʜʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ. ɿʜʝʩʴ ʚʨʝʤʷ ʷʚʣʷʝʪʩʷ ʩʘʤʳʤ ʮʝʥʥʳʤ ʧʘʨʘʤʝʪʨʦʤ, ʧʦʪʦʤʫ 

ʯʪʦ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʟʘʧʫʩʢʘʶʪ ʟʘʧʨʦʩ ʥʘ ʩʝʨʚʝʨʝ, ʦʥʠ ʥʝ ʜʫʤʘʶʪ ʥʠ ʦ ʯʝʤ, ʢʨʦʤʝ ʪʦʛʦ, 

ʢʘʢ ʙʳʩʪʨʦ ʦʥ ʚʳʧʦʣʥʷʝʪʩʷ. MySQL ʧʨʠʥʠʤʘʝʪ ʟʘʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʝʪ ʩʝʨʚʝʨ, ʠ 

ʚʳʜʘʝʪ ʪʘʙʣʠʮʫ ʦʙʷʟʘʥʥʦʩʪʝʡ, ʫʧʦʨʷʜʦʯʝʥʥʫʶ ʧʦ ʫʤʝʥʴʰʝʥʠʶ ʚʨʝʤʝʥʠ ʦʪʚʝʪʘ, 

ʥʝʤʝʜʣʝʥʥʦ ʧʝʨʝʤʝʱʘʷ ʩʘʤʳʝ ʚʘʞʥʳʝ ʠ ʪʨʫʜʦʝʤʢʠʝ ʟʘʜʘʥʠʷ ʥʘʚʝʨʭ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʤʦʛʣʠ ʧʦʥʷʪʴ, ʢʫʜʘ ʥʘʧʨʘʚʣʷʪʴ ʩʚʦʠ ʧʨʠʣʦʞʝʥʠʷ. 

ʆʙʳʯʥʦ PostgreSQL ʧʦʩʪʘʚʣʷʝʪʩʷ ʩ ʥʘʙʦʨʦʤ ʥʘʩʪʨʦʝʢ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʕʪʘ 

ʥʘʩʪʨʦʡʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʜʣʷ ʘʜʘʧʪʠʚʥʦʩʪʠ ʠ, ʧʦ ʩʫʪʠ, ʷʚʣʷʝʪʩʷ 

ʣʫʯʰʠʤ ʧʨʝʜʩʪʘʚʣʝʥʠʝʤ, ʢʦʪʦʨʦʝ ʧʳʪʘʝʪʩʷ ʫʜʦʚʣʝʪʚʦʨʠʪʴ ʚʩʝ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʚʘʨʠʘʥʪʳ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ PostgreSQL. ʂ ʩʯʘʩʪʴʶ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʵʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʝʩʪʴ 

ʥʝʢʦʪʦʨʳʝ ʚʦʟʤʦʞʥʳʝ ʙʳʩʪʨʳʝ ʚʳʛʦʜʳ, ʝʩʣʠ ʦʥʠ ʥʘʯʥʫʪ ʫʞʠʤʘʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. ɺ PostgreSQL ʢʦʥʪʨʦʣʴʥʳʝ ʪʦʯʢʠ ʦʧʨʝʜʝʣʷʶʪ ʫʩʪʦʡʯʠʚʳʡ ʭʘʨʘʢʪʝʨ ʙʘʟʳ 

ʜʘʥʥʳʭ. ʆʥʠ ʚʘʞʥʳ, ʠ ʢʦʥʪʨʦʣʴʥʳʝ ʪʦʯʢʠ ʜʦʣʞʥʳ ʧʨʦʠʩʭʦʜʠʪʴ ʜʦʩʪʘʪʦʯʥʦ ʯʘʩʪʦ, ʯʪʦʙʳ 

ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʠʟʤʝʥʝʥʠʷ ʜʘʥʥʳʭ ʥʘʚʩʝʛʜʘ ʩʦʭʨʘʥʷʶʪʩʷ ʥʘ ʜʠʩʢʝ, ʘ ʙʘʟʘ ʜʘʥʥʳʭ 

ʚʩʝʛʜʘ ʷʚʣʷʝʪʩʷ ʦʜʥʦʨʦʜʥʦʡ ʩʨʝʜʦʡ. ɽʱʝ ʦʜʠʥ ʚʘʞʥʳʡ ʧʘʨʘʤʝʪʨ, ʢʦʪʦʨʳʡ ʩʣʝʜʫʝʪ 

ʨʘʩʧʦʟʥʘʪʴ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʚʚʦʜʘ-ʚʳʚʦʜʘ, ð ʵʪʦ 

checkpoint_completion_target ʥʘ 0,5. ʅʘʧʨʠʤʝʨ, checkpoint_completion_target = 0,5 x 

checkpoint_timeout = 2,5 ʤʠʥʫʪʳ. ʂʦʥʪʨʦʣʴʥʘʷ ʪʦʯʢʘ ð ʵʪʦ ʧʦʟʠʮʠʷ ʚ ʮʝʧʦʯʢʝ ʞʫʨʥʘʣʘ 

ʪʨʘʥʟʘʢʮʠʡ, ʚ ʢʦʪʦʨʦʡ ʚʩʝ ʬʘʡʣʳ ʜʘʥʥʳʭ ʙʳʣʠ ʦʙʥʦʚʣʝʥʳ. 

ʌʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ MYSQL ʤʦʞʥʦ ʫʩʣʦʚʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʪʨʠ ʛʨʫʧʧʳ: 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʌʘʢʪʦʨʳ ʠ ʧʣʘʛʠʥʳ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʙʝʟʦʧʘʩʥʦʩʪʴ MySQL. 

ɸʩʧʝʢʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʪʘʥʜʘʨʪʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʦʥʪʨʦʣʴ ʟʘ ʩʦʙʣʶʜʝʥʠʝʤ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʘʚʠʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʨʘʟʨʝʰʝʥʠʡ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʚʘʞʥʝʡʰʠʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʫʧʨʘʚʣʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ. ʇʨʦʩʪʳʝ ʢʦʤʘʥʜʳ GRANT ʠ REVOKE ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʠʣʠ ʦʪʟʳʚʘ ʦʩʦʙʳʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. ʉʯʠʪʘʝʪʩʷ, 

ʯʪʦ ʧʨʘʚʠʣʴʥʦʝ ʥʘʟʥʘʯʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʣʶʙʳʭ ʦʙʲʝʢʪʦʚ, ʫʧʨʘʚʣʷʝʤʳʭ MySQL; ʯʝʤ ʚʳʰʝ ʪʝʭʥʠʢʘ ʘʚʪʦʨʠʟʘʮʠʠ, ʪʝʤ ʤʝʥʴʰʝ ʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚʦʟʤʦʞʥʦʩʪʠ ʦʙʦʡʪʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ. ʇʨʠʚʠʣʝʛʠʠ ʜʝʣʷʪʩʷ ʥʘ ʜʚʝ 

ʢʘʪʝʛʦʨʠʠ: ʫʧʨʘʚʣʝʥʯʝʩʢʠʝ (ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʨʝʛʫʣʠʨʦʚʘʪʴ, ʢʘʢʠʝ 

ʜʝʡʩʪʚʠʷ ʚʳʧʦʣʥʷʝʪ MySQL ʠ ʢʘʢ ʦʥ ʠʭ ʚʳʧʦʣʥʷʝʪ) ʠ ʩʧʝʮʠʬʠʯʥʳʝ ʜʣʷ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, PostgreSQL ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʤʥʦʞʝʩʪʚʦ ʤʝʭʘʥʠʟʤʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʉʋɹɼ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʝʡ ʢʦʤʧʘʥʠʠ. ʌʨʘʟʘ çʙʝʟʦʧʘʩʥʦʩʪʴè ʦʪʥʦʩʠʪʩʷ ʢ ʯʨʝʟʚʳʯʘʡʥʦ ʰʠʨʦʢʦʡ 
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ʢʦʥʮʝʧʮʠʠ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʦʪʥʦʩʠʪʴʩʷ ʢ ʯʨʝʟʚʳʯʘʡʥʦ ʦʪʜʝʣʴʥʳʤ ʤʝʪʦʜʘʤ ʠ ʧʨʦʮʝʜʫʨʘʤ 

ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʵʣʝʤʝʥʪʦʚ PostgreSQL. 

ɸʜʨʝʩ ʧʨʦʩʣʫʰʠʚʘʥʠʷ ʩʝʨʚʝʨʘ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʭʦʩʪʘ 

LDAP-ʩʝʨʚʝʨ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ PAM 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ ʨʦʣʝʡ 

ʇʨʠʚʠʣʝʛʠʷ ʧʨʘʚ ʜʦʩʪʫʧʘ ʚ Postgres ʦʟʥʘʯʘʝʪ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʙʘʟʳ ʜʘʥʥʳʭ 

ʨʘʟʨʝʰʘʝʪʩʷ ʥʘʩʪʨʘʠʚʘʪʴ ʘʚʪʦʨʠʟʘʮʠʶ ʚʭʦʜʷʱʠʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʩʦʝʜʠʥʝʥʠʡ, ʘ ʪʘʢʞʝ 

ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʡ ʥʘ ʫʨʦʚʥʷʭ ʪʘʙʣʠʮʳ, ʩʪʦʣʙʮʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. PostgreSQL 

ʩʦʜʝʨʞʠʪ ʜʦʢʫʤʝʥʪ pg hba.conf, ʢʦʪʦʨʳʡ ʚʨʫʯʥʫʶ ʥʘʩʪʨʘʠʚʘʝʪ ʙʘʟʦʚʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʠ ʧʦʜʜʝʨʞʠʚʘʝʪ ʙʦʣʝʝ ʢʨʫʧʥʳʝ ʠ ʤʦʱʥʳʝ ʤʝʭʘʥʠʟʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʦʪʠʚ 

ʤʝʭʘʥʠʟʤʦʚ ʫʜʘʣʝʥʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ɹʣʘʛʦʜʘʨʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ Oracle Database 19c ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʤʥʦʛʦʫʨʦʚʥʝʚʫʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʥʘʧʨʠʤʝʨ, ʤʝʭʘʥʠʟʤʳ ʢʦʥʪʨʦʣʷ ʜʣʷ ʦʮʝʥʢʠ 

ʨʠʩʢʦʚ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʩʦʦʙʱʝʥʠʡ ʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤ ʜʦʩʪʫʧʝ, ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ 

ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʦʧʝʨʘʮʠʷʭ ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʪʨʦʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʜʘʥʥʳʭ ʚ ʢʘʪʘʣʦʛʝ. ʌʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ Oracle ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ 5 ʛʨʫʧʧ: 

ʈʘʩʰʠʨʝʥʥʦʝ ʙʝʟʦʧʘʩʥʦʝ ʰʠʬʨʦʚʘʥʠʝ. 

ʍʨʘʥʠʣʠʱʝ ʢʣʶʯʝʡ.  

ɸʫʜʠʪ ʙʘʟ ʜʘʥʥʳʭ. 

ɸʫʜʠʪ ʭʨʘʥʠʣʠʱʘ ʠ ʙʨʘʥʜʤʘʫʵʨʘ. 

ʀʥʩʪʨʫʤʝʥʪ ʦʮʝʥʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʘʟ ʜʘʥʥʳʭ. 

Oracle Data Safe ʧʦʟʚʦʣʷʝʪ ʢʦʤʧʘʥʠʷʤ ʨʘʩʧʦʟʥʘʚʘʪʴ ʦʪʟʳʚʯʠʚʦʩʪʴ ʜʘʥʥʳʭ, 

ʦʮʝʥʠʚʘʪʴ ʫʛʨʦʟʳ ʜʘʥʥʳʭ, ʤʘʩʢʠʨʦʚʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʤʘʪʝʨʠʘʣʳ, ʚʥʝʜʨʷʪʴ ʠ 

ʦʪʩʣʝʞʠʚʘʪʴ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʮʝʥʠʚʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʘʢʪʠʚʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ð ʚʩʝ ʵʪʦ ʩ ʧʦʤʦʱʴʶ ʝʜʠʥʦʡ ʧʘʥʝʣʠ ʫʧʨʘʚʣʝʥʠʷ. ʕʪʠ ʬʫʥʢʮʠʠ 

ʧʦʤʦʛʘʶʪ ʚ ʧʣʘʥʠʨʦʚʘʥʠʠ ʧʦʚʩʝʜʥʝʚʥʳʭ ʧʨʝʜʧʦʩʳʣʦʢ ʩʦʦʪʚʝʪʩʪʚʠʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Oracle Databases ʢʘʢ ʥʘ ʤʝʩʪʝ, ʪʘʢ ʠ ʚ ʦʙʣʘʢʝ ʠ ʜʨʫʛʠʭ ʨʝʘʣʠʟʘʮʠʷʭ. 

ɼʣʷ ʥʘʛʣʷʜʥʦʛʦ ʩʨʘʚʥʝʥʠʷ ʙʘʟ ʜʘʥʥʳʭ Oracle, PostgreSQL ʠ MySQL, ʥʠʞʝ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʘ 1, ʢʦʪʦʨʘʷ ʩʫʤʤʠʨʫʝʪ ʠʭ ʢʣʶʯʝʚʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ 

ʙʦʣʝʝ ʯʝʪʢʦ ʧʦʥʷʪʴ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʵʪʠʤʠ ʙʘʟʘʤʠ ʜʘʥʥʳʭ ʠ ʦʮʝʥʠʪʴ ʠʭ ʧʨʠʤʝʥʠʤʦʩʪʴ ʚ 

ʨʘʟʣʠʯʥʳʭ ʩʮʝʥʘʨʠʷʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʊʘʙʣʠʮʘ 1 

ʉʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʙʘʟ ʜʘʥʥʳʭ Oracle, PostgreSQL ʠ MySQL. 
ʇʘʨʘʤʝʪʨ Oracle PostgreSQL MySQL 

ʃʠʮʝʥʟʠʷ ʇʨʦʧʨʠʝʪʘʨʥʘʷ 
ʆʪʢʨʳʪʳʡ ʠʩʭʦʜʥʳʡ 

ʢʦʜ 

ʆʪʢʨʳʪʳʡ ʠʩʭʦʜʥʳʡ 

ʢʦʜ 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʷʟʳʢʠ 
PL/SQL, Java, C, C++, 

Python 

PL/pgSQL, Java, C, 

Python 
SQL, C, C++, Java, Perl 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 
ɺʳʩʦʢʘʷ, ʧʦʜʭʦʜʠʪ ʜʣʷ 

ʢʨʫʧʥʳʭ ʩʠʩʪʝʤ 

ɺʳʩʦʢʘʷ, 

ʦʧʪʠʤʠʟʠʨʦʚʘʥʘ ʜʣʷ 

ʩʣʦʞʥʳʭ ʟʘʧʨʦʩʦʚ 

ɺʳʩʦʢʘʷ ʧʨʠ ʨʘʙʦʪʝ ʩ 

ʧʨʦʩʪʳʤʠ ʟʘʧʨʦʩʘʤʠ 

ʄʝʪʦʜʳ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
ʅʘʜʝʞʥʳʝ, ʧʦʜʜʝʨʞʢʘ 

RMAN 
pg_dump ʠ WAL 

mysqldump, 

ʠʥʢʨʝʤʝʥʪʥʳʝ ʢʦʧʠʠ 

ʇʦʜʜʝʨʞʢʘ ʧʣʘʪʬʦʨʤ Unix, Linux, Windows Unix, Linux, Windows Unix, Linux, Windows 

ʀʥʩʪʨʫʤʝʥʪʳ 

ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ 
RMAN, Data Pump pg_dump, pg_restore 

mysqldump, MySQL 

Enterprise Backup 

ʀʥʜʝʢʩʳ 
B-Tree, Bitmap, Function-

based 
B-Tree, Hash, GiST B-Tree, Full-text, Spatial 

ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʈʘʩʰʠʨʝʥʥʦʝ 

ʰʠʬʨʦʚʘʥʠʝ, ʘʫʜʠʪ 

ʜʘʥʥʳʭ 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, SSL 
ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘ ʦʩʥʦʚʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, SSL 
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ʉʨʘʚʥʝʥʠʝ ʙʘʟ ʜʘʥʥʳʭ Oracle, PostgreSQL ʠ MySQL ʜʝʤʦʥʩʪʨʠʨʫʝʪ, ʯʪʦ ʢʘʞʜʘʷ ʠʟ 

ʥʠʭ ʠʤʝʝʪ ʩʚʦʠ ʩʠʣʴʥʳʝ ʩʪʦʨʦʥʳ ʠ ʦʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ. Oracle ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʩʦʢʫʶ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠ ʥʘʜʝʞʥʦʩʪʴ ʜʣʷ ʢʨʫʧʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʠʩʪʝʤ, ʧʨʝʜʣʘʛʘʷ 

ʤʦʱʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʨʘʩʰʠʨʝʥʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. PostgreSQL ʚʳʜʝʣʷʝʪʩʷ ʩʚʦʝʡ ʛʠʙʢʦʩʪʴʶ ʠ 

ʧʦʜʜʝʨʞʢʦʡ ʩʣʦʞʥʳʭ ʟʘʧʨʦʩʦʚ, ʯʪʦ ʜʝʣʘʝʪ ʝʸ ʦʪʣʠʯʥʳʤ ʚʳʙʦʨʦʤ ʜʣʷ ʩʠʩʪʝʤ ʩ ʚʳʩʦʢʦʡ 

ʥʘʛʨʫʟʢʦʡ, ʛʜʝ ʚʘʞʥʘ ʪʦʯʥʦʩʪʴ ʠ ʨʘʩʰʠʨʷʝʤʦʩʪʴ. MySQL, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʠʟʚʝʩʪʥʘ ʩʚʦʝʡ 

ʩʢʦʨʦʩʪʴʶ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʴʶ ʧʨʠ ʨʘʙʦʪʝ ʩ ʧʨʦʩʪʳʤʠ ʟʘʧʨʦʩʘʤʠ, ʯʪʦ ʜʝʣʘʝʪ ʝʸ ʠʜʝʘʣʴʥʦʡ 

ʜʣʷ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʠ ʤʘʣʳʭ ʧʨʦʝʢʪʦʚ. 

ɺʳʙʦʨ ʤʝʞʜʫ ʵʪʠʤʠ ʩʠʩʪʝʤʘʤʠ ʟʘʚʠʩʠʪ ʦʪ ʢʦʥʢʨʝʪʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʧʨʦʝʢʪʘ. Oracle 

ʧʦʜʭʦʜʠʪ ʜʣʷ ʤʘʩʰʪʘʙʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʨʝʰʝʥʠʡ ʩ ʚʳʩʦʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. PostgreSQL ð ʦʪʣʠʯʥʳʡ ʚʳʙʦʨ ʜʣʷ ʪʝʭ, ʢʪʦ ʠʱʝʪ 

ʨʘʩʰʠʨʝʥʥʳʝ ʬʫʥʢʮʠʠ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ. MySQL 

ʧʨʠʚʣʝʢʘʝʪ ʩʚʦʝʡ ʧʨʦʩʪʦʪʦʡ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠ ʙʳʩʪʨʦʡ ʥʘʩʪʨʦʡʢʦʡ ʜʣʷ ʥʝʙʦʣʴʰʠʭ ʠ 

ʩʨʝʜʥʠʭ ʧʨʦʝʢʪʦʚ. 

***  

1. ʏʪʦ ʪʘʢʦʝ PostgreSQL.ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʦʜʫʢʪʝ ʩ ʦʬʠʮʠʘʣʴʥʦʛʦ ʩʘʡʪʘ. [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. URL: 

https://www.postgresql.org/about/. (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ: 12.10.2024.) 

2. ʄʠʥʷʝʚ ɸ. ɸ. ʄʝʪʦʜ ʦʮʝʥʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ-

ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ // ɸʢʪʫʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ 

ʠʥʬʦʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʚ ʥʘʫʢʝ ʠ ʦʙʨʘʟʦʚʘʥʠʠ (ɸʇʀʅʆ 2020). ï 2020. ï ʉ. 716-719. 

3. MySQL. ɼʦʢʫʤʝʥʪʘʮʠʷ ʩ ʦʬʠʮʠʘʣʴʥʦʛʦ ʩʘʡʪʘ. [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. URL: https://dev.mysql.com/doc/. 

(ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ: 12.10.2024.) 

4. ʂʘʣʠʥʠʥ ʄ. ʆ. ʐʪʝʨʝʥʙʝʨʛ ʉ. ʀ. ɸʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʥʘ ʦʩʥʦʚʝ 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʦʩʥʦʚʥʳʝ ʤʝʨʳ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʚʟʣʦʤʫ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʡ, ʚʢʣʶʯʘʷ ʘʥʘʣʠʟ ʚʦʟʤʦʞʥʳʭ ʚʝʢʪʦʨʦʚ ʘʪʘʢ ʠ ʤʝʪʦʜʳ ʠʭ ʥʝʡʪʨʘʣʠʟʘʮʠʠ. 

ʆʧʠʩʘʥʳ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʝ ʫʛʨʦʟʳ, ʪʘʢʠʝ ʢʘʢ ʤʦʜʠʬʠʢʘʮʠʷ ʩʦʜʝʨʞʠʤʦʛʦ, ʚʥʝʜʨʝʥʠʝ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʩʧʘʤʘ ʠ DDoS-ʘʪʘʢʠ. ʊʘʢʞʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʝʥʦ 

ʠʥʩʪʨʫʤʝʥʪʘʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʨʝʩʫʨʩʦʚ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ, ʚʝʢʪʦʨʳ ʘʪʘʢ, Web Application 

Firewall (WAF), Database Firewall (DBF), DDoS-ʘʪʘʢʠ, SQL-ʠʥʲʝʢʮʠʠ. 

 

Abstract 

The article discusses the main measures to counter hacking of web applications, 

including the analysis of possible attack vectors and methods of their neutralization. Common 

threats such as content modification, malware injection, spam distribution, and DDoS attacks are 

described. Attention is also paid to the tools for ensuring the security of web resources. 

Keywords: Web Application Security, attack vectors, Web Application Firewall (WAF), 

Database Firewall (DBF), DDoS attacks, SQL injections.  



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -135- 

 

ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʥʝʦʙʭʦʜʠʤʦ ʧʦʥʷʪʴ ʣʦʛʠʢʫ 

ʝʛʦ ʜʝʡʩʪʚʠʡ, ʚʢʣʶʯʘʷ ʚʦʟʤʦʞʥʳʝ ʧʫʪʠ ʫʜʘʣʝʥʥʦʡ ʘʪʘʢʠ ʥʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ. ʕʪʠ ʧʫʪʠ 

ʚʢʣʶʯʘʶʪ ʢʣʠʝʥʪʩʢʫʶ ʠ ʩʝʨʚʝʨʥʫʶ ʯʘʩʪʠ, ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʢʘʥʘʣʳ ʩʚʷʟʠ. ɽʩʣʠ ʭʘʢʝʨ 

ʫʩʧʝʰʥʦ ʠʩʧʦʣʴʟʫʝʪ ʦʜʠʥ ʠʟ ʵʪʠʭ ʧʫʪʝʡ ʜʣʷ ʚʟʣʦʤʘ ʩʠʩʪʝʤʳ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʯʝʨʝʟ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ, ʟʘʱʠʪʘ ʙʫʜʝʪ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ. 

ʇʝʨʚʳʤ ʰʘʛʦʤ ʭʘʢʝʨʘ ʷʚʣʷʝʪʩʷ ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʭʥʦʣʦʛʠʷʭ, ʚʝʨʩʠʷʭ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʤ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʩʢʘʥʠʨʦʚʘʥʠʝ 

ʧʦʨʪʦʚ, ʪʝʩʪʠʨʦʚʘʥʠʝ ʠ ʚʠʨʪʫʘʣʴʥʳʝ ʭʦʩʪʠʥʛʠ. ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥʘ ʥʝ 

ʪʦʣʴʢʦ ʠʟ ʪʝʭʥʠʯʝʩʢʠʭ ʠʩʪʦʯʥʠʢʦʚ, ʥʦ ʠ ʠʟ ʪʨʝʙʦʚʘʥʠʡ ʢ ʨʘʙʦʯʠʤ ʤʝʩʪʘʤ ʚ ʦʪʢʨʳʪʳʭ 

ʚʘʢʘʥʩʠʷʭ [1]. 

ɿʘʪʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʳʪʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ. ɽʩʣʠ 

ʪʘʢʦʚʳʭ ʥʝ ʥʘʡʜʝʥʦ, ʘʪʘʢʘ ʤʦʞʝʪ ʙʳʪʴ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʩʠʩʪʝʤʳ: 

1. ʉʠʩʪʝʤʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʳʪʘʷʩʴ ʥʘʡʪʠ "ʣʘʟʝʡʢʠ" ʚ ʤʝʭʘʥʠʟʤʝ 

ʧʨʦʚʝʨʢʠ ʧʘʨʦʣʝʡ, ʥʘʧʨʠʤʝʨ, ʤʝʩʪʦ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ; 

2. ʄʝʭʘʥʠʟʤ ʘʚʪʦʨʠʟʘʮʠʠ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʨʘʩʰʠʨʝʥ ʧʨʠʚʠʣʝʛʠʷʤʠ. 

3. ʄʝʪʦʜʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʛʜʝ ʮʝʣʴ ʬʘʟʟʠʥʛʘ - ʥʘʡʪʠ ʚʦʟʤʦʞʥʦʩʪʴ 

ʚʥʝʜʨʝʥʠʷ (SQL, SOAP, XPath, SMTP, LDAP, Frame); 

4. ʉʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʩʝʩʩʠʷʤʠ, ʠʩʧʦʣʴʟʫʷ ʪʦʢʝʥʳ, ʢʫʢʠ ʠ ʫʷʟʚʠʤʦʩʪʠ 

CSRF ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ; 

5. ʇʨʦʪʦʢʦʣʳ ʩʚʷʟʠ ʠ ʩʣʫʞʙʳ SSL/TLS, ʧʦʩʢʦʣʴʢʫ ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʚʩʝʛʦ 

ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʝʪ ʥʘʯʘʪʴʩʷ ʩ ʧʝʨʝʭʚʘʪʘ ʥʝʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʥʳʭ 

ʜʘʥʥʳʭ. 

ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ʠ ʤʝʪʦʜʠʯʝʩʢʠʡ ʘʨʩʝʥʘʣ ʷʚʣʷʶʪʩʷ ʦʙʱʠʤʠ ʜʣʷ ʩʫʙʲʝʢʪʦʚ, 

ʟʘʥʠʤʘʶʱʠʭʩʷ ʟʣʦʥʘʤʝʨʝʥʥʳʤʠ ʜʝʡʩʪʚʠʷʤʠ (ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ) ʠ ʪʝʩʪʠʨʦʚʘʥʠʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (ʪʝʩʪʠʨʦʚʱʠʢʦʚ). ɺʤʝʩʪʝ ʩ ʪʝʤ, ʠʭ 

ʜʠʬʬʝʨʝʥʮʠʘʮʠʷ ʦʙʫʩʣʦʚʣʝʥʘ ʥʝ ʪʦʣʴʢʦ ʥʘʤʝʨʝʥʠʷʤʠ, ʥʦ ʠ ʜʨʫʛʠʤʠ ʬʘʢʪʦʨʘʤʠ. ɺ ʪʦ 

ʚʨʝʤʷ ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʪʨʝʤʠʪʩʷ ʥʘʡʪʠ ʥʘʠʙʦʣʝʝ ʧʨʷʤʦʡ ʠ ʵʬʬʝʢʪʠʚʥʳʡ ʧʫʪʴ ʢ 

ʜʦʩʪʠʞʝʥʠʶ ʩʚʦʠʭ ʮʝʣʝʡ, ʵʢʩʧʝʨʪ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʪʘʚʠʪ ʧʝʨʝʜ 

ʩʦʙʦʡ ʟʘʜʘʯʫ ʦʙʥʘʨʫʞʝʥʠʷ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʥʘʯʠʥʘʷ ʩ ʥʘʠʙʦʣʝʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʪʦʧ-10 OWASP, ʠ ʟʘʢʘʥʯʠʚʘʷ ʘʩʧʝʢʪʘʤʠ, 

ʩʚʷʟʘʥʥʳʤʠ ʩ ʯʝʣʦʚʝʯʝʩʢʠʤ ʬʘʢʪʦʨʦʤ. 

ʊʝʩʪʠʨʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʪʨʝʙʫʝʪ ʪʱʘʪʝʣʴʥʦʛʦ ʧʦʜʭʦʜʘ, 

ʚʢʣʶʯʘʶʱʝʛʦ ʚ ʩʝʙʷ ʧʨʠʤʝʥʝʥʠʝ ʢʦʤʧʣʝʢʩʥʳʭ ʤʝʪʦʜʦʚ, ʚʥʠʤʘʥʠʝ ʢ ʜʝʪʘʣʷʤ ʠ 

ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʚʦʨʯʝʩʢʦʛʦ ʤʳʰʣʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʚ ʢʦʥʪʝʢʩʪʝ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ ʠ ʘʚʪʦʨʩʢʠʭ ʤʝʪʦʜʠʢ. ʆʜʥʘʢʦ ʠʛʥʦʨʠʨʦʚʘʥʠʝ ʢʦʣʣʝʢʪʠʚʥʦʛʦ ʦʧʳʪʘ ʢʦʣʣʝʛ 

ʷʚʣʷʝʪʩʷ ʛʨʫʙʦʡ ʦʰʠʙʢʦʡ [2]. ʀʤʝʥʥʦ ʧʦʵʪʦʤʫ ʵʢʩʧʝʨʪʳ ʚ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʦʪ ʚʟʣʦʤʘ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʡ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʩʣʝʜʫʶʱʠʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ: 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʪʝʩʪʠʨʦʚʘʥʠʶ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ OWASP (Open Web Application 

Security Project) - ʥʘʙʦʨ ʨʝʢʦʤʝʥʜʘʮʠʡ ʠ ʤʝʪʦʜʠʢ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʪʝʩʪʠʨʦʚʘʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ. ʆʥʦ ʨʘʟʨʘʙʦʪʘʥʦ ʩʦʦʙʱʝʩʪʚʦʤ ʵʢʩʧʝʨʪʦʚ ʚ ʦʙʣʘʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʝʪʩʷ. 

OSSTMM (Open Source Security Testing Methodology Manual) ð ʵʪʦ ʦʪʢʨʳʪʳʡ 

ʩʪʘʥʜʘʨʪ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʢʦʤʘʥʜʦʡ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʠʟ 

ʀʥʩʪʠʪʫʪʘ SANS. ʆʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʤʝʪʦʜʠʢ ʠ ʧʨʦʮʝʜʫʨ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

NIST SP 800-115 - ʪʝʭʥʠʯʝʩʢʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʪʝʩʪʠʨʦʚʘʥʠʶ ʠ ʦʮʝʥʢʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. NIST SP 800-115 ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʨʝʩʫʨʩʦʤ ʜʣʷ 



-136- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʦʨʛʘʥʠʟʘʮʠʡ, ʩʪʨʝʤʷʱʠʭʩʷ ʧʦʚʳʩʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʦʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʠ 

ʩʣʫʞʠʪ ʦʩʥʦʚʦʡ ʜʣʷ ʤʥʦʛʠʭ ʢʦʤʤʝʨʯʝʩʢʠʭ ʤʝʪʦʜʠʢ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ. 

PTES (Penetration Testing Execution Standard) ð ʵʪʦ ʩʪʘʥʜʘʨʪ ʚʳʧʦʣʥʝʥʠʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ, ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʩʦʦʙʱʝʩʪʚʦʤ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʠ 

ʨʝʢʦʤʝʥʜʘʮʠʡ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ. 

ʄʦʜʝʣʴ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ BSI (Bundesamt f¿r Sicherheit in der 

Informationstechnik), ʪʘʢʞʝ ʠʟʚʝʩʪʥʘʷ ʢʘʢ "IT-Grundschutz", ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʤʝʪʦʜʦʣʦʛʠʶ ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

FedRAMP (Federal Risk and Authorization Management Program) - ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʧʝʥʪʝʩʪʫ, ʧʨʦʛʨʘʤʤʘ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʠ ʘʚʪʦʨʠʟʘʮʠʝʡ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʪʝʩʪʠʨʦʚʘʥʠʶ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ PCI DSS (Payment Card Industry 

Data Security Standard) ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʨʝʢʦʤʝʥʜʘʮʠʡ ʠ ʤʝʪʦʜʠʢ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤ ʦʙʨʘʙʦʪʢʠ ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ. ʆʥʦ ʨʘʟʨʘʙʦʪʘʥʦ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 

ISACA (Information Systems Audit and Control Association) ð ʵʪʦ ʤʝʞʜʫʥʘʨʦʜʥʘʷ 

ʘʩʩʦʮʠʘʮʠʷ, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʘʷʩʷ ʥʘ ʩʪʘʥʜʘʨʪʘʭ ʠ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢʘʭ ʚ ʦʙʣʘʩʪʠ 

ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ, ʘʫʜʠʪʘ ʠ ʢʦʥʪʨʦʣʷ. ISACA ʨʘʟʨʘʙʦʪʘʣʘ ʨʷʜ 

ʨʫʢʦʚʦʜʩʪʚ ʠ ʤʝʪʦʜʦʣʦʛʠʡ ʜʣʷ ʦʮʝʥʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʠ 

ʫʷʟʚʠʤʦʩʪʠ. 

ʉʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʨʝʩʫʨʩʦʚ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʩʣʝʜʫʶʱʠʤ ʪʠʧʘʤ ʫʛʨʦʟ:  

ʋʛʨʦʟʝ ʤʦʜʠʬʠʢʘʮʠʠ ʩʦʜʝʨʞʠʤʦʛʦ ʚʝʙ-ʩʘʡʪʘ, ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʟʤʝʱʝʥʠʷ ʥʘ ʩʘʡʪʝ ʣʶʙʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʚʢʣʶʯʘʷ 

ʪʝʢʩʪʦʚʳʝ ʤʘʪʝʨʠʘʣʳ ʠ ʜʘʥʥʳʝ ʧʣʘʪʝʞʥʳʭ ʨʝʢʚʠʟʠʪʦʚ. 

ʋʛʨʦʟʝ ʫʥʠʯʪʦʞʝʥʠʷ ʜʘʥʥʳʭ, ʧʦʟʚʦʣʷʶʱʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʫʜʘʣʠʪʴ ʚʩʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʚʢʣʶʯʘʷ ʩʚʝʜʝʥʠʷ ʦ ʧʘʨʦʣʷʭ, ʢʣʠʝʥʪʩʢʠʝ ʙʘʟʳ ʠ ʧʨʦʯʝʝ. 

ʋʛʨʦʟʝ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʚʩʣʝʜʩʪʚʠʝ ʢʦʪʦʨʦʡ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʨʝʩʫʨʩʘ ʤʦʛʫʪ ʥʝ ʟʘʤʝʪʠʪʴ ʢʘʢʠʭ-ʣʠʙʦ ʠʟʤʝʥʝʥʠʡ. ʆʜʥʘʢʦ ʚʨʝʜʦʥʦʩʥʘʷ 

ʧʨʦʛʨʘʤʤʘ ʩʧʦʩʦʙʥʘ ʦʩʫʱʝʩʪʚʣʷʪʴ ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʜʝʡʩʪʚʠʷ, ʪʘʢʠʝ ʢʘʢ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ 

ʥʘ ʚʨʝʜʦʥʦʩʥʳʝ ʠʣʠ ʤʦʰʝʥʥʠʯʝʩʢʠʝ ʩʘʡʪʳ, ʢʨʘʞʘ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʟʘʨʘʞʝʥʠʝ ʧʦʩʝʪʠʪʝʣʝʡ ʚʝʙ-ʩʘʡʪʘ ʚʠʨʫʩʘʤʠ ʠ ʜʨ. 

ʋʛʨʦʟʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʩʧʘʤʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʤʘʩʩʦʚʦʡ ʨʘʩʩʳʣʢʠ ʥʝʞʝʣʘʪʝʣʴʥʦʡ 

ʢʦʨʨʝʩʧʦʥʜʝʥʮʠʠ. ʕʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʚʥʝʩʝʥʠʶ ʚʝʙ-ʩʘʡʪʘ ʚ ʩʧʠʩʢʠ ʩʧʘʤʘ ʠ 

ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʧʦʩʣʝʜʫʶʱʝʡ ʦʪʧʨʘʚʢʠ ʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ. 

ʋʛʨʦʟʝ ʫʚʝʣʠʯʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʘ ʨʝʩʫʨʩʳ (DDoS-ʘʪʘʢʝ), ʟʘʢʣʶʯʘʶʱʝʡʩʷ ʚ ʦʪʧʨʘʚʢʝ 

ʩʧʝʮʠʘʣʴʥʳʭ ʟʘʧʨʦʩʦʚ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʟʘʪʨʫʜʥʝʥʠʶ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʢ ʩʘʡʪʫ ʠʣʠ ʦʪʢʘʟʫ ʚ ʨʘʙʦʪʝ ʧʨʠʢʣʘʜʥʦʛʦ ʠ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚʝʙ-

ʩʝʨʚʝʨʘ. 

ɼʣʷ ʚʳʙʦʨʘ ʠʥʩʪʨʫʤʝʥʪʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʥʝʦʙʭʦʜʠʤʦ 

ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʝʛʦ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ. ʂ ʥʘʠʙʦʣʝʝ ʟʥʘʯʠʤʳʤ 

ʬʫʥʢʮʠʷʤ ʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤ ʠʥʩʪʨʫʤʝʥʪʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ 

ʦʪʥʦʩʷʪʩʷ ʩʣʝʜʫʶʱʠʝ:  

1. ʉʢʦʨʦʩʪʴ ʦʙʨʘʙʦʪʢʠ ʪʨʘʬʠʢʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʠʥʩʪʨʫʤʝʥʪ ʥʝ ʜʦʣʞʝʥ 

ʦʢʘʟʳʚʘʪʴ ʥʝʛʘʪʠʚʥʦʛʦ ʚʣʠʷʥʠʷ ʥʘ ʨʘʙʦʪʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʚʝʙ-ʩʘʡʪʦʤ; 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -137- 

 

2. ɹʣʦʢʠʨʦʚʘʥʠʝ ʥʝʣʝʛʠʪʠʤʥʳʭ ʟʘʧʨʦʩʦʚ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʘʪʘʢ ʪʠʧʘ 

"ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ"; 

3. ʇʦʜʜʝʨʞʢʘ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʧʨʦʪʦʢʦʣʦʚ HTTP/HTTPS ʠ 

WebSocket; 

4. ʆʙʥʘʨʫʞʝʥʠʝ ʘʢʪʫʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʚʳʷʚʣʝʥʠʝ ʫʛʨʦʟ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

5. ɹʣʦʢʠʨʦʚʘʥʠʝ ʘʪʘʢ ʧʝʨʝʙʦʨʘ ʧʘʨʦʣʝʡ ʠ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ; 

6. ʅʘʣʠʯʠʝ ʘʢʪʫʘʣʴʥʦʡ, ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʝʤʦʡ ʙʘʟʳ ʩʠʛʥʘʪʫʨ ʘʪʘʢ ʠ IP-

ʨʝʧʫʪʘʮʠʠ (ʙʘʟʳ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʝʡ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʝʧʝʥʠ ʦʧʘʩʥʦʩʪʠ 

ʚʝʙ-ʩʘʡʪʘ); 

7. ɺʠʨʪʫʘʣʴʥʳʡ ʧʘʪʯʠʥʛ, ʧʦʟʚʦʣʷʶʱʠʡ ʟʘʢʨʳʪʴ ʫʷʟʚʠʤʦʩʪʴ ʜʦ ʤʦʤʝʥʪʘ 

ʠʩʧʨʘʚʣʝʥʠʷ ʢʦʜʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ; ʤʠʥʠʤʘʣʴʥʳʡ ʫʨʦʚʝʥʴ ʣʦʞʥʳʭ 

ʩʨʘʙʘʪʳʚʘʥʠʡ. 

ʅʝʧʦʩʨʝʜʩʪʚʝʥʥʳʡ ʤʝʪʦʜ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠʣʠ ʬʘʡʨʚʦʣʣʘ. ɼʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ 

ʧʨʠʤʝʥʷʝʪʩʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʧʨʠʢʣʘʜʥʦʡ ʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʠʟʚʝʩʪʥʳʡ ʢʘʢ Web 

Application Firewall (WAF). WAF ʨʘʙʦʪʘʝʪ ʧʫʪʝʤ ʤʦʥʠʪʦʨʠʥʛʘ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʢ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʷʤ ʠ ʙʣʦʢʠʨʦʚʘʥʠʷ ʣʶʙʳʭ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʠʣʠ ʧʦʧʳʪʦʢ ʚʟʣʦʤʘ [3]. 

ʕʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʧʫʪʝʤ ʘʥʘʣʠʟʘ ʩʦʜʝʨʞʠʤʦʛʦ HTTP-ʟʘʧʨʦʩʦʚ ʠ ʦʪʚʝʪʦʚ, ʧʦʠʩʢʘ ʠʟʚʝʩʪʥʳʭ 

ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʩʠʛʥʘʪʫʨ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʘʚʠʣ ʬʠʣʴʪʨʘʮʠʠ, 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʠʩʪʝʤʳ. ɽʩʣʠ WAF ʦʙʥʘʨʫʞʠʚʘʝʪ ʧʦʪʝʥʮʠʘʣʴʥʫʶ 

ʫʛʨʦʟʫ, ʦʥ ʤʦʞʝʪ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʟʘʧʨʦʩ, ʦʪʧʨʘʚʠʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʠʣʠ 

ʚʳʧʦʣʥʠʪʴ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʘʞʥʦ 

ʦʪʤʝʪʠʪʴ, ʯʪʦ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʙʦʪʳ WAF ʟʘʚʠʩʠʪ ʦʪ ʝʛʦ ʧʨʘʚʠʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ 

ʨʝʛʫʣʷʨʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʜʘʥʥʳʭ ʩʠʛʥʘʪʫʨ ʫʛʨʦʟ. 

ɺ ʩʣʫʯʘʝ ʧʨʠʣʦʞʝʥʠʡ, ʚʢʣʶʯʘʶʱʠʭ ʙʘʟʳ ʜʘʥʥʳʭ ʢʦʤʤʝʨʯʝʩʢʦʡ ʠ ʧʝʨʩʦʥʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʪʨʝʙʫʝʪʩʷ ʠʥʦʡ ʚʠʜ ʟʘʱʠʪʳ - ʙʨʘʥʜʤʘʫʵʨ ʙʘʟ ʜʘʥʥʳʭ Database Firewall. ʕʪʦʪ 

ʧʦʜʭʦʜ ʧʦʟʚʦʣʷʝʪ ʦʙʝʩʧʝʯʠʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʫʶ ʟʘʱʠʪʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ. DBF 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʘʟ 

ʜʘʥʥʳʭ. ɽʛʦ ʨʘʙʦʪʘ ʦʩʥʦʚʘʥʘ ʥʘ ʘʥʘʣʠʟʝ ʠ ʬʠʣʴʪʨʘʮʠʠ SQL-ʟʘʧʨʦʩʦʚ, ʥʘʧʨʘʚʣʷʝʤʳʭ ʢ 

ʙʘʟʝ ʜʘʥʥʳʭ. DBF ʤʦʞʝʪ ʙʣʦʢʠʨʦʚʘʪʴ ʧʦʧʳʪʢʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ, 

ʧʨʝʜʦʪʚʨʘʱʘʪʴ SQL-ʠʥʲʝʢʮʠʠ ʠ ʜʨʫʛʠʝ ʚʠʜʳ ʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʦʣʫʯʝʥʠʝ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ ʥʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʙʘʟʳ ʜʘʥʥʳʭ. ʈʘʙʦʪʘ DBF 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʤʦʥʠʪʦʨʠʥʛ ʚʭʦʜʷʱʠʭ ʟʘʧʨʦʩʦʚ, ʧʨʦʚʝʨʢʫ ʠʭ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʦʣʠʪʠʢʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ ʦ ʨʘʟʨʝʰʝʥʠʠ ʠʣʠ 

ʙʣʦʢʠʨʦʚʢʝ ʟʘʧʨʦʩʦʚ ʥʘ ʦʩʥʦʚʝ ʵʪʠʭ ʧʦʣʠʪʠʢ [4]. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʘʥʘʣʠʟʠʨʫʶʪʩʷ ʢʣʶʯʝʚʳʝ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ 

ʧʨʠʣʦʞʝʥʠʡ, ʚʢʣʶʯʘʷ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ, ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʩʝʪʝʚʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʘʪʘʢʠ 

ʥʘ ʩʝʨʚʝʨ. ʈʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʤʝʪʦʜʳ ʟʘʱʠʪʳ, ʪʘʢʠʝ ʢʘʢ ʧʘʨʦʣʠ, ʙʠʦʤʝʪʨʠʷ ʠ ʨʝʛʫʣʷʨʥʳʝ 

ʦʙʥʦʚʣʝʥʠʷ, ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ ʚʘʞʥʦʩʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʦʜʭʦʜʘ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʨʠʩʢʦʚ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ʙʝʟʦʧʘʩʥʦʩʪʴ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, 

ʟʘʱʠʪʘ ʜʘʥʥʳʭ, ʫʷʟʚʠʤʦʩʪʠ, ʘʪʘʢʠ ʥʘ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʤʦʙʠʣʴʥʘʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

 

Abstract 

The article analyzes key security threats to mobile devices and applications, including 

physical access, malware, network vulnerabilities and server attacks. Security methods such as 

passwords, biometrics and regular updates are considered, and the importance of an integrated 

approach to risk prevention is emphasized. 

Keywords: ʙʝʟʦʧʘʩʥʦʩʪʴ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʟʘʱʠʪʘ 

ʜʘʥʥʳʭ, ʫʷʟʚʠʤʦʩʪʠ, ʘʪʘʢʠ ʥʘ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʤʦʙʠʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

 

ʉ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʠʭ ʠʥʪʝʛʨʘʮʠʝʡ ʚ ʧʦʚʩʝʜʥʝʚʥʫʶ 

ʞʠʟʥʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ ʩʪʘʥʦʚʠʪʩʷ ʦʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ 

ʟʘʜʘʯ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʤʘʨʪʬʦʥʳ, ʧʣʘʥʰʝʪʳ ʠ ʥʦʩʠʤʳʝ ʫʩʪʨʦʡʩʪʚʘ 

ʩʦʜʝʨʞʘʪ ʦʛʨʦʤʥʳʡ ʦʙʲʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ: ʦʪ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠ 

ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʦ ʨʘʙʦʯʠʭ ʜʦʢʫʤʝʥʪʦʚ ʠ ʢʣʶʯʝʡ ʜʦʩʪʫʧʘ. ʄʦʙʠʣʴʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʪʘʢʞʝ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʝʪʷʤ, ʯʪʦ ʜʝʣʘʝʪ 

ʠʭ ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ ʮʝʣʴʶ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ ʦʩʣʦʞʥʷʝʪʩʷ ʨʷʜʦʤ ʬʘʢʪʦʨʦʚ. 

ʄʦʙʠʣʴʥʳʝ ʧʣʘʪʬʦʨʤʳ, ʪʘʢʠʝ ʢʘʢ iOS ʠ Android, ʠʤʝʶʪ ʩʚʦʠ ʦʩʦʙʝʥʥʦʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʤʠ, ʦʜʥʘʢʦ ʫʷʟʚʠʤʦʩʪʠ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ ʦʙʝʠʭ ʩʠʩʪʝʤʘʭ. ʂʣʶʯʝʚʳʝ 

ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʢʣʶʯʘʶʪ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʧʝʨʝʭʚʘʪ 

ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʠ ʥʝʜʦʩʪʘʪʢʠ ʚ ʩʠʩʪʝʤʘʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʨʠ ʵʪʦʤ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʣʠʷʪʴ ʥʘ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʫʩʪʨʦʡʩʪʚ ʦʛʨʘʥʠʯʝʥʳ, ʘ ʨʘʟʥʦʦʙʨʘʟʠʝ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʧʨʠʚʦʜʠʪ ʢ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʪʱʘʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʢʘʞʜʦʛʦ ʠʟ ʥʠʭ. 

ɺ ʫʩʣʦʚʠʷʭ, ʢʦʛʜʘ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʘʢ ʚ ʣʠʯʥʳʭ, ʪʘʢ 

ʠ ʚ ʨʘʙʦʯʠʭ ʮʝʣʷʭ, ʩʪʘʥʦʚʠʪʩʷ ʦʯʝʚʠʜʥʦʡ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʦʜʭʦʜʘ ʢ 

ʦʙʝʩʧʝʯʝʥʠʶ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʥʝʜʨʝʥʠʝ ʩʦʚʨʝʤʝʥʥʳʭ ʤʝʪʦʜʦʚ ʟʘʱʠʪʳ, ʪʘʢʠʭ ʢʘʢ 

ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʠ ʨʝʛʫʣʷʨʥʦʝ 

ʦʙʥʦʚʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʡ, ʧʦʟʚʦʣʷʝʪ ʩʥʠʟʠʪʴ ʨʠʩʢʠ ʠ ʧʦʚʳʩʠʪʴ ʫʩʪʦʡʯʠʚʦʩʪʴ ʢ ʫʛʨʦʟʘʤ. 

ʆʜʥʘʢʦ ʚʘʞʥʦ ʧʦʤʥʠʪʴ, ʯʪʦ ʤʦʙʠʣʴʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ð ʵʪʦ ʥʝ ʪʦʣʴʢʦ ʪʝʭʥʠʯʝʩʢʠʡ, ʥʦ ʠ 

ʫʧʨʘʚʣʝʥʯʝʩʢʠʡ ʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʧʨʦʮʝʩʩ, ʪʨʝʙʫʶʱʠʡ ʚʦʚʣʝʯʝʥʥʦʩʪʠ ʢʘʢ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʘʢ ʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ. 

ʉʫʱʝʩʪʚʫʝʪ ʧʷʪʴ ʦʩʥʦʚʥʳʭ ʩʮʝʥʘʨʠʝʚ ʘʪʘʢʠ. ʉʨʝʜʠ ʥʠʭ: 

ʌʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ. ɽʩʣʠ ʪʝʣʝʬʦʥ ʙʳʣ ʫʢʨʘʜʝʥ ʠʣʠ ʧʦʪʝʨʷʥ, ʚʣʘʜʝʣʝʮ ʦʪʜʘʣ ʝʛʦ ʚ 

ʩʝʨʚʠʩ ʠʣʠ ʧʦʜʢʣʶʯʠʣ ʢ ʧʦʜʜʝʣʴʥʦʤʫ ʟʘʨʷʜʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʧʦ USB ð ʚʩʝ ʵʪʦ ʦʪʢʨʳʚʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʘʪʘʢʠ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -139- 

 

ɺʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʥʘ ʫʩʪʨʦʡʩʪʚʝ. ʀʥʦʛʜʘ ʪʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʧʦʧʘʩʪʴ 

ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʜʘʞʝ ʠʟ ʦʬʠʮʠʘʣʴʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, Google Play ʠ App Store (ʜʣʷ Android, 

ʜʣʷ iOS). 

ɸʪʘʢʫʶʱʠʡ ʚ ʢʘʥʘʣʝ ʩʚʷʟʠ. ʇʦʜʢʣʶʯʠʚʰʠʩʴ ʢ ʥʝʜʦʚʝʨʝʥʥʦʤʫ Wi-Fi, ʧʨʦʢʩʠ-

ʩʝʨʚʝʨʫ ʠʣʠ VPN, ʤʳ ʩʪʘʥʦʚʠʤʩʷ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʘʪʘʢ ʚ ʢʘʥʘʣʝ ʩʚʷʟʠ. 

ʋʜʘʣʝʥʥʳʝ ʘʪʘʢʠ. ɸʪʘʢʫʶʱʠʡ ʤʦʞʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʧʨʠ ʵʪʦʤ ʫʜʘʣʝʥʥʦ, ʧʦʣʴʟʫʷʩʴ 

ʩʝʨʚʝʨʘʤʠ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠʣʠ ʠʥʳʤʠ ʩʣʫʞʙʘʤʠ ʜʣʷ ʜʦʩʪʘʚʢʠ ʵʢʩʧʣʦʡʪʘ. 

ɸʪʘʢʠ ʥʘ ʩʝʨʚʝʨʥʫʶ ʯʘʩʪʴ. ʆʪʜʝʣʴʥʦ ʦʪ ʚʩʝʛʦ ʤʦʞʥʦ ʨʘʩʩʤʦʪʨʝʪʴ ʘʪʘʢʠ ʥʘ 

ʩʝʨʚʝʨʥʫʶ ʯʘʩʪʴ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʦʩʢʦʣʴʢʫ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ʇʦʛʦʚʦʨʠʤ ʧʦʜʨʦʙʥʝʝ ʦ ʢʘʞʜʦʤ ʠʟ ʚʘʨʠʘʥʪʦʚ ʠ ʦʙʩʫʜʠʤ ʚʦʟʤʦʞʥʳʝ ʩʧʦʩʦʙʳ 

ʟʘʱʠʪʳ ʦʪ ʪʘʢʠʭ ʘʪʘʢ. 

ɸʪʘʢʠ ʩ ʬʠʟʠʯʝʩʢʠʤ ʜʦʩʪʫʧʦʤ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʠʤʝʶʪ ʥʝʩʢʦʣʴʢʦ 

ʦʩʥʦʚʥʳʭ ʩʮʝʥʘʨʠʝʚ, ʦʙʳʯʥʦ ʪʨʝʙʫʶʱʠʭ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʤʘʨʪʬʦʥʫ. ʕʪʦ 

ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ, ʝʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʫʢʨʘʜʝʥʦ, ʫʪʝʨʷʥʦ ʠʣʠ ʦʪʧʨʘʚʣʝʥʦ ʚ ʩʝʨʚʠʩʥʳʡ ʮʝʥʪʨ. 

ʆʜʥʘʢʦ ʩʫʱʝʩʪʚʫʝʪ ʠ ʥʝʪʨʘʜʠʮʠʦʥʥʳʡ ʤʝʪʦʜ, ʧʨʝʜʧʦʣʘʛʘʶʱʠʡ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʚʨʝʜʦʥʦʩʥʦʡ ʟʘʨʷʜʥʦʡ ʩʪʘʥʮʠʠ. 

ɿʘʨʷʜʥʘʷ ʩʪʘʥʮʠʷ, ʢ ʢʦʪʦʨʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʜʢʣʶʯʘʝʪ ʩʤʘʨʪʬʦʥ ʯʝʨʝʟ USB, ʤʦʞʝʪ 

ʙʳʪʴ ʠʩʪʦʯʥʠʢʦʤ ʫʛʨʦʟʳ. ɺ ʩʦʚʨʝʤʝʥʥʳʭ ʚʝʨʩʠʷʭ Android ʠ iOS ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ 

ʢʦʤʧʴʶʪʝʨʫ ʪʨʝʙʫʝʪʩʷ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʫ. ʆʜʥʘʢʦ ʚ Android 4.0 ʠ ʙʦʣʝʝ 

ʨʘʥʥʠʭ ʚʝʨʩʠʷʭ ʪʘʢʦʡ ʟʘʱʠʪʳ ʥʝʪ, ʠ ʧʦʜʢʣʶʯʝʥʠʝ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ ʢ ʟʘʨʘʞʝʥʥʳʤ ʠʣʠ 

ʩʧʝʮʠʘʣʴʥʦ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʤ ʟʘʨʷʜʥʳʤ ʩʪʘʥʮʠʷʤ ʩʦʟʜʘʝʪ ʨʠʩʢ ʘʪʘʢʠ. 

ɽʩʣʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʩ Android 4.0 ʠʣʠ ʥʠʞʝ ʘʢʪʠʚʠʨʦʚʘʥʘ ʦʪʣʘʜʢʘ ʧʦ USB, 

ʚʨʝʜʦʥʦʩʥʘʷ ʟʘʨʷʜʥʘʷ ʩʪʘʥʮʠʷ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʟʘʧʫʩʢʘ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʕʪʦ ʧʨʠʣʦʞʝʥʠʝ ʟʘʪʝʤ ʧʨʠʤʝʥʷʝʪ ʨʘʟʣʠʯʥʳʝ ʪʝʭʥʠʢʠ ʧʦʚʳʰʝʥʠʷ 

ʧʨʠʚʠʣʝʛʠʡ, ʧʦʣʫʯʘʝʪ root-ʜʦʩʪʫʧ ʠ ʟʘʢʨʝʧʣʷʝʪʩʷ ʚ ʩʠʩʪʝʤʝ, ʧʦʣʫʯʘʷ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢʦ 

ʚʩʝʤ ʭʨʘʥʠʤʳʤ ʜʘʥʥʳʤ, ʚʢʣʶʯʘʷ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠ ʜʦʩʪʫʧ ʢ ʣʶʙʦʤʫ ʘʢʪʠʚʥʦʤʫ 

ʧʨʠʣʦʞʝʥʠʶ. 

ɸʪʘʢʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ.  ɽʩʪʴ ʥʝʩʢʦʣʴʢʦ ʠʩʪʦʯʥʠʢʦʚ ʪʘʢʠʭ 

ʧʨʠʣʦʞʝʥʠʡ: 

ʆʬʠʮʠʘʣʴʥʳʝ ʤʘʛʘʟʠʥʳ ʧʨʠʣʦʞʝʥʠʡ ð Google Play ʠ App Store. ʈʝʜʢʦ, ʥʦ ʜʘʞʝ ʚ 

ʦʬʠʮʠʘʣʴʥʳʭ ʤʘʨʢʝʪʘʭ ʤʦʞʥʦ ʥʘʡʪʠ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʥʘʥʝʩʪʠ 

ʫʱʝʨʙ ʚʘʤ ʠ ʚʘʰʠʤ ʜʘʥʥʳʤ. ʏʘʩʪʦ ʪʘʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʩʪʘʨʘʶʪʩʷ ʟʘʧʦʣʫʯʠʪʴ ʧʦʙʦʣʴʰʝ 

ʫʩʪʘʥʦʚʦʢ ʩ ʧʦʤʦʱʴʶ ʢʣʠʢʙʝʡʪʥʳʭ ʥʘʟʚʘʥʠʡ ʪʠʧʘ çSuper Batteryè, çTurbo Browserè ʠʣʠ 

çVirus Cleaner 2019è. 

ʅʝʦʬʠʮʠʘʣʴʥʳʝ ʩʘʡʪʳ ʠ ʤʘʛʘʟʠʥʳ ʧʨʠʣʦʞʝʥʠʡ (third-party appstore). ɼʣʷ Android-

ʫʩʪʨʦʡʩʪʚ ʜʦʩʪʘʪʦʯʥʦ ʨʘʟʨʝʰʠʪʴ ʫʩʪʘʥʦʚʢʫ ʠʟ ʥʝʜʦʚʝʨʝʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʘ ʟʘʪʝʤ ʩʢʘʯʘʪʴ 

apk-ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʩ ʩʘʡʪʘ. ɼʣʷ iOS-ʫʩʪʨʦʡʩʪʚ ʜʦʩʪʘʪʦʯʥʦ ʧʝʨʝʡʪʠ ʧʦ ʩʩʳʣʢʝ ʚ 

ʙʨʘʫʟʝʨʝ Safari, ʧʦʜʪʚʝʨʜʠʪʴ ʫʩʪʘʥʦʚʢʫ ʩʝʨʪʠʬʠʢʘʪʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ, ʧʦʩʣʝ ʯʝʛʦ ʣʶʙʦʝ 

ʧʨʠʣʦʞʝʥʠʝ ʚ ʵʪʦʤ ʥʝʦʬʠʮʠʘʣʴʥʦʤ ʤʘʛʘʟʠʥʝ ʩʪʘʥʝʪ ʜʦʩʪʫʧʥʦ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʷʤʦ ʠʟ 

ʙʨʘʫʟʝʨʘ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʩʪʘʥʦʚʠʪʴ ʩʢʘʯʘʥʥʦʝ ʠʟ ʠʥʪʝʨʥʝʪʘ ʧʨʠʣʦʞʝʥʠʝ ʩ ʧʦʤʦʱʴʶ 

USB-ʧʦʜʢʣʶʯʝʥʠʷ. 

ɼʣʷ Android-ʫʩʪʨʦʡʩʪʚ ʜʦʩʪʫʧʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʛʨʫʟʢʠ ʯʘʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ 

ʧʝʨʝʭʦʜʝ ʧʦ ʩʩʳʣʢʝ ð ʤʝʭʘʥʠʟʤ Google Play Instant. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʥʘ ʩʤʘʨʪʬʦʥ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʣʫʯʝʥʥʳʭ ʨʘʟʨʝʰʝʥʠʡ 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʙʫʜʫʪ ʠʤʝʪʴ ʜʦʩʪʫʧ ʢ ʥʝʢʦʪʦʨʳʤ ʭʨʘʥʠʤʳʤ ʜʘʥʥʳʤ, 

ʤʠʢʨʦʬʦʥʫ, ʢʘʤʝʨʝ, ʛʝʦʧʦʟʠʮʠʠ, ʢʦʥʪʘʢʪʘʤ ʠ ʪ. ʧ. ʊʘʢʞʝ ʦʥʠ ʧʦʣʫʯʘʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʜʨʫʛʠʤʠ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʯʝʨʝʟ ʤʝʭʘʥʠʟʤʳ 

ʤʝʞʧʨʦʮʝʩʩʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ (IPC/XPC). ɽʩʣʠ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʩʦʜʝʨʞʘʪ 

ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʧʨʦʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʯʝʨʝʟ ʪʘʢʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ, 

https://nakedsecurity.sophos.com/2020/02/06/android-pulls-24-dangerous-malware-filled-apps-from-play-store/
https://nakedsecurity.sophos.com/2020/02/06/android-pulls-24-dangerous-malware-filled-apps-from-play-store/


-140- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʩʤʦʞʝʪ ʵʪʠʤ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ. ʆʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ ʵʪʦ ʜʣʷ 

Android-ʫʩʪʨʦʡʩʪʚ. 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʧʦʧʳʪʘʪʴʩʷ ʧʦʣʫʯʠʪʴ ʧʦʚʳʰʝʥʥʳʝ 

ʧʨʠʚʠʣʝʛʠʠ ʚ ʩʠʩʪʝʤʝ, ʧʨʦʵʢʩʧʣʫʘʪʠʨʦʚʘʚ ʫʷʟʚʠʤʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʧʦʣʫʯʠʪʴ root-ʧʨʘʚʘ 

ʠʣʠ jailbreak. 

ɸʪʘʢʠ ʚ ʢʘʥʘʣʝ ʩʚʷʟʠ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʤʦʛ ʜʝʡʩʪʚʦʚʘʪʴ ʠʟ ʢʘʥʘʣʘ 

ʩʚʷʟʠ, ʝʤʫ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʪʘʢʫ çʯʝʣʦʚʝʢ ʧʦʩʝʨʝʜʠʥʝè, ʪʦ ʝʩʪʴ ʯʪʦʙʳ ʚʝʩʴ 

ʪʨʘʬʠʢ, ʧʝʨʝʜʘʚʘʝʤʳʡ ʤʝʞʜʫ ʢʣʠʝʥʪʩʢʠʤ ʤʦʙʠʣʴʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ ʠ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʴʶ 

ʧʨʦʭʦʜʠʣ ʯʝʨʝʟ ʫʩʪʨʦʡʩʪʚʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ. ʀʥʦʛʜʘ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʚʩʪʨʝʯʘʶʪʩʷ 

ʫʷʟʚʠʤʦʩʪʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʪʘʢʠʝ ʘʪʘʢʠ. 

ʂ ʧʨʠʤʝʨʫ, ʦʙʳʯʥʦ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʢʣʠʝʥʪʩʢʦʝ 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʚʝʨʷʝʪ ʧʦʜʣʠʥʥʦʩʪʴ ʩʝʨʪʠʬʠʢʘʪʘ ʩʝʨʚʝʨʘ ʠ ʩʦʦʪʚʝʪʩʪʚʠʝ ʝʛʦ ʧʘʨʘʤʝʪʨʦʚ 

ʧʘʨʘʤʝʪʨʘʤ ʩʝʨʚʝʨʘ. ʆʜʥʘʢʦ ʠʥʦʛʜʘ ʨʘʟʨʘʙʦʪʯʠʢʠ ʜʣʷ ʫʜʦʙʩʪʚʘ ʧʨʠ ʨʘʙʦʪʝ ʥʘʜ 

ʧʨʠʣʦʞʝʥʠʝʤ ʦʪʢʣʶʯʘʶʪ ʪʘʢʠʝ ʧʨʦʚʝʨʢʠ, ʟʘʙʳʚʘʷ ʚʢʣʶʯʠʪʴ ʠʭ ʦʙʨʘʪʥʦ ʚ ʨʝʣʠʟʥʦʡ 

ʚʝʨʩʠʠ. ʂʘʢ ʠʪʦʛ, ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʥʠʤʘʝʪ ʣʶʙʦʡ ʩʝʨʪʠʬʠʢʘʪ ʩʝʨʚʝʨʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʩʝʨʪʠʬʠʢʘʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ. 

ɼʘʞʝ ʝʩʣʠ ʧʨʦʚʝʨʢʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ʧʨʦʠʩʭʦʜʠʪ ʢʦʨʨʝʢʪʥʦ, ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 

ʦʩʪʘʝʪʩʷ ʣʘʟʝʡʢʘ: ʧʦʜ ʥʝʢʠʤ ʧʨʝʜʣʦʛʦʤ ʚʳʥʫʜʠʪʴ ʞʝʨʪʚʫ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʩʚʦʝ ʫʩʪʨʦʡʩʪʚʦ 

ʩʝʨʪʠʬʠʢʘʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʢʘʢ ʜʦʚʝʨʝʥʥʳʡ. ʂʨʦʤʝ ʪʦʛʦ, ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʩʘʤʦ ʧʦ ʩʝʙʝ 

ʙʝʟʦʧʘʩʥʦ ʨʘʙʦʪʘʝʪ ʩ ʩʝʨʚʝʨʦʤ, ʥʦ ʩʦʜʝʨʞʠʪ ʩʩʳʣʢʠ ʥʘ ʩʪʦʨʦʥʥʠʝ ʨʝʩʫʨʩʳ, ʟʘʛʨʫʞʘʝʤʳʝ 

ʧʦ HTTP, ʵʪʦ ʚʩʝ ʨʘʚʥʦ ʩʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. 

ɽʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʫʜʘʩʪʩʷ ʧʦʣʫʯʠʪʴ ʢʦʥʪʨʦʣʴ ʥʘʜ ʪʨʘʬʠʢʦʤ ʤʝʞʜʫ 

ʢʣʠʝʥʪʩʢʠʤ ʧʨʠʣʦʞʝʥʠʝʤ ʠ ʩʝʨʚʝʨʦʤ, ʪʦ ʵʪʦ ʜʘʩʪ ʝʤʫ ʮʝʣʳʡ ʨʷʜ ʚʦʟʤʦʞʥʦʩʪʝʡ: 

ʧʦʜʤʝʥʷʪʴ ʦʪʚʝʪʳ ʩʝʨʚʝʨʘ, ʥʘʧʨʠʤʝʨ ʜʣʷ ʧʦʜʤʝʥʳ ʨʝʢʚʠʟʠʪʦʚ ʙʘʥʢʦʚʩʢʠʭ 

ʦʧʝʨʘʮʠʡ ʠʣʠ ʬʠʰʠʥʛʘ; 

ʧʦʜʤʝʥʷʪʴ ʟʘʧʨʦʩʳ ʢʣʠʝʥʪʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʥʘʧʨʠʤʝʨ ʠʟʤʝʥʷʷ ʩʫʤʤʫ ʧʝʨʝʚʦʜʘ ʠ 

ʩʯʝʪ ʧʦʣʫʯʘʪʝʣʷ; 

ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʜʘʥʥʳʝ, ʥʘʧʨʠʤʝʨ ʣʦʛʠʥʳ, ʧʘʨʦʣʠ, ʦʜʥʦʨʘʟʦʚʳʝ ʧʘʨʦʣʠ, ʜʘʥʥʳʝ 

ʙʘʥʢʦʚʩʢʠʭ ʢʘʨʪ, ʠʩʪʦʨʠʶ ʦʧʝʨʘʮʠʡ. 

ɺ ʠʪʦʛʝ ʦʥ ʫʟʥʘʝʪ ʣʦʛʠʥʳ ʠ ʧʘʨʦʣʠ ʞʝʨʪʚʳ ʦʪ ʨʘʟʣʠʯʥʳʭ ʘʢʢʘʫʥʪʦʚ ʠ ʩʤʦʞʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʧʦʭʠʱʝʥʠʷ ʜʘʥʥʳʭ, ʢʨʘʞʠ ʜʝʥʝʛ. 

ʋʜʘʣʝʥʥʳʝ ʘʪʘʢʠ. ʅʝʢʦʪʦʨʳʝ ʫʷʟʚʠʤʦʩʪʠ ʚ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʷʭ ʤʦʞʥʦ 

ʧʨʦɻʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʫʜʘʣʝʥʥʦ, ʠ ʜʣʷ ʵʪʦʛʦ ʜʘʞʝ ʥʝ ʪʨʝʙʫʝʪʩʷ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʝʨʝʜʘʯʫ 

ʜʘʥʥʳʭ ʤʝʞʜʫ ʧʨʠʣʦʞʝʥʠʝʤ ʠ ʩʝʨʚʝʨʦʤ. ʄʥʦʛʠʝ ʧʨʠʣʦʞʝʥʠʷ ʨʝʘʣʠʟʫʶʪ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʧʦ ʦʙʨʘʙʦʪʢʝ ʩʧʝʮʠʘʣʴʥʳʭ ʩʩʳʣʦʢ, ʥʘʧʨʠʤʝʨ myapp://. ʊʘʢʠʝ ʩʩʳʣʢʠ 

ʥʘʟʳʚʘʶʪʩʷ deeplinks, ʠ ʨʘʙʦʪʘʶʪ ʦʥʠ ʢʘʢ ʥʘ Android, ʪʘʢ ʠ ʥʘ iOS. ʇʝʨʝʭʦʜ ʧʦ ʪʘʢʦʡ 

ʩʩʳʣʢʝ ʚ ʙʨʘʫʟʝʨʝ, ʧʦʯʪʦʚʦʤ ʧʨʠʣʦʞʝʥʠʠ ʠʣʠ ʤʝʩʩʝʥʜʞʝʨʝ ʤʦʞʝʪ ʩʧʨʦʚʦʮʠʨʦʚʘʪʴ 

ʦʪʢʨʳʪʠʝ ʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʦʝ ʫʤʝʝʪ ʪʘʢʠʝ ʩʩʳʣʢʠ ʦʙʨʘʙʘʪʳʚʘʪʴ. ɺʩʷ ʩʩʳʣʢʘ 

ʮʝʣʠʢʦʤ, ʚʢʣʶʯʘʷ ʧʘʨʘʤʝʪʨʳ, ʙʫʜʝʪ ʧʝʨʝʜʘʥʘ ʧʨʠʣʦʞʝʥʠʶ-ʦʙʨʘʙʦʪʯʠʢʫ. ɽʩʣʠ 

ʦʙʨʘʙʦʪʯʠʢ ʩʩʳʣʢʠ ʩʦʜʝʨʞʠʪ ʫʷʟʚʠʤʦʩʪʠ, ʪʦ ʜʣʷ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ ʙʫʜʝʪ ʜʦʩʪʘʪʦʯʥʦ 

ʚʳʥʫʜʠʪʴ ʞʝʨʪʚʫ ʧʝʨʝʡʪʠ ʧʦ ʚʨʝʜʦʥʦʩʥʦʡ ʩʩʳʣʢʝ. 

ɸʥʘʣʦʛʠʯʥʳʡ ʦʙʨʘʟʦʤ ʚ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʤʦʛʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʙʦʣʝʝ 

ʧʨʠʚʳʯʥʳʝ ʩʩʳʣʢʠ http:// ʠ https:// ð ʦʥʠ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʧʨʠʣʦʞʝʥʠʶ ʚʤʝʩʪʦ 

ʙʨʘʫʟʝʨʘ, ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʵʪʦ ʤʦʞʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʙʝʟ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʩʦ ʩʪʦʨʦʥʳ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ Android-ʫʩʪʨʦʡʩʪʚ ʧʝʨʝʭʦʜ ʧʦ ʩʩʳʣʢʝ ʤʦʞʝʪ ʩʧʨʦʚʦʮʠʨʦʚʘʪʴ ʟʘʛʨʫʟʢʫ Instant 

App, ʯʪʦ ʜʝʣʘʝʪ ʚʦʟʤʦʞʥʳʤ ʫʜʘʣʝʥʥʫʶ ʵʢʩʧʣʫʘʪʘʮʠʶ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʫʩʪʘʥʦʚʢʦʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

ɸʪʘʢʠ ʥʘ ʩʝʨʚʝʨʥʫʶ ʯʘʩʪʴ. ɼʣʷ ʘʪʘʢʠ ʥʘ ʩʝʨʚʝʨ ʤʦʙʠʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ, ʢʘʢ ʧʨʘʚʠʣʦ, ʜʦʩʪʘʪʦʯʥʦ ʠʟʫʯʠʪʴ, ʢʘʢ ʧʨʦʠʩʭʦʜʠʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -141- 

 

ʢʣʠʝʥʪʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʩ ʩʝʨʚʝʨʦʤ, ʠ ʫʞʝ ʠʩʭʦʜʷ ʠʟ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʯʢʘʭ 

ʚʭʦʜʘ ʧʦʧʳʪʘʪʴʩʷ ʚʠʜʦʠʟʤʝʥʷʪʴ ʟʘʧʨʦʩʳ ʩ ʮʝʣʴʶ ʦʙʥʘʨʫʞʠʪʴ ʠ ʧʨʦʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ 

ʫʷʟʚʠʤʦʩʪʠ. 

ɿʘʯʘʩʪʫʶ ʫʩʪʨʦʡʩʪʚʦ ʩʝʨʚʝʨʥʦʡ ʯʘʩʪʠ ʤʦʙʠʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʥʠʯʝʤ ʥʝ 

ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ. ʂʘʢ ʧʨʘʚʠʣʦ, ʫʩʪʨʦʝʥʳ ʩʝʨʚʝʨʳ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʝʱʝ ʧʨʦʱʝ ʠ ʯʘʩʪʦ ʧʨʝʜʩʪʘʚʣʷʶʪ ʠʟ ʩʝʙʷ json- ʠʣʠ xml-api, ʨʝʜʢʦ ʨʘʙʦʪʘʶʪ ʩ HTML-

ʨʘʟʤʝʪʢʦʡ ʠ JavaScript, ʢʘʢ ʵʪʦ ʯʘʩʪʦ ʜʝʣʘʶʪ ʚʝʙ-ʩʘʡʪʳ. 

ʇʨʠ ʩʨʘʚʥʝʥʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʝʨʚʝʨʥʳʭ ʯʘʩʪʝʡ ʤʦʙʠʣʴʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʤʦʞʥʦ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʟʥʘʯʠʪʝʣʴʥʦ ʯʘʱʝ ʧʦʜʚʝʨʞʝʥʳ 

ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʟʘʱʠʪʝ ʦʪ ʧʦʜʙʦʨʘ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʯʪʦ ʦʙʥʘʨʫʞʠʚʘʝʪʩʷ ʚ 24% ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʡ ʠ 58% ʩʝʨʚʝʨʦʚ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ʊʘʢʞʝ ʩʝʨʚʝʨʥʳʝ ʯʘʩʪʠ ʤʦʙʠʣʴʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʟʥʘʯʠʪʝʣʴʥʦ ʯʘʱʝ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʦʰʠʙʢʘʤʠ ʙʠʟʥʝʩ-ʣʦʛʠʢʠ, ʢʦʪʦʨʳʝ 

ʟʘʪʨʘʛʠʚʘʶʪ 2% ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ ʠ 33% ʩʝʨʚʝʨʦʚ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʅʠʞʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʘ 1 ʩ ʤʝʪʦʜʘʤʠ ʟʘʱʠʪʳ ʦʪ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʘʪʘʢ, 

ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʧʨʠʥʠʤʘʪʴ ʫʧʨʝʞʜʘʶʱʠʝ ʤʝʨʳ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ. 

ʊʘʙʣʠʮʘ 1 

ʄʝʪʦʜʳ ʟʘʱʠʪʳ ʦʪ ʦʩʥʦʚʥʳʭ ʪʠʧʦʚ ʘʪʘʢ ʥʘ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʨʠʣʦʞʝʥʠʷ. 
ʊʠʧ ʘʪʘʢʠ ʄʝʪʦʜʳ ʟʘʱʠʪʳ 

ɸʪʘʢʠ ʩ ʬʠʟʠʯʝʩʢʠʤ ʜʦʩʪʫʧʦʤ 

ʍʨʘʥʠʪʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʙʝʟʦʧʘʩʥʳʭ ʤʝʩʪʘʭ ʠ ʥʝ 

ʦʩʪʘʚʣʷʡʪʝ ʙʝʟ ʧʨʠʩʤʦʪʨʘ ʚ ʦʙʱʝʩʪʚʝʥʥʳʭ ʤʝʩʪʘʭ. 

ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʦʣʴ ʜʣʷ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʠʣʠ 

ʠʩʧʦʣʴʟʫʡʪʝ ʙʠʦʤʝʪʨʠʯʝʩʢʫʶ ʟʘʱʠʪʫ. ʀʟʙʝʛʘʡʪʝ 

ʧʦʣʫʯʝʥʠʷ root-ʧʨʘʚ ʠʣʠ jailbreak. ʆʪʢʣʶʯʠʪʝ 

ʦʪʦʙʨʘʞʝʥʠʝ ʫʚʝʜʦʤʣʝʥʠʡ ʥʘ ʟʘʙʣʦʢʠʨʦʚʘʥʥʦʤ 

ʵʢʨʘʥʝ. 

ɸʪʘʢʠ ʩ ʧʦʤʦʱʴʶ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʋʩʪʘʥʘʚʣʠʚʘʡʪʝ ʧʨʠʣʦʞʝʥʠʷ ʪʦʣʴʢʦ ʠʟ ʜʦʚʝʨʝʥʥʳʭ 

ʠʩʪʦʯʥʠʢʦʚ, ʠʟʙʝʛʘʡʪʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʜʘʞʝ ʚ ʦʬʠʮʠʘʣʴʥʳʭ ʤʘʛʘʟʠʥʘʭ. ʉʚʦʝʚʨʝʤʝʥʥʦ 

ʦʙʥʦʚʣʷʡʪʝ ʆʉ ʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ɸʪʘʢʠ ʚ ʢʘʥʘʣʝ ʩʚʷʟʠ 

ʀʟʙʝʛʘʡʪʝ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʥʝʥʘʜʝʞʥʳʤ ʪʦʯʢʘʤ 

ʜʦʩʪʫʧʘ Wi-Fi ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʙʝʟʦʧʘʩʥʳʭ ʧʨʦʢʩʠ 

ʠ VPN. ʅʝ ʫʩʪʘʥʘʚʣʠʚʘʡʪʝ ʩʪʦʨʦʥʥʠʝ 

ʩʝʨʪʠʬʠʢʘʪʳ. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʧʦʜʦʟʨʝʥʠʡ ʥʘ 

ʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʫʶ ʩʝʪʴ ʦʪʢʣʶʯʠʪʝ ʩʦʝʜʠʥʝʥʠʝ. 

ʋʜʘʣʝʥʥʳʝ ʘʪʘʢʠ 

ʈʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʡʪʝ ʆʉ ʠ ʧʨʠʣʦʞʝʥʠʷ. ʇʨʠ 

ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʦʙʥʦʚʣʝʥʠʷ ʚʨʝʤʝʥʥʦ ʧʨʝʢʨʘʪʠʪʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʷʟʚʠʤʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ 

ʨʘʟʣʦʛʠʥʴʪʝʩʴ. 

ɸʪʘʢʠ ʥʘ ʩʝʨʚʝʨʥʫʶ ʯʘʩʪʴ 

ʀʩʧʦʣʴʟʫʡʪʝ ʩʣʦʞʥʳʝ ʧʘʨʦʣʠ ʠ ʜʚʫʭʬʘʢʪʦʨʥʫʶ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʩ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ. ʈʘʟʨʘʙʦʪʯʠʢʘʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʚʥʝʜʨʷʪʴ ʙʝʟʦʧʘʩʥʳʝ ʤʝʪʦʜʳ ʨʘʟʨʘʙʦʪʢʠ, 

ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʯʠʪʳʚʘʪʴ 

ʤʦʜʝʣʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʝʱʝ ʥʘ ʩʪʘʜʠʠ 

ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ. 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʪʘʙʣʠʮʘ ʠʣʣʶʩʪʨʠʨʫʝʪ ʚʘʞʥʦʩʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʧʦʜʭʦʜʘ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ. ʈʘʟʥʦʦʙʨʘʟʠʝ 

ʫʛʨʦʟ, ʦʪ ʬʠʟʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʫ ʜʦ ʫʜʘʣʝʥʥʳʭ ʘʪʘʢ ʠ ʘʪʘʢ ʯʝʨʝʟ ʢʘʥʘʣ ʩʚʷʟʠ, 

ʪʨʝʙʫʝʪ ʘʢʪʠʚʥʦʛʦ ʫʯʘʩʪʠʷ ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʘʢ ʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ. ʇʨʝʜʣʦʞʝʥʥʳʝ ʤʝʨʳ 

ʟʘʱʠʪʳ, ʚʢʣʶʯʘʷ ʫʩʪʘʥʦʚʢʫ ʧʘʨʦʣʷ, ʠʟʙʝʛʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʣʦʞʥʳʭ ʧʘʨʦʣʝʡ ʠ ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʦʢʘʟʳʚʘʶʪ, ʢʘʢ 

ʫʧʨʝʞʜʘʶʱʠʝ ʜʝʡʩʪʚʠʷ ʤʦʛʫʪ ʟʥʘʯʠʪʝʣʴʥʦ ʩʥʠʟʠʪʴ ʨʠʩʢʠ. 



-142- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʉʠʩʪʝʤʘʪʠʯʝʩʢʦʝ ʧʨʠʤʝʥʝʥʠʝ ʵʪʠʭ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦʤʦʛʘʝʪ ʟʘʱʠʪʠʪʴ ʜʘʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ ʙʦʣʴʰʠʥʩʪʚʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʘʪʘʢ. ʈʝʛʫʣʷʨʥʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʦʙʣʶʜʝʥʠʝ ʙʘʟʦʚʳʭ ʧʨʠʥʮʠʧʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʩʪʘʶʪʩʷ ʢʣʶʯʝʚʳʤʠ 

ʵʣʝʤʝʥʪʘʤʠ ʵʬʬʝʢʪʠʚʥʦʡ ʟʘʱʠʪʳ ʚ ʫʩʣʦʚʠʷʭ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʠʭʩʷ ʢʠʙʝʨʫʛʨʦʟ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʟʘʨʦʞʜʝʥʠʝ ʧʦʥʷʪʠʝ ʪʝʨʤʠʥʘ çʩʝʪʠ ʩʝʪʝʡè. 

ʆʙʦʟʨʝʚʘʝʪʩʷ ʧʨʦʝʢʪʠʨʦʚʘʥʠʝ, ʨʘʟʚʠʪʠʝ ʠ ʟʘʚʝʪ ʧʨʦʝʢʪʘ ʤʠʨʦʚʦʛʦ ʤʘʩʰʪʘʙʘ çARPANET 

(Advanced Research Projects Agency Network ï ʉʝʪʴ ʘʛʝʥʪʩʪʚʘ ʧʝʨʩʧʝʢʪʠʚʥʳʭ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʧʨʦʝʢʪʦʚ)è, ʢʦʪʦʨʳʡ ʧʦʩʣʫʞʠʣ ʦʩʥʦʚʦʡ ʜʣʷ ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʡ. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: ARPANET, ʧʝʨʚʳʡ ʠʥʪʝʨʥʝʪ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʠ, 
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Abstract 

This article discusses the origin of the concept of the term ñnetwork of networksò. The 

design, development and legacy of the world-scale project ñARPANET (Advanced Research 

Projects Agency Network)ò, which served as the basis for modern computer communications 

technologies, is reviewed. 

Keywords: ARPANET, the first Internet, telecommunications, information technology, 

computer networks, modern technologies. 

 

4 ʦʢʪʷʙʨʷ 1957 ʛʦʜʘ ʚ ʉʉʉʈ ʙʳʣ ʟʘʧʫʱʝʥ ʥʘ ʦʨʙʠʪʫ ʧʝʨʚʳʡ ʠʩʢʫʩʩʪʚʝʥʥʳʡ 

ʩʧʫʪʥʠʢ çʉʧʫʪʥʠʢ-1è. ʕʪʦ ʩʦʙʳʪʠʝ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʦʛʣʷʥʫʪʴʩʷ ʥʘ ʧʨʦʪʠʚʦʩʪʦʷʥʠʝ ʉʐɸ ʠ 

ʉʉʉʈ ʚ ʧʝʨʠʦʜ çʍʦʣʦʜʥʦʡ ʚʦʡʥʳè, ʟʘʩʪʘʣʦ ʚʨʘʩʧʣʦʭ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʦʝʜʠʥʸʥʥʳʭ 

ʐʪʘʪʦʚ ʠ ʧʦʩʦʜʝʡʩʪʚʦʚʘʣʦ ʩʦʟʜʘʥʠʶ ɸʛʝʥʩʪʚʘ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʉʐɸ ʧʦ 

ʧʝʨʩʧʝʢʪʠʚʥʳʤ ʠʩʩʣʝʜʦʚʘʥʠʷʤ (ʘʥʛʣ. Advanced Research Projects Agency) ï ARPA. ʇʝʨʝʜ 

ʥʠʤʠ ʩʪʦʠʪ ʟʘʜʘʯʘ ʫʜʝʨʞʠʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʝʚʦʩʭʦʜʩʪʚʘ ʉʐɸ ʥʘʜ ʜʨʫʛʠʤʠ 

ʩʪʨʘʥʘʤʠ. ʇʦʷʚʠʣʘʩʴ ʥʫʞʜʘ ʚ ʥʘʜʸʞʥʦʡ ʩʨʝʜʝ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʤʝʞʜʫ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʩʪʨʫʢʪʫʨʘʤʠ, ʢʦʪʦʨʘʷ ʚʳʜʝʨʞʠʪ ʜʘʞʝ ʷʜʝʨʥʳʡ ʚʟʨʳʚ. ʇʨʦʝʢʪ ʪʘʢʦʡ 

ʩʝʪʠ ʙʳʣ ʦʪʢʨʳʪ ʚ 1962 ʛʦʜʫ. 

ʇʝʨʚʳʤ ʯʝʣʦʚʝʢʦʤ, ʦʢʘʟʘʚʰʠʤ ʩʠʣʴʥʝʡʰʝʝ ʚʣʠʷʥʠʝ ʥʘ ʨʘʟʚʠʪʠʝ ʪʝʭʥʦʣʦʛʠʡ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ, ʩʪʘʣ ɼʞʦʟʝʬ ʂʘʨʣ ʈʦʙʥʝʪ ʃʠʢʣʘʡʜʝʨ, ʘʤʝʨʠʢʘʥʩʢʠʡ ʧʩʠʭʦʣʦʛ, 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -143- 

 

ʫʯʸʥʳʡ ʚ ʦʙʣʘʩʪʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʠʟʚʝʩʪʥʳʡ ʚ ʪʦʤ ʯʠʩʣʝ ʢʘʢ J.C.R., Lick 

(çʃʠʢè), çʆʪʝʮ ʀʥʪʝʨʥʝʪʘè. ɹʳʣ ʧʨʠʛʣʘʰʸʥ ʚ IPTO (çʋʧʨʘʚʣʝʥʠʝ ʧʦ ʪʝʭʥʠʢʝ ʦʙʨʘʙʦʪʢʠ 

ʠʥʬʦʨʤʘʮʠʠè, ʦʪʜʝʣ ARPA) ʛʜʝ ʧʨʦʨʘʙʦʪʘʣ ʩ 1962 ʧʦ 1964 ʛʦʜ. ʃʠʢ ʙʳʣ ʥʘʟʥʘʯʝʥ ʧʝʨʚʳʤ 

ʜʠʨʝʢʪʦʨʦʤ IPTO. ɺʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʪʘʤ ʦʥ ʫʙʝʜʠʣ ɹʦʙʘ ʊʝʡʣʦʨʘ, ɸʡʚʝʥʘ ʉʘʟʝʨʣʝʥʜʘ ʠ 

ʃʦʫʨʝʥʩʘ ɻ. ʈʦʙʝʨʪʩʘ ʚ ʪʦʤ, ʯʪʦ ʚʩʝʦʭʚʘʪʳʚʘʶʱʘʷ ʢʦʤʧʴʶʪʝʨʥʘʷ ʩʝʪʴ ï ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʚʘʞʥʘʷ ʢʦʥʮʝʧʮʠʷ ʠ ʚʩʝ ʦʥʠ ʧʦʜ ʝʛʦ ʚʣʠʷʥʠʝʤ ʩʪʘʥʫʪ ʦʜʥʠʤʠ ʠʟ ʧʝʨʚʳʭ ʇʠʦʥʝʨʦʚ 

ʀʥʪʝʨʥʝʪʘ. ʀʤ ʬʠʣʦʩʦʬʩʢʠʤ ʧʫʪʸʤ ʙʳʣʠ ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʠʜʝʠ ʧʨʦʜʫʢʪʠʚʥʦʡ ʩʚʷʟʠ 

ʯʝʣʦʚʝʢʘ ʩ ʢʦʤʧʴʶʪʝʨʦʤ ʚ ʩʪʘʪʴʝ çʉʠʤʙʠʦʟ ʯʝʣʦʚʝʢʘ ʠ ʢʦʤʧʴʶʪʝʨʘè, ʜʘʪʠʨʫʝʤʦʡ 1960 

ʛʦʜʦʤ (ʙʣʘʛʦʜʘʨʷ ʵʪʦʡ ʩʪʘʪʴʝ, ʢʩʪʘʪʠ, ʦʥ ʠ ʦʢʘʟʘʣʩʷ ʚ ARPA). ɽʛʦ ʚʠʜʝʥʠʝ ʚ ʩʝʨʠʠ ʟʘʧʠʩʦʢ 

1959 ʛʦʜʘ, ʚ ʢʦʪʦʨʳʭ ʦʙʩʫʞʜʘʣʘʩʴ ʠʜʝʷ çʄʝʞʛʘʣʘʢʪʠʯʝʩʢʦʡ ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠè, 

ʧʨʝʜʚʦʩʭʠʪʠʣʦ ʧʦʷʚʣʝʥʠʝ ʩʦʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʥʝʪʘ ʠ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʠʜʝʡ ʦʪʪʫʜʘ ʚ ʥʸʤ 

ʨʝʘʣʠʟʦʚʘʥʳ.   

ʈʠʩʫʥʦʢ 1. ɼʞʦʟʝʬ ʂʘʨʣ ʈʦʙʥʝʪ ʃʠʢʣʘʡʜʝʨ. 

 

ʈʦʙʝʨʪ ʊʝʡʣʦʨ ï ʀʟʚʝʩʪʝʥ ʚ ʩʨʝʜʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʧʦʜ ʧʩʝʚʜʦʥʠʤʦʤ 

çɹʦʙ ʊʝʡʣʦʨè. ʂʘʢ ʠ ɼʞʦʟʝʬ, ʨʘʥʝʝ, ʚʦ ʚʨʝʤʷ ʫʯʸʙʳ ʚ ʘʩʧʠʨʘʥʪʫʨʝ, ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʣʩʷ ʥʘ 

ʧʩʠʭʦʘʢʫʩʪʠʢʝ. ɺ ʢʦʥʮʝ 1966 ʛʦʜʘ ʚʦʟʛʣʘʚʠʣ IPTO, ʩʤʝʥʠʚ ɸʡʚʝʥʘ ʉʘʟʝʨʣʝʥʜʘ, ʨʫʢʦʚʦʜʷ 

ʧʨʦʝʢʪʦʤ ʜʦ 1969 ʛʦʜʘ. ʊʝʡʣʦʨ ʦʩʦʟʥʘʚʘʣ ʧʨʦʙʣʝʤʳ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʘʢʘʜʝʤʠʯʝʩʢʠʭ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʮʝʥʪʨʦʚ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʨʝʟʫʣʴʪʘʪʦʚ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʪʠʢʠ. ɹʣʘʛʦʜʘʨʷ ʝʤʫ ʧʨʦʝʢʪ ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠ ʧʦʣʫʯʠʣ 

ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʚ ʦʜʠʥ ʤʠʣʣʠʦʥ ʜʦʣʣʘʨʦʚ ʦʪ ʪʦʛʜʘʰʥʝʛʦ ʜʠʨʝʢʪʦʨʘ ARPA ï ʏʘʨʣʴʟʘ ʄ. 

ʍʝʨʮʬʝʣʴʜʘ. ʉʦʚʤʝʩʪʥʦ ʩ ɼʞʦʟʝʬʦʤ ʚ 1968 ʛʦʜʫ ʦʧʫʙʣʠʢʦʚʘʣ ʣʝʛʝʥʜʘʨʥʫʶ ʩʪʘʪʴʶ 

çʂʦʤʧʴʶʪʝʨ ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ ʩʚʷʟʠè, ʚ ʢʦʪʦʨʦʡ ʦʥʠ ʠʟʣʦʞʠʣʠ ʚʠʜʝʥʠʝ ʙʫʜʫʱʝʛʦ ʩʝʪʝʡ ʜʣʷ 

ʢʦʤʤʫʥʠʢʘʮʠʡ ʠ ʨʘʩʢʨʳʣʠ ʪʝʭʥʠʯʝʩʢʠʝ ʘʩʧʝʢʪʳ ʝʸ ʨʝʘʣʠʟʘʮʠʠ, ʯʪʦ ʩʪʘʣʠ ʚ ʜʘʣʴʥʝʡʰʝʤ 

ʦʩʥʦʚʦʧʦʣʘʛʘʶʱʠʤʠ ʜʣʷ ʩʦʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʥʝʪʘ [1]. ʉʪʦʠʪ ʪʘʢ ʞʝ ʫʧʦʤʷʥʫʪʴ ʇʦʣʘ 

ɹʵʨʘʥʘ ʠ ɼʦʥʘʣʴʜʘ ɼʵʚʠʩʘ, ʨʘʟʨʘʙʦʪʘʚʰʠʭ ʚ ʩʝʨʝʜʠʥʝ 1960-ʭ ʛʦʜʦʚ ʥʝʟʘʚʠʩʠʤʦ ʜʨʫʛ ʦʪ 

ʜʨʫʛʘ ʧʨʘʢʪʠʯʝʩʢʠ ʦʜʠʥʘʢʦʚʳʡ ʢʦʥʮʝʧʪ ʢʦʤʤʫʪʠʨʫʝʤʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ ʩʝʪʠ ʚ ʚʠʜʝ 

ʯʘʩʪʝʡ. ʇʦʣ ʠʩʧʦʣʴʟʦʚʘʣ ʜʣʷ ʵʪʠʭ ʯʘʩʪʝʡ ʪʝʨʤʠʥ çɹʣʦʢʠè, ʘ ɼʵʚʠʩ ï ʇʘʢʝʪʳ. ʀʜʝʷ ʣʝʛʣʘ ʚ 

ʪʝʭʥʠʯʝʩʢʫʶ ʦʩʥʦʚʫ ARPANET.  

ʂʣʶʯʝʚʳʭ ʬʠʛʫʨ ʚ ʭʨʦʥʦʣʦʛʠʠ ʧʨʦʝʢʪʘ ʙʳʣʦ ʤʥʦʛʦ, ʥʦ ʚʩʝʭ ʵʪʠʭ ʣʶʜʝʡ ʠ ʠʭ 

ʟʘʩʣʫʛʠ ʧʝʨʝʜ ʠʥʪʝʨʥʝʪʦʤ ʥʝ ʫʤʝʩʪʠʪʴ ʚ ʦʜʥʦʡ ʩʪʘʪʴʝ, ʧʦʵʪʦʤʫ ʧʝʨʝʡʜʸʤ ʢ ARPANET 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ. 

ɺ 1967 ʛʦʜʫ ʈʦʙʝʨʪʦʤ ʊʝʡʣʦʨʦʤ ʚ IPTO ʙʳʣ ʧʨʠʛʣʘʰʸʥ ʃʘʨʨʠ ʈʦʙʝʨʪʩ ʥʘ 

ʜʦʣʞʥʦʩʪʴ ʨʫʢʦʚʦʜʠʪʝʣʷ ʧʨʦʛʨʘʤʤʳ ʩʝʪʝʚʦʛʦ ʧʨʦʝʢʪʘ ARPA.  ɺ ʘʧʨʝʣʝ ʪʦʛʦ ʞʝ ʛʦʜʘ 

ʋʵʩʣʠ ʂʣʘʨʢ, ʝʱʸ ʦʜʥʘ ʢʣʶʯʝʚʘʷ ʬʠʛʫʨʘ ʚ ʦʙʣʘʩʪʠ ʵʣʝʢʪʨʦʥʥʦ-ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚ, ʧʦʜʘʣ ʠʜʝʶ ɹʦʙʫ ʊʝʡʣʦʨʫ ʠ ʃʘʨʨʠ ʈʦʙʝʨʪʩʫ ʠʩʧʦʣʴʟʦʚʘʪʴ IMP (Interface 

Message Processor; ʫʟʝʣ ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ) ʢʘʢ ʦʪʜʝʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʚ ʢʘʯʝʩʪʚʝ 



-144- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʩʧʦʩʦʙʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʝʪʠ ʢʦʤʤʫʪʘʮʠʠ ʩʦʦʙʱʝʥʠʡ. ʀʟ ʵʪʠʭ IMP, ʢʩʪʘʪʠ, ʚ ʙʫʜʫʱʝʤ 

ʧʦʣʫʯʘʪʩʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ. 

 

 
ʈʠʩʫʥʦʢ 2. ʈʦʙʝʨʪ ʋʠʣʴʷʤ ʊʝʡʣʦʨ. 

 

ʂ ʩʝʨʝʜʠʥʝ 1968 ʛʦʜʘ ʈʦʙʝʨʪʩ ʠ ɹʘʨʨʠ ɺʝʩʩʣʝʨ (ʨʫʢʦʚʦʜʠʣ ʠʩʩʣʝʜʦʚʘʥʠʷʤʠ ʧʦ 

ʨʘʟʨʘʙʦʪʢʝ ʠ ʚʥʝʜʨʝʥʠʶ ARPANET) ʥʘʧʠʩʘʣʠ ʦʢʦʥʯʘʪʝʣʴʥʫʶ ʚʝʨʩʠʶ ʩʧʝʮʠʬʠʢʘʮʠʠ IMP 

ʥʘ ʦʩʥʦʚʝ ʦʪʯʝʪʘ ʉʪʵʥʜʬʦʨʜʩʢʦʛʦ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʩʪʠʪʫʪʘ (SRI), ʢʦʪʦʨʦʤʫ ARPA 

ʧʦʨʫʯʠʣʘ ʥʘʧʠʩʘʪʴ ʧʦʜʨʦʙʥʳʝ ʩʧʝʮʠʬʠʢʘʮʠʠ, ʦʧʠʩʳʚʘʶʱʠʝ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʫʶ ʩʝʪʴ 

ARPANET. ʈʦʙʝʨʪʩ ʧʨʝʜʩʪʘʚʠʣ ʦʪʯʝʪ ʊʝʡʣʦʨʫ 3 ʠʶʥʷ, ʢʦʪʦʨʳʡ ʫʪʚʝʨʜʠʣ ʝʛʦ 21 ʠʶʥʷ. 

ARPA ʷʥʚʘʨʝ 1969 ʛʦʜʘ ʧʨʠʩʫʜʠʣʘ ʢʦʥʪʨʘʢʪ ʥʘ ʩʦʟʜʘʥʠʝ ʩʝʪʠ ʢʦʤʧʘʥʠʠ BBN. 

ɺ ʠʪʦʛʝ, IMP ʫʩʪʘʥʦʚʠʣʠ ʧʦ ʦʜʥʦʤʫ ʚ ʂʘʣʠʬʦʨʥʠʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ ʚ ʃʦʩ-ɸʥʜʞʝʣʝʩʝ, 

ʂʘʣʠʬʦʨʥʠʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ ʚ ʉʘʥʪʘ-ɹʘʨʙʘʨʝ, ʉʪʵʥʬʦʨʜʩʢʦʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ 

ʠʥʩʪʠʪʫʪʝ, ʠ ʚ ʋʥʠʚʝʨʩʠʪʝʪʝ ʖʪʳ. ɺʩʸ ʵʪʦ ʥʘʫʯʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʠʣʠʩʴ ʥʘ 

ɿʘʧʘʜʥʦʤ ʧʦʙʝʨʝʞʴʝ ʠ ʙʳʣʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʩʚʷʟʘʥʳ ʩ ʨʘʟʨʘʙʦʪʢʦʡ ARPANET.   
 

 
ʈʠʩʫʥʦʢ 3. ʉʭʝʤʘ ARPANET ʥʘ ʜʝʢʘʙʨʴ 1969 ʛʦʜʘ 

(ʂʨʫʛʘʤʠ ʧʦʤʝʯʝʥʳ IMP; ʂʚʘʜʨʘʪʘʤʠ ï ʣʦʢʘʣʴʥʳʝ ʭʦʩʪʳ). 

 

ʊʝʭʥʠʯʝʩʢʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʩʝʪʠ ʥʘ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ ʪʦʞʝ ʥʝ ʩʪʦʠʣʦ ʙʳ ʦʙʭʦʜʠʪʴ 

ʩʪʦʨʦʥʦʡ. ʂʘʢ ʤʳ ʫʞʝ ʚʳʷʩʥʠʣʠ, ʜʣʷ ʢʦʤʤʫʪʠʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ ʚ ʩʝʪʠ ARPANET 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʫʟʣʳ ʢʦʤʤʫʪʘʮʠʠ ï IMP. ʇʝʨʚʦʝ ʠʭ ʧʦʢʦʣʝʥʠʝ ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ 

ʢʦʤʧʘʥʠʝʡ BBN ʥʘ ʙʘʟʝ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʡ ʜʣʷ ʚʦʝʥʥʳʭ ʮʝʣʝʡ ʚʝʨʩʠʠ ʢʦʤʧʴʶʪʝʨʘ 

Honeywell DDP-516, ʢʦʪʦʨʳʡ ʠʤʝʣ 24 ʢʠʣʦʙʘʡʪʘ ʨʘʩʰʠʨʷʝʤʦʡ ʧʘʤʷʪʠ ʥʘ ʤʘʛʥʠʪʥʳʭ 

ʷʜʨʘʭ. ʇʦʤʠʤʦ ʵʪʦʛʦ, ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʤʝʣʩʷ 16-ʪʠ ʢʘʥʘʣʴʥʳʡ ʙʣʦʢ ʧʨʷʤʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʧʘʤʷʪʠ DMC (Direct Multiplex Control), ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʣ ʫʩʪʘʥʘʚʣʠʚʘʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʠʥʪʝʨʬʝʡʩʳ ʩ ʢʘʞʜʳʤ ʠʟ ʭʦʩʪʘ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʤʦʜʝʤʦʚ. ʋʟʣʳ 

ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ ʩʦʝʜʠʥʷʣʠʩʴ ʚʳʜʝʣʝʥʥʳʤʠ ʜʣʷ ʥʠʭ ʪʝʣʝʬʦʥʥʳʤʠ ʣʠʥʠʷʤʠ Digital 
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Signal 0 (50 ʢʙ/ʩ), ʤʦʛʣʠ ʧʨʠʥʠʤʘʪʴ ʩʦʦʙʱʝʥʠʷ ʜʣʠʥʦʡ ʜʦ 8095 ʙʘʡʪ ʟʘ ʨʘʟ ʦʪ ʤʝʩʪʥʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ ʚʤʝʩʪʝ ʩ ʘʜʨʝʩʦʤ ʧʦʣʫʯʘʪʝʣʷ ʠ ʠʤʝʣʠ ʢʦʣʠʯʝʩʪʚʝʥʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ï 

ʩʚʷʟʳʚʘʣʠʩʴ ʣʠʰʴ ʩ ʰʝʩʪʴʶ ʫʜʘʣʸʥʥʳʤʠ IMP ʠ ʯʝʪʳʨʴʤʷ ʣʦʢʘʣʴʥʳʤʠ ʭʦʩʪʘʤʠ. ʋʟʣʳ 

ʢʦʤʤʫʪʘʮʠʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʠʝʨʘʨʭʠʯʝʩʢʫʶ ʩʚʷʟʢʫ ʧʨʦʪʦʢʦʣʦʚ ʜʣʷ ʩʚʷʟʠ ʠ ʥʘʨʝʟʘʣʠ 

ʧʦʣʫʯʘʝʤʳʝ ʦʪ ʨʷʜʦʤ ʩʪʦʷʱʠʭ ʢʦʤʧʴʶʪʝʨʦʚ ʩʦʦʙʱʝʥʠʷ ʥʘ ʤʘʣʝʥʴʢʠʝ ʢʫʩʦʯʢʠ (ʧʘʢʝʪʳ) ʠ 

ʧʝʨʝʜʘʚʘʣʠ ʠʭ ʚ ʪʘʢʦʤ ʚʠʜʝ ʧʦ ʩʝʪʠ, ʧʦʢʘ ʚ ʢʦʥʝʯʥʦʤ ʩʯʸʪʝ ʦʥʠ ʥʝ ʧʦʧʘʜʫʪ ʥʘ ʩʦʩʝʜʥʠʡ ʩ 

ʢʦʤʧʴʶʪʝʨʦʤ ʧʦʣʫʯʘʪʝʣʷ IMP, ʢʦʪʦʨʳʡ ʩʦʙʠʨʘʣ ʵʪʠ ʩʦʦʙʱʝʥʠʷ ʠʟ ʧʘʢʝʪʦʚ ʚ ʠʩʭʦʜʥʦʝ 

ʩʦʩʪʦʷʥʠʝ ʠ ʧʝʨʝʜʘʚʘʣ ʘʜʨʝʩʘʪʫ. 

ʉʪʨʫʢʪʫʨʘ (ʩʪʝʢ) ʧʨʦʪʦʢʦʣʦʚ ʩʝʪʠ ʥʘ ʢʦʥʝʮ 1960-ʭ ʠʤʝʣʘ 4 ʩʣʦʷ ʦʪ ʥʠʞʥʝʛʦ ʢ 

ʚʝʨʭʥʝʤʫ ï Level 0 (IMP-IMP ʧʨʦʪʦʢʦʣ), Level 1 (IMP-Host ʧʨʦʪʦʢʦʣ), Level 2 (Host-Host 

ʧʨʦʪʦʢʦʣ) ʠ Level 3 (ʇʨʠʢʣʘʜʥʦʡ ʩʣʦʡ ï Telnet, FTP, ICP, Email). ʀʤʝʣʘ ʤʝʩʪʦ ʙʳʪʴ 

ʘʙʙʨʝʚʠʘʪʫʨʘ NCP (Network Control Program ʠ ʜʘʣʝʝ Network Control Protocol), ʢʦʪʦʨʦʡ 

ʠʟʥʘʯʘʣʴʥʦ ʦʙʦʟʥʘʯʘʣʠ ʩʝʪʝʚʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦʟʚʦʣʷʶʱʝʝ 

ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩʦ ʩʪʝʢʦʤ, ʘ ʟʘʪʝʤ ʠ ʚʩʶ ʵʪʫ ʠʝʨʘʨʭʠʶ, ʯʪʦ ʙʫʜʝʪ ʧʨʝʜʰʝʩʪʚʦʚʘʪʴ 

TCP/IP. ʉʘʤʳʡ ʥʠʞʥʠʡ, Level 0, ʫʩʪʘʥʘʚʣʠʚʘʣ ʧʨʘʚʠʣʘ, ʧʦ ʢʦʪʦʨʳʤ ʫʟʣʳ ʢʦʤʤʫʪʘʮʠʠ 

ʩʚʷʟʳʚʘʣʠʩʴ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. ʅʘ Level 1 ʦʧʨʝʜʝʣʷʣʦʩʴ, ʢʘʢ ʩʚʷʟʳʚʘʶʪʩʷ IMP ʩ 

ʢʦʤʧʴʶʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʢ ʥʠʤ ʧʦʜʢʣʶʯʝʥʳ. Level 2 ʦʪʚʝʯʘʣ ʟʘ ʦʙʱʝʥʠʝ ʭʦʩʪʦʚ ʜʨʫʛ ʩ 

ʜʨʫʛʦʤ. ʅʘ Level 3 ʥʘʭʦʜʠʣʠʩʴ ʚʳʩʦʢʦʫʨʦʚʥʝʚʳʝ ʧʨʦʪʦʢʦʣʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ 

ʚʠʨʪʫʘʣʴʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʭʦʩʪʦʚ, ʩʚʷʟʴ ʩ ʥʠʞʥʠʤʠ ʩʣʦʷʤʠ, ʧʝʨʝʜʘʯʫ ʬʘʡʣʦʚ, ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʠ ʪʘʢ ʜʘʣʝʝ. ʇʨʦʪʦʢʦʣʘʤʠ ARPANET ʙʳʣʦ ʜʦʢʘʟʘʥʦ, ʯʪʦ ʨʘʟʥʳʝ ʧʦ ʩʚʦʝʤʫ 

ʫʩʪʨʦʡʩʪʚʫ ʠ ʢʦʥʬʠʛʫʨʘʮʠʷʤ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʩʚʷʟʳʚʘʪʴʩʷ ʚ ʦʜʥʫ ʩʝʪʴ. ʇʦʟʜʥʝʝ ʠʤ ʥʘ 

ʟʘʤʝʥʫ ʧʨʠʜʸʪ ʩʪʝʢ ʧʨʦʪʦʢʦʣʦʚ TCP/IP, ʠʩʧʦʣʴʟʫʶʱʠʡʩʷ ʠ ʩʝʡʯʘʩ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʠʤʝʝʪ ʚ 

ʩʚʦʝʡ ʦʩʥʦʚʝ ʠʝʨʘʨʭʠʯʥʳʡ ʧʦʜʭʦʜ [2]. 

ʊʘʢ ʢʘʢ ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ ARPANET ʯʝʪʳʨʝ ʫʟʣʘ ʢʦʤʤʫʪʘʮʠʠ ʧʨʝʜʥʘʟʥʘʯʘʣʠʩʴ 

ʜʣʷ ʦʙʲʝʜʠʥʝʥʠʷ ʫʯʘʩʪʚʫʶʱʠʭ ʚ ʨʘʟʨʘʙʦʪʢʝ ʩʝʪʠ ʫʯʨʝʞʜʝʥʠʡ, ʠʭ ʩʦʪʨʫʜʥʠʢʠ ʨʘʙʦʪʘʣʠ ʥʘ 

ʧʝʨʚʳʭ ʯʝʪʳʨʸʭ ʣʦʢʘʣʴʥʳʭ ʭʦʩʪʘʭ, ʢʦʪʦʨʳʤʠ ʩʪʘʣʠ: 

32-ʭ ʙʠʪʥʳʡ SDS Sigma 7 ʚ ʂʘʣʠʬʦʨʥʠʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ ʃʦʩ-ɸʥʜʞʝʣʝʩʘ 

(UCLA), ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʃʝʦʥʘʨʜʦʤ ʂʣʝʡʥʨʦʢʦʤ ʚ ʎʝʥʪʨʝ ʩʝʪʝʚʳʭ ʠʟʤʝʨʝʥʠʡ; 

IBM 360/75 ʚ ʂʘʣʠʬʦʨʥʠʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ ʉʘʥʪʘ-ɹʘʨʙʘʨʳ (UCSB). ɹʳʣ 

ʠʩʧʦʣʴʟʦʚʘʥ ʚ ʀʥʪʝʨʘʢʪʠʚʥʦʤ ʤʘʪʝʤʘʪʠʯʝʩʢʦʤ ʮʝʥʪʨʝ. ʇʦʜʜʝʨʞʠʚʘʣ ʧʘʨʘʣʣʝʣʴʥʫʶ 

ʘʨʠʬʤʝʪʠʢʫ, ʚʳʙʦʨʢʫ ʠʟ ʧʘʤʷʪʠ ʩ ʧʝʨʝʢʨʳʪʠʝʤ ʠ ʧʘʨʘʣʣʝʣʴʥʦʝ ʩʣʦʞʝʥʠʝ ʜʣʷ ʚʳʯʠʩʣʝʥʠʷ 

ʘʜʨʝʩʘ; 

SDS 940 ʚ ʉʪʵʥʬʦʨʜʩʢʦʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ ʠʥʩʪʠʪʫʪʝ. ʈʘʟʨʘʙʦʪʘʥ ʜʣʷ ʧʦʜʜʝʨʞʢʠ 

ʪʝʭʥʦʣʦʛʠʠ ʨʘʟʜʝʣʝʥʠʷ ʚʨʝʤʝʥʠ, ʥʫʞʥʦʡ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʥʝʩʢʦʣʴʢʠʭ ʯʝʣʦʚʝʢ ʠʣʠ 

ʨʝʰʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʟʘʜʘʯ ʦʜʥʦʚʨʝʤʝʥʥʦ. ʊʘʢ ʞʝ ʧʦʜʜʝʨʞʠʚʘʣ ʚʠʨʪʫʘʣʴʥʫʶ ʠ 

ʟʘʱʠʱʸʥʥʫʶ ʧʘʤʷʪʴ.  ʅʘ ʥʸʤ ʨʘʙʦʪʘʣʘ ʩʠʩʪʝʤʘ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ï NLS, ʩʦʟʜʘʥʥʘʷ 

ɼʫʛʣʘʩʦʤ ʕʥʛʝʣʴʙʘʨʪʦʤ; 

PDP-10 ʚ ʰʢʦʣʝ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʠ ʋʥʠʚʝʨʩʠʪʝʪʘ ʖʪʳ, ʛʜʝ ʥʘ ʪʦ ʚʨʝʤʷ 

ʨʘʙʦʪʘʣ ɸʡʚʝʥ ʉʘʟʝʨʣʝʥʜ. ʋʧʨʘʚʣʷʣʩʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ TENEX ʠ ʪʦʞʝ 

ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ARPANET. 

ʇʝʨʚʦʝ ʠʩʧʳʪʘʥʠʝ ʩʝʪʠ ʩʚʝʨʰʠʣʦʩʴ 29 ʦʢʪʷʙʨʷ 1969 ʛʦʜʘ ʚ 21:00 ʧʦʜ ʨʫʢʦʚʦʜʩʪʚʦʤ 

ʧʨʦʬʝʩʩʦʨʘ ʃʝʦʥʘʨʜʘ ʂʣʝʡʥʨʦʢʘ. ʂʦʤʧʴʶʪʝʨʳ ʥʘʭʦʜʠʣʠʩʴ ʥʘ ʨʘʩʩʪʦʷʥʠʠ 600 ʢʤ. ʜʨʫʛ ʦʪ 

ʜʨʫʛʘ. ʇʝʨʚʳʡ (SDS Sigma 7) ʚ ʂʘʣʠʬʦʨʥʠʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ, ʚʪʦʨʦʡ ï ʚ ʉʪʵʥʬʦʨʜʩʢʦʤ 

(SDS-940). ʀʩʧʳʪʘʥʠʝ ʟʘʢʣʶʯʘʣʦʩʴ ʚ ʪʦʤ, ʯʪʦ ʦʧʝʨʘʪʦʨ ʧʝʨʚʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʜʦʣʞʝʥ ʙʳʣ 

ʚʚʝʩʪʠ ʩʣʦʚʦ login, ʢʦʪʦʨʦʝ ʙʳʣʦ ʢʦʤʘʥʜʦʡ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ, ʘ ʦʧʝʨʘʪʦʨ ʚʪʦʨʦʛʦ, 

ʧʦʜʪʚʝʨʜʠʪʴ, ʚʠʜʠʪ ʣʠ ʝʛʦ ʫ ʩʝʙʷ. ʇʝʨʚʘʷ ʧʦʧʳʪʢʘ ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʦʪʝʨʧʝʣʘ ʥʝʫʜʘʯʫ, ʩʣʦʚʦ 

ʦʪʨʘʟʠʣʦʩʴ ʥʝ ʮʝʣʠʢʦʤ. ɺʪʦʨʘʷ, ʥʘʦʙʦʨʦʪ, ʫʚʝʥʯʘʣʘʩʴ ʫʩʧʝʭʦʤ. 

ARPANET ʜʦʩʪʠʛ ʚʦʩʪʦʯʥʦʛʦ ʧʦʙʝʨʝʞʴʷ ʉʐɸ ï ʚ ʤʘʨʪʝ 1970 ʛʦʜʘ ʢ ʥʝʡ ʙʳʣ 

ʧʦʜʢʣʶʯʸʥ IMP ʢʦʤʧʘʥʠʠ BBN ʚ ʂʝʤʙʨʠʜʞʝ, ʰʪʘʪ ʄʘʩʩʘʯʫʩʝʪʩ. ɿʘʪʝʤ ʥʘʯʘʣʦʩʴ 

ʧʦʩʪʝʧʝʥʥʦʝ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʝ ʩʝʪʠ: 57 ʫʟʣʦʚ ʢʦʤʤʫʪʘʮʠʠ ʢ ʠʶʣʶ 1975 ʛʦʜʘ. ʂ 1981 ʛʦʜʫ 

ʥʘʩʯʠʪʳʚʘʣʦʩʴ 213 ʭʦʩʪʦʚ ʠ ʠʭ ʯʠʩʣʦ ʧʦʩʪʦʷʥʥʦ ʨʦʩʣʦ. 



-146- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ɺ ʠʶʥʝ 1973 ʛʦʜʘ ARPANET ʩʦʝʜʠʥʠʣʠ ʧʦ ʩʧʫʪʥʠʢʦʚʦʡ ʩʚʷʟʠ ʩ ʅʦʨʚʝʞʩʢʠʤ 

ʉʝʡʩʤʠʯʝʩʢʠʤ ʄʘʩʠʚʦʤ (NORSAR) ʠ ʜʘʣʝʝ ʧʦ ʟʝʤʣʝ ʩ ʋʥʠʚʝʨʩʠʪʝʪʩʢʠʤ ʢʦʣʣʝʜʞʝʤ 

ʃʦʥʜʦʥʘ, ʯʪʦ ʧʦʩʣʫʞʠʣ ʰʣʶʟʦʤ ʚ ʘʢʘʜʝʤʠʯʝʩʢʠʝ ʙʨʠʪʘʥʩʢʠʝ ʩʝʪʠ. 

 

 
ʈʠʩʫʥʦʢ 4. ʊʨʘʥʩʘʪʣʘʥʪʠʯʝʩʢʘʷ ʩʚʷʟʴ ʩ NORSAR ʠ ʋʥʠʚʝʨʩʠʪʝʪʩʢʠʤ ʢʦʣʣʝʜʞʝʤ ʃʦʥʜʦʥʘ, 

ʩʝʥʪʷʙʨʴ 1973 ʛʦʜ. 

 

ɺ ʪʦʤ ʞʝ ʛʦʜʫ ʚ ʩʧʠʩʦʢ ʧʦʜʢʣʶʯʸʥʥʳʭ ʩʝʪʝʡ ʚʦʰʣʘ ALOHANET (ʷʚʣʷʝʪʩʷ ʧʝʨʚʦʡ 

ʧʫʙʣʠʯʥʦʡ ʜʝʤʦʥʩʪʨʘʮʠʝʡ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ ʧʘʢʝʪʥʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ). ʊʝʭʥʠʢʠ 

ALOHA random-acces ʚ ʙʫʜʫʱʝʤ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʤʦʙʠʣʴʥʳʭ ʩʝʪʷʭ ʠ Wi-Fi. 
ʉʚʷʟʴ ʩ NORSAR ʠ UCL ʧʦʟʞʝ ʧʨʝʚʨʘʪʠʣʘʩʴ ʚ SATNET (ɸʪʣʘʥʪʠʯʝʩʢʘʷ ʧʘʢʝʪʥʘʷ 

ʩʧʫʪʥʠʢʦʚʘʷ ʩʝʪʴ). ARPANET, SATNET ʠ PRNET (ʉʝʪʴ ʧʘʢʝʪʥʦʡ ʨʘʜʠʦʩʚʷʟʠ) ʙʳʣʠ 
ʦʙʲʝʜʠʥʝʥʳ ʚ 1977 ʛʦʜʫ. 

ʆʙʦʨʫʜʦʚʘʥʠʝ ARPANET ʪʘʢʞʝ ʤʝʥʷʣʦʩʴ ï ʚ 1971 ʛʦʜʫ ʥʘ ʩʤʝʥʫ DDP-516 ʚ ʨʦʣʠ 
IMP ʧʨʠʰʸʣ ʦʙʣʝʛʯʸʥʥʳʡ ʠ ʚʩʣʝʜʩʪʚʠʝʝ ʙʦʣʝʝ ʜʝʰʸʚʳʡ DDP-316. ʀʤʝʣ ʚʦʟʤʦʞʥʦʩʪʴ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ Terminal Interface Processor (TIP), ʯʪʦ ʧʦʟʚʦʣʷʣʦ ʧʦʜʢʣʶʯʘʪʴ ʜʦ 63 
ʪʝʨʤʠʥʘʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ. 316-ʳʡ ʙʳʣ ʧʨʦʱʝ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ ʠ ʚ ʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʚʭʦʜʠʣʦ 40 ʢʠʣʦʙʘʡʪ ʦʩʥʦʚʥʦʡ ʧʘʤʷʪʠ ʜʣʷ TIP. ɺ 1973 ʛʦʜʫ ʦʙʲʝʤ ʧʘʤʷʪʠ ʷʜʨʘ ʙʳʣ 
ʫʚʝʣʠʯʝʥ ʜʦ 32 ʢʠʣʦʙʘʡʪ ʜʣʷ IMP ʠ 56 ʢʠʣʦʙʘʡʪ ʜʣʷ TIP [4]. 

ɺ 1980 ʛʦʜʫ ʯʝʨʝʟ ʂʘʣʠʬʦʨʥʠʡʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʚ ɹʝʨʢʣʠ ʙʳʣʘ ʧʦʜʢʣʶʯʸʥʘ ʩʝʪʴ 
USENET ï çARPANET ʧʦʣʴʟʦʚʘʪʝʣʷè, ʷʚʣʷʶʱʘʷʩʷ ʧʨʝʜʰʝʩʪʚʝʥʥʠʮʝʡ ʠʥʪʝʨʥʝʪ 
ʬʦʨʫʤʦʚ. 

ʇʨʠʤʝʨʥʦ ʚ ʩʝʨʝʜʠʥʝ ʩʝʤʠʜʝʩʷʪʳʭ ʛʦʜʦʚ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ çʋʩʪʨʦʡʩʪʚʘ 
ʰʠʬʨʦʚʘʥʠʷ ARPANETè. ARPANET ʩʪʘʣʘ ʧʠʦʥʝʨʦʤ ʚ ʦʙʣʘʩʪʠ ʰʠʬʨʦʚʘʥʠʷ ʧʘʢʝʪʥʳʭ 
ʩʝʪʝʡ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ ɸʛʝʥʩʪʚʦ ʦʙʦʨʦʥʥʦʡ ʩʚʷʟʠ (Defense Communication Agency, DCA) 
ʚʟʷʣʦ ʥʘ ʩʝʙʷ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʝʢʪʦʤ. 

ɼʘʣʝʝ, ʚ 1981 ʛʦʜʫ ʙʳʣʘ ʧʦʜʢʣʶʯʝʥʘ ʩʝʪʴ ʢʦʤʧʴʶʪʝʨʥʳʭ ʥʘʫʢ ï CSNET, 
ʧʨʦʬʠʥʘʥʩʠʨʦʚʘʥʥʘʷ ʥʘʮʠʦʥʘʣʴʥʳʤ ʥʘʫʯʥʳʤ ʬʦʥʜʦʤ (NSF). 

ʇʦ ʤʝʨʝ ʨʦʩʪʘ ʯʠʩʣʘ ʩʝʪʝʡ, ʚʭʦʜʷʱʠʭ ʚ ʩʦʩʪʘʚ ARPANET, ʩʪʘʥʦʚʠʣʦʩʴ ʚʩʸ ʪʨʫʜʥʝʝ 
ʠʭ ʦʙʲʝʜʠʥʠʪʴ, ʚʝʜʴ ʠʟʥʘʯʘʣʴʥʳʝ ʧʨʦʪʦʢʦʣʳ ʙʳʣʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʦʙʲʝʜʠʥʝʥʠʷ 
ʥʝʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ʈʝʰʝʥʠʝʤ ʧʨʦʙʣʝʤʳ ʟʘʥʷʣʩʷ ʫʯʸʥʳʡ-
ʢʦʤʧʴʶʪʝʨʱʠʢ ɺʠʥʪʦʥ ʉʝʨʬ, ʝʱʸ ʦʜʠʥ çʇʠʦʥʝʨ ʀʥʪʝʨʥʝʪʘè. ʆʥ ʩʦʚʤʝʩʪʥʦ ʩ ɹʦʙʦʤ 
ʂʘʥʦʤ ʨʘʟʨʘʙʦʪʘʣ ʩʧʦʩʦʙ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʣ ʙʳ ʚʩʝʤ ʢʦʤʧʴʶʪʝʨʘʤ ʠʟ ʚʩʝʭ ʤʠʨʦʚʳʭ 
ʩʝʪʝʡ ʦʙʱʘʪʴʩʷ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. ʂʘʢ ʚʳ, ʥʘʚʝʨʥʦʝ, ʫʞʝ ʧʦʥʷʣʠ, ʧʦʣʫʯʠʣʩʷ ʧʨʦʪʦʢʦʣ TCP, ʢ 
ʢʦʪʦʨʦʤʫ ʚʩʢʦʨʝ ʙʳʣ ʜʦʙʘʚʣʝʥ ʝʱʸ ʦʜʠʥ ʧʨʦʪʦʢʦʣ ï IP. ɺ ʠʪʦʛʝ ʤʳ ʚ ʩʝʨʝʜʠʥʝ 
ʩʝʤʠʜʝʩʷʪʳʭ ʛʦʜʦʚ ʧʦʣʫʯʠʣʠ ʩʪʝʢ TCP/IP, ʯʪʦ ʢ 1-ʤʫ ʷʥʚʘʨʷ 1983 ʛʦʜʘ ʩʪʘʣ ʩʪʘʥʜʘʨʪʦʤ 
ARPANET, ʟʘʤʝʥʠʚ ʪʘʢ ʥʘʟʳʚʘʝʤʳʡ NCP. ʕʪʦ ʩʦʙʳʪʠʝ ʙʳʣʦ ʥʘʟʚʘʥʦ çɼʥʸʤ ʬʣʘʛʘè. 

ʇʦ ʪʝʤ ʞʝ ʩʦʦʙʨʘʞʝʥʠʷʤ ʚ 1984 ʛʦʜʫ ʨʝʘʣʠʟʦʚʘʥ ʩʝʨʚʠʩ DNS (Domain Name 
System ï ʉʠʩʪʝʤʘ ʜʦʤʝʥʥʳʭ ʠʤʸʥ). ɼʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʭʦʩʪʦʚ ʠ ʜʦʤʝʥʥʳʭ ʠʤʸʥ ʚ 
ARPANET ʠʟʥʘʯʘʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ HOSTS.TXT, ʚ ʢʦʪʦʨʳʡ ʨʫʢʘʤʠ 
ʟʘʥʦʩʠʣʘʩʴ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ. ʆʨʠʝʥʪʠʨʦʚʘʥʠʝ ʧʦ ʥʝʤʫ ʢ ʢʦʥʮʫ ʩʝʤʠʜʝʩʷʪʳʭ ʛʦʜʦʚ ʩʪʘʣʦ 
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ʦʯʝʥʴ ʤʝʜʣʝʥʥʳʤ ʠ ʛʨʦʤʦʟʜʢʠʤ, ʘ DNS, ʥʘʧʨʦʪʠʚ, ʧʦʟʚʦʣʷʣʘ ʙʳʩʪʨʦ ʠ ʫʜʦʙʥʦ ʦʙʥʦʚʣʷʪʴ 
ʨʘʩʧʦʣʦʞʝʥʠʝ ʜʦʤʝʥʘ ʚ ʩʝʪʠ, ʥʝ ʟʘʪʨʘʛʠʚʘʷ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺ ʩʝʥʪʷʙʨʝ 1984 ʛʦʜʘ ʚʦʝʥʥʳʝ ʦʙʲʝʢʪʳ ʉʐɸ ʦʪʜʝʣʠʣʠʩʴ ʦʪ ARPANET ʠ ʧʦʣʫʯʠʣʠ 
ʩʦʙʩʪʚʝʥʥʫʶ ʚʦʝʥʥʫʶ ʩʝʪʴ (MILNET) ʜʣʷ ʥʝʩʝʢʨʝʪʥʦʡ ʩʚʷʟʠ ʩ ʦʙʦʨʦʥʥʳʤ ʚʝʜʦʤʩʪʚʦʤ. 
ʆʙʝ ʩʝʪʠ ʧʝʨʝʜʘʚʘʣʠ ʥʝʩʝʢʨʝʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʙʳʣʠ ʩʦʝʜʠʥʝʥʳ ʥʝʙʦʣʴʰʠʤ 
ʢʦʣʠʯʝʩʪʚʦʤ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʰʣʶʟʦʚ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʣʠ ʧʦʣʥʦʩʪʴʶ ʨʘʟʜʝʣʠʪʴʩʷ ʚ 
ʩʣʫʯʘʝ ʯʨʝʟʚʳʯʘʡʥʦʡ ʩʠʪʫʘʮʠʠ. MILNET ʦʢʘʟʘʣʘʩʴ ʚ Defense Data Network (DDN), ʯʪʦ 
ʧʦʟʚʦʣʠʣʦ ʩʦʢʨʘʪʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʫʟʣʦʚ ARPANET. 

ɺ 1985 ʛʦʜʫ NSF (National Science Foundation ï ʅʘʮʠʦʥʘʣʴʥʳʡ ʥʘʫʯʥʳʡ ʬʦʥʜ) 
ʧʨʦʬʠʥʘʥʩʠʨʦʚʘʣ ʩʦʟʜʘʥʠʝ ʥʘʮʠʦʥʘʣʴʥʳʭ ʩʫʧʝʨʢʦʤʧʴʶʪʝʨʥʳʭ ʮʝʥʪʨʦʚ ʚ ʥʝʩʢʦʣʴʢʠʭ 
ʫʥʠʚʝʨʩʠʪʝʪʘʭ, ʘ ʚ 1986 ʛʦʜʫ ʦʙʝʩʧʝʯʠʣ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʠ ʩʝʪʝʚʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʚ ʨʘʤʢʘʭ 
ʧʨʦʝʢʪʘ NSFNET. ʀʟʥʘʯʘʣʴʥʦ ʧʣʘʥʠʨʦʚʘʣʦʩʴ ʥʘʫʯʥʦ-ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ, ʥʦ ʢʦʥʮʫ ʚʦʩʴʤʠʜʝʩʷʪʳʭ ʥʘʯʘʣʩʷ ʧʨʦʮʝʩʩ ʧʝʨʝʭʦʜʘ ʢ 
ʧʫʙʣʠʯʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ. ɺ 1989 ʛʦʜʫ ʧʦʷʚʠʣʠʩʴ ʧʝʨʚʳʝ ʢʦʤʤʝʨʯʝʩʢʠʝ ʠʥʪʝʨʥʝʪ 
ʧʨʦʚʘʡʜʝʨʳ. ʅʝ ʪʘʢ ʜʦʣʛʦ ʦʩʪʘʣʦʩʴ ʞʜʘʪʴ ʧʦʷʚʣʝʥʠʷ çɺʩʝʤʠʨʥʦʡ ʇʘʫʪʠʥʳè, 
ʠʩʧʦʣʴʟʫʶʱʝʡ ʛʠʧʝʨʪʝʢʩʪ ʊʵʜʘ ʅʝʣʴʩʦʥʘ, ʢʣʠʝʥʪ-ʩʝʨʚʝʨʥʳʡ ʧʨʦʪʦʢʦʣ HTTP (Hypertext 
Transfer Protocol ï ʧʨʦʪʦʢʦʣ ʧʝʨʝʜʘʯʠ ʛʠʧʝʨʪʝʢʩʪʘ) ʢʦʤʘʥʜʳ ʊʠʤʘ ɹʝʨʥʝʨʩʘ-ʃʠ [3]. 

ʇʨʦʝʢʪ ARPANET ʙʳʣ ʦʬʠʮʠʘʣʴʥʦ ʩʥʷʪ ʩ ʵʢʩʧʣʫʘʪʘʮʠʠ ʚ 1990 ʛʦʜʫ. 
ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ IMP ʠ TIP ʙʳʣʠ ʧʦʩʪʝʧʝʥʥʦ ʚʳʚʝʜʝʥʳ ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ, ʧʦʩʢʦʣʴʢʫ 
ARPANET ʙʳʣʘ ʟʘʢʨʳʪʘ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ NSFNET, ʥʦ ʥʝʢʦʪʦʨʳʝ IMP ʦʩʪʘʚʘʣʠʩʴ ʚ 
ʧʦʣʴʟʦʚʘʥʠʠ ʜʦ ʠʶʣʷ 1990 ʛ. 

ɺ ʩʚʷʟʠ ʩ ʚʳʚʦʜʦʤ ARPANET ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ 28 ʬʝʚʨʘʣʷ 1990 ʛʦʜʘ ɺʠʥʪʦʥ ʉʝʨʬ 
ʥʘʧʠʩʘʣ ʣʘʤʝʥʪʘʮʠʶ, ʦʟʘʛʣʘʚʣʝʥʥʫʶ çʈʝʢʚʠʝʤ ʧʦ ARPANETè, ʚ ʢʦʪʦʨʦʡ ʚʳʨʘʟʠʣ 
ʧʦʯʝʩʪʠ ʚʝʣʠʢʦʡ ʠʩʪʦʨʠʠ ʧʨʦʝʢʪʘ. 

ʍʦʪʝʣʦʩʴ ʙʳ ʜʦʥʝʩʪʠ ʪʦ, ʯʪʦ ʥʝ ʚʳʨʘʟʠʪʴ ʩʣʦʚʘʤʠ ʢʘʢʦʡ ʪʠʪʘʥʠʯʝʩʢʠʡ ʪʨʫʜ ʙʳʣ 
ʧʨʠʣʦʞʝʥ ʫʯʸʥʳʤʠ ʧʨʝʩʪʠʞʥʝʡʰʠʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʫʯʨʝʞʜʝʥʠʡ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 
ʩʝʡʯʘʩ ʤʳ ʤʦʛʣʠ ʥʝʟʘʪʨʫʜʥʠʪʝʣʴʥʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʧʨʘʢʪʠʯʝʩʢʠ ʣʶʙʦʡ ʠʥʪʝʨʝʩʫʶʱʝʡ 
ʥʘʩ ʠʥʬʦʨʤʘʮʠʠ ʠ ʦʙʱʘʪʴʩʷ ʜʨʫʛ ʩ ʜʨʫʛʦʤ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

ʍʦʪʴ ʠʟʥʘʯʘʣʴʥʦ ʮʝʣʴ ʠ ʩʦʩʪʦʷʣʘ ʚ ʨʘʟʨʘʙʦʪʢʝ ʫʩʪʦʡʯʠʚʦʡ ʩʝʪʠ ʥʘ ʩʣʫʯʘʡ ʚʦʡʥʳ, 
ʥʦ ʤʳ ʜʦʣʞʥʳ ʦʪʜʘʪʴ ʜʦʣʞʥʦʝ ɼʞʦʟʝʬʫ ʃʠʢʣʘʡʜʝʨʫ, ʈʦʙʝʨʪʫ ʊʝʡʣʦʨʫ, ʃʘʨʨʠ ʈʦʙʝʨʪʩʫ ʠ 
ʤʥʦʛʠʤ, ʤʥʦʛʠʤ ʜʨʫʛʠʤ ʧʠʦʥʝʨʘʤ ʠʥʪʝʨʥʝʪʘ, ʩʪʦʷʱʠʭ ʫ ʝʛʦ ʠʩʪʦʢʦʚ. ɺʦ ʚʨʝʤʷ ʨʘʟʨʘʙʦʪʢʠ 
ʧʨʦʝʢʪʘ ʠ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʝʛʦ ʦʙʣʘʩʪʠ ʙʳʣʠ ʜʦʩʪʠʛʥʫʪʳ ʧʨʦʨʳʚʳ ʚʦ ʤʥʦʛʠʭ ʩʬʝʨʘʭ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʡ. 
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Abstract 

The article discusses various types of file systems in the GNU/Linux operating system. A 

comparative analysis of non-journaled and journaled file systems is performed. The principle of 

operation of operating systems when using various file systems is reviewed. 

Keywords: directories, GNU/Linux operating system, file system, linked list, hierarchy, 

non-journaling file systems, journaling file systems. 

 

ɺ ʣʶʙʦʤ ʜʦʤʘʰʥʝʤ ʢʦʤʧʴʶʪʝʨʝ ʝʩʪʴ ʢʦʤʧʦʥʝʥʪʳ, ʙʝʟ ʢʦʪʦʨʳʭ ʟʘʧʫʩʢ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʥʝʚʦʟʤʦʞʝʥ. ɺʥʫʪʨʝʥʥʠʝ ʥʘʢʦʧʠʪʝʣʠ ï ʦʜʥʠ ʠʟ ʪʘʢʠʭ. 

ʆʥʠ ʙʳʚʘʶʪ ʨʘʟʥʳʤʠ (HDD, SSD, NVMe SSD, SSHDD ʠ ʪ.ʧ.) ʠ ʥʫʞʥʳ ʜʣʷ ʪʦʛʦ, 

ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʥʘ ʥʠʭ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠ ʭʨʘʥʠʪʴ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʚʦʠʯʥʳʭ 

ʜʘʥʥʳʭ ʚ ʠʭ ʜʦʣʛʦʚʨʝʤʝʥʥʦʡ ʧʘʤʷʪʠ. ʇʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʥʘʢʦʧʠʪʝʣʷʤʠ ʤʳ 

ʦʙʨʘʱʘʝʤʩʷ ʢ ʬʘʡʣʦʚʳʤ ʩʠʩʪʝʤʘʤ, ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪʩʷ ʧʫʪʝʤ ʬʦʨʤʘʪʠʨʦʚʘʥʠʷ, ʠ ʦʥʠ 

ʩʣʝʜʷʪ ʟʘ ʮʝʣʦʩʪʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʯʪʠ ʚʩʝʛʜʘ ʧʦʟʚʦʣʷʶʪ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʝʸ ʚ ʩʣʫʯʘʝ 

ʩʙʦʝʚ, ʦʧʨʝʜʝʣʷʝʪ ʩʧʦʩʦʙ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʥʘʢʦʧʠʪʝʣʝ, ʘ ʪʘʢʞʝ ʤʘʥʠʧʫʣʠʨʦʚʘʪʴ ʠʤʠ: 

ʩʦʟʜʘʚʘʪʴ ʠ ʫʜʘʣʷʪʴ, ʩʦʨʪʠʨʦʚʘʪʴ, ʦʙʲʝʜʠʥʷʪʴ ʚ ʢʘʪʘʣʦʛʠ (çʇʘʧʢʠè, çɼʠʨʝʢʪʦʨʠʠè), 

ʧʝʨʝʠʤʝʥʦʚʳʚʘʪʴ, ʚʳʧʦʣʥʷʪʴ ʢʦʤʘʥʜʫ TRIM ʠ ʪʘʢ ʜʘʣʝʝ. ʌʉ ʧʦʜʜʝʨʞʠʚʘʶʪ ʦʯʝʥʴ ʤʥʦʛʦ 

ʬʫʥʢʮʠʡ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ ʩ ʥʘʢʦʧʠʪʝʣʷʤʠ ʠ ʚʩʝ ʯʪʦ ʦʧʠʩʘʥʦ ʚʳʰʝ ʣʠʰʴ ʤʘʣʘʷ ʯʘʩʪʴ 

ʠʭ ʬʫʥʢʮʠʡ. 

ʉʪʘʪʴʷ ʧʦʩʚʷʱʝʥʘ ʪʠʧʘʤ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʠ ʠʭ ʩʪʨʫʢʪʫʨʘʤ ʚ ʩʝʤʝʡʩʪʚʝ UNIX-

ʧʦʜʦʙʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çGNU/Linuxè. ɼʠʩʪʨʠʙʫʪʠʚʳ ʜʘʥʥʦʛʦ 

ʩʝʤʝʡʩʪʚʘ ʧʦʜʜʝʨʞʠʚʘʶʪ ʥʝʤʘʣʦʝ ʢʦʣʠʯʝʩʪʚʦ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ (ʌʉ) ʠ ʠʭ ʨʘʟʥʦʦʙʨʘʟʥʳʭ 

ʧʝʨʝʦʩʤʳʩʣʝʥʠʡ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʫʞʜ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʥʘʧʨʠʤʝʨ, ext3cow ʠ next3 

ʩʦʜʝʨʞʘʪ ʚ ʩʚʦʝʡ ʦʩʥʦʚʝ ʠʩʭʦʜʥʳʡ ʢʦʜ ext3). ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʩʘʤ ʚʳʙʨʘʪʴ ʢʘʢʘʷ ʌʉ 

ʝʤʫ ʧʦʜʭʦʜʠʪ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʜʠʩʪʨʠʙʫʪʠʚʘ. ɼʣʷ ʥʘʯʘʣʘ ʩʪʦʠʪ ʠʟʫʯʠʪʴ ʩʠʩʪʝʤʥʫʶ 

ʫʪʠʣʠʪʫ çmountè, ʜʘʣʝʝ ʫʟʥʘʪʴ, ʯʪʦ ʪʘʢʦʝ ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ, ʨʘʟʦʙʨʘʪʴʩʷ ʚ ʯʝʤ 

ʟʘʢʣʶʯʘʶʪʩʷ ʦʪʣʠʯʠʷ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ʦʪ ʦʙʳʯʥʳʭ ʠ ʟʘʪʨʦʥʫʪʴ 

ʥʝʩʢʦʣʴʢʦ ʧʨʦʯʠʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʘ ʟʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʠʭ ʫʩʪʨʦʡʩʪʚʫ 

ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʚ Linux ʌʉ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ. 

mount ï ʩʠʩʪʝʤʥʳʡ ʠʥʩʪʨʫʤʝʥʪ, ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʣʠʙʦ 

ʯʝʨʝʟ ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ (ʪʝʨʤʠʥʘʣ), ʣʠʙʦ ʯʝʨʝʟ ʨʘʟʣʠʯʥʳʝ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʌʉ ʩ ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʥʘ ʫʨʦʚʥʝ ʆʉ, ʪʘʢ ʠ ʥʘ ʫʨʦʚʥʝ 

ʦʙʳʯʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʯʪʦʙʳ ʤʦʥʪʠʨʦʚʘʪʴ ʬʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ ʩ ʨʘʟʣʠʯʥʳʤʠ ʦʧʮʠʷʤʠ, 

ʚʣʠʷʶʱʠʤʠ ʥʘ ʠʭ ʬʫʥʢʮʠʠ. 

 

 
ʈʠʩʫʥʦʢ 1. ʉʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʦʧʮʠʡ ʠ ʢʣʶʯʝʡ ʫʪʠʣʠʪʳ mount. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -149- 

 

ʇʦʜʨʦʙʥʝʝ ʠʟʫʯʠʪʴ ʨʘʙʦʪʫ çmountè ʤʦʞʥʦ ʚʚʝʜʷ ʢʦʤʘʥʜʫ çman mountè. ɺʳʚʝʜʝʪʩʷ 

ʪʝʢʩʪ ʩʦ ʚʩʝʡ ʩʧʨʘʚʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. 

ʉʫʱʝʩʪʚʫʝʪ ʪʘʢʦʝ ʧʦʥʷʪʠʝ ʢʘʢ ʪʦʯʢʘ ʤʦʥʪʠʨʦʚʘʥʠʷ ï ʵʪʦ ʜʠʨʝʢʪʦʨʠʷ ʚ ʬʘʡʣʦʚʦʡ 

ʩʠʩʪʝʤʝ, ʢ ʢʦʪʦʨʦʡ ʙʳʣ ʧʨʠʚʷʟʘʥ ʬʠʟʠʯʝʩʢʠʡ ʥʦʩʠʪʝʣʴ ʠʥʬʦʨʤʘʮʠʠ, ʢ ʢʦʪʦʨʦʤʫ ʤʦʞʥʦ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʯʝʨʝʟ ʜʘʥʥʫʶ ʜʠʨʝʢʪʦʨʠʶ. ʂʦʨʥʝʚʦʡ ʨʘʟʜʝʣ (root) ʷʚʣʷʝʪʩʷ ʛʣʘʚʥʦʡ 

ʪʦʯʢʦʡ ʤʦʥʪʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʘʷ ʜʘʝʪ ʥʘʯʘʣʦ ʚʩʝʤ ʢʘʪʘʣʦʛʘʤ ʩʠʩʪʝʤʳ ʠ ʚʦʟʤʦʞʥʦʩʪʴ 

ʩʦʟʜʘʥʠʷ ʜʨʫʛʠʭ ʪʦʯʝʢ ʤʦʥʪʠʨʦʚʘʥʠʷ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʩʤʦʥʪʠʨʦʚʘʪʴ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʚ ʪʦʯʢʫ ʤʦʥʪʠʨʦʚʘʥʠʷ ʩ 

ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʦʙʲʷʚʠʪʴ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ mount ʩ 

ʢʣʶʯʦʤ -o, ʣʠʙʦ ʚʧʠʩʘʪʴ ʚ ʩʧʝʮʠʘʣʴʥʦ ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʵʪʦʛʦ ʬʘʡʣ /etc/fstab, ʯʪʦʙʳ 

ʥʘʢʦʧʠʪʝʣʴ ʤʦʥʪʠʨʦʚʘʣʩʷ ʩ ʥʠʤʠ ʥʘ ʵʪʘʧʝ ʟʘʛʨʫʟʢʠ ʆʉ. ʉ ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʦʚ ʤʦʞʥʦ 

ʥʘʩʪʨʦʠʪʴ ʧʦʚʝʜʝʥʠʝ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʥʘʧʨʠʤʝʨ: ʟʘʧʨʝʪʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʠʩʧʦʣʥʷʝʤʳʭ 

ʬʘʡʣʦʚ ʥʘ ʨʘʟʜʝʣʝ (noexec), ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (ro), ʯʪʝʥʠʷ ʠ ʟʘʧʠʩʠ (rw), 

ʟʘʧʨʝʪʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʶ ʙʝʟ ʧʨʘʚ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʤʦʥʪʠʨʦʚʘʪʴ ʨʘʟʜʝʣ ʠ ʚʥʦʩʠʪʴ 

ʠʟʤʝʥʝʥʠʷ ʥʘ ʜʠʩʢ (nouser), ʠʣʠ, ʥʘʦʙʦʨʦʪ, ʨʘʟʨʝʰʠʪʴ (user). 

ʌʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ ʩʦʟʜʘʶʪʩʷ ʨʘʩʯʝʪʦʤ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʪʝʭ ʠʣʠ ʠʥʳʭ ʟʘʜʘʯ, ʧʦʜ 

ʢʦʪʦʨʳʝ ʨʝʘʣʠʟʫʶʪʩʷ ʤʝʪʦʜʳ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʫʥʢʮʠʠ. ʅʘʤ 

ʧʨʝʜʩʪʦʠʪ ʨʘʩʩʤʦʪʨʝʪʴ ʥʝʩʢʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʠʡ ʠ ʬʫʥʢʮʠʡ, ʟʘʪʨʘʛʠʚʘʶʱʠʭ ʥʘʧʨʷʤʫʶ ʠʣʠ 

ʢʦʩʚʝʥʥʦ ʫʩʪʨʦʡʩʪʚʦ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ. 

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʤʝʪʦʜʘ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤʘʭ ʧʨʠʙʝʛʘʶʪ 

ʢ ʩʪʨʫʢʪʫʨʘʤ ʜʘʥʥʳʭ ʠ ʩʧʦʩʦʙʘʤ ʨʘʟʤʝʱʝʥʠʷ ʬʘʡʣʦʚ: 

ʉʚʷʟʥʳʡ ʩʧʠʩʦʢ ï ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʩʦʩʪʦʷʱʘʷ ʠʟ ʫʟʣʦʚ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʝ 

ʧʦʤʠʤʦ ʥʝʝ ʩʦʜʝʨʞʘʪ ʩʩʳʣʢʠ ʥʘ ʧʦʩʣʝʜʫʶʱʠʝ ʫʟʣʳ (ʧʨʠʤʝʥʷʝʪʩʷ ʚ ext4). 

 

ʈʠʩʫʥʦʢ 2. ʀʟʦʙʨʘʞʝʥʠʝ ʣʠʥʝʡʥʦʛʦ ʩʚʷʟʥʦʛʦ ʩʧʠʩʢʘ. 

 

B-tree (B-ʜʝʨʝʚʦ) ï ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʨʘʩʧʦʣʘʛʘʶʱʘʷ ʫʟʣʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʚʠʜʝ 

ʜʨʝʚʘ ʧʦ ʢʦʪʦʨʦʤʫ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʠʩʢ ʵʣʝʤʝʥʪʘ (ʧʨʠʤʝʥʷʝʪʩʷ ʚ ext4, btrfs). 

 

 
ʈʠʩʫʥʦʢ 3. ʀʟʦʙʨʘʞʝʥʠʝ B-ʜʝʨʝʚʘ. 

 

B+-tree(B+-ʜʝʨʝʚʦ) ï ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ B-tree, ʨʘʩʰʠʨʷʶʱʘʷ ʧʦʠʩʢ 

ʠʥʬʦʨʤʘʮʠʠ (ʧʨʠʤʝʥʷʝʪʩʷ ʚ JFS, XFS). 

ʍʝ-hʪʘʙʣʠʮʘ ï ʩʪʨʫʢʪʫʨʘ ʜʘʥʥʳʭ, ʷʚʣʷʶʱʘʷʩʷ ʤʘʩʩʠʚʦʤ ʩ ʧʘʨʘʤʠ ʢʣʶʯʝʡ ʠ 

ʟʥʘʯʝʥʠʡ. ʉʧʦʩʦʙʥʘ ʜʦʙʘʚʣʷʪʴ ʧʘʨʳ, ʫʜʘʣʷʪʴ ʠ ʠʩʢʘʪʴ ʠʭ (ʚʟʷʪʘ ʟʘ ʦʩʥʦʚʫ LSM-ʜʝʨʝʚʘ ʚ 

f2fs). 

ɹʠʪʦʚʘʷ ʢʘʨʪʘ ï ʉʧʦʩʦʙ ʨʘʟʤʝʱʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʩʧʠʩʢʦʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ 

ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʨʘʟʨʷʜʦʚ ʜʚʦʠʯʥʳʭ ʜʘʥʥʳʭ. (ʧʨʠʤʝʥʷʝʪʩʷ ʚ ext4, JFS) 
ʕʢʩʪʝʥʪ (Extent) ï ʩʧʦʩʦʙ ʨʘʟʤʝʱʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ. ʕʪʦ ʦʙʣʘʩʪʴ ʧʘʤʷʪʠ, ʙʣʦʢʠ 

ʜʘʥʥʳʭ ʚ ʢʦʪʦʨʦʡ ʨʘʩʧʦʣʦʞʝʥʳ ʥʝʧʨʝʨʳʚʥʦ. ʅʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ ʬʘʡʣ ʠʤʝʝʪ ʩʚʦʡʩʪʚʦ 



-150- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʜʨʦʙʠʪʴʩʷ ʥʘ ʬʨʘʛʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʚ ʨʘʟʥʳʭ ʦʙʣʘʩʪʷʭ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʠʟ-ʟʘ 

ʯʝʛʦ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʚʨʝʤʷ ʜʦʩʪʫʧʘ ʥʝʤʫ. ʕʢʩʪʝʥʪʳ ʧʦʤʦʛʘʶʪ ʩʥʠʟʠʪʴ ʚʣʠʷʥʠʝ 

ʬʨʘʛʤʝʥʪʘʮʠʠ, ʪʘʢ ʢʘʢ ʯʘʩʪʠ ʬʘʡʣʘ ʚʥʫʪʨʠ ʥʝʛʦ ʨʘʩʧʦʣʦʞʝʥʳ ʧʦʜʨʷʜ, ʧʨʠʤʝʥʷʝʪʩʷ ʚ ext4, 

btrfs, JFS, XFS, f2fs. 

ʉʦʚʨʝʤʝʥʥʳʝ ʌʉ ʚ Linux ʙʳʚʘʶʪ ʜʚʫʭ ʪʠʧʦʚ: ʞʫʨʥʘʣʠʨʫʝʤʳʝ ʠ 

ʥʝʞʫʨʥʘʣʠʨʫʝʤʳʝ. ɺ ʞʫʨʥʘʣʠʨʫʝʤʳʭ ʩʫʱʝʩʪʚʫʝʪ ʤʝʩʪʦ ʚ ʘʜʨʝʩʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ 

ʥʘʢʦʧʠʪʝʣʷ, ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʦʝ ʧʦʜ ʞʫʨʥʘʣ ʠʟʤʝʥʝʥʠʡ, ʚ ʢʦʪʦʨʳʡ ʚʚʦʜʷʪʩʷ ʜʘʥʥʳʝ ʦ 

ʢʘʢʠʭ-ʣʠʙʦ ʜʝʡʩʪʚʠʷʭ ʥʘʜ ʬʘʡʣʘʤʠ ʝʱʸ ʜʦ ʪʦʛʦ, ʢʘʢ ʵʪʠ ʜʝʡʩʪʚʠʷ ʦʩʫʱʝʩʪʚʣʷʪʩʷ. ɽʩʣʠ 

ʧʦʧʳʪʢʘ ʟʘʧʠʩʠ ʬʘʡʣʘ ʥʘ ʜʠʩʢ ʙʳʣʘ ʧʨʝʨʚʘʥʘ, ʥʘʧʨʠʤʝʨ, ʥʝʫʜʘʯʥʦʡ ʧʝʨʝʟʘʛʨʫʟʢʦʡ ʆʉ, 

ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʵʪʦʤ ʬʘʡʣʝ ʠʟ ʞʫʨʥʘʣʘ ʠʟʤʝʥʝʥʠʡ ʠ 

ʧʨʦʜʦʣʞʠʪʴ ʟʘʧʠʩʴ, ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘ ʵʪʘʧʝ ʤʦʥʪʠʨʦʚʘʥʠʷ ʥʘʢʦʧʠʪʝʣʝʡ 

ʧʨʠ ʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ. ɺ ʥʝʞʫʨʥʘʣʠʨʫʝʤʳʭ ʌʉ ʞʫʨʥʘʣʘ ʥʝʪ, ʧʦʵʪʦʤʫ ʨʠʩʢ ʧʦʪʝʨʠ ʜʘʥʥʳʭ 

ʙʦʣʴʰʝ, ʟʘʪʦ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ ʩ ʬʘʡʣʘʤʠ ʚʳʰʝ (ʭʦʪʴ ʠ ʥʝʟʥʘʯʠʪʝʣʴʥʦ ʚ ʩʦʚʨʝʤʝʥʥʳʭ 

ʨʝʘʣʠʷʭ) ʠʟ-ʟʘ ʦʪʩʫʪʩʪʚʠʷ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʬʠʢʩʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʥʘʜ ʥʠʤʠ. 

ɼʝʜʫʧʣʠʢʘʮʠʷ ʜʘʥʥʳʭ ï ʬʫʥʢʮʠʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʙʣʘʛʦʜʘʨʷ ʢʦʪʦʨʦʡ 

ʫʩʪʨʘʥʷʶʪʩʷ ʣʠʰʥʠʝ, çʥʝʫʥʠʢʘʣʴʥʳʝè ʢʦʧʠʠ ʭʨʘʥʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 

ʥʝʩʢʦʣʴʢʦ ʫʨʦʚʥʝʡ ʜʝʪʘʣʠʟʘʮʠʠ. ʇʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʤʝʩʪʦ ʥʘ ʥʘʢʦʧʠʪʝʣʝ. 

CoW (çcopy-on-writeè, çʢʦʧʠʨʦʚʘʥʠʝ ʧʨʠ ʟʘʧʠʩʠè) ï ʤʝʭʘʥʠʟʤ ʦʧʪʠʤʠʟʘʮʠʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʘʤʷʪʴʶ, ʵʢʦʥʦʤʷʱʠʡ ʧʨʦʩʪʨʘʥʩʪʚʦ ʥʘʢʦʧʠʪʝʣʷ ʧʫʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʘʜʨʝʩʦʚ ʥʘ ʜʘʥʥʳʝ ʚʤʝʩʪʦ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʠʭ ʢʦʧʠʡ. 

ʀʟ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʝʪ Linux, 

ʨʦʞʜʘʶʱʠʭʩʷ ʧʨʘʢʪʠʯʝʩʢʠ ʢʘʞʜʳʡ ʜʝʥʴ, ʚ ʩʠʣʫ ʪʦʛʦ ʯʪʦ ʣʶʙʦʡ ʞʝʣʘʶʱʠʡ ʤʦʞʝʪ 

ʩʦʟʜʘʪʴ ʩʚʦʶ ʩʦʙʩʪʚʝʥʥʫʶ, ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʝʝ ʚʩʝʛʦ ʜʣʷ ʦʙʟʦʨʘ ʚʳʙʨʘʪʴ ʜʚʝ ʥʘʠʙʦʣʝʝ 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʌʉ, ʦʜʥʘ ʠʟ ʢʦʪʦʨʳʭ ʷʚʣʷʝʪʩʷ ʦʙʳʯʥʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ, ʘ ʚʪʦʨʘʷ ï 

ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ ext4 ʠ BtrFS. 

ext4 (fourth extended file system) ï ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʌʉ ʞʫʨʥʘʣʠʨʫʝʤʦʛʦ ʪʠʧʘ. 

ʈʘʟʤʝʱʘʝʪ ʬʘʡʣʳ ʩʧʠʩʢʦʤ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʭ ʨʘʟʨʷʜʦʚ ʜʚʦʠʯʥʳʭ ʜʘʥʥʳʭ ʠ ʵʢʩʪʝʥʪʘʤʠ, 

ʩʦʚʤʝʱʘʝʪ ʩʪʨʫʢʪʫʨʳ ʜʘʥʥʳʭ ʩʚʷʟʥʦʛʦ ʩʧʠʩʢʘ ʠ B-ʜʝʨʝʚʘ. ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʬʘʡʣʘ ï 

16 ʪʝʙʠʙʘʡʪ, ʘ ʨʘʟʤʝʨ ʨʘʟʜʝʣʘ 1 ʵʢʩʙʠʙʘʡʪ. ɽʸ ʪʝʩʪʦʚʳʝ ʙʳʣʠ ʚʳʧʫʱʝʥʳ ʝʱʝ ʚ 2006 ʛʦʜʫ. 

ʉʪʘʣʘ ʟʘʤʝʥʦʡ ext3, ʩ ʢʦʪʦʨʦʡ ʫ ʥʝʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʦʙʨʘʪʥʘʷ ʩʦʚʤʝʩʪʠʤʦʩʪʴ, ʷʚʣʷʷʩʴ ʧʨʠ 

ʵʪʦʤ ʫʣʫʯʰʝʥʥʦʡ ʠ ʜʦʨʘʙʦʪʘʥʥʦʡ ʝʝ ʚʝʨʩʠʝʡ. ʗʚʣʷʝʪʩʷ ʩʘʤʦʡ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ 

ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ ʚ Linux ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʘ ʢʦʪʦʨʫʶ ʯʘʱʝ ʚʩʝʛʦ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 

ʢʦʨʥʝʚʦʡ ʨʘʟʜʝʣ. ʉʦʟʜʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ mkfs (mkfs.ext4). 

 

 
ʈʠʩʫʥʦʢ 4. ʉʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʦʧʮʠʡ mkfs.ext4. 

 

BtrFS (B-tree FS) ï ʌʉ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʜʦʙʘʚʣʝʥʘ ʚ ʷʜʨʦ Linux ʚ 

2018 ʛʦʜʫ. ʈʘʙʦʪʘʝʪ ʧʦ ʧʨʠʥʮʠʧʫ CoW c ʞʫʥʘʣʠʨʦʚʘʥʠʝʤ ʧʨʠ ʟʘʧʠʩʠ. ʀʩʧʦʣʴʟʫʝʪ 

ʵʢʩʪʝʥʪʳ ʠ B-ʜʝʨʝʚʦ. ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʢ ʬʘʡʣʘ ʪʘʢ ʠ ʨʘʟʜʝʣʘ 16 ʕʢʩʙʠʙʘʡʪ. ʆʜʥʠ 

ʠʟ ʢʣʶʯʝʚʳʭ ʵʣʝʤʝʥʪʦʚ ʜʘʥʥʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ï ʩʦʟʜʘʥʠʝ ʧʦʜʪʦʤʦʚ (subvolumes) ʠ 

ʩʥʠʤʢʦʚ ʩʦʩʪʦʷʥʠʷ (snapshots). ʇʦʜʪʦʤ (subvolume) ï ʆʜʠʥ ʠʟ ʚʝʨʭʥʠʭ ʩʣʦʝʚ 

ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ BtrFS, ʧʦʟʚʦʣʷʶʱʠʡ ʫʜʦʙʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ 

ʩ ʘʜʨʝʩʥʳʤ ʧʨʦʩʪʨʘʥʩʪʚʦʤ ʥʠʟʰʠʭ ʩʣʦʝʚ, ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʥʠʤʢʠ ʩʦʩʪʦʷʥʠʷ. ʉʥʠʤʦʢ 

ʩʦʩʪʦʷʥʠʷ (snapshot) ï ʧʦʜʪʦʤ, ʢʦʪʦʨʳʡ ʧʦ ʩʫʪʠ ʷʚʣʷʝʪʩʷ ʢʦʧʠʝʡ subvolumes ʩ ʢʦʪʦʨʦʛʦ 

ʙʳʣ ʩʦʟʜʘʥ. ʈʘʩʯʝʪ ʚ ʩʦʟʜʘʥʠʠ BtrFS ʜʝʣʘʣʩʷ ʥʘ ʧʦʚʳʰʝʥʥʫʶ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ, 

ʫʚʝʣʠʯʝʥʠʝ ʰʘʥʩʘ ʚʦʩʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʝ ʠ ʧʨʦʩʪʦʪʫ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʢʘʢ ʩ ʨʘʟʜʝʣʘʤʠ, ʪʘʢ ʠ 

ʩ ʬʫʥʢʮʠʷʤʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. ʉʦʟʜʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ mkfs (mkfs.btrfs). 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -151- 

 

 
ʈʠʩʫʥʦʢ 5. ʉʧʠʩʦʢ ʜʦʩʪʫʧʥʳʭ ʦʧʮʠʡ mkfs.btrfs. 

 
ʇʦʣʴʟʦʚʘʪʝʣʴ, ʘ ʧʨʘʚʠʣʴʥʝʝ ʙʫʜʝʪ ʩʢʘʟʘʪʴ çʘʜʤʠʥʠʩʪʨʘʪʦʨè, ʚʝʜʴ ʢʦʛʜʘ ʨʝʯʴ 

ʟʘʭʦʜʠʪ ʦ Linux ʩʝʨʚʝʨʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʪʦʞʝ ʙʝʨʫʪʩʷ ʚʦ ʚʥʠʤʘʥʠʝ, ʠʤʝʝʪ ʚʳʙʦʨ ʠʟ 
ʤʥʦʞʝʩʪʚʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʜʠʩʪʨʠʙʫʪʠʚʦʤ.  

ʉʝʤʝʡʩʪʚʦ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ çextè ʟʘʨʝʢʦʤʝʥʜʦʚʘʣʦ ʩʝʙʷ ʢʘʢ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʥʘ 
ʜʦʤʘʰʥʠʭ ʢʦʥʬʠʛʫʨʘʮʠʷʭ, ʪʘʢ ʠ ʥʘ ʩʝʨʚʝʨʥʳʭ, ʧʦʪʦʤʫ ʯʪʦ ʜʦʨʘʙʘʪʳʚʘʣʦʩʴ ʦʯʝʥʴ ʤʥʦʛʦ 
ʣʝʪ ʠʟ ʚʝʨʩʠʠ ʚ ʚʝʨʩʠʶ. ɽʩʣʠ ʦʪʩʫʪʩʪʚʫʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ ʨʘʩʰʠʨʝʥʥʦʤ ʬʫʥʢʮʠʦʥʘʣʝ 
ʩʦʚʨʝʤʝʥʥʳʭ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʩʪʦʠʪ ʦʩʪʘʥʦʚʠʪʴʩʷ ʥʘ ext4. ɽʩʣʠ ʞʝ ʪʨʝʙʫʶʪʩʷ ʪʘʢʠʝ 
ʚʦʟʤʦʞʥʦʩʪʠ ʢʘʢ ʩʦʟʜʘʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʜʪʦʤʘʤʠ, ʧʦʜʜʝʨʞʢʘ ʩʦʙʩʪʚʝʥʥʳʭ ʨʝʘʣʠʟʘʮʠʡ 
ʩʞʘʪʠʷ ʌʉ, ʪʦʪ ʞʝ ʤʝʭʘʥʠʟʤ ʜʝʜʫʧʣʠʢʘʮʠʠ ʠ ʪʘʢ ʜʘʣʝʝ, ʪʦ ʤʦʞʥʦ ʨʘʩʩʤʦʪʨʝʪʴ BtrFS, ʥʦ 
ʩʪʦʠʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʦʥʘ ʩʦʚʩʝʤ ʥʝʜʘʚʥʦ ʚʳʰʣʘ ʠʟ ʵʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʵʪʘʧʘ ʨʘʟʨʘʙʦʪʢʠ, 
ʧʦʵʪʦʤʫ ʥʝ ʠʩʢʣʶʯʝʥʦ ʚʦʟʤʦʞʥʦʝ ʧʦʷʚʣʝʥʠʝ ʧʨʦʙʣʝʤ ʚʦ ʚʨʝʤʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʊʝʤ ʥʝ 
ʤʝʥʝʝ, ʦʥʘ ʘʢʪʠʚʥʦ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ, ʧʦʵʪʦʤʫ ʚʧʦʣʥʝ ʧʝʨʩʧʝʢʪʠʚʥʘ. ʇʦʤʠʤʦ ʵʪʠʭ ʜʚʫʭ ʚ 
Linux ʝʩʪʴ ʝʱʝ ʮʝʣʦʝ ʤʥʦʞʝʩʪʚʦ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ, ʚʩʝ ʦʥʠ ʠʤʝʶʪ ʨʘʟʥʳʡ ʬʫʥʢʮʠʦʥʘʣ ʠ 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʦʪʨʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ (ʀʀ) 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʚ ʨʘʟʣʠʯʥʳʭ ʩʬʝʨʘʭ. ɸʥʘʣʠʟʠʨʫʶʪʩʷ 

ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʩʦʟʜʘʥʠʷ ʘʬʝʨ ʩ ʧʦʤʦʱʴʶ ʀʀ. ʊʘʢʞʝ 

ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʤʝʭʘʥʠʟʤʳ ʟʘʱʠʪʳ ʦʪ ʪʘʢʠʭ ʫʛʨʦʟ ʠ ʚʳʷʚʣʷʶʪʩʷ ʢʣʶʯʝʚʳʝ ʤʦʤʝʥʪʳ ʚ 

ʧʨʠʤʝʥʝʥʠʠ ʀʀ ʜʣʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 
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Abstract 

This article examines the use of artificial intelligence (AI) by intruders to commit fraud in 

various fields. The methods that can be used to create scams using AI are analyzed. Protection 

mechanisms against such threats are also considered and key points in the use of AI for fraud are 

identified. 

Keywords: artificial intelligence, fraud, methods, protection, personal data, data, threats, 

technology, development, security. 

 

ʀʩʭʦʜʷ ʠʟ ʪʦʛʦ, ʯʪʦ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ (ʀʀ) ʘʢʪʠʚʥʦ ʚʥʝʜʨʷʝʪʩʷ ʚ 

ʨʘʟʣʠʯʥʳʝ ʦʪʨʘʩʣʠ, ʥʝ ʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʭʦʜʷʪ ʩʧʦʩʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʝʛʦ ʬʫʥʢʮʠʠ ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʜʝʡʩʪʚʠʡ. ʇʨʠʤʝʥʝʥʠʝ ʀʀ ʚ 

ʤʦʰʝʥʥʠʯʝʩʪʚʝ ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʤʝʪʦʜʦʚ ʥʘ ʦʩʥʦʚʝ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʩʣʦʞʥʳʭ ʠ ʪʨʫʜʥʦʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʘʬʝʨ. 

ʕʪʦ ʚʳʟʳʚʘʝʪ ʧʦʚʳʰʝʥʥʫʶ ʪʨʝʚʦʛʫ ʢʘʢ ʫ ʦʨʛʘʥʠʟʘʮʠʡ, ʪʘʢ ʠ ʫ ʯʘʩʪʥʳʭ ʣʠʮ, ʧʦʪʦʤʫ ʯʪʦ 

ʪʘʢʠʝ ʜʝʡʩʪʚʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʬʠʥʘʥʩʦʚʳʤ ʫʙʳʪʢʘʤ, ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʠ 

ʥʘʨʫʰʝʥʠʶ ʨʝʧʫʪʘʮʠʠ. ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʤʳ ʨʘʩʩʤʦʪʨʠʤ ʫʚʝʣʠʯʝʥʠʝ ʩʣʫʯʘʝʚ 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʧʨʠʤʝʥʝʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʩʧʦʩʦʙʳ, 

ʢʦʪʦʨʳʤʠ ʤʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʀʀ ʜʣʷ ʩʚʦʠʭ ʮʝʣʝʡ ʠ ʢʘʢ ʤʦʞʥʦ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ 

ʧʦʜʦʙʥʳʭ ʵʤʝʨʜʞʝʥʪʥʳʭ ʫʛʨʦʟ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʚʦʟʤʦʞʥʦʩʪʠ 

ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʠʥʜʠʚʠʜʫʫʤʦʚ ʠ ʦʙʱʝʩʪʚʦ ʯʝʨʝʟ ʨʘʟʥʦʦʙʨʘʟʥʳʝ ʤʝʪʦʜʳ. ʆʜʥʠʤ ʠʟ 

ʢʣʶʯʝʚʳʭ ʘʩʧʝʢʪʦʚ ʷʚʣʷʝʪʩʷ ʩʦʟʜʘʥʠʝ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʢʦʥʪʝʥʪʘ ʠ ʨʝʢʦʤʝʥʜʘʮʠʡ, 

ʛʜʝ ʘʣʛʦʨʠʪʤʳ ʀʀ ʘʥʘʣʠʟʠʨʫʶʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 

ʠʥʜʠʚʠʜʫʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʤʘʪʝʨʠʘʣʘ.  

ʄʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ (ʀʀ) ï ʵʪʦ ʚʠʜ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ, ʧʨʠ ʢʦʪʦʨʦʡ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʜʝʡʩʪʚʠʡ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʤʝʪʦʜʳ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ. ʕʪʠ ʜʝʡʩʪʚʠʷ ʤʦʛʫʪ ʚʘʨʴʠʨʦʚʘʪʴʩʷ ʦʪ 

ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʜʦ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʬʝʡʢʦʚʳʭ ʥʦʚʦʩʪʝʡ ʠ ʤʥʦʛʦʛʦ ʜʨʫʛʦʛʦ. 

ʄʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʩʚʦʠʭ ʘʪʘʢ ʠ 

ʫʩʣʦʞʥʝʥʠʷ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ. ɺʦʪ ʧʷʪʴ ʢʣʶʯʝʚʳʭ ʤʦʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ ʚʘʤ ʧʦʥʷʪʴ, 

ʢʘʢ ʤʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ 
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ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʦʙʭʦʜʠʪʴ ʪʨʘʜʠʮʠʦʥʥʦʝ 

ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʕʪʘ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʪʘʢʠʭ ʢʘʢ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʠ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʝ, ʫ ʥʠʯʝʛʦ 

ʥʝ ʧʦʜʦʟʨʝʚʘʶʱʠʭ ʞʝʨʪʚ. 

ʀʩʧʦʣʴʟʫʷ ʪʝʭʥʦʣʦʛʠʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʳ ʜʣʷ 

ʠʟʚʣʝʯʝʥʠʷ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʚʢʣʶʯʘʷ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʬʘʣʴʰʠʚʳʭ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʣʠʯʥʦʩʪʠ. ʕʪʠ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʳ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʜʝʡʩʪʚʠʡ, ʥʘʧʨʠʤʝʨ, ʩ ʮʝʣʴʶ ʧʦʜʘʯʠ 

ʟʘʷʚʦʢ ʥʘ ʢʨʝʜʠʪʳ ʠʣʠ ʦʪʢʨʳʪʠʷ ʥʦʚʳʭ ʙʘʥʢʦʚʩʢʠʭ ʩʯʝʪʦʚ. ɺ 2021 ʛʦʜʫ ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʶʩʪʠʮʠʠ ʉʐɸ ʧʨʝʜʲʷʚʠʣʦ ʦʙʚʠʥʝʥʠʝ ʛʨʫʧʧʝ ʣʠʮ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʥʘ ʙʘʟʝ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʦʜʜʝʣʴʥʳʭ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʣʠʯʥʦʩʪʠ ʩ ʮʝʣʴʶ 

ʢʨʘʞʠ ʙʦʣʝʝ 30 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ ʠʟ ʧʨʦʛʨʘʤʤ ʧʦʤʦʱʠ ʧʨʠ COVID-19. 

ʄʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʜʣʷ ʘʥʘʣʠʟʘ ʨʳʥʦʯʥʳʭ ʜʘʥʥʳʭ 

ʠ ʩʦʚʝʨʰʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʩʜʝʣʦʢ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʟʥʘʯʠʪʝʣʴʥʳʤ 

ʬʠʥʘʥʩʦʚʳʤ ʧʦʪʝʨʷʤ. ɺ 2019 ʛʦʜʫ ʢʠʪʘʡʩʢʠʡ ʪʨʝʡʜʝʨ ʙʳʣ ʧʨʠʛʦʚʦʨʝʥ ʢ ʪʶʨʝʤʥʦʤʫ 

ʟʘʢʣʶʯʝʥʠʶ ʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚ ʥʘ ʙʘʟʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʜʣʷ 

ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʷ ʮʝʥʘʤʠ ʥʘ ʘʢʮʠʠ ʠ ʦʙʤʘʥʘ ʠʥʚʝʩʪʦʨʦʚ. 

ɹʦʪʳ ʥʘ ʙʘʟʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʤʦʛʫʪ ʛʝʥʝʨʠʨʦʚʘʪʴ ʧʦʜʜʝʣʴʥʳʝ 

ʥʦʚʦʩʪʥʳʝ ʩʪʘʪʴʠ ʠ ʧʦʩʪʳ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʢʦʪʦʨʳʝ ʢʘʞʫʪʩʷ ʟʘʢʦʥʥʳʤʠ. ʕʪʠ ʧʦʩʪʳ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠ ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʷ 

ʦʙʱʝʩʪʚʝʥʥʳʤ ʤʥʝʥʠʝʤ. ɺ 2018 ʛʦʜʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʙʦʪʳ ʥʘ ʙʘʟʝ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʙʳʣʠ ʦʪʚʝʪʩʪʚʝʥʥʳ ʟʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 70% ʪʚʠʪʦʚ, 

ʧʨʦʧʘʛʘʥʜʠʨʫʶʱʠʭ ʨʝʬʝʨʝʥʜʫʤ ʦ çɹʨʝʢʩʠʪʝè. 

ɺʳʷʚʣʝʥʠʝ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʷʚʣʷʝʪʩʷ 

ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ ʧʦ ʩʣʝʜʫʶʱʠʤ ʧʨʠʯʠʥʘʤ: 

Å ʄʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʚʩʝ ʙʦʣʝʝ ʩʣʦʞʥʳʝ ʘʣʛʦʨʠʪʤʳ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʤʠʪʠʨʦʚʘʪʴ ʧʦʚʝʜʝʥʠʝ ʯʝʣʦʚʝʢʘ ʠ ʦʙʭʦʜʠʪʴ 

ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʦʙʥʘʨʫʞʝʥʠʷ. ʕʪʠ ʘʣʛʦʨʠʪʤʳ ʧʦʩʪʦʷʥʥʦ 

ʨʘʟʚʠʚʘʶʪʩʷ, ʯʪʦ ʟʘʪʨʫʜʥʷʝʪ ʨʘʙʦʪʫ ʵʢʩʧʝʨʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Å ʄʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ 

ʧʨʝʜʧʦʣʘʛʘʝʪ ʘʥʘʣʠʟ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ ʜʣʷ ʚʳʷʚʣʝʥʠʷ 

ʟʘʢʦʥʦʤʝʨʥʦʩʪʝʡ ʠ ʘʥʦʤʘʣʠʡ. ʕʪʦ ʤʦʞʝʪ ʦʪʥʠʤʘʪʴ ʤʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʙʳʪʴ 

ʜʦʨʦʛʦʩʪʦʷʱʠʤ, ʘ ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʤʦʛʫʪ ʥʝ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ 

ʦʙʲʝʤʫ ʜʘʥʥʳʭ. 

Å ʊʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʤʦʛʫʪ ʜʘʚʘʪʴ 

ʣʦʞʥʦʧʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ, ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ 

ʜʦʨʦʛʦʩʪʦʷʱʠʤ ʠ ʦʪʥʠʤʘʪʴ ʤʥʦʛʦ ʚʨʝʤʝʥʠ. ʉʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʥʘ ʙʘʟʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʤʦʛʫʪ ʧʦʤʦʯʴ 

ʫʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʣʦʞʥʦʧʦʣʦʞʠʪʝʣʴʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ, ʥʦ ʦʥʠ ʪʘʢʞʝ 

ʤʦʛʫʪ ʛʝʥʝʨʠʨʦʚʘʪʴ ʣʦʞʥʦʦʪʨʠʮʘʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ, ʝʩʣʠ ʠʭ ʜʦʣʞʥʳʤ 

ʦʙʨʘʟʦʤ ʥʝ ʦʙʫʯʠʪʴ. 

Å ʉʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʠʩʪʦʨʠʯʝʩʢʠʝ ʜʘʥʥʳʝ ʜʣʷ ʚʳʷʚʣʝʥʠʷ 

ʟʘʢʦʥʦʤʝʨʥʦʩʪʝʡ ʠ ʘʥʦʤʘʣʠʡ. ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʜʦʩʪʫʧʥʳʭ ʠʩʪʦʨʠʯʝʩʢʠʭ 

ʜʘʥʥʳʭ ʵʪʠ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʥʝʩʧʦʩʦʙʥʳʤʠ ʦʙʥʘʨʫʞʠʚʘʪʴ ʥʦʚʳʝ 

ʚʠʜʳ ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 

Å ʉʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʤʦʛʫʪ ʩʦʙʠʨʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ ʣʠʯʥʘʷ 



-154- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

ʠʥʬʦʨʤʘʮʠʷ ʠ ʬʠʥʘʥʩʦʚʳʝ ʜʘʥʥʳʝ. ʕʪʦ ʚʳʟʳʚʘʝʪ ʦʧʘʩʝʥʠʷ ʧʦ ʧʦʚʦʜʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʤʦʞʝʪ ʦʪʙʠʪʴ ʫ ʣʶʜʝʡ ʦʭʦʪʫ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ 

ʩʠʩʪʝʤʳ. 

Å ʄʦʰʝʥʥʠʢʠ ʧʦʩʪʦʷʥʥʦ ʘʜʘʧʪʠʨʫʶʪ ʩʚʦʶ ʪʘʢʪʠʢʫ, ʯʪʦʙʳ ʦʩʪʘʚʘʪʴʩʷ 

ʚʧʝʨʝʜʠ ʠʛʨʳ. ʊʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ 

ʤʦʛʫʪ ʥʝ ʫʩʧʝʚʘʪʴ ʟʘ ʵʪʠʤʠ ʨʘʟʚʠʚʘʶʱʠʤʠʩʷ ʪʘʢʪʠʢʘʤʠ, ʯʪʦ ʟʘʪʨʫʜʥʷʝʪ 

ʚʳʷʚʣʝʥʠʝ ʥʦʚʳʭ ʚʠʜʦʚ ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 
ʏʪʦʙʳ ʦʙʝʟʦʧʘʩʠʪʴ ʩʝʙʷ ʦʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ, ʩʣʝʜʫʝʪ ʧʦʤʥʠʪʴ ʦ ʥʝʩʢʦʣʴʢʠʭ ʩʦʚʝʪʘʭ ʠ ʧʝʨʝʜʦʚʦʡ ʧʨʘʢʪʠʢʝ [2]. ɹʫʜʴʪʝ 
ʦʩʪʦʨʦʞʥʳ ʩ ʥʝʞʝʣʘʪʝʣʴʥʳʤʠ ʵʣʝʢʪʨʦʥʥʳʤʠ ʧʠʩʴʤʘʤʠ, ʪʝʣʝʬʦʥʥʳʤʠ ʟʚʦʥʢʘʤʠ ʠ 
ʪʝʢʩʪʦʚʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ, ʚ ʢʦʪʦʨʳʭ ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠʣʠ ʦʧʣʘʪʘ. 
ʄʦʰʝʥʥʠʢʠ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪ ʪʘʢʪʠʢʫ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʯʪʦʙʳ ʦʙʤʘʥʫʪʴ ʞʝʨʪʚ ʠ 
ʟʘʩʪʘʚʠʪʴ ʠʭ ʚʳʜʘʪʴ ʩʚʦʶ ʠʥʬʦʨʤʘʮʠʶ. ɼʚʦʡʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩʧʦʩʦʙʥʘ ʦʙʝʩʧʝʯʠʪʴ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ, ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 
ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʚʘʰʝʤʫ ʘʢʢʘʫʥʪʫ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʜʝʞʥʳʝ 
ʠ ʫʥʠʢʘʣʴʥʳʝ ʧʘʨʦʣʠ, ʘ ʪʘʢʞʝ ʨʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʤʝʥʝʥʠʷ ʤʝʥʝʜʞʝʨʘ ʧʘʨʦʣʝʡ 
ʜʣʷ ʠʭ ʫʧʨʘʚʣʝʥʠʷ. ɺʘʞʥʦ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʪʴ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ, ʘʥʪʠʚʠʨʫʩʥʦʝ 
ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʥʘʣʠʯʠʝ ʧʦʩʣʝʜʥʠʭ 
ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʀʟʙʝʛʘʡʪʝ ʥʘʞʘʪʠʷ ʥʘ ʩʩʳʣʢʠ ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ ʠʣʠ 
ʩʦʦʙʱʝʥʠʷʭ ʦʪ ʥʝʠʟʚʝʩʪʥʳʭ ʦʪʧʨʘʚʠʪʝʣʝʡ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʜʚʝʩʪʠ ʫʢʘʟʘʪʝʣʴ ʤʳʰʠ ʢ 
ʩʩʣrʢʝ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ URL-ʘʜʨʝʩ ʥʘ ʥʘʣʠʯʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ. ʇʦʩʪʦʷʥʥʦ 
ʤʦʥʠʪʦʨʴʪʝ ʚʳʧʠʩʢʠ ʧʦ ʙʘʥʢʦʚʩʢʠʤ ʩʯʝʪʘʤ ʠ ʢʨʝʜʠʪʥʳʤ ʢʘʨʪʘʤ ʥʘ ʥʘʣʠʯʠʝ 
ʥʝʧʨʘʚʦʤʝʨʥʳʭ ʪʨʘʥʟʘʢʮʠʡ. ɸʢʪʠʚʠʨʫʡʪʝ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ 
ʩʣʝʜʠʪʝ ʟʘ ʧʦʩʣʝʜʥʠʤʠ ʩʭʝʤʘʤʠ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʦʩʥʦʚʘʥʥʳʤʠ ʥʘ ʠʩʢʫʩʩʪʚʝʥʥʦʤ 
ʠʥʪʝʣʣʝʢʪʝ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʩʚʦʶ ʟʘʱʠʪʫ. ɹʫʜʴʪʝ ʚʥʠʤʘʪʝʣʴʥʳ ʢ ʥʦʚʦʩʪʷʤ ʠ 
ʦʙʥʦʚʣʝʥʠʷʤ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʟʘʩʣʫʞʠʚʘʶʱʠʭ ʜʦʚʝʨʠʷ ʠʩʪʦʯʥʠʢʦʚ. ʉʣʝʜʫʷ 
ʵʪʠʤ ʩʦʚʝʪʘʤʠ, ʚʳ ʤʦʞʝʪʝ ʦʙʝʟʦʧʘʩʠʪʴ ʩʝʙʷ ʦʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʠʩʧʦʣʴʟʫʶʱʝʛʦ 
ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ. 

ʇʦʩʢʦʣʴʢʫ ʪʝʭʥʦʣʦʛʠʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, 

ʯʘʩʪʥʳʤ ʣʠʮʘʤ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚʘʞʥʦ ʦʩʪʘʚʘʪʴʩʷ ʚ ʢʫʨʩʝ ʩʦʙʳʪʠʡ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ 

ʦʙʨʘʟʦʤ ʘʜʘʧʪʠʨʦʚʘʪʴ ʩʚʦʠ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʠʤʝʥʷʷ ʫʧʨʝʞʜʘʶʱʠʡ ʧʦʜʭʦʜ ʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʳ ʤʦʞʝʤ ʦʩʪʘʚʘʪʴʩʷ ʥʘ ʰʘʛ ʚʧʝʨʝʜʠ ʤʦʰʝʥʥʠʢʦʚ ʠ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ 

ʨʠʩʢʦʚ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ. 
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ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ, ʠʭ ʬʫʥʢʮʠʠ ʠ ʢʨʠʪʝʨʠʠ ʚʳʙʦʨʘ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʤʘʢʩʠʤʘʣʴʥʦʡ 
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Abstract 
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ʀʥʬʦʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (ʀʂʉ) ʩʪʘʣʠ ʥʝʦʙʭʦʜʠʤʳʤʠ ʵʣʝʤʝʥʪʘʤʠ ʜʣʷ 

ʩʚʷʟʠ ʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʥʦ ʠʭ ʩʣʦʞʥʘʷ 

ʩʪʨʫʢʪʫʨʘ ʪʨʝʙʫʝʪ ʧʨʠʤʝʥʝʥʠʷ ʧʨʦʜʚʠʥʫʪʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ 

ʦʧʪʠʤʠʟʘʮʠʠ ʨʘʙʦʪʳ, ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʠʥʠʤʠʟʘʮʠʠ ʩʙʦʝʚ. ʇʦʵʪʦʤʫ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʀʂʉ ʠʤʝʝʪ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʟʘʜʘʯ, ʦʪ ʢʦʥʪʨʦʣʷ ʩʝʪʝʡ ʠ ʫʧʨʘʚʣʝʥʠʷ 

ʢʦʥʬʠʛʫʨʘʮʠʝʡ ʜʦ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ. ɼʣʷ ʨʝʰʝʥʠʷ ʵʪʠʭ ʟʘʜʘʯ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (ʇʆ), ʢʦʪʦʨʦʝ 

ʘʚʪʦʤʘʪʠʟʠʨʫʝʪ ʧʨʦʮʝʩʩʳ ʠ ʧʦʤʦʛʘʝʪ ʩʠʩʪʝʤʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʦʧʝʨʘʪʠʚʥʦ 

ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʣʶʙʳʝ ʠʟʤʝʥʝʥʠʷ. ʊʘʢ, ʩʝʪʝʚʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʩʪʘʥʦʚʠʪʩʷ 

ʚʘʞʥʝʡʰʠʤ ʬʘʢʪʦʨʦʤ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʙʠʟʥʝʩʫ ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʪʘʙʠʣʴʥʦʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ, ʙʝʩʧʝʨʝʙʦʡʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʠ ʫʣʫʯʰʘʪʴ ʢʦʤʤʫʥʠʢʘʮʠʶ ʢʘʢ ʚʥʫʪʨʠ 

ʢʦʤʧʘʥʠʠ, ʪʘʢ ʠ ʩ ʚʥʝʰʥʠʤʠ ʧʘʨʪʥʸʨʘʤʠ. [2] 

ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʧʨʦʜʫʢʪʳ ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʀʂʉ ʤʦʞʥʦ 

ʨʘʟʜʝʣʠʪʴ ʥʘ ʥʝʩʢʦʣʴʢʦ ʢʘʪʝʛʦʨʠʡ [3]: 

Å ʇʨʦʛʨʘʤʤʳ ʤʦʥʠʪʦʨʠʥʛʘ, ʢʦʪʦʨʳʝ ʦʪʩʣʝʞʠʚʘʶʪ ʩʦʩʪʦʷʥʠʝ ʩʝʪʝʚʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ, ʩʝʨʚʝʨʘ, ʢʘʥʘʣʦʚ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʜʨʫʛʠʝ ʵʣʝʤʝʥʪʳ. 

ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ ʬʠʢʩʠʨʫʶʪ ʧʘʨʘʤʝʪʨʳ ʩʝʪʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, 

ʧʦʟʚʦʣʷʶʪ ʟʘʜʘʚʘʪʴ ʦʧʦʚʝʱʝʥʠʷ ʦ ʩʙʦʷʭ, ʘ ʪʘʢʞʝ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʜʣʷ 

ʘʥʘʣʠʟʘ ʠ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ. 

Å ʋʧʨʘʚʣʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ ʠ ʠʟʤʝʥʝʥʠʷʤʠ, ʘʚʪʦʤʘʪʠʟʠʨʫʶʱʠʝ 

ʧʨʦʮʝʩʩ ʨʘʟʚʝʨʪʳʚʘʥʠʷ, ʥʘʩʪʨʦʡʢʠ ʠ ʧʦʜʜʝʨʞʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʧʦʟʚʦʣʷʶʱʠʝ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʫʧʨʘʚʣʷʪʴ ʢʦʥʬʠʛʫʨʘʮʠʝʡ 

ʚʩʝʭ ʫʟʣʦʚ ʩʝʪʠ. 

Å ɸʥʘʣʠʟ ʪʨʘʬʠʢʘ ʠ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ. ʊʘʢʠʝ 

ʧʨʦʜʫʢʪʳ ʧʦʤʦʛʘʶʪ ʚʳʷʚʣʷʪʴ ʘʥʦʤʘʣʠʠ, ʫʧʨʘʚʣʷʪʴ ʧʨʦʧʫʩʢʥʦʡ 

ʩʧʦʩʦʙʥʦʩʪʴʶ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʧʝʨʝʛʨʫʟʢʫ ʩʝʪʠ. ɸʥʘʣʠʟ ʪʨʘʬʠʢʘ ʪʘʢʞʝ 

ʧʦʟʚʦʣʷʝʪ ʩʚʦʝʚʨʝʤʝʥʥʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʛʨʦʟʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Å ʆʙʝʩʧʝʯʝʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʦ ʝʩʪʴ, ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʚ 

ʵʪʦʡ ʦʙʣʘʩʪʠ ʚʢʣʶʯʘʝʪ ʘʥʪʠʚʠʨʫʩʳ, ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ ʠ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ (IDS/IPS), ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ ʠ 

ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʇʨʠ ʚʳʙʦʨʝ ʇʆ ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʀʂʉ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʥʝʩʢʦʣʴʢʦ 

ʬʘʢʪʦʨʦʚ [2]: 

Å ʇʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʦʣʞʥʦ ʧʦʜʜʝʨʞʠʚʘʪʴ ʠʥʪʝʛʨʘʮʠʶ ʩ 

ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʩʠʩʪʝʤʘʤʠ ʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

Å ɺʘʞʥʦ ʚʳʙʠʨʘʪʴ ʧʨʦʜʫʢʪʳ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʣʝʛʢʦ ʘʜʘʧʪʠʨʦʚʘʪʴ ʢ ʨʦʩʪʫ 

ʩʝʪʠ ʠ ʫʩʣʦʞʥʝʥʠʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

Å ʇʆ ʜʦʣʞʥʦ ʧʨʝʜʣʘʛʘʪʴ ʰʠʨʦʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʦʜ 

ʢʦʥʢʨʝʪʥʳʝ ʟʘʜʘʯʠ ʠ ʥʫʞʜʳ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʂʘʢ ʨʘʟ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (NMS, Network Management Systems) ʷʚʣʷʶʪʩʷ 

ʧʨʠʢʣʘʜʥʳʤ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʤ ʜʣʷ 

ʢʦʥʪʨʦʣʷ, ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʨʝʩʫʨʩʘʤʠ. ʕʪʠ ʩʠʩʪʝʤʳ ʨʘʙʦʪʘʶʪ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʪʘʥʜʘʨʪʥʳʭ ʧʨʦʪʦʢʦʣʦʚ, ʪʘʢʠʭ ʢʘʢ Simple Network Management Protocol 
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(SNMP) ʠ Common Management Information Protocol (CMIP), ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ 

ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʙʣʝʛʯʘʷ ʫʧʨʘʚʣʝʥʠʝ ʠ ʜʠʘʛʥʦʩʪʠʢʫ ʩʝʪʝʡ. ʆʙʘ 

ʧʨʦʪʦʢʦʣʘ ʠʤʝʶʪ ʩʚʦʠ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʩʬʝʨʳ ʧʨʠʤʝʥʝʥʠʷ, ʢʦʪʦʨʳʝ ʜʝʣʘʶʪ ʠʭ 

ʦʧʪʠʤʘʣʴʥʳʤʠ ʜʣʷ ʦʧʨʝʜʝʣʸʥʥʳʭ ʪʠʧʦʚ ʩʝʪʝʡ ʠ ʟʘʜʘʯ. 

Simple Network Management Protocol (SNMP) 

SNMP ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʤ ʧʨʦʪʦʢʦʣʦʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʣʦʢʘʣʴʥʳʤʠ ʠ ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʩʝʪʷʤʠ. ʆʥ ʨʘʟʨʘʙʘʪʳʚʘʣʩʷ ʩ ʮʝʣʴʶ ʫʧʨʦʩʪʠʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʷʤʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʩʠʩʪʝʤʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʤʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳʝ 

ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. SNMP ʦʨʠʝʥʪʠʨʦʚʘʥ ʥʘ ʨʘʙʦʪʫ ʩ ʧʨʦʩʪʳʤʠ 

ʦʧʝʨʘʮʠʷʤʠ ʠ ʭʘʨʘʢʪʝʨʠʟʫʝʪʩʷ ʥʠʟʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʨʝʩʫʨʩʘʤ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ ʣʸʛʢʠʤ 

ʜʣʷ ʚʥʝʜʨʝʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. [1] 

ʆʩʥʦʚʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʧʨʝʠʤʫʱʝʩʪʚʘ SNMP: 

Å ʇʨʦʪʦʢʦʣ SNMP ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝʤʠ ʩʝʪʝʚʳʤʠ 

ʫʩʪʨʦʡʩʪʚʘʤʠ ï ʦʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʢʦʤʤʫʪʘʪʦʨʦʚ ʜʦ ʩʝʨʚʝʨʦʚ ʠ 

ʧʨʠʥʪʝʨʦʚ. ʕʪʦ ʜʝʣʘʝʪ ʝʛʦ ʫʥʠʚʝʨʩʘʣʴʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʩʝʪʝʚʳʭ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. 

Å SNMP ʨʘʙʦʪʘʝʪ ʥʘ ʦʩʥʦʚʝ ʘʨʭʠʪʝʢʪʫʨʳ "ʤʝʥʝʜʞʝʨ-ʘʛʝʥʪ". ʄʝʥʝʜʞʝʨ 

ʚʳʧʦʣʥʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʠ ʩʙʦʨ ʜʘʥʥʳʭ, ʘ ʘʛʝʥʪ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʥʘ 

ʫʧʨʘʚʣʷʝʤʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʦʪʚʝʯʘʝʪ ʥʘ ʟʘʧʨʦʩʳ ʤʝʥʝʜʞʝʨʘ. ɸʛʝʥʪ 

ʧʝʨʝʜʘʸʪ ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʫʩʪʨʦʡʩʪʚʘ, ʚʢʣʶʯʘʷ ʝʛʦ ʟʘʛʨʫʟʢʫ, 

ʧʨʦʧʫʩʢʥʫʶ ʩʧʦʩʦʙʥʦʩʪʴ, ʥʘʣʠʯʠʝ ʦʰʠʙʦʢ ʠ ʪ.ʜ. 

Å SNMP ʠʩʧʦʣʴʟʫʝʪ ʥʝʩʢʦʣʴʢʦ ʪʠʧʦʚ ʩʦʦʙʱʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ GET (ʟʘʧʨʦʩ 

ʜʘʥʥʳʭ), SET (ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ) ʠ TRAP (ʦʧʦʚʝʱʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ), 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʛʠʙʢʦ ʫʧʨʘʚʣʷʪʴ ʩʝʪʴʶ. 

Å SNMP ʨʘʙʦʪʘʝʪ ʧʦʚʝʨʭ UDP (User Datagram Protocol), ʯʪʦ ʫʤʝʥʴʰʘʝʪ 

ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʪʴ, ʥʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʥʠʞʘʝʪ ʥʘʜʸʞʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ, ʪʘʢ ʢʘʢ UDP ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʜʦʩʪʘʚʢʠ. ʕʪʦ 

ʤʦʞʝʪ ʧʨʠʚʦʜʠʪʴ ʢ ʧʦʪʝʨʝ ʜʘʥʥʳʭ ʚ ʩʣʫʯʘʝ ʩʝʪʝʚʳʭ ʩʙʦʝʚ, ʦʜʥʘʢʦ, ʚ 

ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ, ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʡ ʵʪʦ ʜʦʧʫʩʪʠʤʦ. 

Å NMP ʧʦʜʭʦʜʠʪ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʥʝʙʦʣʴʰʠʤʠ ʠ ʩʨʝʜʥʠʤʠ ʩʝʪʷʤʠ, ʛʜʝ 

ʪʨʝʙʫʝʪʩʷ ʧʦʣʫʯʘʪʴ ʪʦʣʴʢʦ ʦʩʥʦʚʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʢʦʥʪʨʦʣʷ ʩʦʩʪʦʷʥʠʷ. ʆʥ 

ʯʘʩʪʦ ʧʨʠʤʝʥʷʝʪʩʷ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʠ ʣʦʢʘʣʴʥʳʭ ʩʝʪʷʭ, ʛʜʝ ʥʝʪ ʩʪʨʦʛʠʭ 

ʪʨʝʙʦʚʘʥʠʡ ʢ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ, ʠ ʧʨʦʪʦʢʦʣ ʩʧʦʩʦʙʝʥ ʵʬʬʝʢʪʠʚʥʦ 

ʩʧʨʘʚʣʷʪʴʩʷ ʩ ʟʘʜʘʯʘʤʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

Common Management Information Protocol (CMIP) 

CMIP ï ʵʪʦ ʙʦʣʝʝ ʩʣʦʞʥʳʡ ʠ ʤʦʱʥʳʡ ʧʨʦʪʦʢʦʣ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤʠ ʠ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʤʠ ʩʝʪʷʤʠ. ʆʥ ʨʘʟʨʘʙʘʪʳʚʘʣʩʷ ʢʘʢ ʙʦʣʝʝ 

ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʠ ʥʘʜʸʞʥʘʷ ʘʣʴʪʝʨʥʘʪʠʚʘ SNMP, ʧʦʟʚʦʣʷʶʱʘʷ ʦʙʝʩʧʝʯʠʚʘʪʴ ʢʦʥʪʨʦʣʴ ʠ 

ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʝʡ ʩ ʨʘʩʰʠʨʝʥʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʶ. [2] 
ʆʩʥʦʚʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠ ʧʨʝʠʤʫʱʝʩʪʚʘ CMIP: 
Å ɺ ʦʪʣʠʯʠʝ ʦʪ SNMP, CMIP ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ ʩʣʦʞʥʳʝ ʦʧʝʨʘʮʠʠ ʥʘʜ 

ʦʙʲʝʢʪʘʤʠ ʫʧʨʘʚʣʝʥʠʷ, ʚʢʣʶʯʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʜʝʡʩʪʚʠʡ ʠ 
ʬʠʣʴʪʨʘʮʠʶ ʜʘʥʥʳʭ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ ʙʦʣʝʝ ʤʦʱʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. CMIP ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʫʧʨʘʚʣʷʪʴ ʤʥʦʞʝʩʪʚʦʤ 
ʦʙʲʝʢʪʦʚ, ʯʪʦ ʫʩʢʦʨʷʝʪ ʠ ʫʧʨʦʱʘʝʪ ʦʧʝʨʘʮʠʠ ʚ ʢʨʫʧʥʳʭ ʩʝʪʷʭ. 

Å CMIP ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʪʦʢʦʣ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʩ ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ 
(ʥʘʧʨʠʤʝʨ, OSI Transport Protocol Class 4 ʠʣʠ TCP), ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ 
ʚʳʩʦʢʫʶ ʥʘʜʸʞʥʦʩʪʴ ʜʦʩʪʘʚʢʠ ʜʘʥʥʳʭ ʠ ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʠʭ ʧʦʪʝʨʠ. 
ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ ʜʣʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ 
ʩʝʪʝʡ, ʛʜʝ ʣʶʙʳʝ ʧʦʪʝʨʠ ʜʘʥʥʳʭ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʩʝʨʴʸʟʥʳʤ 
ʧʦʩʣʝʜʩʪʚʠʷʤ. 

Å ɸʛʝʥʪʳ CMIP ʦʙʣʘʜʘʶʪ ʨʘʩʰʠʨʝʥʥʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʠ ʤʦʛʫʪ 
ʚʳʧʦʣʥʷʪʴ ʙʦʣʴʰʝ ʬʫʥʢʮʠʡ ʥʘ ʩʪʦʨʦʥʝ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʪʨʦʡʩʪʚ. ʕʪʦ 
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ʧʦʟʚʦʣʷʝʪ ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʤʝʥʝʜʞʝʨʳ ʠ ʫʣʫʯʰʠʪʴ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ. 

Å CMIP ʪʨʝʙʫʝʪ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʦʱʥʦʩʪʠ ʠ ʙʦʣʝʝ 
ʩʣʦʞʥʦʡ ʥʘʩʪʨʦʡʢʠ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ ʤʝʥʝʝ ʧʦʜʭʦʜʷʱʠʤ ʜʣʷ ʥʝʙʦʣʴʰʠʭ 
ʩʝʪʝʡ. ɺʥʝʜʨʝʥʠʝ CMIP ʪʨʝʙʫʝʪ ʟʥʘʯʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ ʠ ʛʣʫʙʦʢʠʭ 
ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʩʝʪʝʚʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʥʦ ʵʪʦ ʦʢʫʧʘʝʪʩʷ ʚ 
ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʠ ʚʳʩʦʢʦʥʘʛʨʫʞʝʥʥʳʭ ʩʝʪʷʭ. 

Å CMIP ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʷʭ ʠ ʩʝʪʷʭ, ʛʜʝ 
ʪʨʝʙʫʝʪʩʷ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʥʘʜʸʞʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʥ ʦʩʦʙʝʥʥʦ 
ʧʦʜʭʦʜʠʪ ʜʣʷ ʦʧʝʨʘʪʦʨʦʚ ʩʚʷʟʠ ʠ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʩ 
ʨʘʩʧʨʝʜʝʣʸʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. 

ʇʨʠ ʚʳʙʦʨʝ ʤʝʞʜʫ SNMP ʠ CMIP ʚʘʞʥʦ ʫʯʠʪʳʚʘʪʴ ʩʧʝʮʠʬʠʢʫ ʩʝʪʠ, ʝʸ ʤʘʩʰʪʘʙ ʠ 
ʪʨʝʙʦʚʘʥʠʷ ʢ ʥʘʜʸʞʥʦʩʪʠ. SNMP ʧʦʜʦʡʜʸʪ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʥʝʙʦʣʴʰʠʤʠ ʠ ʩʨʝʜʥʠʤʠ 
ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʩʝʪʷʤʠ, ʛʜʝ ʧʨʦʩʪʦʪʘ ʠ ʤʠʥʠʤʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʨʝʩʫʨʩʘʤ ʠʤʝʶʪ 
ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ ʟʥʘʯʝʥʠʝ. CMIP, ʥʘʧʨʦʪʠʚ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʩʝʪʝʡ ʩ ʚʳʩʦʢʦʡ ʥʘʛʨʫʟʢʦʡ 
ʠ ʩʣʦʞʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʶ, ʛʜʝ ʥʝʦʙʭʦʜʠʤʳ ʥʘʜʸʞʥʦʩʪʴ ʠ 
ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʛʠʙʢʦʩʪʴ. ʆʙʘ ʧʨʦʪʦʢʦʣʘ ʠʤʝʶʪ ʩʚʦʸ ʤʝʩʪʦ ʚ ʩʝʪʝʚʦʤ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ, ʠ ʚʳʙʦʨ ʤʝʞʜʫ ʥʠʤʠ ʜʦʣʞʝʥ ʦʩʥʦʚʳʚʘʪʴʩʷ ʥʘ ʟʘʜʘʯʘʭ ʠ ʫʩʣʦʚʠʷʭ 
ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ʇʝʨʝʜ ʚʳʙʦʨʦʤ ʢʦʥʢʨʝʪʥʦʛʦ ʨʝʰʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʚʘʞʥʦ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ 
ʥʘʠʣʫʯʰʝʝ ʩʦʯʝʪʘʥʠʝ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʢʘʞʜʳʡ ʨʘʟ ʜʦʩʪʠʛʘʝʪʩʷ, ʢʦʛʜʘ ʇʆ 
ʨʘʟʨʘʙʦʪʘʥʦ ʜʣʷ ʦʧʨʝʜʝʣʸʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ. ʅʘʧʨʠʤʝʨ, ʜʣʷ ʩʝʪʠ ʩ ʦʙʦʨʫʜʦʚʘʥʠʝʤ IBM 
ʦʧʪʠʤʘʣʴʥʳʤ ʨʝʰʝʥʠʝʤ ʩʪʘʥʝʪ IBM NetView, ʜʣʷ ʫʩʪʨʦʡʩʪʚ HP ï OpenView Network 
Node Manager, ʘ ʜʣʷ ʦʙʦʨʫʜʦʚʘʥʠʷ Sun ï Solstice Domain Manager. 

ʀʪʘʢ, ʙʦʣʴʰʠʥʩʪʚʦ ʩʦʚʨʝʤʝʥʥʳʭ ʧʨʦʛʨʘʤʤ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʨʫʪʠʥʥʳʝ 

ʟʘʜʘʯʠ, ʪʘʢʠʝ ʢʘʢ ʩʦʟʜʘʥʠʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ, ʩʢʘʥʠʨʦʚʘʥʠʝ ʥʘ ʚʠʨʫʩʳ, ʦʙʥʦʚʣʝʥʠʝ 

ʢʦʥʬʠʛʫʨʘʮʠʡ ʠ ʫʩʪʨʘʥʝʥʠʝ ʥʝʧʦʣʘʜʦʢ. 

ʇʨʠʤʝʥʝʥʠʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ ʠʥʬʦʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʷʚʣʷʝʪʩʷ ʥʝʦʙʭʦʜʠʤʳʤ ʰʘʛʦʤ ʜʣʷ 

ʦʧʪʠʤʠʟʘʮʠʠ ʨʘʙʦʪʳ ʀʂʉ. ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ ʧʦʟʚʦʣʷʶʪ ʥʝ ʪʦʣʴʢʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʨʝʩʫʨʩʘʤʠ, ʥʦ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚʳʩʦʢʠʡ 

ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʜʝʞʥʦʩʪʠ ʩʠʩʪʝʤʳ. 
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ɸʥʥʦʪʘʮʠʷ 

ɺ ʩʪʘʪʴʝ ʧʨʝʜʩʪʘʚʣʝʥ ʦʙʟʦʨ ʩʠʩʪʝʤʳ Zecurion DLP 11, ʝʸ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʠ 

ʚʦʟʤʦʞʥʦʩʪʠ. ʇʨʦʚʝʜʸʥ ʩʨʘʚʥʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʩ ʜʨʫʛʠʤʠ DLP-ʨʝʰʝʥʠʷʤʠ ʩ ʚʳʜʝʣʝʥʠʝʤ 

ʢʣʶʯʝʚʳʭ ʧʨʝʠʤʫʱʝʩʪʚ Zecurion DLP 11. 

ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ: Zecurion DLP 11, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʫʧʨʘʚʣʝʥʠʝ 

ʠʥʮʠʜʝʥʪʘʤʠ, ʧʦʚʝʜʝʥʯʝʩʢʠʡ ʘʥʘʣʠʟ (UBA), ʟʘʱʠʪʘ ʜʘʥʥʳʭ, DLP-ʩʠʩʪʝʤʳ. 
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Abstract 
The article provides an overview of the Zecurion DLP 11 system, its main functions and 

capabilities. A comparative analysis was carried out with other DLP solutions highlighting the 
key advantages of Zecurion DLP 11. 

Keywords: Zecurion DLP 11, information security, incident management, behavioral 
analysis (UBA), data protection, DLP systems. 

 
ʉʦʛʣʘʩʥʦ ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ, ʙʦʣʴʰʠʥʩʪʚʦ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ ʦʨʛʘʥʠʟʘʮʠʷʭ, ʦʙʫʩʣʦʚʣʝʥʳ ʚʥʫʪʨʝʥʥʠʤʠ ʫʛʨʦʟʘʤʠ, 
ʚʦʟʥʠʢʘʶʱʠʤʠ ʠʟ-ʟʘ ʥʝʧʨʘʚʦʤʝʨʥʳʭ ʜʝʡʩʪʚʠʡ ʩʦʪʨʫʜʥʠʢʦʚ. ʕʪʠ ʫʛʨʦʟʳ ʤʦʞʥʦ 
ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʥʘ ʜʚʝ ʛʨʫʧʧʳ: ʧʨʝʜʥʘʤʝʨʝʥʥʳʝ ð ʪʦ ʝʩʪʴ ʪʝ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʘʥʝʝ 
ʩʧʣʘʥʠʨʦʚʘʥʳ, ʠ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʳʝ ð ʚʦʟʥʠʢʘʶʱʠʝ ʚʩʣʝʜʩʪʚʠʝ ʥʝʚʥʠʤʘʪʝʣʴʥʦʩʪʠ, 
ʥʝʦʩʪʦʨʦʞʥʦʩʪʠ ʠʣʠ ʥʝʩʦʙʣʶʜʝʥʠʷ ʥʦʨʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ.  

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʪʘʢʠʭ ʚʥʫʪʨʝʥʥʠʭ ʨʠʩʢʦʚ, ʧʦʤʠʤʦ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨ, 
ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʦʚʳʰʝʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ, ʧʨʠʤʝʥʷʶʪʩʷ ʠ 
ʚʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʳʝ ʨʝʰʝʥʠʷ, ʢʦʪʦʨʳʝ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʧʦʟʚʦʣʷʶʪ ʦʪʩʣʝʞʠʚʘʪʴ 
ʧʝʨʝʤʝʱʝʥʠʷ ʜʘʥʥʳʭ ʠ ʠʟʤʝʥʝʥʠʷ ʚ ʧʦʚʝʜʝʥʠʠ ʨʘʙʦʪʥʠʢʦʚ.  

ʂʦʤʧʘʥʠʷ Zecurion ʟʘʥʠʤʘʝʪ ʦʜʥʫ ʠʟ ʚʝʜʫʱʠʭ ʧʦʟʠʮʠʡ ʢʘʢ ʥʘ ʨʦʩʩʠʡʩʢʦʤ, ʪʘʢ ʠ ʥʘ 
ʤʠʨʦʚʦʤ ʨʳʥʢʝ DLP-ʩʠʩʪʝʤ. ʀʟʚʝʩʪʥʳʝ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʘʛʝʥʪʩʪʚʘ, ʚʢʣʶʯʘʷ Gartner, IDC ʠ 
Forrester, ʦʪʤʝʪʠʣʠ ʝʸ ʢʘʢ ʧʦʩʪʘʚʱʠʢʘ ʢʦʤʧʣʝʢʩʥʦʛʦ ʨʝʰʝʥʠʷ ʩ ʥʘʠʙʦʣʝʝ ʦʙʰʠʨʥʦʡ 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ ʟʘʱʠʪʳ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʫʪʝʯʝʢ. ɺ ʦʙʥʦʚʣʝʥʥʦʡ 
ʚʝʨʩʠʠ Zecurion DLP 11 ʧʦʷʚʠʣʘʩʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ ʠ ʨʠʩʢʘʤʠ ʚ 
ʩʬʝʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʩʪʨʦʝʥʥʦʡ IRP-ʩʠʩʪʝʤʳ. ʊʘʢʞʝ 
ʜʦʙʘʚʣʝʥ ʤʦʜʫʣʴ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʦʙʥʦʚʣʝʥʳ 
ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʦʚʝʜʝʥʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʠ ʦʮʝʥʢʠ ʫʛʨʦʟ. 

Zecurion DLP 11 ð ʵʪʦ ʧʦʣʥʦʩʪʴʶ ʘʛʝʥʪʩʢʘʷ DLP-ʩʠʩʪʝʤʘ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ ʚʭʦʜʷʪ 
ʩʣʝʜʫʶʱʠʝ ʤʦʜʫʣʠ: 

- Zecurion Device Control. ʉʨʝʜʩʪʚʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʪʝʯʝʢ ʠʥʬʦʨʤʘʮʠʠ 

ʯʝʨʝʟ ʧʝʨʠʬʝʨʠʡʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

- Zecurion Traffic Control. ʉʠʩʪʝʤʘ ʢʦʥʪʨʦʣʷ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ. 

- Zecurion Staff Control. ʄʦʜʫʣʴ ʫʯʸʪʘ ʨʘʙʦʯʝʛʦ ʚʨʝʤʝʥʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠ 

ʘʥʘʣʠʟʘ ʠʭ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. 

- Zecurion Reports. ɸʥʘʣʠʪʠʯʝʩʢʠʡ ʤʦʜʫʣʴ, ʢʦʪʦʨʳʡ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʪʯʸʪʳ 

ʦ ʥʘʨʫʰʝʥʠʷʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ 

ʘʢʪʠʚʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ. 

- Zecurion Discovery. ʉʨʝʜʩʪʚʦ ʦʙʥʘʨʫʞʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʥʘʨʫʰʝʥʠʡ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʨʘʟʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʜʝʪʝʢʪʠʨʦʚʘʥʠʷ. 

- Screen Photo Detector. ʄʦʜʫʣʴ ʟʘʱʠʪʳ ʦʪ ʬʦʪʦʛʨʘʬʠʨʦʚʘʥʠʷ ʵʢʨʘʥʘ. 

- IRP-ʤʦʜʫʣʴ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʢʦʦʨʜʠʥʘʮʠʠ ʜʝʡʩʪʚʠʡ ʀʊ- ʠ ʀɹ-

ʦʪʜʝʣʦʚ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ʅʘ ʨʠʩʫʥʢʝ 1, ʧʦʜʨʦʙʥʦ ʠʟʦʙʨʘʞʝʥʘ ʘʨʭʠʪʝʢʪʫʨʘ Zecurion DLP 11. 

 

 
ʈʠʩʫʥʦʢ 1. ɸʨʭʠʪʝʢʪʫʨʘ Zecurion DLP 11. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -159- 

 
DLP-ʘʛʝʥʪʳ, ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʥʘʟʳʚʘʶʪ ʩʝʥʩʦʨʘʤʠ, ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʥʘ ʢʘʞʜʫʶ 

ʨʘʙʦʯʫʶ ʩʪʘʥʮʠʶ ʠ ʩʝʨʚʝʨ ʚʥʫʪʨʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ 
ʫʩʪʘʥʦʚʦʯʥʦʛʦ ʩʝʨʚʝʨʘ. ʕʪʠ ʘʛʝʥʪʳ ʦʪʩʣʝʞʠʚʘʶʪ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʠ ʨʝʛʠʩʪʨʠʨʫʶʪ ʩʦʙʳʪʠʷ, 
ʧʨʦʠʩʭʦʜʷʱʠʝ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ, ʘʢʢʫʤʫʣʠʨʫʷ ʠʥʬʦʨʤʘʮʠʶ ʚ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʤ ʘʨʭʠʚʝ. 
ʉʦʙʨʘʥʥʳʝ ʜʘʥʥʳʝ ʟʘʪʝʤ ʧʨʠʤʝʥʷʶʪʩʷ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʳʭ 
ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʦʪʯʝʪʦʚ ʠ ʧʨʦʚʝʜʝʥʠʷ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʂʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʵʪʦʤ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʷʝʪ DLP-ʩʝʨʚʝʨ, ʦʪʚʝʯʘʶʱʠʡ ʟʘ 
ʫʧʨʘʚʣʝʥʠʝ ʘʛʝʥʪʘʤʠ ʠ ʥʘʜʟʦʨ ʟʘ ʠʭ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝʤ. 

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʘʥʘʣʠʟ ʜʘʥʥʳʭ ʤʦʞʝʪ ʧʨʦʚʦʜʠʪʴʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ 
ʫʨʦʚʥʝ ʘʛʝʥʪʦʚ, ʦʙʭʦʜʷʩʴ ʙʝʟ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʫʧʨʘʚʣʷʶʱʠʡ ʩʝʨʚʝʨ, ʚ ʪʦ ʚʨʝʤʷ 
ʢʘʢ ʘʥʘʣʠʟ ʩʝʪʝʚʳʭ ʧʦʜʢʣʶʯʝʥʠʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ 
ʧʝʨʝʭʚʘʪʯʠʢʦʚ. ʇʨʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʩʚʷʟʠ ʚʩʝ ʩʦʙʨʘʥʥʳʝ ʜʘʥʥʳʝ ʠ ʨʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ 
ʩʠʥʭʨʦʥʠʟʠʨʫʶʪʩʷ ʩ ʩʝʨʚʝʨʦʤ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʫʤʝʥʴʰʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʪʴ ʠ ʧʦʚʳʰʘʝʪ 
ʫʩʪʦʡʯʠʚʦʩʪʴ ʩʠʩʪʝʤʳ ʢ ʩʙʦʷʤ, ʧʦʟʚʦʣʷʷ ʝʡ ʧʨʦʜʦʣʞʘʪʴ ʨʘʙʦʪʫ ʜʘʞʝ ʙʝʟ ʩʦʝʜʠʥʝʥʠʷ ʩ 
ʩʝʨʚʝʨʦʤ ʫʧʨʘʚʣʝʥʠʷ. 

ʆʧʝʨʘʪʦʨʳ ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ DLP-ʩʠʩʪʝʤʦʡ ʯʝʨʝʟ ʚʝʙ-
ʢʦʥʩʦʣʴ, ʜʦʩʪʫʧʥʫʶ ʩ ʨʘʟʣʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʚʢʣʶʯʘʷ iPad. ʕʪʦ ʫʜʦʙʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ 
ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʙʠʟʥʝʩʘ, ʪʘʢ ʢʘʢ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ 
ʧʦʣʠʪʠʢʘʤʠ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʣʦʛʠ ʩʦʙʳʪʠʡ, ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʝʡʩʪʚʠʷ ʧʝʨʩʦʥʘʣʘ, ʘ ʪʘʢʞʝ 
ʩʦʩʪʘʚʣʷʪʴ ʦʪʯʝʪʳ ʠ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʥʮʠʜʝʥʪʳ. 

ɺ ʦʙʥʦʚʣʸʥʥʦʡ ʚʝʨʩʠʠ Zecurion DLP ʟʥʘʯʠʪʝʣʴʥʦ ʠʟʤʝʥʸʥ ʠʥʪʝʨʬʝʡʩ ʢʦʥʩʦʣʠ 

ʫʧʨʘʚʣʝʥʠʷ, ʯʪʦ ʩʚʷʟʘʥʦ ʩ ʨʘʩʰʠʨʝʥʠʝʤ ʬʫʥʢʮʠʦʥʘʣʘ ʩʠʩʪʝʤʳ ʠ ʫʚʝʣʠʯʝʥʠʝʤ ʦʙʲʸʤʘ 

ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʪʨʫʜʥʠʢʘʭ. ɺ ʥʦʚʦʡ ʚʝʨʩʠʠ ʜʦʙʘʚʣʝʥʳ ʥʦʚʳʝ ʧʘʨʘʤʝʪʨʳ 

ʦ ʨʘʙʦʪʥʠʢʘʭ, ʪʘʢʠʝ ʢʘʢ ʫʨʦʚʝʥʴ ʨʠʩʢʘ, ʧʦʢʘʟʘʪʝʣʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʠ ʩ ʜʠʥʘʤʠʯʝʩʢʦʡ 

ʦʮʝʥʢʦʡ, ʵʤʦʮʠʦʥʘʣʴʥʦʝ ʩʦʩʪʦʷʥʠʝ ʠ ʩʨʘʙʦʪʘʚʰʠʝ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʤʦʞʥʦ 

ʫʚʠʜʝʪʴ ʥʘ ʨʠʩʫʥʢʝ 2. ʊʘʢʞʝ ʫʣʫʯʰʝʥʳ ʤʝʪʦʜʳ ʩʦʨʪʠʨʦʚʢʠ ʠ ʬʠʣʴʪʨʘʮʠʠ ʜʘʥʥʳʭ, 

ʚʢʣʶʯʘʷ ʙʳʩʪʨʳʝ ʬʠʣʴʪʨʳ ʠ çʙʳʩʪʨʳʝ ʜʝʡʩʪʚʠʷè. ʉ ʠʭ ʧʦʤʦʱʴʶ ʤʦʞʥʦ ʣʝʛʢʦ ʠʟʤʝʥʠʪʴ 

ʩʪʘʪʫʩ ʩʦʪʨʫʜʥʠʢʘ, ʥʘʧʨʠʤʝʨ, ʥʘʟʥʘʯʠʚ ʟʘ ʥʠʤ ʧʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ. ɺ ʮʝʣʦʤ ʨʘʙʦʪʘ ʩ 

ʠʥʪʝʨʬʝʡʩʦʤ Zecurion DLP 11 ʩʪʘʣʘ ʙʦʣʝʝ ʦʧʝʨʘʪʠʚʥʦʡ. 

 

 
ʈʠʩʫʥʦʢ 2. ʈʘʟʜʝʣ çʉʦʪʨʫʜʥʠʢʠè ʚ ʢʦʥʩʦʣʠ Zecurion DLP 11. 

 

ɺʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʫʣʫʯʰʝʥʠʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʩʦʙʨʘʥʥʳʤʠ ʜʘʥʥʳʤʠ, ʯʪʦ ʦʙʣʝʛʯʘʝʪ ʦʪʩʣʝʞʠʚʘʥʠʝ ʧʦʜʦʟʨʠʪʝʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ 

ʩʦʪʨʫʜʥʠʢʦʚ. ɸʥʘʣʠʟ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʧʦʤʦʛʘʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʫʪʝʯʢʫ ʠʥʬʦʨʤʘʮʠʠ 

ʜʦ ʝʸ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠ ʠʩʢʣʶʯʠʪʴ ʧʦʚʪʦʨʝʥʠʝ ʘʥʘʣʦʛʠʯʥʳʭ ʩʠʪʫʘʮʠʡ ʚ ʙʫʜʫʱʝʤ.  

ʂʘʨʪʦʯʢʠ ʩʦʪʨʫʜʥʠʢʦʚ ʩʪʘʣʠ ʙʦʣʝʝ ʠʥʪʝʨʘʢʪʠʚʥʳʤʠ ʙʣʘʛʦʜʘʨʷ ʧʦʣʥʦʡ 

ʧʝʨʝʨʘʙʦʪʢʝ ʚʥʫʪʨʝʥʥʝʡ ʥʘʚʠʛʘʮʠʠ. ʊʝʧʝʨʴ ʧʨʝʜʩʪʘʚʣʝʥʦ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʩʦʪʨʫʜʥʠʢʘʭ, ʠʥʮʠʜʝʥʪʘʭ ʠ ʪʝʭʥʦʣʦʛʠʷʭ, ʘ ʪʘʢʞʝ ʫʚʝʣʠʯʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ ʠ 

ʧʦʠʩʢʘ. ɺ ʢʘʞʜʦʡ ʢʘʨʪʦʯʢʝ ʧʦʷʚʠʣʘʩʴ çʰʘʧʢʘè ʧʨʦʬʠʣʷ ʠ ʥʦʚʳʝ ʚʢʣʘʜʢʠ, ʦʪʦʙʨʘʞʘʶʱʠʝ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʠʩʢʘʭ, ʠʥʮʠʜʝʥʪʘʭ ʠ ʵʤʦʮʠʦʥʘʣʴʥʦʤ ʩʦʩʪʦʷʥʠʠ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʘʢʪʠʚʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ. 



-160- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 3.  ʇʨʦʩʤʦʪʨ ʣʝʥʪʳ ʩʦʙʳʪʠʡ ʚ ʢʘʨʪʦʯʢʝ ʩʦʪʨʫʜʥʠʢʘ ʚ ʢʦʥʩʦʣʠ Zecurion DLP 11. 

 

ɺʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ʩ ʢʘʨʪʦʯʢʦʡ ʩʦʪʨʫʜʥʠʢʘ ʩʣʝʚʘ ʥʘ ʵʢʨʘʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʦʙʱʠʡ 

ʩʧʠʩʦʢ ʨʘʙʦʪʥʠʢʦʚ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʚ ʨʘʟʜʝʣʝ çʉʦʪʨʫʜʥʠʢʠè, ʢʘʢ ʠʣʣʶʩʪʨʠʨʫʝʪ 

ʨʠʩʫʥʦʢ 4. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʦʧʝʨʘʪʦʨʫ DLP-ʩʠʩʪʝʤʳ ʦʧʝʨʘʪʠʚʥʦ ʥʘʭʦʜʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʤʥʦʛʠʤ ʩʦʪʨʫʜʥʠʢʘʤ, ʧʦʩʢʦʣʴʢʫ ʚʳʙʨʘʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʩʦʭʨʘʥʷʶʪʩʷ ʜʣʷ 

ʢʘʞʜʦʡ ʢʘʨʪʦʯʢʠ. 

 

 
ʈʠʩʫʥʦʢ 4. ʆʙʱʠʡ ʚʠʜ ʢʘʨʪʦʯʢʠ ʩʦʪʨʫʜʥʠʢʘ ʚ ʢʦʥʩʦʣʠ Zecurion DLP 11 

 

ɺ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʧʝʨʘʪʦʨ Zecurion DLP 11 ʤʦʞʝʪ ʧʨʦʩʤʦʪʨʝʪʴ 

ʠʟʦʙʨʘʞʝʥʠʝ ʩ ʚʝʙ-ʢʘʤʝʨʳ ʠʣʠ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ ʩʦʪʨʫʜʥʠʢʘ, ʘ ʪʘʢʞʝ ʜʦʙʘʚʠʪʴ ʝʛʦ ʚ ʩʧʠʩʦʢ 

ʜʣʷ ʘʥʘʣʠʟʘ. ɼʦʩʪʫʧʥʦ ʙʳʩʪʨʦʝ ʩʨʘʚʥʝʥʠʝ ʢʣʶʯʝʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʢʘʢ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʪʘʢ ʠ ʮʝʣʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ: ʨʠʩʢʠ, ʧʨʦʜʫʢʪʠʚʥʦʩʪʴ ʠ ʢʦʣʠʯʝʩʪʚʦ 

ʠʥʮʠʜʝʥʪʦʚ ʟʘ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʧʝʨʠʦʜ. ɺ ʥʦʚʦʤ ʦʙʥʦʚʣʝʥʠʠ ʫʣʫʯʰʝʥʘ ʜʠʘʛʨʘʤʤʘ ʩʚʷʟʝʡ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʘʷ ʥʘ ʨʠʩʫʥʢʝ 5. 

 

 
ʈʠʩʫʥʦʢ 5. ɼʠʘʛʨʘʤʤʘ ʩʚʷʟʝʡ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʠʥʪʝʨʬʝʡʩʝ Zecurion DLP 11. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -161- 

 

ɺʚʝʜʝʥʳ ʙʳʩʪʨʳʝ ʬʠʣʴʪʨʳ ʠ ʥʘʩʪʨʘʠʚʘʝʤʳʡ ʚʥʝʰʥʠʡ ʚʠʜ ʩ ʧʦʤʦʱʴʶ çʣʝʛʝʥʜʳè, 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ ʧʦʨʦʛ ʠʥʮʠʜʝʥʪʦʚ ʜʣʷ ʜʠʘʛʨʘʤʤʳ, ʦʧʨʝʜʝʣʠʪʴ ʫʨʦʚʝʥʴ 

ʚʘʞʥʦʩʪʠ, ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʢʘʥʘʣʳ ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʬʦʪʦʛʨʘʬʠʡ ʢʦʣʣʝʛ. ʆʜʥʦʚʨʝʤʝʥʥʦ 

ʤʦʞʥʦ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʜʦ ʪʳʩʷʯʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʜʝʪʘʣʠʟʠʨʦʚʘʪʴ ʜʠʘʛʨʘʤʤʫ ʧʨʠ ʝʸ 

ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʠ.  

 

 
ʈʠʩʫʥʦʢ 6. ɺʢʣʘʜʢʘ çʈʠʩʢʠè ʚ ʢʘʨʪʦʯʢʝ ʩʦʪʨʫʜʥʠʢʘ ʚ ʠʥʪʝʨʬʝʡʩʝ Zecurion DLP 11 

 

ʇʨʦʬʠʣʴ ʧʦʚʝʜʝʥʠʷ ʩʦʪʨʫʜʥʠʢʘ ʚ UBA 2.0, ʢʦʪʦʨʳʡ ʠʟʦʙʨʘʞʝʥ ʥʘ ʨʠʩʫʥʢʝ 7, 

ʬʦʨʤʠʨʫʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʪʘʢʠʭ ʧʘʨʘʤʝʪʨʦʚ, ʢʘʢ ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʩʦʦʙʱʝʥʠʷ, 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʯʝʨʝʟ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠ ʤʝʩʩʝʥʜʞʝʨʳ, ʘ ʪʘʢʞʝ ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ 

ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ ʩʝʪʝʚʳʤʠ ʧʦʜʢʣʶʯʝʥʠʷʤʠ. 

 

 
ʈʠʩʫʥʦʢ 7. ɺʢʣʘʜʢʘ çʇʨʦʬʠʣʠ ʧʦʚʝʜʝʥʠʷè ʚ ʢʘʨʪʦʯʢʝ ʩʦʪʨʫʜʥʠʢʘ ʚ ʠʥʪʝʨʬʝʡʩʝ Zecurion DLP 11 

 

ʄʦʜʫʣʴ ʧʦʚʝʜʝʥʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ (UBA) ʩʣʫʞʠʪ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʘʢʪʠʚʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʳʷʚʣʷʷ ʧʦʜʦʟʨʠʪʝʣʴʥʦʝ ʧʦʚʝʜʝʥʠʝ, ʩ ʥʦʚʳʤʠ ʬʫʥʢʮʠʷʤʠ ʚ UBA 2.0 ʧʦ 

ʦʪʩʣʝʞʠʚʘʥʠʶ ʘʥʦʤʘʣʠʡ. ʇʨʦʬʠʣʴ ʬʦʨʤʠʨʫʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʧʘʨʘʤʝʪʨʦʚ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, 

ʯʪʦ ʫʚʝʣʠʯʠʚʘʝʪ ʰʘʥʩʳ ʚʳʷʚʣʝʥʠʷ ʦʪʢʣʦʥʝʥʠʡ ʚ ʨʘʙʦʪʝ. 

ʄʦʥʠʪʦʨʠʥʛ ʨʘʙʦʯʝʡ ʘʢʪʠʚʥʦʩʪʠ ʯʝʨʝʟ Zecurion Staff Control 2.0 Enterprise ʤʦʞʝʪ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʢʘʢ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʪʘʢ ʠ ʩ DLP. ʕʪʘ ʚʝʨʩʠʷ ʚʢʣʶʯʘʝʪ ʫʧʨʘʚʣʝʥʠʝ 

ʚʨʝʤʝʥʝʤ, ʘʢʪʠʚʥʦʩʪʴʶ ʠ ʦʪʯʝʪʳ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʨʝʩʫʨʩʦʚ, ʯʪʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʘʭ 8. 

ɺ ʩʠʩʪʝʤʝ Zecurion DLP 11 ʨʝʘʣʠʟʦʚʘʥʘ IRP-ʩʠʩʪʝʤʘ ʜʣʷ ʨʘʙʦʪʳ ʩ ʠʥʮʠʜʝʥʪʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʣʘʛʘʶʱʘʷ ʛʠʙʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʘʢʪʠʚʥʦʩʪʴʶ ʩʦʪʨʫʜʥʠʢʦʚ. 
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ʈʠʩʫʥʦʢ 8. ʆʪʯʸʪ ʧʦ ʨʘʙʦʯʝʤʫ ʚʨʝʤʝʥʠ ʩʦʪʨʫʜʥʠʢʦʚ ʚ Zecurion DLP 11 

 

ɺ Zecurion DLP 11 ʠʥʪʝʛʨʠʨʦʚʘʥʘ ʩʦʙʩʪʚʝʥʥʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ 

(IRP), ʦʪʢʨʳʚʘʶʱʘʷ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʨʘʙʦʪʳ ʩ ʠʥʮʠʜʝʥʪʘʤʠ ʚ ʦʙʣʘʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɻʣʘʚʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʝʸ ʧʨʠʤʝʥʝʥʠʷ ʩʣʝʜʫʶʱʠʝ. ʇʝʨʚʦʝ 

ð ʵʪʦ ʪʨʘʜʠʮʠʦʥʥʳʡ ʧʦʜʭʦʜ ʢ ʫʧʨʘʚʣʝʥʠʶ ʠʥʮʠʜʝʥʪʘʤʠ, ʢʦʪʦʨʳʡ ʚʢʣʶʯʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʦʚ, ʦʙʩʫʞʜʝʥʠʷ ʩʠʪʫʘʮʠʡ, ʨʝʛʠʩʪʨʘʮʠʠ ʜʝʡʩʪʚʠʡ ʠ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʟʘʜʘʯ. 

ʊʘʢʞʝ ʧʨʝʜʫʩʤʦʪʨʝʥʘ ʥʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʡ ʦ ʭʦʜʝ ʨʘʩʩʣʝʜʦʚʘʥʠʡ. ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ 

Zecurion DLP ð ʵʪʦ ʛʠʙʨʠʜʥʘʷ ʩʠʩʪʝʤʘ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ ʢʘʢ ʚ ʘʢʪʠʚʥʦʤ 

ʨʝʞʠʤʝ (ʧʘʨʘʣʠʟʫʷ ʜʝʡʩʪʚʠʷ, ʥʘʨʫʰʘʶʱʠʝ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ), ʪʘʢ ʠ ʚ ʧʘʩʩʠʚʥʦʤ, 

ʬʠʢʩʠʨʫʷ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʘʥʘʣʠʟʘ. ɺʪʦʨʦʝ ʥʘʧʨʘʚʣʝʥʠʝ 

ʩʚʷʟʘʥʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʩʪʨʦʝʥʥʦʡ IRP-ʩʠʩʪʝʤʳ ʢʘʢ ʟʘʜʘʯʠ ʜʣʷ ʤʝʥʝʜʞʝʨʦʚ ʩʣʫʞʙʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ IT. ʈʝʘʣʠʟʦʚʘʥ ʫʜʦʙʥʳʡ ʢʦʥʩʪʨʫʢʪʦʨ ʬʦʨʤ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʟʘʜʘʯ, 

ʧʦʟʚʦʣʷʶʱʠʡ ʥʘʩʪʨʘʠʚʘʪʴ ʜʝʜʣʘʡʥʳ, ʩʪʘʪʫʩʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ. 

Zecurion DLP ʪʘʢʞʝ ʜʘʸʪ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʘʠʚʘʪʴ ʧʨʘʚʠʣʘ ʜʦʩʪʫʧʘ ʢ 

ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʢʘʥʘʣʘʤ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʟʘʱʠʪʫ ʦʪ ʫʪʝʯʝʢ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʧʦʣʠʪʠʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʚʝʨʩʠʠ DLP 11 ʜʦʙʘʚʣʝʥʳ ʥʦʚʳʝ ʧʦʣʠʪʠʢʠ ʠ 

ʤʝʭʘʥʠʟʤʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʩʦʚʨʝʤʝʥʥʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ ʦʙʨʘʙʦʪʢʠ 

ʠʥʮʠʜʝʥʪʦʚ. ʅʦʚʳʡ ʬʫʥʢʮʠʦʥʘʣ ʚʢʣʶʯʘʝʪ ʧʦʜʜʝʨʞʢʫ Linux-ʩʠʩʪʝʤ ʠ ʟʥʘʯʠʪʝʣʴʥʦ 

ʨʘʩʰʠʨʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʜʦʢʫʤʝʥʪʦʚ. 

ʊʘʙʣʠʮʘ 1 

ʉʨʘʚʥʝʥʠʝ Zecurion DLP 11 ʩ ʜʨʫʛʠʤʠ DLP-ʩʠʩʪʝʤʘʤʠ. 

ʇʘʨʘʤʝʪʨʳ Zecurion DLP 11 Symantec DLP 
McAfee Total 

Protection 
Forcepoint DLP 

ʇʦʜʜʝʨʞʢʘ 

ʨʘʟʣʠʯʥʳʭ ʢʘʥʘʣʦʚ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ 

ɼʘ ɼʘ ɼʘ ɼʘ 

ʋʧʨʘʚʣʝʥʠʝ 

ʠʥʮʠʜʝʥʪʘʤʠ (IRP) 

ɺʩʪʨʦʝʥʥʘʷ IRP-

ʩʠʩʪʝʤʘ 
ʅʝʪ 

ʏʘʩʪʠʯʥʦ 

ʠʥʪʝʛʨʠʨʦʚʘʥʘ 
ʅʝʪ 

ʇʦʚʝʜʝʥʯʝʩʢʠʡ 

ʘʥʘʣʠʟ (UBA) 
ɼʘ ɼʘ ʆʛʨʘʥʠʯʝʥʥʦ ɼʘ 

ʇʦʜʜʝʨʞʢʘ 

ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ɼʘ ɼʘ ɼʘ ɼʘ 

ʉʦʚʤʝʩʪʠʤʦʩʪʴ ʩ 

Linux 

ɼʘ (GosLinux, Astra 

Linux, ʠ ʜʨ.) 
ʅʝʪ ʆʛʨʘʥʠʯʝʥʥʘʷ ʅʝʪ 

ʋʜʦʙʩʪʚʦ ʠ 

ʥʘʩʪʨʘʠʚʘʝʤʦʩʪʴ 
ɺʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʉʨʝʜʥʠʡ ʫʨʦʚʝʥʴ ʉʨʝʜʥʠʡ ʫʨʦʚʝʥʴ ɺʳʩʦʢʠʡ ʫʨʦʚʝʥʴ 

 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -163- 

 

ʂʣʶʯʝʚʳʤʠ ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ Zecurion DLP 11 ʷʚʣʷʶʪʩʷ ʚʩʪʨʦʝʥʥʘʷ IRP-ʩʠʩʪʝʤʘ 

ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʥʮʠʜʝʥʪʘʤʠ, ʧʦʜʜʝʨʞʢʘ ʧʦʚʝʜʝʥʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʩʦʪʨʫʜʥʠʢʦʚ (UBA) ʠ 

ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʨʘʟʣʠʯʥʳʤʠ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ, ʚʢʣʶʯʘʷ Linux. ɺ ʦʪʣʠʯʠʝ ʦʪ 

ʢʦʥʢʫʨʝʥʪʦʚ, Zecurion DLP 11 ʧʨʝʜʣʘʛʘʝʪ ʙʦʣʝʝ ʛʠʙʢʠʝ ʠ ʥʘʩʪʨʘʠʚʘʝʤʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʪʝʯʝʢ ʜʘʥʥʳʭ, ʯʪʦ ʜʝʣʘʝʪ ʝʸ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʤ 

ʨʝʰʝʥʠʝʤ ʜʣʷ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʩ ʚʳʩʦʢʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

***  
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2. Zecurion DLP 11. ʆʙʟʦʨ ʥʦʚʦʚʚʝʜʝʥʠʡ [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. URL: 
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4. ɿʘʱʠʪʘ ʦʪ ʚʥʫʪʨʝʥʥʠʭ ʫʛʨʦʟ ʩ ʧʦʤʦʱʴʶ Zecurion DLP 11 [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. URL: 

https://www.anti-malware.ru/practice/methods/Internal-Threat-Protection-with-Zecurion-DLP-11. (ʜʘʪʘ 

ʦʙʨʘʱʝʥʠʷ: 19.10.2024.) 
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ʀʚʘʥʦʚʘ ɸ.ʇ.
1,2
, ʐʠʧʫʣʠʥ ɺ.ʅ.
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ʇʨʠʤʝʥʝʥʠʝ ʢʣʘʩʪʝʨʥʦʛʦ ʘʥʘʣʠʟʘ ʚ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʷʭ 

ʥʘ ʧʨʠʤʝʨʝ ʦʪʢʨʳʪʳʭ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ çʉʙʝʨè 
1
ʈʦʩʩʠʡʩʢʠʡ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʄʀʈʕɸ 

2
ʈʦʩʩʠʡʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʪʨʘʥʩʧʦʨʪʘ 

3
ʆʆʆ çɸʢʢʫ-ʌʝʨʪʨʠʙè 

(ʈʦʩʠʠʷ, ʄʦʩʢʚʘ) 

doi: 10.18411/trnio-11-2024-723 
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Abstract 

The article is devoted to the study of the possibility of using cluster analysis methods in 

marketing research. For calculations, open data on the transactional activity of clients of the 

company ñSberò, collected in 84 regions of the Russian Federation for the period from 01.2013 

to 01.2019, was used. 
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ɺ ʫʩʣʦʚʠʷʭ ʩʦʚʨʝʤʝʥʥʦʛʦ ʢʦʥʢʫʨʝʥʪʥʦʛʦ ʨʳʥʢʘ ʤʘʨʢʝʪʦʣʦʛʠ ʠʩʧʦʣʴʟʫʶʪ ʙʦʣʴʰʦʡ 

ʥʘʙʦʨ ʤʘʪʝʤʘʪʠʯʝʩʢʠʭ ʤʝʪʦʜʦʚ ʠ ʤʦʜʝʣʝʡ ʜʣʷ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʠ 

ʧʨʠʥʷʪʠʷ ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ ʨʝʰʝʥʠʡ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʚʘʪʴ ʧʨʝʠʤʫʱʝʩʪʚʦ ʧʝʨʝʜ 

ʢʦʥʢʫʨʝʥʪʘʤʠ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʙʦʣʝʝ ʫʩʪʦʡʯʠʚʦʝ ʨʘʟʚʠʪʠʝ ʢʦʤʧʘʥʠʠ. ʕʪʦ ʩʚʷʟʘʥʦ ʩ 

ʨʘʩʪʫʱʠʤ ʦʙʲʸʤʦʤ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ ʩʪʘʣ ʜʦʩʪʫʧʝʥ ʙʣʘʛʦʜʘʨʷ ʙʫʨʥʦʤʫ ʨʘʟʚʠʪʠʶ 

ʮʠʬʨʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʧʨʠʥʠʤʘʪʴ ʦʙʦʩʥʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ ʚ ʫʩʣʦʚʠʷʭ 

ʞʸʩʪʢʦʡ ʢʦʥʢʫʨʝʥʮʠʠ. 

ʇʝʨʝʯʠʩʣʠʤ ʦʩʥʦʚʥʳʝ ʛʨʫʧʧʳ ʵʢʦʥʦʤʠʢʦ-ʤʘʪʝʤʘʪʠʯʝʩʢʠʭ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʚ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʷʭ: 

ʆʧʪʠʤʠʟʘʮʠʦʥʥʳʝ ʤʝʪʦʜʳ. ɺʢʣʶʯʘʶʪ ʣʠʥʝʡʥʦʝ ʠ ʥʝʣʠʥʝʡʥʦʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ, 

ʜʠʥʘʤʠʯʝʩʢʦʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ ʠ ʜʨʫʛʠʝ ʤʝʪʦʜʳ ʦʧʪʠʤʠʟʘʮʠʠ. ʕʪʠ ʤʝʪʦʜʳ ʧʦʤʦʛʘʶʪ 

ʥʘʭʦʜʠʪʴ ʥʘʠʣʫʯʰʠʝ ʨʝʰʝʥʠʷ ʚ ʫʩʣʦʚʠʷʭ ʦʛʨʘʥʠʯʝʥʥʳʭ ʨʝʩʫʨʩʦʚ. 

ʌʘʢʪʦʨʥʳʡ ʘʥʘʣʠʟ. ʇʦʟʚʦʣʷʝʪ ʫʤʝʥʴʰʠʪʴ ʨʘʟʤʝʨʥʦʩʪʴ ʜʘʥʥʳʭ, ʚʳʷʚʣʷʷ ʩʢʨʳʪʳʝ 

ʬʘʢʪʦʨʳ, ʢʦʪʦʨʳʝ ʦʙʲʷʩʥʷʶʪ ʥʘʙʣʶʜʘʝʤʳʝ ʚʟʘʠʤʦʩʚʷʟʠ. ʕʪʦʪ ʤʝʪʦʜ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʩʝʛʤʝʥʪʘʮʠʠ ʨʳʥʢʘ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʩʢʨʳʪʳʭ ʧʦʪʨʝʙʥʦʩʪʝʡ ʧʦʪʨʝʙʠʪʝʣʝʡ. 

ʄʝʪʦʜʳ ʦʧʠʩʘʪʝʣʴʥʦʡ ʩʪʘʪʠʩʪʠʢʠ. ʕʪʠ ʤʝʪʦʜʳ ʚʢʣʶʯʘʶʪ ʦʩʥʦʚʥʳʝ 

ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʧʦʢʘʟʘʪʝʣʠ, ʪʘʢʠʝ ʢʘʢ ʩʨʝʜʥʝʝ ʟʥʘʯʝʥʠʝ, ʤʝʜʠʘʥʘ, ʤʦʜʘ, ʩʪʘʥʜʘʨʪʥʦʝ 

ʦʪʢʣʦʥʝʥʠʝ ʠ ʪ. ʜ. ʆʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʧʠʩʘʥʠʷ ʦʩʥʦʚʥʳʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʜʘʥʥʳʭ. 

ʂʣʘʩʪʝʨʥʳʡ ʘʥʘʣʠʟ. ʂʣʘʩʪʝʨʥʳʡ ʘʥʘʣʠʟ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʨʫʧʧʠʨʦʚʢʠ ʦʙʲʝʢʪʦʚ 

(ʥʘʧʨʠʤʝʨ, ʧʦʪʨʝʙʠʪʝʣʝʡ) ʥʘ ʦʩʥʦʚʝ ʠʭ ʩʭʦʞʝʩʪʠ. ʇʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʩʝʛʤʝʥʪʘʮʠʠ ʨʳʥʢʘ, 

ʩʦʟʜʘʥʠʷ ʮʝʣʝʚʳʭ ʛʨʫʧʧ ʠ ʨʘʟʨʘʙʦʪʢʠ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʭ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʩʪʨʘʪʝʛʠʡ. 

ʄʝʪʦʜʳ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ. ʂ ʵʪʦʤʫ ʢʣʘʩʩʫ ʦʪʥʦʩʷʪʩʷ ʘʥʘʣʠʟ ʚʨʝʤʝʥʥʳʭ ʨʷʜʦʚ, 

ʨʝʛʨʝʩʩʠʦʥʥʳʡ ʘʥʘʣʠʟ ʠ ʤʝʪʦʜʳ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. ʆʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʙʫʜʫʱʠʭ ʟʥʘʯʝʥʠʡ ʥʘ ʦʩʥʦʚʝ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ. 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -165- 

 

ʉʣʝʜʫʝʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʧʨʠʤʝʥʝʥʠʝ ʤʘʪʝʤʘʪʠʯʝʩʢʠʭ ʤʝʪʦʜʦʚ ʚ ʤʘʨʢʝʪʠʥʛʦʚʳʭ 

ʠʩʩʣʝʜʦʚʘʥʠʷʭ ʩʦʧʨʷʞʝʥʦ ʩ ʨʷʜʦʤ ʪʨʫʜʥʦʩʪʝʡ: 

ʉʙʦʨ ʜʘʥʥʳʭ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ ʜʣʷ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ 

ʜʦʣʞʥʦ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʫ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠ ʵʪʠʯʝʩʢʠʤ ʥʦʨʤʘʤ. ʏʘʩʪʦ 

ʜʘʥʥʳʝ ʥʦʩʷʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʡ ʭʘʨʘʢʪʝʨ ʠʣʠ ʩʢʨʳʪʳ, ʯʪʦ ʟʘʪʨʫʜʥʷʝʪ ʠʭ ʩʙʦʨ ʠ ʘʥʘʣʠʟ. 

ʂʘʯʝʩʪʚʦ ʜʘʥʥʳʭ. ɼʘʥʥʳʝ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʷʭ, ʤʦʛʫʪ 

ʙʳʪʴ ʥʝʧʦʣʥʳʤʠ, ʰʫʤʥʳʤʠ ʠʣʠ ʠʩʢʘʞʸʥʥʳʤʠ. ʆʥʠ ʪʨʝʙʫʶʪ ʪʱʘʪʝʣʴʥʦʡ ʦʯʠʩʪʢʠ ʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʦʙʨʘʙʦʪʢʠ, ʯʪʦ ʟʘʥʠʤʘʝʪ ʤʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʨʝʩʫʨʩʦʚ. 

ʀʥʪʝʨʧʨʝʪʘʮʠʷ ʨʝʟʫʣʴʪʘʪʦʚ. ɼʘʞʝ ʧʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʧʨʠʤʝʥʝʥʠʷ 

ʤʘʪʝʤʘʪʠʯʝʩʢʦʛʦ ʤʝʪʦʜʘ ʠʥʪʝʨʧʨʝʪʘʮʠʷ ʧʦʣʫʯʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦʡ 

ʟʘʜʘʯʝʡ.  

ɸʜʘʧʪʘʮʠʷ ʢ ʠʟʤʝʥʝʥʠʷʤ. ʈʳʥʦʢ ʠ ʧʦʚʝʜʝʥʠʝ ʧʦʪʨʝʙʠʪʝʣʝʡ ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʶʪʩʷ, 

ʠ ʤʦʜʝʣʠ, ʧʦʩʪʨʦʝʥʥʳʝ ʥʘ ʦʩʥʦʚʝ ʠʩʪʦʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʤʦʛʫʪ ʙʳʩʪʨʦ ʫʩʪʘʨʝʚʘʪʴ, ʪʨʝʙʫʷ 

ʨʝʛʫʣʷʨʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʠ ʘʜʘʧʪʘʮʠʠ. 

ɺ ʜʘʥʥʦʡ ʨʘʙʦʪʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʥʘʙʦʨ ʦʪʢʨʳʪʳʭ [1] ʙʘʥʢʦʚʩʢʠʭ ʜʘʥʥʳʭ 

ʢʦʤʧʘʥʠʠ ñʉʙʝʨò, ʩʦʙʨʘʥʥʳʭ ʚ 84 ʨʝʛʠʦʥʘʭ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʟʘ ʧʝʨʠʦʜ ʩ 01.2013 ʧʦ 

01.2019.  

ʈʘʟʤʝʨ ʜʘʪʘʩʝʪʘ 6132Ĭ17. ʆʥ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʚʠʜʝ ʪʘʙʣʠʮʳ, ʩʪʦʣʙʮʳ ʢʦʪʦʨʦʡ 

ʩʦʜʝʨʞʘʪ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ:  

'regionô ï ʈʝʛʠʦʥ, 

ódateô ï ɼʘʪʘ, 

'Average amount of new deposit' ï ʉʨʝʜʥʷʷ ʩʫʤʤʘ ʥʦʚʦʛʦ ʚʢʣʘʜʘ, 

'Average check in Restaurant format' ï ʉʨʝʜʥʠʡ ʯʝʢ ʚ ʨʝʩʪʦʨʘʥʥʦʤ ʬʦʨʤʘʪʝ, 

'Average consumer loan application' ï ʉʨʝʜʥʷʷ ʩʫʤʤʘ ʟʘʷʚʢʠ ʥʘ ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʡ 

ʢʨʝʜʠʪ, 

'Average Fast Food format Check' ï ʉʨʝʜʥʠʡ ʯʝʢ ʚ ʬʦʨʤʘʪʝ ʙʳʩʪʨʦʛʦ ʧʠʪʘʥʠʷ, 

'Average pension' ï ʉʨʝʜʥʷʷ ʧʝʥʩʠʷ, 

'Average salary' ï ʉʨʝʜʥʷʷ ʟʘʨʘʙʦʪʥʘʷ ʧʣʘʪʘ, 

'Average spending in a fast food restaurant' ï ʉʨʝʜʥʠʝ ʨʘʩʭʦʜʳ ʚ ʨʝʩʪʦʨʘʥʝ ʙʳʩʪʨʦʛʦ 

ʧʠʪʘʥʠʷ, 

 'Average spending in a restaurant' ï ʉʨʝʜʥʠʝ ʨʘʩʭʦʜʳ ʚ ʨʝʩʪʦʨʘʥʝ, 

 'Average spending on cards' ï ʉʨʝʜʥʠʝ ʨʘʩʭʦʜʳ ʧʦ ʢʘʨʪʝ, 

 'Number of new deposits' ï ʂʦʣʠʯʝʩʪʚʦ ʥʦʚʳʭ ʚʢʣʘʜʦʚ, 

 'On average rubles on current account per person' ï ʉʨʝʜʥʝʝ ʢʦʣʠʯʝʩʪʚʦ ʨʫʙʣʝʡ ʥʘ 

ʪʝʢʫʱʝʤ ʩʯʝʪʫ ʥʘ ʦʜʥʦʛʦ ʯʝʣʦʚʝʢʘ, 

 'On average, deposits in rubles per person' ï ʉʨʝʜʥʝʝ ʢʦʣʠʯʝʩʪʚʦ ʚʢʣʘʜʦʚ ʚ ʨʫʙʣʷʭ ʥʘ 

ʦʜʥʦʛʦ ʯʝʣʦʚʝʢʘ, 

 'The average amount of a mortgage application' ï ʉʨʝʜʥʷʷ ʩʫʤʤʘ ʟʘʷʚʢʠ ʥʘ ʠʧʦʪʝʢʫ, 

 'The number of applications for consumer loans' ï ʂʦʣʠʯʝʩʪʚʦ ʟʘʷʚʦʢ ʥʘ 

ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʝ ʢʨʝʜʠʪʳ, 

 'The number of applications for mortgages' ï ʂʦʣʠʯʝʩʪʚʦ ʟʘʷʚʦʢ ʥʘ ʠʧʦʪʝʢʫ. 

ʇʦʧʨʦʙʫʝʤ ʨʘʟʙʠʪʴ ʠʤʝʶʱʠʝʩʷ ʜʘʥʥʳʝ ʥʘ ʢʣʘʩʪʝʨʳ ʠ ʧʨʦʘʥʘʣʠʟʠʨʫʝʤ 

ʧʦʣʫʯʝʥʥʳʝ ʨʝʟʫʣʴʪʘʪʳ. ɼʣʷ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʙʫʜʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ Python. 

ʂʣʘʩʪʝʨʠʟʘʮʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʮʝʩʩ ʛʨʫʧʧʠʨʦʚʢʠ ʤʥʦʞʝʩʪʚʘ ʦʙʲʝʢʪʦʚ 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʦʙʲʝʢʪʳ ʚ ʦʜʥʦʡ ʛʨʫʧʧʝ (ʢʣʘʩʪʝʨʝ) ʙʦʣʝʝ ʧʦʭʦʞʠ ʜʨʫʛ ʥʘ ʜʨʫʛʘ, ʯʝʤ ʥʘ 

ʦʙʲʝʢʪʳ ʚ ʜʨʫʛʠʭ ʛʨʫʧʧʘʭ [2].  

ɼʣʷ ʥʘʯʘʣʘ ʧʦʩʪʨʦʠʤ ʛʨʘʬʠʢʠ ʚʩʝʭ ʙʘʥʢʦʚʩʢʠʭ ʤʝʪʨʠʢ ʥʘ ʦʜʥʦʡ ʢʦʦʨʜʠʥʘʪʥʦʡ 

ʧʣʦʩʢʦʩʪʠ (ʩʤ. ʨʠʩ. 1). 



-166- Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ 

 

 
ʈʠʩʫʥʦʢ 1. ɺʩʝ ʤʝʪʨʠʢʠ ʥʘʙʦʨʘ ʜʘʥʥʳʭ ʩ 2013 ʧʦ 2019 ʛʦʜ. 

 

ʀʟ ʨʠʩ. 1 ʚʠʜʥʦ, ʯʪʦ ʤʝʪʨʠʢʠ ʩʠʣʴʥʦ ʦʪʣʠʯʘʶʪʩʷ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʧʦ ʘʙʩʦʣʶʪʥʳʤ 

ʟʥʘʯʝʥʠʷʤ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʝʩʪʠ ʥʦʨʤʠʨʦʚʢʫ ʜʘʥʥʳʭ.  

ʇʫʩʪʴ ʟʘʜʘʥʘ ʤʘʪʨʠʮʘ ! Á ,  É ρȟÍ, Ê ρȟÎ. ʂʘʞʜʳʡ ʠʟ m ʦʙʲʝʢʪʦʚ 

ʤʥʦʞʝʩʪʚʘ : ρȟςȟȣȟÍ  ʠʤʝʝʪ n ʯʠʩʣʦʚʳʭ ʥʝʦʪʨʠʮʘʪʝʣʴʥʳʭ ʟʥʘʯʝʥʠʡ. ʄʘʪʨʠʮʘ A ʥʝ 

ʠʤʝʝʪ ʩʪʨʦʢ ʠ ʩʪʦʣʙʮʦʚ, ʚʩʝ ʵʣʝʤʝʥʪʳ ʢʦʪʦʨʳʭ ʥʫʣʝʚʳʝ. ʅʦʨʤʠʨʦʚʢʘ ʟʥʘʯʝʥʠʡ 

ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ ʬʦʨʤʫʣʝ: 

Ú
Á

Á
 (1) 

ʛʜʝ Á ÍÁØ ÁȢ 

ʇʦʣʫʯʝʥʥʳʝ ʟʥʘʯʝʥʠʷ Ú ʥʝ ʠʤʝʶʪ ʨʘʟʤʝʨʥʦʩʪʠ ʠ π Ú ρ.  

ɺʦʩʧʦʣʴʟʫʝʤʩʷ ʬʦʨʤʫʣʦʡ (1): ʥʘ ʨʠʩ. 2 ʧʦʢʘʟʘʥʳ ʤʝʪʨʠʢʠ ʧʦʩʣʝ ʥʦʨʤʠʨʦʚʢʠ. 

 

 
ʈʠʩʫʥʦʢ 2. ɺʩʝ ʤʝʪʨʠʢʠ ʥʘʙʦʨʘ ʜʘʥʥʳʭ ʩ 2013 ʧʦ 2019 ʛʦʜ ʧʦʩʣʝ ʥʦʨʤʠʨʦʚʢʠ 

 

ɼʘʣʝʝ ʧʨʠʤʝʥʠʤ ʢʦʨʨʝʣʷʮʠʦʥʥʳʡ ʘʥʘʣʠʟ [3,4,5], ʯʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʧʘʨʘʤʝʪʨʳ, 

ʩʠʣʴʥʦ ʩʚʷʟʘʥʥʳʝ ʜʨʫʛ ʩ ʜʨʫʛʦʤ, ʧʨʠ ʨʘʟʙʠʝʥʠʠ ʥʘ ʢʣʘʩʪʝʨʳ. 

ʂʦʨʨʝʣʷʮʠʷ ʤʝʞʜʫ ʜʚʫʤʷ ʚʨʝʤʝʥʥʳʤʠ ʨʷʜʘʤʠ Ø ʠ Ù ʤʦʞʝʪ ʙʳʪʴ ʚʳʯʠʩʣʝʥʘ ʩ 
ʧʦʤʦʱʴʶ ʢʦʵʬʬʠʮʠʝʥʪʘ ʢʦʨʨʝʣʷʮʠʠ ʇʠʨʩʦʥʘ: 

Ò
В Ø Ø Ù Ù

В Ø Ø В Ù Ù
ȟ (2) 

ʛʜʝ Ø ʠ Ù ï ʠʭ ʩʨʝʜʥʠʝ ʟʥʘʯʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʨʷʜʦʚ Ø ʠ Ù ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ.  

ɺʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʬʦʨʤʫʣʦʡ (2), ʧʦʩʪʨʦʠʤ ʢʦʨʨʝʣʷʮʠʦʥʥʫʶ ʤʘʪʨʠʮʫ (ʩʤ. ʨʠʩ. 3). 



Ⱦɑəɐɑəɢɔɔ ɜɌɓɎɔɞɔɫ əɌɟɖɔ ɔ ɚɍɜɌɓɚɎɌəɔɫ -167- 

 

 
ʈʠʩʫʥʦʢ 3. ʂʦʨʨʝʣʷʮʠʦʥʥʘʷ ʤʘʪʨʠʮʘ ʜʣʷ 17 ʤʝʪʨʠʢ. 

 

ʋʜʘʣʠʤ ʜʘʥʥʳʝ ʩ ʢʦʵʬʬʠʮʠʝʥʪʦʤ ʢʦʨʨʝʣʷʮʠʠ ʙʦʣʴʰʝ 0,6 (ʨʠʩ. 4) ï ʦʩʪʘʥʝʪʩʷ 6 

ʤʝʪʨʠʢ. 

 

 
ʈʠʩʫʥʦʢ 4. ʂʦʨʨʝʣʷʮʠʦʥʥʘʷ ʤʘʪʨʠʮʘ ʜʣʷ 6 ʤʝʪʨʠʢ. 

 

ʇʨʦʚʝʜʸʤ ʢʣʘʩʪʝʨʠʟʘʮʠʶ ʜʘʥʥʳʭ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʢʘʪʝʛʦʨʠʷʭ ʩ ʩʘʤʦʡ ʥʠʟʢʦʡ 

ʢʦʨʨʝʣʷʮʠʝʡ, ʩ 2015 ʧʦ 2019 ʛʦʜ (óAverage salaryô ʠ óAverage spending in a restaurantô).  

ɺʦʩʧʦʣʴʟʫʝʤʩʷ ʤʝʪʦʜʦʤ ʣʦʢʪʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʣʠʯʩʩʪʚʘ ʢʣʘʩʪʝʨʦʚ (ʨʠʩʫʥʦʢ 5). 

ɺ ʥʘʰʝʤ ʩʣʫʯʘʝ ʮʝʣʝʩʦʦʙʨʘʟʥʦ ʧʨʦʠʟʚʝʩʪʠ ʨʘʟʙʠʝʥʠʝ ʥʘ 3 ʢʣʘʩʪʝʨʘ. 

 

 
ʈʠʩʫʥʦʢ 5. ʄʝʪʦʜ ʣʦʢʪʷ. 

 


































































